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Mpuka3z ®CTIK Poccum ot 11.02.2013 N 17

(pea. ot 15.02.2017)
"06 6 o [JokymeHT npegoctasneH KoHcynbTaHTINOC
06 yTBepxaeHun TpeboBaHWi O 3aWmuTe MHOpMaUmm, He [lata coxpanerms: 10.10.2024

COoCTaBfi4lo...

3apeructpupoaHo B MuHtocte Poccum 31 mas 2013 r. N 28608

OEOEPANBHASA CNYXBA NO TEXHUYECKOMY N 3KCNOPTHOMY KOHTPOJIIO

NMPUKA3
ot 11 beBpansa 2013 r. N 17

OB YTBEPXXOAEHWX TPEEOBAHUN
O 3ALUUTE MHO®OPMALIMU, HE COCTABAIOLEN rOCYAAPCTBEHHYIO TAVHY,
COOEPXALLUEUCA B rOCYOAPCTBEHHbIX UH®OPMALIMOHHBLIX CUCTEMAX
Cnncok 3MeHSIOLLMX JOKYMEHTOB
(8 pea. MNpukasza PCTIK Poccum o1 15.02.2017 N 27)

B cootBeTcTBUM C YacTbio 5 cTaTtbn 16 ®enepanbHoro 3akoHa ot 27 uions 2006 r. N 149-03 "O6 uHdpopmauuu,
MHOPMALIMOHHBIX TEXHOMOMMAX U 0 3awmTe uHpopmauun" (CobpaHue 3akoHopaTenbcTBa Poccuiickon depepaunm,
2006, N 31, cT. 3448; 2010, N 31, cT. 4196; 2011, N 15, c1. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328) u [lonoxeHuem
o0 ®epnepanbHom criykbe No TEXHUYECKOMY M SKCMOPTHOMY KOHTPOSIO, YTBEPXKAEHHbBIM YKa3om [MpesnaeHTa Poccuinckon
depepaumm ot 16 aBrycta 2004 r. N 1085 (CobpaHue 3akoHogaTenbctBa Poccuiickon depepaumm, 2004, N 34, crT.
3541; 2006, N 49, cT. 5192; 2008, N 43, cT1. 4921; N 47, c1. 5431; 2012, N 7, cT. 818), npukasbiBato:

1. YTBepautTe npunaraemole TpeboBaHus 0 3aliuTe MHOpMaLmm, He COCTaBNAOLLEN FOCyOapCTBEHHYIO TanHy,
copepallencs B rocygapCTBEHHbIX MH(POPMaLMOHHbBIX CUCTEMAX.

2. YCTaHOBUTb, YTO yKasaHHble B NMyHKTe 1 HacToswero npukasa TpeboBaHUSA MPUMEHSIOTCA ANS  3aliuTbl
MHpopMaLMn B rocyaapCTBEHHbIX MHPOPMaLMOHHBIX cuctemax ¢ 1 ceHTabpsa 2013 r.

OvpekTop

®epepanbHOn cnyxbbl MO TEXHNYECKOMY
M 3KCMOPTHOMY KOHTPOIIO

B.CEJIVH

YTBEpPXKOEHbI
npukasom GCTIK Poccun
ot 11 dpeBpansa 2013 r. N 17

TPEBEOBAHUA
O 3ALUUTE MHO®OPMALIMU, HE COCTABIAIOLEN FOCYAAPCTBEHHYIO TAVHY,
COOEPXALLUEUCA B rOCYOAPCTBEHHbIX UH®OPMALIMOHHbLIX CUCTEMAX
Cnncok 3MeHSIOLLMX JOKYMEHTOB
(8 pea. Npukasza PCTIK Poccum o1 15.02.2017 N 27)

|. O6bwme nonoxeHns

1. Hactosiwume TpeboBaHusa paspaboTaHbl B cooTBeTcTBUM C PepepanbHbiM 3akoHOM OT 27 utons 2006 r. N
149-93 "O06 nHdopmauumn, MHHOOPMALIMOHHBIX TEXHONOMMUAX 1 0 3awmuTe nHdopmaumn" (CobpaHue 3akoHogaTenbCTBa
Poccuickon ®egepauun, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, c1. 2038; N 30, cT. 4600; 2012, N 31,
cT. 4328), a Takke C y4eTOM HauMoHanbHbIX cTaHgapToB Poccuiickon ®egepauuy B 06nacti 3awmuTbl UHOpMaumm n B
obnactu cos3gaHvsa aBToOMaTM3NPOBaHHbIX CUCTEM (Aanee - HaunoHarbHble CTaHAapThl).

2. B nokymeHTe ycTaHaBnumBalTcs TpeboBaHus K obecneyveHmnio 3amTbl MHOPMaLUMN OrpaHNMYeHHOro A0CTyna,
He cofepxalleyi CBeAeHWs, COCTaBNnfAloliMEe roCyOapCTBEHHYK TalHy (ganee - uHdopMauus), OT yTedku no
TEXHWYECKMM KaHanaMm, HeCaHKUMOHMPOBAHHOrO [AOCTyMna, CcreuuanbHbiX BO3AENCTBUM Ha Takyl WHGOopMaumio
(HocuTenu nHgopmMauun) B Lensx ee AoObIBaHUSA, YHUHTOXEHWS, NCKaXKeHNs unmn 6nokupoBaHns JoCcTyna K Her (ganee
- 3aWmTa uHdopmaumm) npu obpaboTke ykazaHHON NHGOPMALMM B FOCYAapPCTBEHHbIX MHAPOPMAaLMOHHBIX CUCTEMAX.

HacTtoswme TpeboBaHMa MOryT NpuUMeHATbCS ANS 3awmTbl obLwenocTynHon MHopMauuM, coaepallencs B
rocyaapCTBEHHbIX MHPOPMAaLMOHHBIX CUCTEMaX, AN AOCTVXEHUS Lernen, ykasaHHbIX B nyHkTax 1w 3 yactm 1 c1atbu
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Mpuka3z ®CTIK Poccum ot 11.02.2013 N 17

(pea. ot 15.02.2017)
"06 6 o [JokymeHT npegoctasneH KoHcynbTaHTINOC
06 yTBepxaeHun TpeboBaHWi O 3aWmuTe MHOpMaUmm, He [lata coxpanerms: 10.10.2024

COoCTaBfi4lo...

16 PepgepanbHoro 3akoHa ot 27 wonsa 2006 r. N 149-®3 "O6 wuHdopmaummn, MHPOPMALMOHHBIX TEXHOMOMUSAX U O
3awmTe nHopmaummn”.

B pokymeHTe He paccmaTpuBatoTcss TpeboBaHMs O 3awuTe MHGOPMAaLMK, CBSI3aHHbIE C MPUMEHEHMEM
Kpuntorpadumyeckux MeToAoB 3awmTbl MHMOPMaUMM 1 WwndpoBanbHbIX (KpynTorpaduyeckmx) Cpeacts  3awuThl
WHopmaumn.

3. Hactosiwme TpeboBaHusa aBnsitoTcA 06s3aTenbHbIMM Npu 0b6paboTke WHopMauum B ToCy4apCTBEHHbLIX
MHPOPMALIMOHHBIX cUcTEMax, PYHKLMOHUPYOLWUX Ha Tepputopun Poccuickon ®efepaumu, a Takke B MyHULMNANbHbIX
WMHOPMAaLMOHHLIX CUCTEMAX, ECINN MHOE HE YCTaHOBIIEHO 3akoHoAaTenbCcTBOM Poccuiickon degepaumm O MECTHOM
camoynpasrieHuMm.

Hactosdwume TpeboBaHuA He pacnpoCTPaHATCA Ha rocyfapCTBEHHble  MH(OPMaUMOHHbIE  CUCTEMBI
AomuHuctpaumn  MNpesnpgeHta Poccuiickon ®epepaunn, Coeta besonacHoctn  Poccunckon  depepaumn,
®epepanbHoro Cobpanua Poccuiickon ®epepauun, MNpasutensctBa Poccuickon ®Pepepauun, KOHCTUTYLMOHHOrO
Cypna Poccuiickon ®eagepaunn, BepxosHoro Cyaa Poccuiickon ®epepaumm n degepansHon cnyxbbl 6Ge3onacHocTU
Poccuiickon depepaumm.

(8 pea. Npukasza PCTIK Poccum o1 15.02.2017 N 27)

4. Hactosiwme TpeboBaHua npegHasHaveHbl Ans obnagatenen uHGOPMAaLMKM, 3aKa3dMKOB, 3aKITHYMBLUNX
rocy1apCTBEHHbIA KOHTPAKT Ha CO3[aHue rocyaapCTBEHHOW WMH(OPMAaLMOHHOW CUCTEMbl (Janee - 3akasyuku) u
onepaTopoB roCcyAapCTBEHHbIX MHOPMALIMOHHLIX CUCTEM (danee - onepaTopbl).

JInyo, obpabaTbiBatowee MHOPMaLMIO, SBNSAIOLLYHOCA FOCy4apCTBEHHLIM MHAOPMALMOHHBIM PEecypcoM, Mo
nopy4veHuto obnagarensi MHdopmauun (3akas4vvka) unm onepaTtopa n (MnM) nNpegocTaBnsloliee MM BblYUCTIUTENbHbIE
pecypcbl (MOLWHOCTK) Ana 06paboTkn nHopMaumm Ha OCHOBaHUM 3aKITOUYEHHOIO JOroBopa (ganee - ynofiHOMOYEHHOoe
nuuo), obecneumBaeT 3alMTy WHOPMaUMM B COOTBETCTBMM C 3akoHopgaTenbCcTBoMm Poccuiickon Pegepaummn o6
NHopmaLm, MHPOPMALMOHHBIX TEXHOMOMMAX U O 3almTe MHpopmaumn. B goroBope gormkHa ObiTb MpegycMoTpeHa
00513aHHOCTb  YMOMHOMOYEHHOro nuua obecneuyvmBaTbe 3awuTy  MHAOPMaLMK, SBMSOLWENCS rOCy4apCTBEHHbLIM
WMHOPMALIMOHHBIM PECYPCOM, B COOTBETCTBMM C HAcCToALWMMY TpeboBaHuAMN.

5. Mpwn 06paboTke B rocygapCTBEHHOM MHAOPMALMOHHOM cucTeme UHopMaumn, cogepxallen nepcoHarbHble
OaHHble, HacToswme TpeboBaHUSA NPUMEHSIOTCS Hapsay € TpeboBaHWSMM K 3allMTe NepcoHanbHbIX AaHHbIX NPU UX
06paboTke B MHPOPMALMOHHbBIX CUCTEMAX NEPCOHanNbHbIX AaHHbIX, YTBEPXOAEHHbIX NOCTaHoBrneHueM [lpaBuTtenscTBa
Poccuiickon ®egepauum ot 1 Hosibpsa 2012 r. N 1119 (Cobpanue 3akoHogaTensctBa Poccuiickon Pepgepaumm, 2012, N
45, cT. 6257).

6. Mo peweHntio obnagatena wuHdopmauun (3akasdmka) unm onepaTopa Hactoswme TpeboBaHnua MoryT
NPUMEHATLCA ANs 3awwmThl MHpopMaunn, cogepKallencs B HerocyaapCTBEHHbIX MH(POPMAaLMOHHBIX CUCTEMAX.

7. 3awuTa uWHOpmaumW, cogepXalwencs B rocygapCTBEHHOM WMHAOPMAaUMOHHOM cucteme (ganee -
WHOPMaLMOHHas cuctema), obecnedvBaeTcs NyTeM BbINONHeHMsA obnagaTenem uHgopMauun (3akasdnkom) u (Mnm)
onepaTopoM TpeboBaHWMI K OpraHuMsauum 3awmTtbl MHAOPMaLMKU, codepallencss B MHAPOPMALMOHHON cucteme, U
TpeboBaHWU K MepaM 3aLUUTbl MHOPMaLUK, coaepallencs B MHOpMaLNOHHOM cucteme.

Il. TpeboBaHMsA K opraHu3auum 3awmTbl MHHOpMaLmK,
cogepxaLienca B MHpopmMaLMOHHOM cucteme

8. B wuHGOpMaUMOHHOM cucTteMe obObekTaMu 3alWnTbl  ABMASIOTCA  MHOpMauusi, codepxawlascs B
WMHOPMALIMOHHOW CUCTEME, TEXHUYECKME CPeACTBa (B TOM 4YWCMe CPeACTBa BbIMUCIUTENLHOM TEXHWKWU, MalUUHHbIE
HocUTENnn MHGOPMAaLMK, CPeACcTBa U CUCTEMbI CBA3M W Mepedayunm LaHHbIX, TexHudeckue cpefctBa obpaboTku
OYKBEHHO-LMDPOBOMN, rpachmnyeckon, BUAEO- U peveBon MHgpopmaumm), obliecucteMHoe, NpuKNagHoe, crneumanbHoe
nporpaMmmHoe obecneyeHne, MHHPOPMaLMOHHbIE TEXHOMOIMM, a Takke CpeacTBa 3aLuTbl MHGOpMauuu.

9. [Ina obecneyeHus 3awmTbl MHPOPMALMK, COAepXallencs B WHGOPMALMOHHOM CUCTEME, OrnepaTopoMm
HaszHayaeTCcs CTPYKTypHOe MoApasfdenieHne WnvM [OSPKHOCTHoe nuuo (paboTHMK), OTBETCTBEHHble 3a  3aluTy
MHdopMaLnu.

10. Ona npoBegeHuss paboT no 3awmte nHpOpMauMM B XOAE CO34aHuMs WM 3Kchnyatauum MHGOpMauUoHHON
cucTembl obnagaTtenem nHdopmauun (3aka3vymkom) U onepaTopomM B COOTBETCTBMM C 3aKOHOOATENbCTBOM Poccuiickon
depepaumm npu HEOOBXOAMMOCTM NPUBIEKAOTCA OpPraHM3aLmm, UMeLmMe NMLUEH3NI0 Ha AeATENbHOCTb N0 TEXHUYECKOM
3almTe KoHmaeHunansHoW mHgopmauun B cootBeTCcTBUM ¢ PepepanbHbiM 3akoHOM OT 4 mas 2011 r. N 99-03 "O
NVLEH3NPOBaHUN OTAENbHLIX BUAOB AesTensHocTn" (CobpaHue 3akoHopaTensctea Poccuiickon Pepepaumm, 2011, N
19, c1. 2716; N 30, cT. 4590; N 43, cT. 5971; N 48, cT. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9, cT. 874).

11. Ona obecnevyeHus 3awmTbl MHOpMaumMn, cogepxallenca B MHPOPMALMOHHOM cCUCTEME, NPUMEHSIIOTCS
CpeAcTBa 3aWuTbl MHGOPMaLuK, Npolledlne OLEHKY COOTBETCTBUS B cpopme obsasaTternbHon ceptudukaumm Ha
cooTBeTcTBME TpeboBaHMsIM MO Be30NacHOCTU MHpopMaLMn B COOTBETCTBMM CO CTaTbeln 5 deanepanbHOro 3akoHa ot
27 pekabpa 2002 r. N 184-&3 "O TexHuyeckom perynupoBaHun" (CobpaHue 3akoHopaTenbcTBa Poccunckon
denepaumm, 2002, N 52, ct. 5140; 2007, N 19, cT. 2293; N 49, cT. 6070; 2008, N 30, cT. 3616; 2009, N 29, cT. 3626; N
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Mpukas ®CTIK Poccum ot 11.02.2013 N 17

(pea. ot 15.02.2017)

"06 yTBepxaeHun TpeboBaHU 0 3alnTe MHDOPMaLUK, He
COCTaBNAI0...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

48, ct. 5711; 2010, N 1, cT. 6; 2011, N 30, cT. 4603; N 49, cT. 7025; N 50, cT. 7351; 2012, N 31, cT. 4322; 2012, N 50,
CT. 6959).

12. 3awmTta uHdopmaumm, cogepxallencsa B UHPOPMaLMOHHOW CUCTEME, ABMSETCS COCTAaBHON YacTbio paboT no
CO3[aHu1I0 1 3KcnnyaTauum MHpOpMaLMOHHON CUCTEMBI U 06ecneynBaeTcsl Ha BCcex CTagusax (3Tanax) ee cosgaHus, B
Xo[e aKcnnyatauMm 1 BbiBOA4A W3 SKCnnyatauuum nNyTeM MPUHATUS OPraHM3auMOHHbIX U TEXHUYECKMX Mep 3alluTbl
WHdopmaLmM, HanpaeneHHbIX Ha OnokupoBaHve (HewTpanusauui) yrpo3 6esonacHocTM MHGopMauun B
MHOPMALIMOHHOW CUCTEME, B paMKax CUCTEMbl (MOACUCTEMBbI) 3alMTbl MHOpMaUUM MHPOPMALMOHHON CUCTEMBI
(oanee - cucrtema 3awmTbl MHGPOPMAaLMK MHPOPMALIMOHHOW CUCTEMBI).

(8 pea. Npukasza PCTIK Poccum o1 15.02.2017 N 27)

OpraHusaumoHHble U TeXHUYECKME Mepbl 3awmTbl MHOPMaLUK, peanudyemble B paMKax CUCTEMbl 3alUUThI
WHopmaunm MHPOPMALIMOHHON CUCTEMBI, B 3aBUCMMOCTU OT MHGOPMaUuUK, copepxaliencsa B MHPOPMAaLMOHHOWN
cucteme, uenen cosgaHust MHOOPMALMOHHOW CUCTEMbI U 3ajad, pellaembliX 3TON WMHAOPMALMOHHOW CUCTEMOW,
OOMXKHbI BbITb HAaNpPaBneHbl Ha UCKIIOYEHNE:!

HenpaBOMEPHbIX JOCTyNa, KOMMPOBaHUS, NPeAOCTaBNEeHNs UMW pacnpocTpaHeHus MHdopmauun (obecneyexHve
KOHMAeHUMansHoCTN nHopmMauun);

HenpaBOMEPHBbIX  YHUYTOXEHUs  unu  moanduumpoBaHusa  uMHdopmauun  (obecneveHne  LENOCTHOCTU
WHpopmaumn);

HenpaBomMepHoro 6nokupoBaHna nHdopmaumm (obecneveHne JOCTYNHOCTM UHOPMaLIUK).

13. nsa obecneyeHnss 3awmTbl MHopMaunn, codepxallencs B WHHPOPMALMOHHOM CcUCTeEME, NPOBOASATCS
cnegylowmne MeponpusaTus:

dopmmpoBaHue TpeboBaHui k 3awmute MHpopmaumn, cogepxatlencs B UHPOPMaLMOHHON CUCTEME;

paspaboTka cuctembl 3aWwmnTbl HGHOPMaLUM UHHPOPMALIMOHHOW CUCTEMBI;

BHEeApEeHMe CUCTEMbI 3aLnTbl MHOpMaLUM MHGPOPMAaLIMOHHON CUCTEMBI,

aTTecTtauMs MHAOPMALMOHHOM cucTeMbl MO TpeboBaHMAM 3awWwmTbl MHOPMauMu (ganee - artTecTaums
WMHOPMALIMOHHOW CUCTEMbI) U BBO €€ B AENCTBUE;

obecneyeHne 3aWwnTbl MHOPMaLUKM B Xo4e aKCnyatauum aTTeCToBaHHON MHOPMaLMOHHOW CUCTEMBI;

obecneyeHne 3awmuTbl MHGOPMaL MM NPU BbIBOAE U3 SKCNIyaTalMmM aTTeCTOBAaHHOM MHAOPMALUOHHOW CUCTEMbI
UNK Nocrne NPUHATUA pelleHns 06 okoHYaHun obpaboTku nHopmaLumu.

dopmMumpoBaHne TpeboBaHWI K 3alLUmMTe MHOPMaLNK, coagepKallencs
B UHPOPMALIMOHHON cucteme

14. ®opmupoBaHue TpeboBaHui K 3awmte WHOpMauuMM, cogepXxawencs B MHPOPMALMOHHON cucTeme,
ocylecTsnseTca obnagarenemMm nHopmaunm (3akazqnkom).

dopmupoBaHne TpeboBaHUIM K 3awmute UWHopmauun, copepxawencas B  MHDOPMALMOHHON CUCTEME,
ocyulectBnsietcs ¢ ydyetom TOCT P 51583 "3awwmra nHcbopmauuu. MNopsaok cosgaHus aBToMaTU3NPOBAHHbBIX CUCTEM B
3almuieHHom ucnonHeHnn. O6wme nonoxenuns" (aanee - FOCT P 51583) n NOCT P 51624 "3awmTta mHdopMauuu.
ABTOMaTM3NPOBaHHbIE CUCTEMbI B 3aLLMLEHHOM ucnonHeHnn. Obwme Tpedoranns" (ganee - TOCT P 51624) n B TOoM
yucrne BKYaeT:

NPUHATME peLleHns 0 HeobxoaAMMOCTHM 3aLnTbl MHOpMaLWK, coaepxallenca B UHHPOPMaLMOHHON CUCTEME;

Knaccndukaumio MHHOPMaLMOHHON cucTeMbI MO TpeboBaHMAM 3almThl MHpopMauun (ganee - knaccudumkaums
WHOPMALIMOHHON CUCTEMBI);

onpegerneHne yrpo3 06e3onacHoCcTM WHgopMauun, peanu3auus KOTOPbIX MOXET MNPUBECTU K HapyLUEHWUIO
BesonacHoCTV MHopMaLun B MHOOPMAaLIMOHHOW CUCTEME, 1 pa3paboTKy Ha MX OCHOBE mogenu yrpo3 6esonacHocTu
WHopmauuu;

onpeaeneHune TpebosaHWi K cucTeMe 3aLLmTbl MHpopMaunm MHPOPMaLMOHHON CUCTEMBI.

14.1. MNpu NPUHSATUN PELLEHNS O HEOBXOOMMOCTU 3alMTbl MHOpMauuW, copepkaliencs B MHEOPMAaLMOHHON
cuUcTeMe, OCYLLLECTBNSIETCS:

aHanus ueren cosgaHusa MHMOPMaLMOHHON CUCTEMBI U 3aady, peLlaeMblX 3TON MHPOPMAaLIMOHHOW CUCTEMOW;

onpegerneHue nHgopmaumm, nognexawen obpabotke B MHHOPMaLIMOHHON CUCTEME;

aHanM3 HOpMaTUBHBLIX MPaBOBbLIX AKTOB, METOAUYECKMX OOKYMEHTOB WM HaUMOHAamNbHbIX CTAHOAPTOB, KOTOPbLIM
[OJSDKHA COOTBETCTBOBATH MHPOPMALIMOHHAsA CUCTEMA;

NPUHATME peELLEHMSI O HEOBXOOUMOCTU CO3AaHUS CUCTEMBI 3aLnTbl MHpopMaunn MHAOPMAaLMOHHON CUCTEMBI, a
Takke onpeaerneHune Lenen n 3agad 3awmTbl MHPOPMaLMn B MIH(OPMAaLMOHHON CUCTEME, OCHOBHbIX 3TanoB CO3[4aHus
CUCTEMbI 3alMTbl MHOPMaUUM MHPOPMALNOHHON CUCTEMBbI U DYHKLUMIA MO obecrneveHuto 3awmTbl MHopmaumw,
coaepXallencsi B HpopMaLMOHHON cucteMe, obnagarens MHdopmauum (3akasyuka), oneparopa U ynosIHOMOYEHHbIX
niu,.

14.2. Knaccudpmkaums nHopMaLnoHHONW CUCTEMbI MPOBOAMTCS B 3aBUCMMOCTU OT 3HAYMMOCTK 0bpabaTtbiBaemon
B Hel nHdopmaummn n macwtaba MHpopMaumMoHHOM cucTteMbl (dhedepanbHbI, perMoHasnbHbIi, 0ObEeKTOBbIN).
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Mpukas ®CTIK Poccum ot 11.02.2013 N 17

(pea. ot 15.02.2017)

"06 yTBepxaeHun TpeboBaHU 0 3alnTe MHDOPMaLUK, He
COCTaBNAI0...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

YcTaHaBnMBawTCA TpM Knacca  3alMWEHHOCTM  WHMOPMAUMOHHOW CUCTEMbI, OMpeaensiiowme  YpOBHM
3aLUMLLIEHHOCTM coaepXallencsi B Her nHgopmaumm. Cambli HU3KUIA Kacc - TPETUI, caMblli BbICOKMI - nepBbin. Knacc
3aWMLLEHHOCTN UHAOPMAaLMOHHON CUCTEMbl OnpedensdeTca B COOTBETCTBMM C npunoxeHneMm N 1 K HacToswum
TpeboBaHuAM.

(B pea. MNpukasza CTIK Poccum o1 15.02.2017 N 27)

Knacc 3awmweHHocTn onpegenseTtcs Ans UHHPOPMaLMOHHON CUCTEMBI B LIENIOM U, NpU HEOOXOAMMOCTU, ONns ee
OTOENbHbIX CEerMEHTOB (COCTaBHbIX 4yacTen). TpeboBaHMe K Knaccy 3allMLLEHHOCTM BKIIOYAETCHS B TEXHWYecKoe
3afaHue Ha co3gaHne NHHPOPMAaLMOHHOW CUCTEMBI U (MNN) TEXHUYECKOE 3afaHne (YacTHOe TEeXHWYeckoe 3adaHue) Ha
CO3[aHne CUCTEMBI 3alnTbl MHGOPMaLMM MHAOPMALMOHHON cucTtembl, paspabartbiBaemble ¢ ydetom [OCT 34.602
"UndopmaumoHHas TexHonorns. Komnnekc ctaH4apToB Ha aBTOMAaTU3NPOBaHHbIE CUCTEMBI. TeXHUYeckoe 3ajaHue Ha
co3faHve aBTomaTusmpoBaHHou cuctembl” (ganee - FOCT 34.602), TOCT P 51583 n FOCT P 51624.

Knacc 3sawuuweHHoCT WH(OPMALMOHHON CUCTEMbI MOANEXUT NEPECMOTPY MNpU  U3MEHEHUM MacliTaba
WHOPMALIMOHHONM CUCTEMBI UM 3HAYMMOCTN 0bpabaTbiBaeMon B HEM MHpOpMaLINN.

PesynbTtaTthl knaccudpumkaumm MHpOPMaLMOHHON CUCTEMBI OPOPMIAIOTCA akTOM Kraccudumkaumm.

14.3. Yrposbl 6e3onacHOCTV MHOPMaLmMK onpeaensaoTcs No pedynbTaTaM OLEHKM BO3MOXHOCTEN (noTeHumnana)
BHELUHWX U BHYTPEHHMX HapyLUUTENen, aHanmsa BO3MOXHbIX YA3BMMOCTEN MHMOPMALNOHHOM CUCTEMbI, BO3MOXHbIX
cnocoboB peanusauun yrpo3 6e3onacHOCTU MHAOPMAaLMM U MOCReacTBUA OT HapyLIeHUs CBOWCTB ©Ge3onacHoCTu
UHopmaumn (KOHUAEHLMANbHOCTH, LENOCTHOCTU, OCTYMHOCTK).

(8 pea. MNpukasa PCTIK Poccum ot 15.02.2017 N 27)

B ka4ecTBe MCXOAHbIX AaHHbIX AN onpeaeneHuns yrpo3 6e3onacHOCTU MHAOPMaLMN NCNONb3yeTcst 6aHK OaHHbIX
yrpo3 6e3onacHoctn nHdopmauun (bdu.fstec.ru), BeaeHne kotoporo ocyuectensietcs PCTIK Poccun B cooTBeTCTBUM
¢ nognyHkToM 21 nyHkta 8 [lonoxeHua o degepansHoOn cnyxbe No TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOFIO,
yTBEepxaeHHoro Ykasom [lpesupeHta Poccuiickon @Pepepaumm ot 16 asrycta 2004 r. N 1085 (CobpaHue
3akoHogaTtenbcTBa Poccuiickon ®enepaunn, 2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N 47,
cT. 5431; 2012, N 7, cT. 818; 2013, N 26, cT. 3314; N 53, c1. 7137; 2014, N 36, cT. 4833; N 44, cT. 6041; 2015, N 4, cT.
641; 2016, N 1, c1. 211) (nanee - 6aHk gaHHbIX yrpo3 6e3onacHocTn mHGopmaumm PCTIK Poccun), a Takke WUHble
WCTOYHMKW, Coaepxalune ceedeHnsi 06 ysi3BUMOCTSAX M yrpo3ax 6e3onacHOCTU nHopMaumm.

(ab3au BBeaeH [pukaszom ®CTIK Pocecum o1 15.02.2017 N 27)

Mpn onpegeneHun yrpo3 6e3onacHOCTU  MHAOPMALMM  YYUTLIBAKOTCA  CTPYKTYPHO-PYHKLMOHAmNbHLIE
XapaKTeEPUCTUKN UHEOPMALMOHHOM CUCTEMbI, BKIOYaloLwme CTPYKTYpy W cocTaB MH(OPMAUMOHHOW CUCTEMBI,
dmsmyeckme, normdeckne, OyHKLUMOHANbHbIE N TEXHOMNOIMYECKNE B3aNMOCBA3N MeXdy CerMeHTamu MHEPOPMALMOHHOMN
CUCTEMBbI, C UHBIMU UH(POPMALIMOHHBIMU CUCTEMaMM U MH(POPMAaLNOHHO-TENEKOMMYHMKALMOHHBIMU CETAMW, PEXUMBI
06paboTkn nHdopmaLmm B MHOOPMALIMOHHON CUCTEME U B €€ OTAESNbHbIX CETMEHTaX, a TakkKe WHbIE XapaKTepUCTUKM
WHOPMALIMOHHOW CUCTEMBI, NPUMEHSEMbIE UHOPMALIMOHHbBIE TEXHONMOMMN U 0COBEHHOCTN ee PYHKLNOHUPOBaHMS.

Mo pesynbTaTtam onpegeneHus yrpo3 GeszonacHoCTM WHdoOpMaumMM npu HeobxoouMocTu paspabaTbiBaloTcs
pekoMeHOauMmM MO KOPPEKTUPOBKE  CTPYKTYPHO-PYHKLUMOHAmNbHBIX  XapakTepUCTUK  UHAOPMALMOHHOW  CUCTEMBI,
HarnpaBreHHble Ha BrOKMpOBaHUe (HeWTpanuaaLmi) oTaenbHbIX yrpo3 6e3onacHocTu nHdopmaumm.

Mogenb yrpo3 6e3onacHOCTM MHGOPMaUUK LOMKHa codepXaTb OnucaHne WHGOPMaUMOHHOW CUCTEMBI U ee
CTPYKTYPHO-(PpYHKLMOHANbHBIX XapakTEpPUCTUK, a Takke onucaHue yrpo3 GesonacHocTn mHdopMaLlumu, BKMAYaloLlee
onncaHme BO3MOXHOCTEN HapyLlumTenen (Moaernb HapyLumTens), BO3MOXHbIX YSI3BUMOCTEN NHOPMALIMOHHON CUCTEMBI,
cnocoboB peanusauuy yrpo3 6e3onacHOCTU MHAOPMAaLMM U MOCNeacTBUA OT HapyLIEeHUs CBOWCTB ©Ge3onacHoCTu
MHdopMaLnW.

[ns onpegenenus yrpo3 6e3onacHOCTU MHGOpMaummn n pa3paboTkm Mogenu yrpo3 6e3onacHocTM MHgopMauun
NPUMEHSAIOTCA MeToaMYeckme OOKYMEHTbl, pa3paboTaHHble n yTBepxaeHHble PCTOK Poccum B cooTBeTCcTBUM C
noAnyHkTtom 4 nyHkta 8 lMonoxeHnss o ®PepepanbHon cnyxbe MNo0 TEXHUYECKOMY W  3KCMOPTHOMY KOHTPOIH),
yTBepxaeHHoro Yka3om [lpesvgeHta Poccuiickon Pepepauumn ot 16 asrycta 2004 r. N 1085 (CobGpaHue
3akoHogaTtenbcTBa Poccuiickon ®enepaunn, 2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N 47,
cT. 5431; 2012, N 7, cT1. 818).

14.4. TpeboBaHus K cucTeMe 3aWwmnTbl MHDOPMaLUMM MHPOPMALMOHHON CUCTEMBI ONPEAENSAOTCA B 3aBUCUMOCTU
OT Kracca 3alyMLEeHHOCTU NHOPMALIMOHHOM CUCTEMBI U Yrpo3 6e3onacHOCTM MHGOPMaUMK, BKITHOYEHHBIX B MOLEINb
yrpo3 6e3onacHoOCTn Hdopmauum.

TpeboBaHusa kK cucteme 3amnTbl MHGPOPMALUN UHPOPMALIMOHHOM CUCTEMBI BKITHOHAKOTCA B TEXHUYECKOE 3adaHue
Ha co3gaHue MH(OPMAaLIMOHHON CUCTEMBI U (UNK) TEXHUYECKoe 3aaHne (YacTHOe TEXHMYEeCKoe 3aJaHne) Ha co3faHue
CUCTEMbI 3alUTbl MHAOPMAaLMN MHPOPMALIMOHHOM cucTembl, paspabaTeiBaemble ¢ yvyetom TOCT 34.602, TOCT P
51583 n TOCT P 51624, n gomkHbl B TOM YMCIle cogepxaTb:

uenb 1 3agayn obecneveHus 3awmTbl MHGQOpMaL MM B MHOOPMAaLMOHHON CUCTEME;

Knacc 3alueHHOCTM MHPOopPMaLMOHHOW CUCTEMBI;

nepeyYeHb HOPMAaTMBHbLIX MPABOBbIX AKTOB, METOAUYECKUX JOKYMEHTOB WM HaAUMOHambHbIX CTaHAApTOB, KOTOPbLIM
[OIMKHa COOTBETCTBOBATh MHPOPMALMOHHAs CUCTEMA;
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Mpukas ®CTIK Poccum ot 11.02.2013 N 17

(pea. ot 15.02.2017)

"06 yTBepxaeHun TpeboBaHU 0 3alnTe MHDOPMaLUK, He
COCTaBNAI0...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

nepeyvyeHb 0OBbEKTOB 3aLMTbl NHPOPMALIMOHHON CUCTEMBI;

TpeboBaHWsa K Mepam 1 CpeacTBam 3awuTbl MHGPOPMaLUK, NPUMEHAEMbIM B MH(POPMaLMOHHON CUCTEME;

cTtaguu (atanbl paboT) co3gaHusa CUCTEMbI 3aLUMTbl MHPOPMALIMOHHON CUCTEMBI;

(ab3au BBeaeH [pukaszom ®CTIK Pocecum o1 15.02.2017 N 27)

TpeboBaHNA K MOCTaBNSeMbIM TEXHUYECKMM CpeacTBaM, MporpamMmMHOMY oOecrnieyeHuo, cpeactBam  3alumThl

MHdopMaLnK;
(ab3au BBeaeH [pukasom PCTIK Poccmm ot 15.02.2017 N 27)

dYHKUMKN 3aKa34dmka u ornepartopa no obecneyeHnto 3awmuTbl MHGPoOpMaLMn B MHPOPMALMOHHON CUCTEME;
(ab3au BBeaeH lpukaszom ®CTIK Poccum o1 15.02.2017 N 27)

TpeboBaHWA K 3awmTe cpeacTB U cuctem, obecneuymBaromx YHKUMOHUPOBAHWE WHEOPMALMOHHONW CUCTEMBI
(obecneumnBatoLLern MHpPaCTPYKType);

(ab3au BBeaeH [pukasom PCTIK Poccmm ot 15.02.2017 N 27)

TpeboBaHMA K 3awmTe MHgopMauum npv MHPOPMALNOHHOM B3aUMOAEWCTBUN C MHBIMM UHGOPMALMOHHBIMM
cMcTeMamMmun U MHPOPMAaLIMOHHO-TENEKOMMYHUKAUMOHHBIMY CETAMKU, B TOM 4uCre C MH(OPMaUMOHHBIMW CUCTEMaMM
YMOMTHOMOYEHHOIo Nnua, a Takke MNpu NPUMEHEHUU BbIYUCIUTENbHBLIX PECYpPCcoB (MOLLHOCTEW), NpeaocTaBnseMblX
YMOSTHOMOYEHHbIM NULOM Ansg 06paboTkn nHopmauun.

Mpn onpeneneHun TpeboBaHWi K cucTeMe 3alMTbl MHAOPMALMU MH(OPMALMOHHON CUCTEMBbI YYUTHIBAKOTCS
NonoXeHust NONUTUK obecneyeHns MHOopMaLMOHHON Ge3onacHoCcT obnagartens nHopMmaumm (3akasuvka), a Takke
nonuTuK obecneyeHnss WMHAOPMALMOHHON 6e3onacHOCTM onepaTtopa W YMONIHOMOYEHHOTO fvua B 4acTu, He
npoTMBoOpeYallen nonuTukam obnagarensi MHopmauun (3akasymka).

(8 pea. Npukasza PCTIK Poccum o1 15.02.2017 N 27)

PaspaboTka cucTeMbl 3alLmMTbl MHOpMaLUM MHPOPMAaLIMOHHON CUCTEMBI

15. PaspaboTka cuctembl 3awmTbl MHOpMaunn MHGPOPMALMOHHOW CUCTEMbI OpraHu3yeTcs obnagaTenem
MHopMaLmn (3aKas3unKkom).

Pa3paboTka cuctembl 3awuTbl MHGPOPMALMN MHPOPMALIMOHHOM CUCTEMbI OCYLLECTBNSETCA B COOTBETCTBUU C
TEXHUYECKUM 3afaHWeM Ha co3gaHue WHMOPMAUMOHHOW CUCTEMbI M (MNN) TEXHUYECKMM 3adaHuem (4aCTHbIM
TEXHUYECKUM 3aaHNEM) HA CO34aHME CUCTEMBbI 3alunTbl MHAOPMAaLMKM UHOPMAUMOHHON cucTeMbl ¢ ydeTtom [OCT
34.601 "MHdopmMaunoHHaa  TexHonormsa. Komnnekc cTaHgapToB Ha  aBTOMATU3MPOBAHHblIE  CUCTEMBLI.
ABTOMaTM3npoBaHHble cuctemMbl. CTagum co3ganusa” (ganee - FTOCT 34.601), TOCT P 51583 n TOCT P 51624 n B TOM
yncne BKIYaeT:

NPOEKTUPOBaHNE CUCTEMBI 3aLLMTLI HOPMaLNN NHHPOPMAaLIMOHHOW CUCTEMBI;

pa3paboTky aKcnnyaTauMoHHON OKYMEHTaLUMM Ha cucTemy 3almTbl MHopMaLmMn MHHPOPMaLMOHHON CUCTEMBI;

MakeTMpOBaHWE W TeCTUPOBaHWE CUCTEMbl 3aliMTbl WUHpOpPMaUMM  MHPOPMALUOHHOM cUCTEeMbl  (rpu
HeobXxo4MMocCTH).

Cwncrema 3awmTbl MHpopMauUmM MHPOPMALIMOHHON CUCTEMbI HE AOIMKHA MPEensiTCTBOBATb AOCTWMXKEHWUIO Lernen
CO34aHnsa MHPOPMALMOHHON CUCTEMBI U €€ (PYHKLIMOHNPOBaHMUIO.

Mpu paspaboTke cnucTembl 3awmnTbl MHPOPMaLMKM MHEPOPMALMOHHOW CUCTEMBI YYUTbLIBAETCH ee NHPOPMaLMOHHOE
B3aMMoencTeme ¢ NHbIMU MHAPOPMALNOHHBIMU CUCTEMaMU U MHADOPMALMOHHO-TENEKOMMYHMKALMOHHBIMU CETSIMU, B
TOM 4ucne ¢ MHPOPMALMOHHBIMW CUCTEMaMM YMOMHOMOYEHHOro nvua, a Takke MNPUMEHEHWe BbIYUCINTENbHbIX
pecypcoB (MOLLHOCTEW), MpeoCcTaBnsieMbiX YNOSTHOMOYEHHbIM NULIOM Anst 06paboTkm MHpopmauun.

15.1. Npn NpoEKTUPOBaHMN CUCTEMBI 3aLLNTbI MHpOpMaLMK NHPOPMALMOHHON CUCTEMBI:

onpegenarTcsa TMNbl Cy6bekToB AoCTyna (Nonb3oBaTeNnn, MPOLECChl U MHble CyOBEKTbI 4OCTyna) U OOBLEKTOB
[ocCTyna, ABNSALWMXCA 00bekTaMmm 3almTbl (YCTPONCTBa, 00BEKTEI hanfioBOM CUCTEMBI, 3aryCcKaeMble U UCMOSHAEMbIE
Moaynun, obbekTbl CUCTEMbI ynpaBreHus 6asamu [aHHbIX, OObBbEKTbl, co3gaBaeMble MNPUKNAAHbIM MPOrPaMMHbIM
obecneyeHneM, NHble 0OBLEKTLI 4OCTyNa);

ONpeaensaTcsa MeToabl YNpaBneHns AOCTYNOM (OWCKPELMOHHBLIA, MaHOATHbIA, PONIEBON WM MHbIE METOoAbI),
TUNbl 4OCTyNa (YTEHWE, 3anucb, BbIMOSIHEHME UMW MHbIE TUMbI AOCTYNAa) 1 NpaBuna pas3rpaHudeHnss goctyna cybbekToB
poctyna Kk obbekTam goctyna (Ha OCHOBE CMMCKOB, METOK 0e30macHOCTM, pofiel U WHbIX MpaBwun), nognexaime
peanusauun B MAHPOPMALMOHHOW CUCTEME;

BbIOMpalOTCa Mepbl 3aluTbl MHGOpPMauMK, nognexawue peanusaumm B CUCTEME 3aluTbl MHGOpPMaLMK
MHOPMALIMOHHON CUCTEMBI;

OnNpeaensaTcsa BUabl U TUMbl CPEACTB 3alLMTbl MHpopMauun, obecneynBalolLne peannsauuio TEXHUYECKUX Mep
3awwmThl MHpopMaLuy;

onpegenseTcs CTPyKTypa CUCTEMbl 3alWTbl MHGOPMauun MHPOPMAaLMOHHON CUCTEMbI, BKIHOYas COCTaB
(korMYecTBO) U MecTa pa3MeLLEHNsT ee SNIEMEHTOB;

ocylecTBnseTcs BbI6Op cpeacTB 3awuTbl MHOPMaLMK, CepTUPULMPOBAHHBIX Ha COOTBETCTBME TpeboBaHMAM
no 6esonacHoCcT! MHoOpMaUunM, C Yy4eTOM UX CTOMMOCTM, COBMECTMMOCTM C WMH(OPMALMOHHLIMU TEXHOMOTUSMU U
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Mpukas ®CTIK Poccum ot 11.02.2013 N 17

(pea. ot 15.02.2017)

"06 yTBepxaeHun TpeboBaHU 0 3alnTe MHDOPMaLUK, He
COCTaBNAI0...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

TEXHUYECKUMN CPEACTBaMM, PYHKLMI BE30NacHOCTM aTUX CpeacTB M ocobeHHOCTEN MX peanv3aumy, a Takke Knacca
3aWmLLEHHOCTN MHAOPMALIMOHHON CUCTEMBI;

onpegenslTca TpeboBaHWs K napameTpam HaCTPOWKM NpOrpamMHOro obecrneyeHus, BKNOYas MporpaMMHoe
obecneyeHve cpeacTB 3awwmTel UHOPMauuK, obecnedvBaome peanusaumio Mep 3alimTbl MHopMauun, a Takke
yCTpaHeHWe BO3MOXHbIX YA3BMMOCTEN WMHAPOPMALMOHHON CUCTEMBI, MPUBOASALUMX K BO3HUKHOBEHMIO Yrpo3
BesonacHoCcTu MHopMauuu;

(B pea. MNpukasa PCTIK Poccum ot 15.02.2017 N 27)

OnpedensaTcs Mepbl  3aWwuTbl  MHoOpMauum nNpyv MHAPOPMALMOHHOM  B3aUMOAEWCTBUM C  MHBIMU
WH(OPMALMOHHBIMA ~ CUCTEMaMW U MH(POPMALMOHHO-TENEKOMMYHUKALMOHHBIMM ~ CETAMKM, B TOM  4ucrie C
WHOPMALMOHHBIMU CUCTEMaMU YMNOMTHOMOYEHHOIrO Nuua, a Takke Mpu NPUMEHEHUU BbIYUCIIMTENbBbHBLIX PEeCcypCcoB
(MOLLHOCTEN), NpeaoCTaBnseMbIX YNOTHOMOYEHHbIM NMUOM Ans 06paboTku nHpopmaumn.

PesynbTaTbl NPOEKTUPOBaHWS CUCTEMBI 3aliMTbl MHOpMaUUM MHGOPMALNOHHON CUCTEMBbI OTpaXakTcsi B
NMPOEKTHOWN AOKYMEHTaLMM (3CKN3HOM (TEXHUYECKOM) NPOEKTE U (Mnun) B paboder JOKyMEHTaUUN) Ha MHOPMaLNOHHYO
cucTemy (cuctemy 3awmuTbl MHGOPMaUMKM UMHGOPMaAUMOHHON cucTeMbl), pa3pabaTtbiBaeMbix ¢ yvyetoM TOCT 34.201
"MIHbopMaLmMoHHasa TexHonorns. Komnnekc ctaHaapToB Ha aBTOMaTU3MPOBaHHbIE CUCTEMbl. Buabl, KOMMNNEKTHOCTbL U
0603HavYeHne JOKYMEHTOB MpuW CO34aHMn aBToMaTU3npoBaHHbIX cuctem” (ganee - FOCT 34.201).

[MpoekTHast AOKyMeHTauus Ha MHPOPMALIMOHHYIO CUCTEMY U (MNN) ee CUCTEMY 3alUMTbl MHOpMaLun nognexat
COrNacoBaHUo C OrnepaTopom MHPOPMALIMOHHONM CUCTEMBI B CIlydae, ecriv OH OnpeaeneH TakoBbIM B COOTBETCTBUM C
3akoHodaTenbLCcTBoM Poccunckon Pegepaumm K MOMEHTY OKOHYaHUS NPOEKTUPOBAHUSA CUCTEMBI 3almnTbl MHopMaumn
MHGOPMALIMOHHON CUCTEMbBI U HE SBMSIETCA 3aKa3ymkoM AaHHON MHAOPMALMOHHON CUCTEMBI.

[Mpn oTcyTcTBUM HeobxoaMMbIX CPeAcTB 3alWuTbl MHAOpMauuKn, CepTUUUMPOBaHHLIX Ha COOTBETCTBME
TpeboBaHusiM No 6e3onacHOCTM MHGOpMaLUK, opraHmMsyeTcs paspaboTka (qopaboTka) cpeacTB 3awmuTbl MHGOpPMaLmm
N NX cepTudurKaums B COOTBETCTBUM C 3akoHodaTenbcTBoM Poccuinckon degepauum unm npom3BoAMTCH KOPPEKTUPOBKA
NPOEKTHbIX peLleHun no uHPOPMAaLMOHHOW cucteme U (MNK) ee cucTeme 3aluTbl MHOpPMaUMM C  y4eToM
PYHKLMOHAmbHbIX BO3MOXHOCTEW MMEIOLLMXCHA CEPTUDULNPOBAHHBIX CPEACTB 3almnTbl UHCbOpMaLUnK.

15.2. Pa3paboTka 3KcniyaTauMoHHOW OOKYMEHTauMW Ha cucTtemy 3awuTbl UHGopMaumm WHEGOOPMaLMOHHON
CUCTEMbI OCYLLIECTBNSAETCA B COOTBETCTBUM C TEXHUYECKUM 3afaHNeM Ha co3gaHne UHOPMaLMOHHOW CUCTEMBI U (UNK)
TEXHUYECKMM 3afjaHneM (4acTHbIM TEeXHWYEeCcKMM 3ajaHueM) Ha co3gaHue CcucTeMbl  3awuTbl  MHGOpMaLMK
WH(OPMALIMOHHON CUCTEMBI.

OkcnnyaTauMoHHast [OOKYMEHTauMsi Ha CcucTeMy 3awuTbl  UHdopmaumm  MHAOPMAaLMOHHOW  CUCTEMbI
paspabatbiBaeTca ¢ ydetom [OCT 34.601, TOCT 34.201 uTOCT P 51624 »n pomkHa B TOM u4ucne cogepxaTb
onncaHue:

CTPYKTYpbl CUCTEMBI 3aLLUTLI MHAOPMaLUKN MHPOPMALIMOHHOW CUCTEMBI;

cocTaBa, MEeCT YCTaHOBKW, NapaMeTpoB U Mnopsiaka HACTPOMKM CpeacTB 3aluTbl MHOpMauuu, NporpaMMHOro
obecneyeHnss 1 TEXHUYECKNX CPEACTB;

npaBun aKcnryaTauum CMCcTEMbI 3aLLUTbI MHOPMaL N NMHOPMALMOHHON CUCTEMBI.

15.3. MNpn MakeTUpOBaHUN N TECTUPOBAHNN CUCTEMbI 3aLUTbl UHOPMaLUMN UHAPOPMALMOHHON CUCTEMbI B TOM
yncne OCyLLEeCTBASITCA:

npoBepka paboTOCNnOCOBHOCTM WM COBMECTUMOCTM  BblOpaHHbIX  CPEeACTB  3alWTbl  MHOpMauum ¢
WHOPMALMOHHBIMU TEXHOMOMMAMN U TEXHUYECKMMU CpeacTBamMu;

npoBepka BbINOMHEHUSA BblIOpaHHbIMKU CpeAcTBaMM 3alunTbl MHGMOpMaumMm TpeboBaHWA K cuctemMe 3aluThbl
MHdOpMaLUN MHPOPMALIMOHHON CUCTEMBI;

KOPPEKTUPOBKa MPOEKTHbIX peLUeHUn, pa3paboTaHHbIX Npy co3haHMM WUHEOPMALMOHHOW CUCTEMBbI U (MnK)
cucTeMbl 3almThl MHopmaumm MHGPOPMaLMOHHON CUCTEMBI;

ab3au nckntoveH. - [Mpukas PCTIK Poccum o1 15.02.2017 N 27.

MakeTupoBaHue cucTeMbl 3aWwmTbl MHPOPMALUMM UHDOPMALMOHHOW CUCTEMbI M €e TecTUpoBaHue MOXeT
NPOBOAUTLCHA B TOM 4YUCMEe C WCMONb30BaHMEM CPedcTB U METOAOB MOAENUPOBaHUSA WMH(OPMAaUMOHHBIX CUCTEM U
TEXHOJOrMI BUPTYyanuaaumu.

BHeapeHue cuctemsbl 3awuTbl UHOpMaLMn MHPOPMaLMOHHON CUCTEMBI

16. BHegpeHune cucTembl 3awWmTbl MHGOPMaUuM WHGOPMAaLMOHHOW CUCTEMbI OpraHu3dyetcs obnagartenem
NHopMaLMK (3aKasymKom).

BHenpeHue cuctemMbl 3almTbl MHAMOPMaLMU MHAPOPMALMOHHON CUCTEMbI OCYLLECTBSETCH B COOTBETCTBUUN C
MPOEKTHOW Y 3KCrIlyaTauMOHHOW AOKYMEeHTaLmnen Ha cuctemy 3awmTel MHopmaumy MH(pOpMaUNOHHON CUCTEMbI U B
TOM YuCre BKIOYaeT:

YCTaHOBKY M HAaCTPOWNKY CpeacTB 3aLmTbl MHPOPMaLUKN B MHPOPMALIMOHHOW CUCTEME;

pa3paboTky JOKYMEHTOB, ONpeaensoWwmx npasuna u npoueaypsl, peanusyemMble onepatopom ansg obecneyeHus
3aWmnTbl  UHdOpMauMM B MHOPMaLMOHHOW  cucTeme B Xoge  ee akcnnyaTaumm (nanee -
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"06 yTBepxaeHun TpeboBaHU 0 3alnTe MHDOPMaLUK, He
COCTaBNAI0...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

OpraHM3auUMOoHHO-pacnopsaanTENbHbIE AOKYMEHThI MO 3alimMTe nHdopmaumn);

BHeZpeHMe opraHn3aLMOoHHbIX Mep 3alUmTbl MHopMaLumu;

npeaBapuTeNbHbIE UCTMIbITAHWUSA CUCTEMbI 3aLLMTbl MHOPMaLMM NHHOPMALMOHHON CUCTEMBI;

ONbITHYO 3KCMNyaTauuio CMCTEMbI 3aLUnTbl MHOpMaLUMn NHGPOPMALMOHHOW CUCTEMBI;

aHanus ysa3sumocTen MHPOPMaLMOHHON CUCTEMBI U NPUHATME MEP 3aLLnTbl UHCpOPMaLMK MO UX YCTPAHEHUIO;

NPUEMOYHbIE UCMbITAHUA CUCTEMbI 3aLLUTbI MHGOPMaLMKM MHAPOPMALMOHHOW CUCTEMBI.

K BHedpeHuO cuCTeMbl 3awWmntbl WHGopMaumm UHMDOPMAUUOHHOW CUCTEMbI NPUBMEKaeTCsa onepaTtop
WH(OPMALIMOHHON CUCTEMbI B Criyyae, eCcnu OH ornpeferieH TakoBbIM B COOTBETCTBMM C 3aKOHOAATENbCTBOM
Poccuickon ®egepauum Kk MOMEHTY BHeOpPEeHMS CUCTeMbl 3awimTbl MHOpMauun MHAPOPMALMOHHON CUCTEMBbI U He
SABMSIETCA 3aKa34MKOM AaHHON UHPOPMALIMOHHON CUCTEMBI.

16.1. YcTaHOBKa U HAcCTpoWka CPpeacTB 3almTbl MHAOpMaLun B MHCDOPMaLMOHHOW CUCTEME OOIMKHA NPOBOAUTLCSA
B COOTBETCTBUU C IKCMMyaTaUMOHHON AOKYMEHTaLMeN Ha CUCTEMY 3alUMTbl MHpopMaLn MHHPOPMaLMOHHOW CUCTEMBI U
JOKyMeHTaumnen Ha cpeacTea 3auTbl MHGOpMaLuu.

16.2. PaspabaTbiBaeMble OpraHM3aLVoOHHO-pacnopsaanTernbHble JOKYMEHTbl MO 3alimte MHOPMaLUM OOIDKHbI
onpegenaTb Npasunia v npouenypsbl:

ynpasneHus (aaAMMHUCTPUPOBAHMWS) CUCTEMOW 3aLLUUTbLI MHAPOPMAaLMU MHPOPMALIMOHHON CUCTEMBI;

BbISIBITIEHNS] UHUMAEHTOB (OA4HOrO COObITMS MW rpynnbl COBbITU), KOTOpblIE MOrYT MPUBECTU K COOSIM MK
HapyLeHNo (PYHKUNOHMPOBAHUS WH(OPMAaUMOHHOW CUCTEMbI M (MM) K BO3HWKHOBEHWIO Yrpo3 ©Oe3onacHocTu
MHdopmaumm (ganee - MHUMOEHTbI), U pearnpoBaHus Ha HUX;

ynpaBneHus KoHdurypaumen aTrectoBaHHOM MHMOPMALMOHHOM CUCTEMbI U CUCTEMbI 3alUMTbl UHpOpMaLmn
WHOPMaLMOHHON CUCTEMBI;

KOHTpoOnsa (MOHWUTOpMHra) 3a obecnedyeHVeM YpoBHSA  3alUMLLEHHOCTU WHopMaumn, cogepxallenca B
WHOPMALIMOHHON CUCTEME;

3alWuTbl MHOPMAaLMKU NPU BbIBOAE M3 IKCNNyaTauunm UHOPMAaLMOHHON CUCTEMBI NN NOCNe NPUHATUSA peLLeHUs
006 oKoH4YaHuM 0bpaboTkn MHpopmaumn.

16.3. Npu BHeAPEHUN OpraHM3aLMOHHbIX MEpP 3aLlMTbl MHOPMAaLUKN OCYLLECTBASIOTCA:

peanusaumsi npaBui pasrpaHUYeHns OO0CTyna, pernameHTUpyowWmMx npaBa AocTyna cyObekToB [JocTyna K
obbektam gocTyna, M BBeAEHWE OrpaHUYeHUn Ha OEWCTBUS NoNb3OBaTenen, a Takke Ha WM3MEHEeHWe YCrnoBUNn
aKcnnyaTaumm, coctaBa U KOHUIypauum TEXHUYECKNX CPEACTB U MPOrpaMMHOro obecneveHuss;

nposepka NOMHOTbI U AeTanbHOCTN OMUCaHWUS B OpraHn3auMOHHO-pacnopsauTerbHbIX JOKYMEHTax no 3awmrte
WHOPMaUMK OEACTBUA MNONb3oBaTenen W aaMUHUCTPATOPOB  WMHMOPMALMOHHOM CUCTEMbI MO  peanusaunm
OpraHn3auMoHHbIX Mep 3alLnTbl MHopMauuu;

oTpaboTka AEWCTBMIA OOMKHOCTHBIX MWL M NOApa3feneHuid, OTBETCTBEHHbIX 3a peanu3auuio Mep 3auTbl
WHopMmaLnK.

16.4. NpenBapuTenbHble UCMBITAHNSA CUCTEMbI 3aLUMTbl MHpOpMaLMN MHPOPMAaLIMOHHON CUCTEMBI NMPOBOAATCHA C
ydyetoM [OCT 34.603 "WHcpopmaumoHHaa TexHonorns. Buabl ucnbiTaHMn aBTOMAaTU3MpPOBaAHHBLIX cucTeMm" (danee -
FOCT 34.603) n BknoyaloT MNpPoOBeEpPKY paboTOCNOCOOHOCTU CUCTEMbI 3alWTbl MHopMauum MHGOPMaLMOHHOWN
CUCTEMBI, @ TaKkKe MNPUHATUE PELUEHUS O BO3MOXHOCTM ONbITHOM SKChnyaTtauun cucTembl 3aliuTbl WMHGOpMaumu
WHOPMaLMOHHON CUCTEMBI.

16.5. OnbITHas akcnnyaTaums CUCTEMbI 3aLUUTbl MHOPMaLMM UHPOPMALIMOHHOW CUCTEMbI NPOBOAUTCS C Yy4ETOM
FOCT 34.603 n BknoyaeT NpoBepKY (PYHKLMOHMPOBAHMS CUCTEMBI 3aLLNTbl HOopMaLUM NHPOPMALMOHHON CUCTEMBI,
B TOM YMCne peann3oBaHHbIX Mep 3alLnTbl UHpOPMaLMK, a TaKkke rOTOBHOCTb Monb3oBaTene U agMUHUCTPATOPOB K
aKcnnyaTauumn cucTeMbl 3alnTbl HopMaunm MHHOPMaLMOHHOW CUCTEMbI.

16.6. AHanuM3 yA3BUMOCTEN WH(POPMALMOHHON CUCTEMbI MNPOBOAUTCA B LENAX OUEHKA BO3MOXHOCTU
NpeodoneHnss HapywnTenem CcucTeMbl 3aluTbl MHOPMaUUM UHGOPMALMOHHON CUCTEMbI M NpenoTBpaLleHus
peanusauuy yrpo3 6e3onacHoOCcT1 nHopmaumm.

AHanus yaA3BMMOCTEN MHMOPMALUOHHOM CUCTEMbl BKIKOYAEeT aHanuM3 Ys3BUMOCTENW CpeacTB  3alluThl
MHdopMaLMK, TEXHUYECKMX CPEACTB M NPorpaMMHoro obecneyeHms MHPOPMAaLIMOHHON CUCTEMBI.

Mpu aHanuse ya3BUMOCTEN WHEMOPMALMOHHOW CUCTEMbI NPOBEPSETCA OTCYTCTBUE W3BECTHbLIX YSA3BUMOCTEN
cpeacTB 3awWuTbl MHAOPMaLUKN, TEXHUYECKMX CPEACTB U MpPOrpaMMHOro obecneyeHnsi, B TOM YUCME C Y4ETOM
MHpopMaLn, MetOLLIECS Yy pa3paboTUMKOB U MOMNMYYEHHOW M3 APYrMX O6LLEeAOCTYMNHbIX WUCTOYHMKOB, MPaBWUIIBHOCTb
YCTaAHOBKN WU HACTPOWKM CPeacTB 3alLmTbl MHpOpMaLIMN, TEXHNYECKUX CPEACTB 1 NPOrpaMMHOro obecneyeHunst, a Takke
KOPPEKTHOCTbL paboTbl CpeacTB 3alnTbl MHAOPMAaLMU MpU UX B3aUMOZEWCTBUM C TEXHWYECKMMM CpeacTtBaMum U
nporpamMmmHbIM o6ecneyeHrem.

B cnyyae BbIiBNeHUs yA3BUMOCTEN WHAPOPMALMOHHOW CUCTEMBbI, MNPUBOAALLMX K  BO3HUKHOBEHWIO
OOMONHUTENBHBIX yrpo3 6e3onacHocTM MHGOPMAauMK, MPOBOAUTCA YTOYHEHMe Mogdenu yrpo3 6e3onacHocTu
MHpopMaLmn N Npu HEOBXOAMMOCTU NMPUHMMAIOTCS AOMOMHUTENbHbBIE MEpPbI 3aLLMThl UHpOPMaLMK, HanpaeneHHble Ha
YyCTpaHeHMEe BbISBMEHHbIX YI3BUMOCTEN UMW UCKIOYaKoLLME BO3MOXHOCTb MCMOMb30BaHUSA HAPYLLUUTENEM BbISIBNIEHHbIX
YA3BUMOCTEWN.
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Mpukas ®CTIK Poccum ot 11.02.2013 N 17

(pea. ot 15.02.2017)

"06 yTBepxaeHun TpeboBaHU 0 3alnTe MHDOPMaLUK, He
COCTaBNAI0...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

Mo pesynbTataM aHanm3a ys3BUMOCTEW OOIMKHO ObiTb MOATBEPXKAEHO, 4YTO B WMHGOPMALMOHHOW Ccucteme
OTCYTCTBYIOT YSI3BMMOCTHK, cofdepxalumecss B GaHKke AaHHbIX yrpo3 GesonacHocTn mHdopmaumm PCTIK Poccun, a
TakkKe B MHbIX MCTOYHMKAX, UM UX UCMONb30oBaHME (SKCnyaTaums) HapyLumTenemMm HEBO3MOXHO.

(ab3au BBeaeH [pukaszom ®CTIK Pocecum o1 15.02.2017 N 27)

16.7. TpuemMoyHble UCNbITaHUS CUCTEMbI 3alunTbl MHPOPMaLMM MHADOPMALUOHHOM CUCTEMbI MPOBOAATCA C
yyetom [OCT 34.603 v BKMOYaOT MPOBEPKY BbLIMONHEHMS TpeboBaHWA K cuUCTeEMe 3aluTbl  UHOopMauum
WMHOPMALIMOHHOW CUCTEMbI B COOTBETCTBUN C TEXHUYECKMM 3a[aHWEM Ha CO3f4aHue WMH(OPMAaLMOHHOW CUCTEMbI U
(M) TexHuyecknm 3agaHveM (Y4acTHbIM TEXHWYECKMM 3adaHMeM) Ha CO3[4aHue CUCTeMbl 3aliuTbl UHOopmauuu
WHOPMaLMOHHON CUCTEMBI.

ATTectaumnsa NHpopmMaLUMOHHOWM CUCTEMbI U BBOA €€ B AENCTBUE

17. ATTectauus MHGOPMALMOHHOW CUCTEMbI OpraHmM3yeTcs obnagatenem wHOpMauuMn (3aka3qymkom) wnm
onepaTopoM M BKIOYAET NpoBeAeHME KOMIMIEKCA OPraHn3auMoOHHbIX N TEXHUYECKUX MeponpuaTUiA (aTTecTauMOHHbIX
UCnbITaHWI), B pe3ynbTaTe KOTOPbIX MOATBEPXKOAETCS COOTBETCTBME CUCTEMBI 3aLLUTLI MHhOPpMaLUKN MHOPMaLIMOHHON
cucTeMbl HacTosAwmm TpeboBaHNUsM.

lMpoBegeHne  aTtTeCTauUMOHHbLIX  UCMbITAHUA  MHAOPMALMOHHOW  CUCTEMbI  OOSDKHOCTHBIMU  NULAMM,
OCYLLECTBMAILLMMMN NPOEKTUPOBAHUE U (MNN) BHEOPEHME CUCTEMBI 3aLLUTbLI MHOPMAaLMUN MHHOPMALIMOHHOW CUCTEMBI,
He JonyckaeTcs.

(ab3au BBeaeH Mpukasom PCTIK Poccum ot 15.02.2017 N 27)

17.1. B ka4yecTBE UCXOOHbIX AaHHbIX, HEOOXOANMBIX ANa aTTecTaunm MHPOPMALMOHHOW CUCTEMbI, UCMONb3YHTCA
Mogenb yrpo3 6e30nacHOCT UHOPMaLMK, akT Krnaccudukaumm MHPOPMaLUMOHHON CUCTEMBI, TEXHUYECKOE 3adaHne Ha
co3gaHve MHPOpPMaLMOHHOW CUCTEMBI U (UNTN) TEXHUYECKOe 3adaHue (Y4acTHOe TexXHMYeckoe 3ajaHue) Ha cosfjaHue
CUCTEMbI 3alnTbl MHPOPMaLMM UHPOPMALMOHHOW CUCTEMbI, MPOEKTHAsE WU 3JKCMiyaTauMoHHas [OOKYMeHTauusi Ha
CUCTEMY 3alMTbl MHAOPMaLMN UHPOPMALIMOHHON CUCTEMbI, OpraHvM3auMOHHO-pacnopsANTENbHbIE OOKYMEHTbI MO
3awmTe uHdopmaumm, pesynbTaTbl aHann3a ysi3BMMOCTEN MHPOPMALMOHHOW CUCTEMbI, MaTepuarbl NnpeaBapuTenbHbIX
N NPUEMOYHbBIX UCMbITAHWI CUCTEMBI 3aLUUTBI MHAOPMaLUN MHPOPMALIMOHHON CUCTEMbI, @ TaKKe WHblE€ AOKYMEHThI,
paspabaTtbiBaemble B COOTBETCTBMM C HacToAWmMMKN TpeboBaHnsaMN.

17.2. Attectauus MHPOPMALIMOHHON CUCTEMbI MPOBOAMTCS B COOTBETCTBUM C MpPOrpaMmMor UM MeToAMKamu
aTTeCcTalMOHHbIX UCTbITaHWIA 0O Ha4Yana oopaboTku nHdopmaumm, Nnoanexallen 3awmre B MHOPMaLVOHHON CUCTEME.
[Ona nposefeHus atrectauMm WMHPOPMALMOHHOMW CUCTEMbI MPUMEHAIOTCA HaUWOHamnbHble CTaHOapThl, a Takke
MeToAMYeCKMe OOKYMEHTbI, pa3paboTaHHble 1 yTBepxaeHHble PCTIK Poccmm B COOTBETCTBUM € NOANMYHKTOM 4 MyHKTA
8 lMonoxeHua o degepanbHOM cnyxbe MO TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOMIO, YTBEPXKOEHHOro YKa3om
MpesugeHTa Poccuiickon ®epepauum ot 16 aBrycta 2004 r. N 1085.

Mo pesynbTaTam aTTeCTAUMOHHBLIX WUCMNbITAHUN OMOPMNATCA MPOTOKOMbl  ATTECTAUMOHHBLIX  UCMbITAHWN,
3aKMn4YeHne O COOTBETCTBMM WHGOPMALMOHHOMW CcUCTeEMbl TpeboBaHMSM O 3awmte wuHdopmauuMm W aTrectaT
COOTBETCTBMS B Cly4ae MOJIOXKUTENbHBIX Pe3yrnbTaTOB aTTECTALMOHHbBIX UCNbITAHWUNA.

lMpn npoBegeHUM aTTeCTaUMOHHbLIX WCMbITAHUM [OOMKHbI MPUMEHSITBCS  criegylolme MeTodbl  MPOBEPOK
(ncnbiTaHun):

(ab3au BBeaeH [pukaszom ®CTIK Pocecum o1 15.02.2017 N 27)

3KCMEepPTHO-AOKYMEHTanNbHbIN  MeToA, npeaycMaTpyBaloWnMA  MPOBEPKY COOTBETCTBUA CUCTEMbI  3aLLUMThI
MHopmaLmm MHPOPMALMOHHOW CUCTEMBI YCTaHOBIEHHBIM TpebOoBaHMAM NO 3aWwmnTe MHOpMaLUnM, Ha OCHOBE OLLEHKU
3KCMyaTaumMoOHHOW LOKYMEHTaLuKN, OpraHv3auMOHHO-pacnopsanTenbHbIX JOKYMEHTOB MO 3awmTe uHgopmauun, a
TakKe ycnoBuin pyHKLMOHMPOBaHUS MHGOOPMALNOHHOW CUCTEMBI;

(ab3au BBeaeH lpukaszom PCTIK Poccum o1 15.02.2017 N 27)

aHanua yas3BMMocTen MHEOPMALMOHHOW CUCTEMbI, B TOM 4WUCMe BbI3BAHHbLIX HEMNpPaBUITbHOW HACTPONKOW
(koHUrypmMpoBaHMeM) NporpaMmMHOro obecneyeHns n CpeacTB 3aWwmUTbl MHOPMaLMK;

(ab3au BBeaeH [pukasom PCTIK Poccmm ot 15.02.2017 N 27)

UCMbITAHWSA CUCTEMBI 3aLUMTbI MHOPMaLMN MyTEM OCYLLECTBIEHMS MOMbITOK HECaHKUMOHMPOBAHHOIO A0CTyna
(BO3gencTeus) K MHOOPMaLMOHHON cucteMe B 06xof ee CUCTEMbI 3aLnUTbl MHOpMaLNN.

(ab3au BBeaeH lpukaszom ®CTIK Poccum o1 15.02.2017 N 27)

17.3. [Honyckaetcs aTtTectaumss WHMOPMALMOHHOM CUCTEMblI Ha OCHOBE pe3ynbTaToB  aTTeCTaLMOHHbIX
UcnbiTaHW BbIOENEHHOTO Habopa CerMeHToB MHGOPMALMOHHOM CUCTEMBI, Peanu3ylowmx MOMHY TEXHOSOIMIo
06paboTkn nHdopmMaLmu.

B aTom cny4ae pacnpoctpaHeHne aTrectata COOTBETCTBUS Ha ApYyrMe cerMeHTbl MHOPMALMOHHOW CUCTEMBI
OCyLLEeCTBMAETCA MNpu YCMOBUM MX COOTBETCTBMSA CEerMeHTam  MH(OPMAUUOHHOW  CUCTEMbI,  NPOLIEALLNM
aTTeCTaUNOHHbIE UCTIbITAHMS.

CermeHT cuMTaeTcs COOTBETCTBYIOLLMM CErMEHTY WH(OPMALMOHHOW CUCTEMbI, B OTHOLLUEHUU KOTOPOro Obinwu
npoBefeHbl aTTeCTauMOHHbIE UCMbITAHUSA, €CnN AN yKa3aHHbIX CEerMeHTOB YCTaHOBMEHbl OAMHAaKOBblE Kracchbl
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Mpuka3z ®CTIK Poccum ot 11.02.2013 N 17

(pea. ot 15.02.2017)
"06 6 o [JokymeHT npegoctasneH KoHcynbTaHTINOC
06 yTBepxaeHun TpeboBaHWi O 3aWmuTe MHOpMaUmm, He [lata coxpanerms: 10.10.2024

COoCTaBfi4lo...

3alUMLIEHHOCTH, Yrpo3bl Ge3onacHOCTM WHoOpMauuW, peanu3oBaHbl OOWHAKOBbIE MPOEKTHblIE pEeLIeHus Mo
WHGOPMALIMOHHOW CUCTEME U €€ CUCTEME 3aLUTbl HGOpMaLUK.

CooTBeTCTBME CErMeHTa, Ha KOTOPbIA PacnpoCTpaHSIETCs aTTecTaT COOTBETCTBUS, CEMEHTY MH(OPMAaLMOHHOMN
CUCTEMbI, B OTHOLUEHUN KOTOPOro ObifiM MNpoBeAeHbl aTTeCTaluMOHHblE MWCMbITaHWs, MNoATBEPXAAeTCs B XxoAde
NPUEMOYHbIX UCMbITAHWUIA MHAOPMALMOHHOW CUCTEMBI UMM CETMEHTOB MHADOPMALMOHHOW CUCTEMBI.

B cermeHTax MHOPMaLMOHHOW CUCTEMbI, HA KOTOPbIE pacnpoCcTpaHseTcs aTTecTat COOTBETCTBULA, OrnepaTopoMm
obecneunBaeTcs cobnogeHne akcnyaTauMoHHONW JOKYMEHTALUM HA CUCTEMY 3aluTbl MHOpMaLMM MHPOPMaLMOHHOW
CUCTEMBI Y OpraHn3aUMoOHHO-PaCNOPSAAUTENbHBIX JOKYMEHTOB MO 3alumMTe MHdopmMaumnn.

OcobeHHoCTM aTTecTaumMm MHAPOPMALMOHHOM CUCTEMbI HA OCHOBE pPe3ysfbTaTOB aTTECTALMOHHbIX WUCMbITaHWNA
BblaeneHHOro Habopa ee CermMeHToB, a TaKkKe YCMoBMS U MOPSAOK PaCnpoOCTpaHeHWs atTecTtaTta COOTBETCTBMSA Ha
apyrue cerMeHTbl UHPOPMAaLIMOHHON CUCTEMbI ONpeaensaTca B NporpaMMme 1 MeToaukax aTTeCTauMoOHHbIX UCMbITaHWUI,
3aKkroyYeHnn 1 aTTecTaTe COOTBETCTBUA.

17.4. TloBTOpHasa aTTecTaums MHAPOPMALMOHHON CUCTEMbl OCYLLECTBSETCA MO OKOHYaHWW Cpoka [AenCTBuSA
aTTectaTa COOTBETCTBUSA, KOTOpPbIA HE MOXeT MpeBblwaTb 5 neT, Wnu MOoBbIWEHUA Kracca 3aluLEeHHOCTU
WMHpopMaLMOHHOM cucTemsbl. [pu yBenuyeHnm coctaBa yrpo3 6e3onacHoOCTU HpopMaLMn NN U3MEHEHUsT NPOEKTHbIX
peLLeHnn, peann3oBaHHbIX NpY CO34aHNN CUCTEMbI 3alUMTbl MHOpMaUMM MHPOPMALMOHHON CUCTEMbI, MPOBOAATCS
[OMNONHUTENbHbIE aTTeCTaLMOHHbIE UCMbITaHUS B pamMKax eNCTBYIOLLEro atTectaTta COOTBETCTBUS.

(B pea. MNpukaza CTIK Poccum o1 15.02.2017 N 27)

17.5. BBog B AencTBME WHMOPMALMOHHOW CUCTEMbI OCYLLECTBMSETCHA B COOTBETCTBUM C 3aKOHOAATENbCTBOM
Poccuiickon ®epepauumn o6 nHpopmaumm, MHPOPMAaLMOHHBIX TEXHOMOMMSIX 1 O 3awuTe nidopmaumm u ¢ yuetom FTOCT
34.601 n npn Hanu4nmn aTTecTata COOTBETCTBUSA.

17.6. WNHdopmaumoHHble cucTembl, QYHKUMOHUpYOWMe Ha ©6ase obwen WHDPaCcTPyKTypbl (CpeacTs
BbIYMCIUTENBHON TEXHWKN, CEPBEPOB TENEKOMMYHUKALMOHHOIO 060pyaoBaHUsl) B KavyecTBe NPUKNIALHbIX CEPBUCOB,
noanexaTt aTTecTaumm B cOCTaBe yKka3aHHON UH(PaCTPYKTYypbl.

B cny4yae, ecnu nHgdopmaumoHHas cuctema cosgaetcd Ha 6ase ueHTpa 06paboTku AaHHBIX YMOSTHOMOYEHHOMO
nvua, Takow UeHTp 06paboTkm AaHHbIX AOMKeH OblTb aTTecToBaH MO KMaccy 3alUMLEHHOCTM He HWXe Kracca
3aLlMLLEHHOCTN, YCTAHOBMNEHHOMo AMs co3gaBaeMon MHPOPMaLMOHHON CUCTEMDI.

MMpn atTectaumMm WHPOPMALMOHHOM CUCTEMbI OOIMKHbI WMCMOMbL3YITCA  pesynbTaThl  aTtrectaunn  obLien
WH(PaCTPYKTYpbl onepaTtopa MHPOPMaLMOHHON CUCTEMBI.

(n. 17.6 BBegeH Npukazom PCTIK Pocecun ot 15.02.2017 N 27)

ObecneveHuve 3awwmTbl MHOPMaLUMKN B Xo4e 3KcnnyaTaumm
aTTecToBaHHON UH(POPMALMOHHON CUCTEMBI

18. Ob6ecneyveHne 3awmThl MHOPMALUMU B XOA4e IKCNyaTauuvm aTtTeCTOBaHHOM MHEOPMAaUMOHHON CUCTEMBI
OCYLLECTBMAETCA OrnepaTtopoM B COOTBETCTBMM C 3IKCMyaTauMOHHOW [OOKYMEHTaumenh Ha cucTemy 3aluThbl
MHOPMAaLMM U OpraHn3aLUoOHHO-pacnopsanTenbHbIMU JOKYMEHTaMu Mo 3awmTe UHdopMauum U B TOM Yuchne
BKITIOYaeT:

ynpasneHue (agMUHUCTPUPOBaHKE) CUCTEMON 3anTbl MHOPMaLMM MHPOPMALIMOHHOW CUCTEMbI;

BbISIBIIEHNE MHLUWOEHTOB U pearnpoBaHne Ha HUX;

ynpaBreHue KoHdurypaumen attectToBaHHON UHPOPMALMOHHOW CUCTEMBI U €e CUCTEMbI 3aLlnTbl HpopMauuy;

KOHTpPONb (MOHUTOPWMHr) 3a obecrneyeHMeM YpPOBHS  3alUULLEHHOCTM WHopmauun, coaepxallencs B
WHGOPMAaLMOHHOW CUCTEME.

18.1. B xoge ynpaeneHusi (agMUHUCTPUPOBAHMS) CUCTEMON 3almnTbl MHPOPMaLMM MHAOPMALNOHHOW CUCTEMBI
OCYLLIeCTBMSAOTCS:

3aBefeHne M ypaneHve y4yeTHbIX 3anucen nonb3oBaTenew, ynpasrieHWe MOfHOMOYMAMKW nonb3oBaTenen
WMHOPMALIMOHHOW CUCTEMbI U NoAAepXaHne npasun pasrpaHuyeHns JocTyna B MIHPOPMaLUOHHON CUCTEME;

yrnpaBreHne cpeAcTBamy 3alliuTbl MHOpMaLuM B UMHOPMALMOHHOW cucTeMe, B TOM 4ucrie napameTpamu
HacCTpoOWKM MnporpammMHOro obecneveHws, BKM4Yas nporpaMMmHoe obecneyeHne cpedcTB 3alMTbl  UHGOPMaLWK,
ynpaeneHne y4eTHbIMW 3anucamMu  Monb3oBaTernen, BOCCTaHOBNEeHMe paboTocnocoBHOCTU CpeacTB  3aluThbl
WHOopMaLMK, reHepaumio, CMEHY U BOCCTaHOBIEHNE Naponen;

ycTaHoBka 0B6HOBMNEHMN NporpaMmHoro obecnedeHus, BkNwyas nporpammHoe obecneveHne CpeacTs 3aluTbl
nHOopMaLMK, BbiNycKaeMblx paspaboTumkamy (Npou3BoaMTENSIMU) CPEeACTB 3awuTbl MHOpMaUMM WM Mo UX
NnopyyeHuio;

LeHTpanu3oBaHHOe YynpaBfieHne CcucTemMon 3awuTbl  WMHAOPMAUMM  MHEMOPMAaLMOHHON CcUCTEMbl  (Mpu
HeobxoQMMocTK);

permcTpaums u aHanus cobbiTuii B MHCOPMAaLIMOHHON CUCTEME, CBHA3aHHbIX C 3awuTon WHdopmauun (ganee -
cobbiTnsa 6esonacHocT);

nHdopMUpoBaHMe nonb3oBaTtenen 06 yrpo3ax 6esonacHoOCT MHOPMaLUK, O MpaBunax AKcniyataumm cucTembl
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(pea. ot 15.02.2017)
"06 6 o [JokymeHT npegoctasneH KoHcynbTaHTINOC
06 yTBepxaeHun TpeboBaHWi O 3aWmuTe MHOpMaUmm, He [lata coxpanerms: 10.10.2024

COoCTaBfi4lo...

3aLmThl MHpOpMaLUM MHPOPMALIMOHHON CUCTEMBI U OTAENbHBLIX CPEACTB 3alUMTbl MHpopMauun, a Takke nx obyyeHue;

conpoBoXaeHne (OYHKLNMOHNUPOBAHUA CUCTEMbI 3alunTbl UHOPMaUMM UHAPOPMALMOHHON CUCTEMbl B Xode ee
akcnnyaTaumm, BKITtO4as KOPPEKTUPOBKY aKCnnyaTaunoHHoON OOKyMeHTaumm Ha Hee "
OpraHM3auMOHHO-PaCcnopPAANTENbHbLIX JOKYMEHTOB MO 3awmTte nHdopmaumm;

18.2. B xoae BbISABNEHUS UHLNOEHTOB U pearnpoBaHns Ha HUX OCYLLIECTBAOTCS:

onpeferneHue nuy, OTBETCTBEHHbIX 33 BbISIBIEHNE UHLNOEHTOB U pearupoBaHne Ha HUX;

obHapyXeHune N ngeHTndUKauusa MHUUOEHTOB, B TOM YNCIE OTKa3oB B 0OCnyxuBaHuM, cOOeB (mepesarpy3ok) B
paboTe TeXHUYECKMX CpeacTB, NPOrpaMMHOrO obecneyeHnss u CpeacTB 3awmTbl MHOpMauuW, HapyleHWA npaBun
pasrpaHuyeHuns 4oCTyna, HenmpaBOMEpPHbIX AENCTBUIA No c6opy nHdopmaumm, BHeAPEHNI BPEAOHOCHbBIX KOMMbIOTEPHbIX
nporpaMm (BUPYCOB) N MHbIX COObITUN, NMPUBOAALLNX K BOSHUKHOBEHUIO MHLMAEHTOB;

cBoeBpeMeHHoe NHDOPMNPOBAHME NULL, OTBETCTBEHHbIX 3a BbISIBNEHUE NHLUMOEHTOB N pearnpoBaHMe Ha Hux, O
BO3HUKHOBEHUUN UHUNOEHTOB B MHOPMAaLIMOHHOW CUCTEME Norb3oBaTensMum U agMMHUCTpaTopamu;

aHarnu3 UHUUOEHTOoB, B TOM Yucne onpegeneHne UCTOYHUKOB U MPUYMH BO3HUMKHOBEHUS WMHUWOEHTOB, a Takxe
OLEHKa X nocneacTeBum;

NNaHUpoBaHWe W TMPUHATME Mep MO YCTPaHEHWMI WHUMOEHTOB, B TOM 4uCfe MO BOCCTaHOBMEHMIO
WH(OPMALIMOHHONW CUCTEMbI U €e CEerMeHTOB B Clyvae oTkasa B obcnyxuBaHuM unu nocrne cboes, YCTpaHEeHUIo
nocrneacTBUA HapyLUeHWs NpaBwui pasrpaHnyeHuss OOCTyna, HenpaBOMEpHbIX AeNcTBUA Mo cbopy WHdopMaumm,
BHEOPEHNSA BPEOOHOCHBLIX KOMMBIOTEPHLIX MPOrpaMm (BUPYCOB) M WHbIX COOLITUIA, MPUBOASALLNX K BO3HUKHOBEHWIO
WHUWOEHTOB;

nnaHMpoBaHWe N NPUHATNE Mep Mo NPeaoTBPaLLEHNIO MOBTOPHOIO BO3HUKHOBEHUSA NHUNOEHTOB.

18.3. B xoae ynpaBneHus KoHduUrypaumen aTTeCToBaHHON MHPOPMALIMOHHOM CUCTEMbI U €€ CUCTEMbI 3alLUThI
NHOPMaLMM OCYLLECTBIAIOTCS:

noaaepXxaHve KoHdurypauum MHGOPMaUUOHHON CUCTEMbI U ee CUCTeMbl 3awuTbl MHOPMaUMK (CTPYKTYpPHI
CUCTEMbI 3aluUTbl MHOPMaUUN WMHEMOPMALIMOHHOW CUCTEMbI, COCTaBa, MeCT YCTaHOBK/ U napameTpoB HaCTPOWNKU
CpeacTB 3aluTbl MHGOpPMaUuKW, NPOrpaMMHOIO obecrneyeHus U TEeXHUYECKUX CpPeacTB) B COOTBETCTBMM C
3KCNnyaTauuMoHHOW AOKYMEHTaUMEN Ha CUCTeMy 3awuTbl MHGOpMauuu (nogaepxaHume 6a3oBoOW KoHGUrypaumm
WH(OPMALMOHHOW CUCTEMbI U €€ CUCTEMbI 3aluTbl MHOPpMaLUK);

onpegeneHne nuu, KOTOPbIM paspelleHbl OEeWCTBUSA MO BHECEHWI0 M3MeHeHun B 0as3oBylo  KOHUrypauuio
WHOPMALIMOHHOW CUCTEMbI U €€ CUCTEMbI 3aLLnTbl MHpopMauuw;

yrnpaBrneHne M3mMeHeHusiIMM 0a30BON KOHUrypaumm WHPOPMALIMOHHOM CUCTEMBI U €€ CUCTEMbl 3aluUThl
MHdopmaLm1, B TOM YUcne onpeaeneHme TUNoB BO3MOXHbLIX W3MeHeHun 6a3oBor KoHUrypauunm UHEGOOPMaLMOHHON
CUCTEMbI 1 €€ CUCTEMbI 3aLnTbl MHPOPMaLWK, CaHKLUMOHNPOBAHME BHECEHUS M3MeHeHW B 6a3oBylo KOHMrypauuto
WH(POPMALIMOHHON CUCTEMBI U €€ CUCTEMbI 3aluTbl MHOPMaLMK, [OKYMEHTUPOBaHME [EWUCTBUN MO BHECEHUIO
n3meHeHun B 6a30Byt0 KOHPUIypaLmo UHHPOPMALMOHHOW CUCTEMbI U €e CUCTEMbl 3aluTbl MHOPMaLMK, COXpaHeHue
AaHHbIX 06 n3mMeHeHusAx 6a30Bol KOHUrypaunum UHMOOPMAaLMOHHON CUCTEMbI U €€ CUCTEMbI 3aliMTbl MHdOpMaLMK,
KOHTPOSb OENCTBUIN NO BHECEHUIO N3MEHEHWI B 6a30BY0 KOHpUrypaumio MHAPOPMAaLMOHHON CUCTEMBI U €e CUCTEMBI
3aWwmTbl HOpMaUuu;

aHanus noTeHumnanbHoro BO3AENCTBMS NaHNpyeMbIX M3MeHEHUn B 6a3oBOM KoHdMrypaumm mHGOOPMaLMOHHOW
CUCTEMbl M €e CUCTeMbl 3awuTbl WHGPOpMauuMm Ha obecnedyeHne 3awWnTbl  MHPOPMaLUKM, BO3HUKHOBEHME
[OMNONHUTENBHBbIX Yrpo3 6e3onacHoCT MHdopMauumn n paboTocnocobHOCTb MHAHOPMALMOHHOW CUCTEMBI;

onpeeneHne napameTpoB HaCTPOWMKU MporpaMmHoro obecneyeHus, BKMOYas nporpamMmHoe obecneveHve
cpencTB 3alWnTbl MHOPMaL MK, cocTaBa U KOHUIypauum TEXHUYECKUX CPEeACTB M NporpamMHoro obecneyeHusi Oo
BHECEHWSI U3MEHEHUI B 6A30BYI0 KOHPMIrypaLmo MHPOPMAaLMOHHOW CUCTEMbI M €€ CUCTEMBI 3aLLMTbl MHpopMauuy;

BHeCeHne MHgopmauumn (gaHHbIX) 06 n3MeHeHusIx B 6a3oBor koHurypaumm MHEOOPMAaLMOHHOW CUCTEMbI U ee
CUCTEMbI 3alWTbl MHAOPMaLUUM B  IKCMMyaTaUMOHHYD OOKYMEHTauul Ha CUCTeMy 3awuTbl  MHopMauun
WHOPMALIMOHHON CUCTEMBI;

NPUHATME peLleHns Mo pesynbTaTtaM ynpasreHns KoHdurypaumein o noBTOPHOW aTTecTtauun MHAOPMaLMOHHON
CUCTEMBI UMW NPOBEAEHNN AOMOMHUTENbHbBIX aTTECTaLMOHHbIX UCTIbITaHUN.

18.4. B xoge koHTpons (MOHUTOPUHra) 3a obecneyeHMemM YpoBHS 3aLlUULLIEHHOCTM WHpopMauun, copepxallencs
B MHPOPMALIMOHHOW CUCTEME, OCYLLECTBNAOTCS:

KOHTPOIb 3a cObbITUAMM BE30NacHOCTU U AENCTBUSIMU MONb3oBaTenen B MHOOPMaLMOHHON CUCTEME;

KOHTPOMb (aHanu3) 3almweHHOCTU NHopMaLmm, cogepxallencs B MHPOPMaLNOHHON CUCTEME;

aHanus v oueHka (QYHKUMOHUPOBAHWUS CUCTEMBbI 3alUTbl MHAOPMaUMU WMHAOPMALMOHHON CUCTEMBI, BKMOYasi
BbiiIBNEHWe, aHanuM3 W YCTpaHeHuWe HeaocTaTKoB B (PYHKUMOHMPOBAHMM  CUCTEMbI  3aliUTbl  MHOPMaLUK
MHOPMALIMOHHON CUCTEMBI;

NepUOAMNYECKUA aHann3 W3MeHeHusi yrpo3 6e3onacHoOCTM MHGopMauunm B MHAPOPMALMOHHON  CUCTEME,
BO3HMKAIOLLMX B X04e ee aKcniyaTaunm, n NpuHATME Mep 3awnTbl HOPMaLMK B Criydae BO3HUKHOBEHUSA HOBbIX Yrpo3
BesonacHocTu MHopMaLuu;

AOKYMEHTMpOBaHWe npoueayp W pe3ynbTaToB KOHTpOns (MOHWTOpMHra) 3a obecnevyeHvem  YpOBHS
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3aLLUMLLEHHOCTHN MHAdOPMaLMK, cogepXaLlencs B MHPpOPMaLNOHHON CUCTEME;

MPUHATE pEeLUeHNs MO pe3ynbTaTam KOHTPOns (MOHWTOpMHra) 3a obecrneyvyeHvem YpPOBHSA 3alUMLLEHHOCTM
nHdopmaumm o gopaboTke (MoOAEepHN3aLMKN) CUCTEMBI 3aLUUTbLI MHOPMaLUN MHEPOPMAaLMOHHON CUCTEMbI, MOBTOPHOMN
aTTecTtauun MHAOPMaLMOHHON CUCTEMbI MU NPOBEAEHUN AONONHUTENbHBLIX aTTECTALUMOHHbLIX UCMbITaHWUN.

O6GecneveHre 3alwmTbl MHOpMaLMKU NPK BbIBOAE U3 SKCMNyaTauum
aTTeCTOBaHHOM MH(OPMALMOHHOW CUCTEMbI MW NOCHE NPUHATUS
peLueHus 06 okoH4YaHMM 06paboTKM MHGOPMaLMK

19. ObecneyeHne 3awmTbl MHAOPMALMU MPU BbIBOAE W3 3KCMiyaTtauuum aTTecTOBaHHOM WMHAOPMAaLMOHHON
CMUCTEMbI UMK MOCNE MPUHATUS pelleHns 06 OKoHYaHWM 06paboTkM MHpopMaLuM OCyLLeCTBSIeTCS OrnepaTtopoM B
COOTBETCTBMM C IKCNIyaTaUMOHHOM JOKYMEHTAUMEN HA CUCTEMY 3aluTbl MHOPMaLMM UHPOPMALMOHHOW CUCTEMbI U
OpraHn3auUMOoHHO-PacnopPAANTENBbHLIMIW AOKYMEHTaMy No 3aluuTe MHPOopMaLMm U B TOM YUCIIE BKITHOYaET:

apxuBupoBaHne MHopMaLunn, cogepkalencs B MHpopMaLMoHHON CUCTEME;

YHUYTOXEHME (CTUPaHUE) AaHHbIX U OCTAaTOYHON WHOpPMaUMM C MalUMHHbIX HocuTenewm wmHdopmaumm u (4nm)
YHUUYTOXEHNE MaLLMHHbIX HOCUMTEeNen nHpopmaumn.

19.1. ApxmBupoBaHue nHdopmauun, cogepawlenca B MHAPOPMALNOHHOM CUCTEME, OOIDKHO OCYLLECTBRATLCA
npy HEOOXOAMMOCTM JanbHENLWEero MCNonb3oBaHNs MHopMauny B AesTENBHOCTM onepaTopa.

19.2. YHu4YTOXEHME (CTUPaAHME) OAHHbIX U OCTATOYHOW WHpOpMauMM C MaLUMHHBIX HOCUTENen WHGOPMaLMK
Npou3BOAMTCA MpU HeobxoauMOCTM nepedady MalUMHHOIO HocuTens uHdOopMauuMu  OpyroMy Monb3oBaTento
WHOPMALMOHHONW CUCTEMbI UMW B CTOPOHHWE OpraHM3aumMmM Afs PemMoHTa, TEeXHUYECKOro Oob6CnyXuBaHus wnu
OanbHenLero YyHUUTOXEHUS.

Mpu BbIBOAE M3 3KCMNyaTaUMy MaLLMHHbIX HOCUTENnen HopMaLmMm, Ha KOTOPbIX OCYLLECTBASMUCE XpaHeHue wu
obpaboTka MHpopmMauum, ocyLecTBnsieTca PU3NYECKOE YHUHTOXKEHUE ITUX MALUMHHBIX HOCUTENEN MHCpOpMaLUN.

lll. TpeboBaHusA K Mepam 3almTbl MHDOPMaLMK, coaepKaLlencst
B MHOPMAaLIMOHHOW cucTeme

20. OpraHu3aumnoHHble 1 TeXHUYECKME Mepbl 3aLUUTbl MHGOPMaLUK, peanudyemMble B UHPOPMaLMOHHON CUCTEME
B pamMKax ee CMCTEMbI 3aLUMTbl MHhOpMaLuKn, B 3aBUCUMOCTM OT yrpo3 6e3onacHocTu MHAOpPMaLMK, UCMONb3yEMbIX
MHOPMALIMOHHBIX TEXHOMOMMI U CTPYKTYPHO-DYHKLIMOHAMBHBIX XapaKTepPUCTUK WMH(OPMALMOHHOW CUCTEMbI LOJIKHbI
obecneunBaTsb:

noeHTnmrkauunio n aytTeHTndukaumio cyobeKTOB JOCTYNa M O6BEKTOB 40CTYNa;

yrnpaBrieHne JocTynom cybbekToB AocTyna K 0bbekTam 4ocTyna;

orpaHu4eHue nporpaMmMHon cpeasbl;

3aLUMTY MaLLUMHHBIX HOCUTENEn MHpopmauuw;

permcTpaumio cobbITuin 6e3onacHoCTy;

aHTUBUPYCHYIO 3aLUnTY;

obHapyxeHue (NpegoTBpaLLeHme) BTOPXKEHUI;

KOHTPOMb (aHanu3) 3alnLeHHOCTN nHdopmaumm;

LeNoCTHOCTb MHGOPMAaLIMOHHOW CUCTEMbI U MHCbOpMaLnK;

OOCTYMHOCTb MHbopMaLnK;

3alMTy cpefpbl BUpTyanu3aumu;

3aLUMTY TEXHUYECKUX CPEACTB;

3aLWUTY UHCPOPMALIMOHHOM CUCTEMBI, €€ CPEACTB, CUCTEM CBA3M U Nepeaayn LaHHbIX.

CoctaB mep 3awuTbl nHdopmaumm n ux 6asoBble Habopbl A1 COOTBETCTBYIOLLMX KMAcCoB 3aLUULLIEHHOCTU
NMHOPMALIMOHHBIX CUCTEM NpuBeAeHbI B NpunoxeHnn N 2 k HacTosiwmm TpeboBaHNsIM.

20.1. Mepbl No ugeHTUdMKaumm un ayteHTUdUkauum cybbektoB poctyna M oObLEeKTOB [OCTyna [AOMKHbI
obecneunBaTb NPUCBOEHME CyObEKTaM M 0ObekTaM AOCTyna YHWKaNbHOTO MNpu3Haka (MAeHTUdUuKaTopa), CpaBHEHUE
npegbaBnseMoro cyobekTom (06bEKTOM) OCTyNa MAEHTUdUKaTOpa C NEPEYHEM MPUCBOEHHBLIX MAEHTUMKATOPOB, a
Takke MNpPOBEpPKY MpUHAANEXHOCTM CcyObekTy (0O0bekTy) Q[ocTyna npeabsBreHHOro UM uaeHTudukaTopa
(noaTeepxaeHne NOANNHHOCTK).

20.2. Mepbl No ynpaBreHUto AOCTYNoM CyObeKTOB gocTyna k obbektam [JocTyna [OMmkHbl obecneumBaTb
yrnpaBreHue npaBamMu 1 NpuMBUIErMAMN CyObEKTOB OCTYyNa, pasrpaHMyeHme AocTyna cybbekToB AocTyna K obbekTam
[0CTyna Ha OCHOBE COBOKYMHOCTW YCTAaHOBMEHHbIX B MUHOPMALIMOHHOW CUCTEME MpaBuil pasrpaHnyeHus OocTyna, a
Takke obecnevmBaTb KOHTPOSb COOMOAEHNST STUX NPaBUIT.

20.3. Mepbl No orpaHMyeHnIo NPorpaMMHON cpefbl AOIMKHbI obecneunBaTb YCTAHOBKY WM (Mnn) 3anyck TOMbKO
paspeLLeHHOro K WUCNONb30BaHMIO B WH(OPMALMOHHOM CUCTEME MporpammMHOro obecneyeHus wnmM UCKMYaTb
BO3MOXHOCTb YCTaHOBKM M (MNK) 3anycka 3anpeLleHHOro K WCMonb3oBaHuio B  MHGAOPMALMOHHOW  cucteme
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nporpammHoro obecrneveHus.

20.4. Mepbl MO 3alUTE MALMHHBLIX HOCUTENen mHgopmauumn (cpeactBa o6paboTkM (XpaHeHus) MHdopmauuu,
CbeMHblE€ MALUMHHbLIE HOCUTENN MHPOPMAaLIMM) OOMKHBI UCKIOYaTh BO3MOXHOCTb HECaHKLUMOHMPOBAHHOIO AOCTyna K
MaLUMHHBIM HOCUTENSM U XpaHSLLENncsa Ha HUX MHopMaLumm, a Takke HECaHKLMOHUPOBAHHOE NCNOMb30BaHNE CbEMHbIX
MaLUMHHBIX HOCUTENen nHcopmauuu.

20.5. Mepbl no perncrpauumn cobbiTnii 6e3onacHoCT! A0MKHbI obecneunBaTb cOOp, 3aNUCb, XpaHEHME U 3aluuTy
MHdopmaumm o cobbiTuax 6e3onacHOCTU B MHPOPMAaLMOHHOW CUCTEME, a TakkKe BO3MOXHOCTb MPOCMOTpa M aHanmaa
MHOPMaLMM O Takux COBBITUSAX 1 pearMpoBaHne Ha HUX.

20.6. Mepbl NoO aHTMBUPYCHOM 3alimMTe AOMMKHbI obecneuvnBaTb OOHapyxeHne B MHGPOPMALMOHHOW CcuUcTeme
KOMMbIOTEPHBIX Nporpamm nnMbo MHOM KOMMNbIOTEPHON WMHGOPMaUMK, NpefHasHaYeHHOW ANs HeCaHKLUMOHMPOBAHHOIO
YHULTOXEHUSI, BNOKMPOBaHUS, MogMdMKaLMK, KONMMPOBaHMSA KOMMNbIOTEPHON MHGOPMALIMK UM HEWTPanM3aunn CPeacTB
3alWnTbl MHOPMaLMK, a Takke pearMpoBaHNe Ha OOHapyXXeHWe 3TUX NPorpaMm 1 MHpopmMauumn.

20.7. Mepbl no obHapyxeHuto (NpegoTBPaLLEHUNIO) BTOPXKEHWIA A0MKHbI 0becnevmBaTtb 0OHapy>XeHe 4ENCTBUIN B
WHOPMALIMOHHON CUCTEME, HanpaBSiIEHHbIX Ha NpefHaMepeHHbIN HeCaHKUMOHMPOBAHHbLIA OOCTYN K WUHdOopMauuu,
crneuvanbHble BO3OENCTBUS Ha MHAOPMALUMOHHYIO cucteMy W (Mnu) uHdopmaumio B Uensx ee Ao0biBaHus,
YHUUYTOXEHUSA, UCKaXEHUS 1 BNOKMPOBaHNS A0CTyNa K MHhopMauun, a Takke pearmpoBaHne Ha 3Tn AENCTBUS.

20.8. Mepbl N0 KOHTPOMIO (@aHanu3y) 3alMLEHHOCTU MHOpMauuM OOMmkHbI obecrnevmBaTb KOHTPOSb YPOBHSI
3aLUMLLEHHOCTU MHOPMaLMK, codepXallencss B MH(POPMaLUMOHHOW cucTeMe, MyTeEM MNPOBEAEHUSI MepOonpuUATUA Mo
aHanmay 3alUmLEeHHOCTU MHAOPMAaLMOHHON CUCTEMBI U TECTUPOBAHMIO €€ CUCTEMBI 3aLnTbl MHCDOpMaLNK.

20.9. Mepbl no obecneveHnto LenoCcTHOCTM MHAPOPMALMOHHOM CUCTEMbI U MHOpMauMM AOSMKHbI obecnednBaTb
obHapyxeHune hakToB HECAHKLMOHMPOBAHHOIO HAPYLLIEHMS LENTOCTHOCTM MHAPOPMALIMOHHOM CUCTEMBI U CoaepKaLlencs
B HEN MHAOpMaLMK, a Takke BO3MOXHOCTb BOCCTAHOBMEHUS WHAOPMALMOHHON CUCTEMbI U COAepXallencs B Hew
WHopmaumn.

20.10. Mepbl no obecneyeHMo OOCTYMHOCTU MHAOPMaLMU OOMKHbI obecrnevmBaTb aBTOPM3OBAHHLIA OOCTYM
nonb3oBaTenen, UMeLLMX Npasa no TakoMy 4OCTyNy, K MHpopMauun, cogepallencs B UHPOPMAaLMOHHON cucTeme, B
WTaTHOM pexnme yHKLUNOHNPOBAHNSA NH(POPMALIMOHHON CUCTEMbI.

20.11. Mepbl no 3awmTe cpeabl BUpTyanu3auum OOSDKHbl UCKMOYATb HECAHKLMOHUPOBAHHBIA  OOCTYN K
nHdpopmauum, obpabaTbiBaeMon B BUPTYanbHOW MHPPACTPYKTYpe, N K KOMMNOHEHTaM BUPTyanbHOW MHPacTpyKTypbl, a
TaKke BO3AEWCTBME Ha WMHGOPMAaLMIO U KOMMOHEHTbl, B TOM 4MCNEe K CpeacTBaM YMpaBneHus BUPTyanbHOW
WMHPACTPYKTYPON, MOHUTOPY BUPTYarbHbIX MawwuH (TMnepBuU3opy), CUCTEME XpaHEHWUst OaHHbIX (BKIOYas CUCTEMY
XpaHeHnst obpa3oB BUPTyanbHONW WHAPACTPYKTYpPbI), CETM Mepefayvy OaHHbIX 4Yepe3 3NEeMEHTbl BUPTYanbHOW WUnn
m3myeckon MHMPACTPYKTypbl, FOCTEBbIM OMEPALUOHHBIM CUCTEMaM, BUPTyalnbHbIM MaluHaMm (KOHTerHepam),
cUCTEME U CeTU pennukauuu, TepMUHaNbHbIM UM BUPTyanbHbIM YCTPOWCTBAM, a Takke CUCTEME pPE3EpPBHOro
KOMMpOBaHWs U CO34aBaeMbIM €0 KONUsM.

20.12. Mepbl no 3awmTe TEeXHUYECKUX CPeacTB [OOMKHbl WUCKNHOYaTb HECAHKUMOHMPOBAHHBLIN [OCTYN K
CTAUMOHApPHbIM TEXHUWYECKUM cpeAcTBam, ob6pabaTtbiBalowiMM UHGOpMauMio, CcpeacTBaMm, obecrneynBaloLLmM
(PYHKLMOHNPOBaHNE MHMOPMAaLMOHHON cucTeMbl (danee - cpeactBa obecnedeHuss YHKUMOHWPOBaHMS), U B
MOMELLEHMS, B KOTOPbIX OHU MOCTOSIHHO PAaCMOSIOXKEHbI, 3aLUUTY TEXHUYECKUX CPEACTB OT BHELUHVMX BO3AEWCTBUMA, a
Takke 3awmTty mHdopmMauuu, npeactaBneHHoW B BUAE WMHMOPMATMBHBIX 3MEKTPUYECKUX CUrHANOB U (PU3UYECKNX
nonen.

20.13. Mepbl no 3aLumTe MHOPMALMOHHOM CUCTEMBI, €€ CPeACTB, CUCTEM CBA3W U Nepedayn [aHHbIX OOSDKHbI
obecneunBaTh 3alMTy UHOPMALMM NPpY B3aMMOLAENCTBMM UHAOPMALIMOHHOW CUCTEMbI UMK €€ OTAENbHLIX CErMEHTOB
C WHbIMM WH(OPMALMOHHBIMU CUCTEMaMU U  MHAOPMALNOHHO-TENEKOMMYHUKALMOHHBIMUA CETSIMU  MOCPEeACTBOM
NPYMEHEHNS apXUTEKTYPbl MHPOPMALMOHHOW CUCTEMbI, MPOEKTHBIX PELLEHUA MO €e cucTeme 3awuTbl MHOopMaumw,
HanpaBrieHHbIX Ha obecneyeHne 3awmTbl MHGPOPMaLMK.

21. Bbibop mep 3awwmTbl MHpopMauum Ans ux peanusauuv B UHOOPMaLMOHHON CUCTEME B paMKax ee CUCTEMbI
3aWunTbl MHOPMALMKN BKMOYAET:

onpegeneHne 6asoBoro Habopa mMep 3awWWTbl MHOpMaUUM Ans  YCTAHOBMEHHOTO Krnacca 3alUMLEHHOCTU
MHOPMALIMOHHOW CUCTEMbI B COOTBETCTBMM C ©a30BbIMM Habopamu Mep 3awuTbl MHoOpMauun, NpUBEOEHHbIMA B
npunoxeHnn N 2 kK Hactosiwmum TpeboBaHusAM;

agantauuio 6aszoBoro Habopa Mep 3awuTbl MHAOPMAUUN MNPUMEHUTENBHO K CTPYKTYPHO-(OYHKLMOHANbHbLIM
XapakTepuctnkam MHPOPMaLMOHHOW CUCTEMBI, UHPOPMALIMOHHBIM TEXHOMNOMMAM, OCOBEHHOCTAM (DYHKLMOHUPOBAHUSA
WMHOPMALIMOHHOW CUCTEMbI (B TOM YMUCNe MpegycMaTpuBaloLLyo UCKMOYeHUe nM3 6a3oBoro Habopa Mep 3awuThbl
MHopmaumMm Mep, HEMOCPEACTBEHHO CBSI3@HHLIX C WHEOPMALUMOHHBIMW TEXHOMOTMMSIMUA, HEe MWCMoNb3yeMbiMn B
WH(OPMALIMOHHOW  CUCTEME, WMM  CTPYKTYPHO-DYHKLMOHANbHBIMM ~ XapakTepuUCTUKaMuM, He  CBOWCTBEHHbIMWU
WHOPMALIMOHHONM CUCTEME);

YTOYHEHME aganTMpoBaHHOro 6a3oBoro Habopa Mep 3aLWnTbl MHGOPMALUKN C Y4ETOM He BblIOpaHHbLIX paHee Mep
3awmuTbl MHopMaumm, npuBedeHHbIXx B npunoxeHun N 2 k HacToAwmMm TpeboBaHusaM, B pesynbTaTe 4ero
onpefensaTcs Mepbl 3awuTbl MHOpMauuKn, obecneumBarowime 6nokMpoBaHWe (HerTpanusauuio) BCeX Yrpos
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(pea. ot 15.02.2017)
"06 6 o [JokymeHT npegoctasneH KoHcynbTaHTINOC
06 yTBepxaeHun TpeboBaHWi O 3aWmuTe MHOpMaUmm, He [lata coxpanerms: 10.10.2024

COoCTaBfi4lo...

©esonacHOCTV MHOpMaLUK, BKIOYEHHBIX B MOAENb Yrpo3 6e30nacHOCTU nHdopmMaumu;

OOMOSIHEHME YTOYHEHHOro aganTMpoBaHHOro 6as3oBoro Habopa Mep 3awuTbl  MHOPMaUMM  Mepamu,
obecneynBalOLWUMKM BbINONHEHNE TpeboBaHUM O 3awuTe UHOpPMaUWUW, YCTAHOBMEHHBIMWM WHBIMW HOPMaTUBHbLIMU
nNpaBoOBbIMW akTaMu B o6nacTu 3alumTbl MHpopMaLmm, B TOM Yncne B 06nacTu 3almTbl MEPCOHanNbHbIX AaHHbIX.

Ons Bbibopa Mep 3awmTbl MHGOPMaUMM AN COOTBETCTBYIOLLErO Knacca 3aluUWeHHOCTM WHGOPMAaLMOHHOM
CUCTEMbI MPUMEHSIIOTCA METOANYECKNE AOKYMEHTLI, padpaboTaHHble n yTeepxaeHHble PCTIK Poccum B coOTBETCTBUM
¢ nognyHkToM 4 nyHkta 8 lMonoxeHus o depepanbHom cnyxbe Mo TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOIO,
yTBEpXXaeHHoro Ykasom lNpesnageHTta Poccuinckon depepaumm ot 16 aBrycta 2004 r. N 1085.

22. B MHOPMaLMOHHOM CUCTEME COOTBETCTBYIOLLIErO Kracca 3alMLEHHOCTU B paMKax €e CUCTEMbl 3alUuThbl
WHOpMaLMM SOIMKHBI BbITb peanv3oBaHbl Mepbl 3alnTbl MHAOPMaLMK, BbibpaHHble B COOTBETCTBUM C MyHKTOM 21
HacToswmx TpeboBaHuin n obecnednBatowme OnokupoBaHve (HeWTpanusauuio) Bcex yrpo3 6HesonacHocTu
MHdopMaLnu.

[Mpu 3TOM B MHCPOPMALMOHHOW CUCTEME OOJDKEH ObITb, KAk MWHUMYM, pearnv3oBaH afganTMpoBaHHbIn 6a30BbIN
Habop Mep 3alWuTbl MHGOPMALUUN, COOTBETCTBYHLUIN YCTAHOBIIEHHOMY KIacCy 3alMLLEHHOCTUM MHAOPMaLNOHHOM
CUCTEMBI.

23. Npun HEBO3MOXHOCTW peanusaumn B MH(POPMaLMOHHOW CUCTEME B paMKax ee CUCTEeMbI 3alnTbl MHopMauum
OTAENbHbIX BbIOpaHHbLIX Mep 3aluMTbl MHAOPMaL MK Ha aTanax agantauumn 6asosoro Habopa Mep 3awuTbl MHpopMaLUmn
NN YTOYHEHUS afanTMpoBaHHOro 6as3oBoro Habopa Mep 3awWmMTbl MHoOpMauum MoryT paspabaTtbiBaTbCsl WHbIE
(komneHcupytowme) mepbl 3awmuTel MHpopMauun, obecneuynBalolime agekBaTHOe OIOKMpOBaHWE (HeWTpanusauunio)
yrpo3 6e3onacHocTn Hdopmauum.

B aTom cnyyae B xoae pa3paboTkm CUCTEMbI 3aluTbl MHAOPMAUUN UH(OPMALMOHHON CUCTEMBbI LOIMKHO ObiTh
npoBefeHo OBOCHOBAHME MPUMEHEHUA KOMMEHCUMPYIOLWMX Mep 3awuTbl MHOPMaLMK, a npu  aTTecTalMOHHbIX
UCMbITAHMUAX OLIEHEHA [OCTAaTOMHOCTb M adeKBATHOCTb [JaHHbIX KOMMEHCUMPYWOLWMX Mep Ans  6rokupoBaHus
(HemTpanusaunm) yrpo3 6e3onacHOCTM MHopMaLnK.

24, Mepbl 3aWmMTbl MHOpMauunM BbIOMpalOTCa M peanuayrTcd B MHPOPMALMOHHOMW CUCTEME B paMKax ee
CUCTEMbI 3aLUUTbl MHPOPMALIMM C Y4EeTOM Yrpo3 6e3onacHoCT! MHOpPMaUun MPUMEHUTENBHO KO BCEM OObEKTam U
cybbekTaM [OCTyna Ha annapaTHOM, CUCTEMHOM, MpPUKNagHOM W CEeTEBOM YPOBHAX, B TOM 4ucrne B cpene
BUPTYyanusaumun n obnadHbIX BbIYUCIEHWUN.

25. OpraHusaumnoHHble Mepbl 1 cpeacTBa 3almTbl MHPOpMaUMK, NpUMeHsiemble B MHAOPMALUOHHOW cucTeme,
OOMKHbI obecneyvmBaThb:

B MH(OPMAaUMOHHBIX cucTeMax 1 Kracca 3alULLIEHHOCTM - 3aluMTy OT yrpo3 ©e3onacHocTn WHopmaumw,
CBSA3aHHbIX C AENCTBUSAMU HapyLLUUTENEen C BbICOKMM NOTEHUManom;

B MH(OPMALMOHHBIX CUCTEMax 2 Kfacca 3alUULLEHHOCTM - 3aWuTy OT yrpo3 6e3onacHOCTM MHopMauuu,
CBSA3aHHbIX C AENCTBUSIMU HapyLUUTENen ¢ NOTEHLMANoM He HKe YCUNeHHoro 6asoBoro;

B MH(POPMAaLMOHHbIX cucTeMax 3 Kracca 3alMLLEHHOCTM - 3aluMTy OT yrpo3 ©Ges3onacHocTn MWHopmauun,
CBSI3aHHbIX C AENCTBUAMMN HApyLUUTENEN C NOTEHLMANoM He Hke 6asoBoro.

MoTeHuman HapywmnTenen onpefenseTcsa B XOA4e OLEHKM UX BO3MOXHOCTEW, NMpoBOAMMOM MNpu onpegeneHun
yrpo3 6e3onacHoCT1 MHpopMaumn B COOTBETCTBMM C MyHKTOM 14.3 HacToswmx TpeboBaHui.

OnepaTopom MOXET ObITb NPUHATO PELLUEHNE O MPUMEHEHUN B MHAOPMALMOHHON CUCTEME COOTBETCTBYIOLLEIO
Knacca 3aluLeHHOCTM Mep 3awuTbl nHdopMaLmm, obecnedmBaloLmnx 3awnTy oT yrpo3 6HesonacHoCcTn mMHdopMaumu,
peanuayemMbix HapyLmTensammn ¢ 6omnee BbICOKMM NOTEHLMANIOM.

(n. 25 B pea. MNpukasza PCTIK Poccumn o1 15.02.2017 N 27)

26. TexHu4yeckume Mepbl 3alMTbl MHPOPMaUMU peanuayoTcad MNOCPeACTBOM MPUMEHEHUA CpeacTB  3alluuThbl
MHdopmaumMM, B TOM 4uCrie MpOrpaMMHbIX (MporpammHoO-annapaTtHbIX) CPeacTB, B KOTOPbIX OHWM  peanv3oBaHbl,
nmerLmnx Heobxogmmble dyHKUMM 6esonacHocTur. MNpu aToM:

B MH(POPMAaLIMOHHBIX cucTemax 1 krnacca 3almLeHHOCTU NPUMEHSIIOTCS CpeacTBa 3aLlmTbl MHOPMaLMK HEe HUXe
4 xnacca, a TaKkke cpeacTBa BblYNCIIUTENBHON TEXHUKN HE HKe 5 knacca;

B MH(POPMALIMOHHBIX CUCTEMaXx 2 Kracca 3aLlMLLeHHOCTU NPUMEHSIIOTCS CpeacTBa 3aLllMTbl UHPOPMaLIK HEe HUXe
5 knacca, a Takke cpecTBa BblYUCNUTENBHOM TEXHUKN HE HMXe 5 knacca;

B MH(OPMAaLMOHHBIX CMCTEMax 3 Knacca 3allMLEeHHOCTUM MPUMEHSATCS cpeacTtBa 3awuTbl MHGoOpMauun 6
Knacca, a TaKke cpeacTBa BblYUCIIUTENBHOM TEXHUKN He HUxXe 5 knacca.

B nHdopmaumoHHbIX cuctemax 1 1 2 KnaccoB 3alUULLEHHOCTM NPUMEHSAIOTCA CpeacTBa 3allumTbl MHAOpMaLun,
npoLueLmne NpoBEPKY HE HMKE YeM MO 4 YPOBHIO KOHTPOSISI OTCYTCTBUSA HEeAEKNapMpoBaHHbIX BO3MOXHOCTEN.

Knaccbl 3awwuTbl onpefensiTcs B COOTBETCTBUM C HOpMaTUBHbIMM npaBoBbiMu  aktamu DPCTIK Poccuu,
n3gaHHbIMK B cooTBeTCcTBUM C nognyHkToM 13.1 nyHkTa 8 MNonoxeHus o PefepanbHON criyxbe no TeXHUYEeCKoMy W
3KCMOPTHOMY KOHTPOIHO, yTBEpXAeHHoro Ykasom NpeangeHta Poccunckon ®epepauum ot 16 asrycta 2004 r. N 1085.

B MHGOpMaUUOHHBLIX cucTeMax MPUMEHAITCA Ccpeactsa  3awuTbl MHGOPMauuKW, cepTuUUUpoBaHHbIE Ha
cooTBeTCTBME 06A3aTenbHbIM TpeboBaHWsM nNo 6esonacHOCTU MHopMauun, yctaHoBneHHsiM ®CTIK Poceuu, unn Ha
cooTBeTCTBME TPeOOBaHMAM, yKasaHHbIM B TEXHUYECKUX YCroBUAX (3afgaHusix no GesonacHoctn). Mpu 3aToM yHKUMK
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Mpukas ®CTIK Poccum ot 11.02.2013 N 17

(pea. ot 15.02.2017)

"06 yTBepxaeHun TpeboBaHU 0 3alnTe MHDOPMaLUK, He
COCTaBNAI0...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

©e30nacHOCTU TakMX CPeACTB A0JPKHbI 00ecneunBaTh BbINONHEHNE HAcToAWMX TpeboBaHUN.
(n. 26 B pea. Mpukaza PCTIK Poccum ot 15.02.2017 N 27)

27. B cnyyae obpaboTku B MHGOPMALUMOHHOM CUCTEME WHOpMaumu, codepallen nepcoHarnbHble AaHHble,
peanusyemble B COOTBETCTBUM C MyHKTaMu 21 1 22 HacToswmx TpeboBaHun Mepbl 3aLnTbl MHOpMaLmu:

ONns MHcpopMaumnoHHoM cuctembl 1 Knacca 3awmieHHocTn obecneunBaoT 1, 2, 3 U 4 ypoBHU 3aLUMLLEHHOCTM
nepcoHanbHbIX aHHbIX <1>;

<1> YcTaHaBnmBaeTCs B COOTBETCTBMM C TpeboBaHMAMM K 3alumuTe nepcoHarnbHbIX aHHbIX Npu nx obpaboTke B
WHOPMaLIMOHHBIX CUCTEMAX NEPCOHAnNbHbLIX AaHHbIX, YTBEPXAEeHHbIMU NocTaHoBneHneM [lpaButensctBa Poccuiickon
®enepaumm ot 1 Hos6pA 2012 . N 1119.

AN MHpOpMaUMOHHOM cUCTeMbl 2 Knacca 3alueHHocTn obecnevmBaloT 2, 3 M 4 ypOBHU 3aLUMLLEHHOCTU
NnepcoHanbHbIX JaHHbIX <*>;

ans MHOOPMaLMOHHON cucTeMbl 3 Krnacca 3alumueHHocTn obecneuymBaloT 3 M 4 ypoOBHM 3alUULLEHHOCTU
NnepcoHanbHbIX aHHbIX <*>;

ab3au uckrntoveH. - [Mpukas CTIK Poccum o1 15.02.2017 N 27.

28. [Mpn ncnonb3oBaHnn B NHGPOPMALMOHHBIX CUCTEMAX HOBbIX WMH(POPMAaUMOHHbLIX TEXHOMOIMMM U BbISBIEHNN
OOMONMHUTENbHBLIX Yrpo3 ©6e3onacHoCTU MHOopMauuK, Ans KOTOPbIX He onpefeneHbl Mepbl 3aWwuTbl MHOPMaLmK,
OOMXKHbI paspabaTtbiBaTbCs KOMMEHCUPYIOLLNE MEPbl B COOTBETCTBMU C MyHKTOM 23 HacToswmx TpeboBaHMN.

Mpunoxexne N 1

K TpeboBaHMsiM 0 3awmuTe nHHopMaLmm,

He COCTaBNALWEeN rocyaapCTBEHHYIO TaliHy,
coaepallencs B rocygapCcTBeHHbIX
NHOPMALIMOHHbBIX CUCTEMAX

OMPEOENEHME KNACCA 3ALNEHHOCTU MHOOPMALIMOHHOWN CUCTEMBI
Cnncok 3MeHSILLMX JOKYMEHTOB
(8 pea. Npukasza PCTIK Poccum o1 15.02.2017 N 27)

1. Knacc 3awuueHHoCTH nHopmauuoHHon cuctemsl (nepebi knacc (K1), sTopon knacc (K2), Tpetun knacc (K3))
onpefensieTcs B 3aBUCUMOCTM OT YPOBHS 3Ha4MMocTu Hcpopmauum (Y3), obpabaTbiBaemori B 310 MHGOPMaLMOHHON
cucteme, 1 Mmactaba MHpopMaLUMOHHOM cucTeMbl (cheaepanbHbIv, perMoHanbHbi, 06 bEKTOBBIN).

(B pea. MNpukasa PCTIK Poccum o1 15.02.2017 N 27)

Knacc sawmwerHocTn (K) = [ypoBeHb 3HAQYMMOCTU MHpOpMaLun; MacuTab cuctemsl].

2. YpoBeHb 3HAYMMOCTVM WHGOPMaUMM onpeaenseTcs CTeneHbld BO3MOXHOro yuwepba ana obnagatens
nHdopmaumm (3akasuvka) u (Mnu) onepaTopa OT HapyleHus KOHMUAEHUManbHOCTU (HenpaBOMepHble [OCTyM,
KOnupoBaHve, npegoCTaBneHne Wnu pacnpocTpaHeHue), LenoCTHOCTM  (HenpaBOMEPHbIE  YHUYTOXEHVWe unn
mMoaudmLmpoBaHme) nnm 4OCTYNHOCTU (HenpaBomepHoe BrokupoBaHue) MHopMauum.

Y3 = [(koHmaeHUmManbHOCTb, CcTeneHb yulepba) (LemnocTHOoCTb, cTeneHb yuepba) (JOCTYMHOCTb, CTeneHb
yulep6al],

roe cTeneHb BO3MOXHOIO yulepba onpenensieTca obnagateneM nHgopmaumm (3akasvymkom) u (Mnm) onepaTtopom
CaMOCTOSITENbHO 3KCNEPTHLIM UMM UHBIMW METOAAMU U MOXKET ObITb:

BbICOKOW, €eCcnu B pe3ynbTate HapyleHuss OoOHOro M3  CBOWCTB  ©esonacHocTu  mHdopmaumm
(koHMAEeHUManNbLHOCTH, LENOCTHOCTM, [OOCTYMHOCTM) BO3MOXHbl CYLLECTBEHHble HeraTtMBHble MNOCMEACTBUS B
couManbHOM, NOSIMTUYECKON, MeEXAYyHapoOHOW, SKOHOMMWYECKOW, (DUHAHCOBOW WM MHbIX 06nacTax AeATenbHOCTU U
(vnn) nudbopmaumoHHas cuctema u (unu) onepartop (obnagartenb MHPOPMAaLMN) HE MOTYT BbIMOSTHATL BO3MOXEHHbIE HA
HUX PYHKUMNK;

cpegHen, ecnu B pesynbTate  HapylweHuss OgHOro u3 cBonmctB  6esonacHoctM  MHdopmauum
(koHMaEeHUManNbHOCTK, LLENOCTHOCTH, AOCTYNHOCTN) BO3MOXHbI YMEPEHHbIE HEraTUBHbIE MNOCNEACTBUS B COLMANbHOMN,
NONUTUYECKOW, MEXOYHapPOAHOW, 3KOHOMUYECKOW, (OMHAHCOBOW WM MWHbIX 06nacTax JAeaTenbHoCcT U (Mnu)
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Mpukas ®CTIK Poccum ot 11.02.2013 N 17

(pea. ot 15.02.2017)

"06 yTBepxaeHun TpeboBaHU 0 3alnTe MHDOPMaLUK, He
COCTaBNAI0...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

MHdopMaLMoHHas cuctema u (unun) onepatop (obnagatene uHdOpMaumMM) HE MOTYT BbIMONHATbL XOTA Obl OOHY U3
BO3JTOXKEHHbIX Ha HUX OYHKLNN;

HWM3KOW, €Cnu B pe3ynbTaTe HapyLleHUs ogHOro u3 cBoncTe 6esonacHocTu nHdopmaumm (KOHpUAEHUMaNnbHOCTH,
LeNTIOCTHOCTM, OCTYMHOCTMN) BO3MOXHbI HE3HAYMTENbHbIE HEeraTMBHblE MOCNEACTBUS B COLManbHOW, MOMUTUYECKOW,
MeXOyHapOL4HON, 3KOHOMUYECKOW, (HMHAHCOBOWM UMM MHbIX 0BNacTaX OeATeNbHOCTU 1 (MNK) MHbOPMaLUMOHHas cucTema
n (unun) onepatop (obnagarens MHOpMaL M) MOTYT BbINOMHATE BO3MOXEHHblIE HA HUX (DYHKUMM C HEegoCTaTOYHON
3(pPHEKTUBHOCTBIO UMK BbIMOSTHEHME (PYHKLUIA BO3MOXXHO TOMBKO C NPUBIIEYEHNEM AOMOSTHUTENBHbLIX CUIT U CPEACTB.

MHdopmMaLms MMeeT BbICOKMIA YpOBeHb 3HaummocTu (Y3 1), ecnu xoTsa Gbl 4N 0QHOro 13 CBOMCTB 6e30macHOCTH
UHpopmaummn  (KOHMAEHLMANbHOCTN, LENOCTHOCTK, [OOCTYMHOCTM) oOnpeaernieHa BbiCOKasi CTeneHb yulepba.
NHdopmauusa nmeeT cpeaHmn ypoBeHbs 3Haunmoctn (Y3 2), ecnu xoTa Obl Ans ogHoOro M3 cBOWCTB 6e3onacHOCTU
nHdopmaumm (koHpMaeHUNaNbHOCTHW, LEeNOCTHOCTU, AOCTYMHOCTUN) onpegeneHa cpefHsis cTeneHb yulepba M HeT Hu
OQHOro CBOWCTBa, ANs KOTOPOro ofnpederieHa BbicOkas cTeneHb yulepba. MHdopmaunss UMeeT HU3KUA YPOBEHb
3HauumocTn (Y3 3), ecnu Onsa Bcex CBOWCTB Ge3onacHOCTM MHopMauunm (KOHMAEHUMANBHOCTH, LIENTOCTHOCTMH,
[OCTYIMHOCTK) onpeferneHbl HA3Kue cTenexu yulepoa.

Ab63au, uckntoyeH. - MNpukas PCTIK Pocecun ot 15.02.2017 N 27.

Mpun obpaboTke B MHPOPMAaLIMOHHON cucTeme AByX U Bonee BuaoB MH(opmauun (cnyxebHas TawHa, Hanorosas
TarHa M WHble YCTaHOBMEHHble 3aKoHoAaTenbCcTBOM Poccuitickon depepaumm Buabl UHGOpMaUMM  OrpaHU4EHHOro
JocTyna) ypoBeHb 3HaYMMOCTU MHGopMaLuuu (Y3) onpeaenaTcs oTAeNbHO ANd Kaxaoro Buaa uHgopmaumn. torosbin
YPOBEHb 3HA4YMMOCTUN MHGOpMaLmm, obpabaTeiBaeMor B MIHPOPMaLMOHHON CUCTEME, YCTaHaBMMBAETCS MO HAMBLICLLUM
3HaA4YeHMAM CTEMEHN BO3MOXHOro yulepba, onpegerieHHbIM Ans KOHMMAEHUMaNnbHOCTHN, LEeNIOCTHOCTM, OOCTYMHOCTU
MHOpMaLMK Kaxagoro suaa MHgpopmaumu.

3. WHdopmaumnoHHasa cuctema umeeT dedepanbHbii MacwTad, ecrnm oHa YHKLMOHMPYET Ha TeppuTtopuu
Poccuiickon ®epepauun (B npepenax degepanbHoOro okpyra) M MMeeT CerMeHTbl B cybbektax Poccuickon
depepaummn, MyHULMNANbHbIX 0Opa3oBaHNAX U (M) OpraHM3aumsX.

MHdopmMaLmoHHas cuctema MMeeT perMoHanbHbIi MacluTad, ecrnim oHa yHKLMOHMPYET Ha TeppuTopumn cyObekTa
Poccuiickon depepaumm m MmMeeT CEerMeHTbl B OAHOM WM HECKONbKMX MyHMUMNanbHbIX 0OpasoBaHusX u  (Mnu)
NoABEAOMCTBEHHBIX U MHbIX OpraHmn3aLmsX.

MHdopmaLmoHHaa cuctema umeeT oObEKTOBbIM MacliTab, ecnv oHa YHKUMOHMPYET Ha ObbekTax OAHOoro
dhefepanbHOro opraHa rocyapCcTBEHHOW BriacTu, opraHa rocyaapcTBeEHHOM BnacTu cybbekTa Poccuiickon ®eaepaunn,
MyHUUMMNANbLHOrO obpasoBaHuMs U (MnM) OpraHM3aumMmM M He MMeeT CEerMeHTOB B TeppuTopuasnbHbIX OpraHax,
npeacTaBUTeNbCTBaxX, unmnanax, NnogBeA0OMCTBEHHbLIX U MHbIX OpraHM3aLmsX.

4. Knacc 3aluLLeHHOCTM MHAOPMALNOHHOM CUCTEMbI ONpPeaensieTcsl B COOTBETCTBUMN C Tabnuuen:

YpoBeHb 3HAaYNMOCTH Macwtab MHopMaLNOHHOM CUCTEMBI
nHdopmaumm
degepanbHbliii PervoHanbHbIN Ob6beKkToBbLIN
Y31 K1 K1 K1
¥32 K1 K2 K2
Y33 K2 K3 K3

(Tabnuua B pea. MNpukaza PCTIK Poccum ot 15.02.2017 N 27)

Mpunoxexne N 2

K TpeboBaHuAM 0 3awmTe nHdopmaLmm,

He COCTaBALWEN rOCY4apCTBEHHYIO TalHy,
cogepxallencs B rocygapCTBeHHbIX
NMHOPMALMOHHBIX CUCTEMaX

COCTAB
MEP 3AWNTbI MHOPOPMALIMN 1 X BASOBBLIE HABOPDI
AnA COOTBETCTBYIOWENO KNACCA SALLNWEHHOCTU
MH®OPMALIMOHHOWM CUCTEMbI
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Mpuka3z ®CTIK Poccum ot 11.02.2013 N 17
(pea. ot 15.02.2017)

n o OKyMeHT npepnoctasneH KoHcynbtautlnoc
06 yTBepxaeHnn TpeboBaHui 0 3almTe MHDOPMaUMK, He Aoky peR Y

[ata coxpaHeHus: 10.10.2024

COCTaBNSlo...
CnvcoK N3MeHsLWnX JOKYMEHTOB
(B pea. MNpukasa PCTIK Poccum ot 15.02.2017 N 27)
YcrnosHoe Mepb! 3awWwmTbl MHPOPMaLMN B MHOOPMALMOHHBLIX CUCTEMAX Knacchbl
o0603Ha4eHne 3alUMLLEHHOCTH
N Homep WHhopMaLIMOHHON
Mepbl cuUcTeMbl

3 2 1

I. MpeHTudmkaums n ayteHTudmnkaums cyobektoB goctyna n obbektos goctyna (MAD)

NAD .1 VMoeHTudukauma un  ayteHTUdvKaums  nonb3oBatenen,| + + +
AaBnsAwLWmMxca paboTHMKammu onepartopa

NAD.2 VpoeHTudukaumsa u  ayTeHTMdUuKaums YCTPOMCTB, B TOM + +
yncrie cTauMoHapHbIX, MOBUIbHBLIX M MOPTATUBHbBIX

NAD.3 YnpasneHve ngeHtudmnkaTopamm, B TOM 4Yucre cosgaHue,| + + +
NPUCBOEHME, YHNUYTOXEHNE UAEHTUDUKATOPOB

VAD .4 YnpasneHne cpeactBsamu ayTeHTUdMKauuu, B TOM uducne| + + +
XpaHeHue, Bbigava, vHUUManusaumsi, 6nokMpoBaHMe CpeacTB
ayTeHTUdUKaL MM 1 NPUHATME Mep B criydyae yTtpaTbl U (uUnu)
KOMMnpomMeTaunm cpeacTs ayTeHTudukaLmum

NAD.5 3awmTta obpaTHOM CBSI3M NPU BBOAE ayTEHTMMUKALUMOHHOM | + + +
nHdopmaumm

NAD.6 MpoeHTudukaumsa n ayteHTUdUKauma nornb3oBaTenen, He| + + +
ABMSIOLLMXCS paboTHUKaMM onepatopa (BHELLHMX
nonb3oBartesnemn)

NAD.7 NoeHTndukaumsa n ayteHTudgmkaums o6beKTOB hannoBomn

CUCTEMBbI, 3aMyCcKaeMblX WU WUCMOMHAEMbIX Moayrnen, oObekToB
cuUcTeM ynpasneHust 6asamum gaHHbIX, 0ObEKTOB, CO3A4aBaeMbIX
NPUKNagHbiM 1 crneumanbHbiM NPOrpaMMHbIM  0becneyeHnem,
WHbIX O6BEKTOB AOCTYNa

Il. YnpaBneHue goctynom cybbekToB goctyna Kk oobektam goctyna (YI4)

yna.1 YnpaeneHve (3aBegeHue, aktuBauus, OnokumposBaHne wu| + + +
YHUUTOXEHNE) YyYEeTHbIMU 3anucamMu nonb3oBaTenen, B TOM
yncne BHELWHWX Monb3oBaTtenen

yna.2 Peanuszaumss HeobGxoaMmbIXx MeTOOOB  (OMCKPELMOHHBIN, + + +
MaHAaTHbIA, PONEeBON WM WHOW METOA), TUMOB (YTEHME,
3anuncb, BbINOMHEHWE UMW MHOW TUMN) U NpaBui pasrpaHUYeHus

poctyna
yna.3 YnpaeneHne (punbTpauus, MapLipyTM3auusi, KOHTponb| + + +
COeAVNHEHUI, OQHOHaMNpaBneHHasa nepegada M MHble Cnocoobl
ynpasneHus) WHOPMaLIMOHHBIMU noTokamm Mexay

YCTpOI7ICTBaMI/I, cermMmeHTamMmum MHd)OpMaLLMOHHOVI CUCTEMbI, a
TaKKe Mexay MHCbOpMaLI,VIOHHbIMVI cucreMmamm

yrnp.4 Pasgenenne nonHomouunm  (ponen)  nonb3oBartenewn,| + + +
aAMWHUCTPATOPOB n nmu, obecneunBatoLmnx
dYHKUNOHNPOBaHUE NHPOPMALIMOHHON CUCTEMBI

KoHcynbTaHTINOC
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yra.s

HasHauyeHWe MUHMManNbHO  HeobxoOAWMbIX  MpaB U
npuBUnNerMin nonb3oBaTensM, agMUHWCTpaTopaM MW fuvuam,
obecrneynBaoliMM  (PYHKUMOHMPOBaHME  MHDOPMALIMOHHOM
cucTeMmbl

yra.e

OrpaHunyeHune HeyCneLHbIX NonbITOK BXoda
WMH(OPMALMOHHYD cucTeMy (docTyna K WHOPMaLMOHHO
cucteme)

B
n

yna.7

MpenynpexgeHne nonb3oBaTenss nNpu ero Bxode B
MH(OPMALIMOHHYIO CUCTEMY O TOM, YTO B WH(OPMaLMOHHOM
CMUCTEME peanu3oBaHbl Mepbl 3aluTbl UHdOpMaUMK, M O
Heo6XoaAMMOCTW COBNIOAEHNSI UM YCTAHOBIEHHBLIX OMepaTopoMm
npaeun 06paboTkn nHdopmaLlmm

yra.8

OnoBelleHne Monb3oBaTens Mnocre ycnewHoro Bxoga B
MH(OPMALIMOHHYIO CUCTEMY O ero npefblgylleM Bxode B
MH(OPMALIMOHHYIO CUCTEMY

yra.o

OrpaHuyeHre Yncna napannenbHbIX CeaHCoB AOCTyna Ans
KaXaon ydeTHOM 3anucu nonb3oBatens MHPOPMaLUOHHOM
CUCTEMBI

yrpa.10

BrokvpoBaHne ceaHca pgocTtyna B MHAOPMALMOHHYIO
CUCTEMY Mocfne YCTaHOBMEHHOro BpeMeHn 6e3gencreus
(HeakTMBHOCTW) Nonb3oBaTeNst UNK Mo ero 3anpocy

yna.11

Paspewenne  (3anper) nencresum nonb3oBaTtenen,
paspeLUeHHbIX A0 naeHTudmrkaumm n ayteHTndmnkaummn

yrnp.12

Moanepkka n coxpaHeHne aTpmubyToB 6e30MacHOCTM (METOK
6e3onacHocTh), CBsi3aHHbIX C MHdOpMauMen B npouecce ee
XpaHeHus n 06paboTku

yra.13

Peanusauus 3awuuieHHoro yaaneHHoro gocrtyna Cy6'beKTOB
nocrtyna K obbekTam gocrtyna yepes BHeLWlHNne
WHGOPMALNOHHO-TENEKOMMYHUKALMOHHBIE CETU

yrna.14

PernameHTauMa U KOHTPOmb 1CNonb3oBaHuUs B
MHOPMAaLMOHHON cuUcTeMe  TexHomnoruii  6ecrnpoBoaHoro
JocTyna

yrnp.15

PernameHTauus n KOHTPOI1b ncnonb3oBaHUA B
I/IH(*)OpMaLI,I/IOHHOVI cuctemMe MOOUNMNbHBLIX TEXHUYECKMX cpeacTte

yrpa.16

YnpaBneHve B3auMOAENCTBMEM C  WHAOPMALMOHHBIMM
cmctemMamm CTOPOHHMX opraHusaummn (BHeLwHWe
WMH(OPMALIMOHHbBIE CUCTEMbI)

ynp.a7

ObGecneyeHune [ OBEpPEHHOIA 3arpysku cpeacTs
BbIYUCITUTENBHON TEXHUKN

[ll. OrpaHuyeHune nporpammHon cpegbl (ONC)

OoricA1

YnpaBneHue 3anyckom (oGpalleHusiMM)  KOMMOHEHTOB
nporpaMmMHoro obecrneyeHus, B TOM Yuclie onpeferneHue
3anyckaeMblX KOMMOHEHTOB, HACTpoOiika MapamMeTpoB 3arnycka
KOMMOHEHTOB,  KOHTPOMb 32  3anyckoM  KOMTMOHEHTOB
nporpaMMHoro oGecrneyeHus

KoHcynbTaHTINOC
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orc.2

YnpaBneHue yCTaHOBKOM (MHCTanNNsAUMen) KOMMOHEHTOB
nporpammHoro obecneveHusi, B TOM uucne onpegeneHve
KOMMOHEHTOB, noanexatumx yCTaHOBKe, HacTpovika
napameTpoB YCTaHOBKN KOMMOHEHTOB, KOHTPOIb 32 YCTaHOBKOW
KOMMOHEHTOB NPOrpaMmMHOro obecneyeHus

oric.3

YcTaHoBKa (MHCTanNmnsIUMsl) TOMbKO  paspelleHHoro K
MCMOb30BaHUIO MporpaMMHoro obecneyeHuss u  (Mnu) ero
KOMMOHEHTOB

orc.4

YnpaBneHue BpeMeHHbIMU harinamm, B TOM 4Yucne 3anper,
paspeLleHue, nepeHarnpasneHue 3anucu, yaaneHue
BpeMeHHbIX (hainnosB

IV. 3awuta MawmnHHbIX HocuTenen nHpopmauun (3HN)

3HN A

YyeT MalUMHHbIX HOCUTENen NHpopmMaumnm

3HN.2

YnpaBneHne OOCTYNOM K  MalIMHHBIM  HOCUTENAM
WHopmaLmm

3HW.3

KoHTponb nepemMeLleHna MaLUMHHbIX HocuTenemn
WHdopmaLmm 3a npegenbl KOHTPONMPYEMOMN 30HbI

3HN.4

WcknroueHne BO3MOXHOCTU HeCaHKLMNOHNPOBAHHOIO
O3HAKOMITEHUSI C coepKaHeM MHOpMaLMK, XpaHsiLLeinca Ha
MaLUMHHbIX HOCUTENsiX, U (MNn) UCMOSb30BaHUS HOocuTenen
WHOPMAaLIMMN B MHBIX MHPOPMALIMOHHBIX CUCTEMaX

3HWN.5

KoHTponb uMcnonb3oBaHus MHTepdoeiicoB BBoAa (BbiBoAa)
MHOPMaLIMM Ha MaLUVHHbIE HOCUTENM MHbopMaLMK

3HN.6

KoHTponb BBOAa (BblBOAA) MHMOpMaLUUM Ha MalWHHbIE
HOCUTENN MHOoPMaLIMK

3HWN.7

KoHTponb NOAKNHYEHUS MaLUMHHbIX HocuTenen
WHcopmaumm

3HW.8

YHunuTOXEHUE (CTMpaHue) uHopMauum Ha  MalUUHHbIX
HocMTenax Mpu WX nepefjadve Mexagy nonb3osBatensmuv, B
CTOPOHHME OpraHmsauMvM Ans pemMoHTa unu ytunusaumm, a
TaKke KOHTPOIb YHUYTOXEHUS (CTUPaHMWS)

V. Peructpaums cobbituin 6esonacHoctn (PCB)

PCB.1

OnpepeneHve cobbitum  ©e3onacHOCTW,  noAnexalnx
pervcTpaummn, U CPOKOB UX XpaHeHus

PCB.2

OnpegeneHne cocTaBa W cogepXaHus uHdopMauun o
cobbITuAX 6e30nacHOCTK, NOANEeXalUMX permcrTpaumm

PCB.3

Cbop, 3anuMcb W XpaHeHWe WHgopMauum o CcobbITUAX
6e30MacHOCTM B TEYEHME YCTAHOBIIEHHOIO BPEMEHW XpaHEHMS

PCB.4

PearupoBaHne Ha cbou npu peructpaumm cobbiTUn
f6e3onacHoCcTM, B TOM uucrne annapatHble W MporpamMmmHble
owmnbkn, cbonm B MexaHuamax cbopa uHdopmauun K
OOCTWXEHWE npedena unu nepenoriHeHns obbema (eMKOCTM)
namsTu
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PCB.5 MoHuUTOpUHT (MPOCMOTp, aHanns) pesynbTaToB perncTpauum + +
coObITMIN 6Ge30MNacHOCTM 1 pearnpoBaHne Ha HUX
PCB.6 "eHepypoBaHue BpeMEHHbIX METOK U (UNN) CUHXPOHU3ALMSA + +
CUCTEMHOrO BpeMeHU B MHPOPMAaLMOHHOW cucteme
PCB.7 3awmTa nHpopmaumm o cobbiTMaX 6e3onacHOCTU + +
PCB.8 Ob6ecneyeHne BO3MOXHOCTM MpoCMOTpa W aHanusa
WHpopMaLmm o [eWCTBUAX OTAEeMNbHbIX MNonb3oBaTenen B
MHGOPMAaLMOHHOW cUcTeMe
VI. AHTnBUpycHas 3awmTa (AB3)
AB3.1 Peanusauns aHTUBMPYCHON 3aLUMUThI + +
AB3.2 O6HoBneHne 6asbl  gaHHbIX MNPU3HAKOB  BPEOOHOCHbIX + +
KOMMbIOTEPHbIX NporpamMmm (BUpYcoB)
VII. ObHapyxeHune BTop>xeHun (COB)
COB.1 OBHapyxeHue BTOPXKEHUN + +
COB.2 O6HoBeHWe 6a3bl peLlatLwmx NpaBun + +
VIII. KoHTponb (aHanua) 3awuweHHocT nHgopmacmmn (AH3)
AHS.1 BbisiBneHne, aHanua ya3BMMOCTEN  MH(OPMaLMOHHOW + +
CUCTEMbl 1 OMnepaTMBHOE YCTPaHEHWE BHOBb BbISIBIIEHHbIX
YS3BMMOCTEN
AH3.2 KoHTponb  ycTaHOBKU OoOHOBNEHNI NpPorpaMmmHoOro + +
obecneyeHus, BKITtOYas obHoBneHue nporpamMmmHoro
obecneyeHns CpeacTB 3awuTbl MHOPMaLUK
AH3.3 KoHTponb paboTocnocoBGHOCTM, NapamMeTpoB HACTPOMKM U + +
NpaBuUbHOCTH PYHKLUMOHNPOBaHMS nporpamMmmHoro
obecneyeHns N CpeacTB 3aWwmThl MHOPMaLMK
AH3.4 KoHTponb cocTaBa TEXHWYECKUX CpeAacTB, MNpPOrpaMmMHOro + +
obecneyeHns N CpefcTB 3aWwmThl MHOPMaLMm
AH3.5 KoHTponb npaBun  reHepauuMM W CMeHbl  naponemn + +
nonb3oBaTenen, 3aBedeHMs U yOarneHus YYeTHbIX 3anucemn
nonb3oBaTtenen, peanu3auun  nNpasun pasrpaHuyeHust
[OCTYyrnoM, NOSIHOMOYMIA Morb3oBaTenen B MHGAOPMAaLMOHHOW
cucteme
IX. O6ecneveHne LenoCcTHOCTM MHAOPMALMOHHOM cuctemsl n nHdgopmavmm (OLLT)
ouJt.1 KoHTpomnb LENOCTHOCTM NporpamMmMHoOro  obecrnedeHus, + +
BKIIOYas nporpamMmmHoe obecrnedeHne CpeacTB  3awuThl
MHdopMaLmn
oun.2 KoHTponb LenoCcTHOCTU WMHopMauumu, coaepxallenca B
fasax gaHHbIX MHOPMALMOHHON CUCTEMBI
oun.3 Ob6ecneyeHne BO3MOXHOCTU BOCCTaHOBIEHWS + +
KoHcynbTaHTINOC
Yy www.consultant.ru
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nporpaMMHoro  ofecrieyeHusi,  BKIoYast nporpamMmHoe
obecrnieyeHne  CpedAcTB  3aWMTbl  MHopMaumu, npwu
BO3HMKHOBEHMWW HELUTATHbIX CUTyaLuii

ouf1.4

OOHapyxeHne W pearMpoBaHWe Ha MOCTynneHne B
WMHPOPMALIMOHHYIO CUCTEMY He3arpallMBaeMbIX 3MEKTPOHHbIX
coobLeHun (nncem, OAOKYMEHTOB) M WHOW WHOpMauUuMK, He
OTHOCAWMXCA K  (DYHKLUMOHUPOBAHUIO  MHOPMaLNOHHOMN
cucTeMbl (3awwmTa oT cnama)

ouns

KoHTponb copepxaHus uHgopmauun, nepefaBaemMon u3s
MHPOPMALIMOHHOW CUCTEMBI (KOHTEWHEPHBIN, OCHOBAHHLIN Ha
CBOWCTBax 0ObeKkTa 4OCTyNna, M KOHTEHTHbIN, OCHOBAaHHbIA Ha
noucke 3anpeweHHoM K nepegadye  uHopmaumm  C
NCMONb30BaHNEM CUTHATyp, MacoK W MWHbIX METOdOoB), W
UCKITIOYEHME HenpaBOMEpPHOM nepefavuM uHdopmauun  u3
WHOPMALIMOHHON CUCTEMBI

oLn.6

OrpaHu4yeHne npae nosfb3oBaTenern No BBoAy MHGopMauun
B MHPOPMALMOHHYIO CUCTEMY

oun.7

KoHTpomnb TOYHOCTW, MOMHOTHI U MPaBUNBHOCTU  AaHHbIX,
BBOAUMbIX B MHDOPMALMOHHYHO CUCTEMY

ouf.8

KoHTponb ownboYHbIX 4ENCTBUIN Nonb3oBaTenen no BBoay
n (nnn) nepefade  uHdopmauuu M NpegynpexaeHue
nornb3oBaTenen 06 oLNOOYHbLIX AENCTBUSAX

X. ObecneyveHune goctynHoctn uHcpopmaumm (OAT)

OAT.1

Mcnonb3oBaHue OTKa30yCTOl7I‘-WIBbIX TEXHNYECKNX cpencTtB

oAT.2

PesepBupoBaHne TEXHWYECKUX CPEAcCTB, MNpOrpaMMHOro
obecrneyeHusi, KaHamnoB nepefayn WHGOPMaUUM, CPEACTB
obecneyeHust PyHKLMOHMPOBAHNS MHOPMALMOHHON CUCTEMbI

OAT.3

KoHTponb 6e30TkasHOro (OYHKLMOHMPOBAHUS TEXHUYECKMX
cpeacTs, obHapyxeHne ¥ nokanusauus 0TKa30B
(PYHKUMOHMPOBAHUS,, MPUHATAE MepP MO  BOCCTaHOBIIEHUIO
0TKa3aBLUWNX CPEACTB U UX TECTUPOBaHWe

OAOT 4

lMeprnogunyeckoe pesepBHOE KONUPOBaHWe MHopMauum Ha
pe3epBHble MalLUUHHbIE HOCUTENN I/IHq)OpMaLWII/I

OAT.5

OGecneyeHre BO3MOXHOCTM BOCCTAHOBIEHNSI MHG)OPMaLUK
C pe3epBHbIX MalLWHHbLIX HOCUTENen MHopMaunn (pe3epBHbIX
KOMWI1) B TEYEHUE YCTaHOBMEHHOro BPeMEHHOro NHTepBara

OoAT.6

Knactepusauua nHdoOpMaLMOHHON cuctemMbl W (unu) ee
CErMEHTOB

oarT.7

KoHTpOMnb COCTOSIHMA M KayecTBa  NpefoCTaBrieHus
YNOMHOMOYEHHbIM  NIULOM BbIYNCIIUTENBHBIX ~ PEeCcypcoB
(MoLLHOCTel), B TOM Yncrne no nepegaye nHgopmaumm

XI. 3awwmTa cpeabl Buptyanusauum (3CB)

3CB.1

NoeHTudukaumsa n ayTeHTUdUKaUNA cyObekToB AocTyna u
06BLEKTOB [OCTyna B BUPTyamnbHOW WMHMDPaCTPYKType, B TOM
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vyucne aaMUHNCTPAaTOpPOB ynpasrieHuaA cpencreamMu
BMpTyanmsaunm

3CB.2

YnpaBneHne O0OCTynom CyObEKTOB [OcCTyna K oOObekram
[0CTyna B BUPTYyarnbHOM MHppacTpyKType, B TOM YMCIE BHYTpU
BMPTYanbHbIX MaLUWH

3CB.3

Pernctpaumss cobbiTuii  6e3onacHOCTM B BUPTyarbHOWM
WH(ppacTpyKType

3CB.4

YnpaeneHnve (punbTpauus, MaplipyTu3aumsi, KOHTPOSb
COefVHeHMsl, OfHOHanpaBrieHHas nepejaya) MNOTOKaMM
MHdopMaLmn mMexay KOMMOHEeHTaMun BUPTYyarnbHOM
WHPACTPYKTYpbl, a Takke Mo MepumMeTpy BUPTYyarbHON

MHDPaCTPYKTYpbI

3CB.5

JoBepeHHasi  3arpyska cepBepoB BMpTyanuaauuu,
BMPTyarnbHOW MalluWHbl (KOHTEeWHepa), CepBepoB YynpaBrieHus
BMpTyanusauven

3CB.6

YnpaBneHne nepemMelleHMemM  BUPTyasbHbIX  MallWH
(koHTenHepoB) 1 0OpabaTbiBaEMbIX Ha HUX AaHHbIX

3CB.7

KOHTpOnb LENOCTHOCTU BUPTyanbHOW WHAPACTPYKTYpbl U
ee KoHurypauui

3CB.8

PesepBHOe KOMMpPOBaHWE [aHHbIX,  PE3epBUPOBaHUNE
TEXHUYECKMX  CPencTs, nporpaMMHoOro obecneyeHus
BMPTYyarnbHOW WHMPACTPYKTYPbl, @ Takke KaHarnos CBA3U
BHYTPW BUPTYanbHON MHPACTPYKTYpbI

3CB.9

Peanusauna wn ynpaBrneHne aHTMBUPYCHOW 3awuTon B
BUPTYanbHON NHPACTPYKType

3CB.10

Pa3bueHne BUpTyanbHOM WMHAPACTPYKTYpbl Ha CErMeHThbl
(cermeHTUpoOBaHWe  BUPTyanbHOM  WHAPACTPYKTYpbl)  Ans
006paboTkn nHdopMaLmm oTaenbHbIM Morib3oBaTtenemMm u (1Mnm)
rpynnow nornb3oBaTenen

XII. 3awwmTta TexHnyeckmx cpencts (3TC)

3TC.1

3awmrta uHpopmauun, obpabaTbiBaeMON TEXHUYECKUMMU
cpencTesamu, OT €€ YTEeYKU MO TEXHUYECKMM KaHanam

3TC.2

OpraHusaums KOHTPOSMPYEMOM 30HbI, B Mpedenax KoTopoun
MOCTOSIHHO  pa3MellalTcs  CTauMoHapHble  TEXHUYeckue
cpeacTtea, obGpabGaTbiBawowmne umHGOpMaLMIO, W cpeacTea
3aWmTbl MHopmMauun, a Takke cpeacTBa obecnevyeHus
PYHKLMOHNPOBaHUS

3TC.3

KoHTponb w© ynpaBneHve uanyeckmm [OOCTYNOM K
TeXHUYEeCKUM cpenctBaM, CpeAacTBam 3allvTbl MHGOpMaUMK,
cpeactBam obecneveHus YHKLUMOHMPOBaAHWUS, a Takke B
NMOMELLIEHUSI U COOPYXEHUS, B KOTOPbIX OHW YCTaHOBMEHHI,
UCKMoYaroLme HeCaHKUMOHNPOBaHHbI (PU3NYECKM OOCTYN K
cpeacteam 06paboTku mMHGOpMauuu, cpeactBaMm  3almTbl
WHdopmaumm 1 cpeacTBam obecneyeHust OyHKLMOHMPOBaHUSA
WH(OPMALIMOHHOW CUCTEMbI U MOMELLEHNS U COOPYXEHWS, B
KOTOPbIX OHU YCTaHOBIEHbI
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3TC.4

PasmelleHne YCTPOWCTB BblBOAA (oTobpaxeHus)
WHpOpMaLMK, UCKNioYawLee ee  HeCaHKLUMOHMPOBAHHBLIN
npocMoTp

3TC.5

3awmuta OT BHEWHMX  BO3AENCTBMMA  (BO3OENCTBUM
OKpyXawlLlenh cpefbl, HecTabunbHOCTM 3NEKTPOCHaBXEHWS,
KOHOMLIMOHMPOBAHUS U MHbIX BHELLUHNX (DaKTOPOB)

XIll. 3awmTa

WMHOPMALIMOHHOW CUCTEMbI, €€ CPeCcTB, CUCTEM CBSA3U 1 nepedayn gaHHblx (3UC)

31CA1

PasgeneHne B WHoOpMaUMOHHON cucTeMe QYHKUUA Mo
yrnpaBneHuto (a@MMHUCTPUPOBaHMIO) WMHOPMaLIMOHHOM
CUCTEMON, YMpaBneHuto (agMUHUCTPUMPOBAHMIO) CUCTEMOMN
3almTbl MHopMauun, dyHKuMA No obpaboTke nHdopmaumm 1
WHBIX OYHKLMA MHEPOPMALIMOHHON CUCTEMBI

+

+

31C.2

MpenoTBpalleHne 3agepXKKu UN NpepbiBaHNS BbINOMHEHUS
NPOLIECCOB C BbICOKMM MPUOPUTETOM CO CTOPOHbI MPOLIECCOB C
HU3KMM MPUOPUTETOM

31C.3

OGecneyeHne 3alWMTbl  WHGOPMAUMM OT  PaCKPbITUS,
MoaudvKaLumMmn 1 HaBsi3biBaHUS! (BBOA4A JOXHOW WHAOpMaLMK)
npu ee nepenade (NOAroToBKe K nepegade) no kaHanaMm CBsi3u,
MMerLmnM BbiXod 3a npenenbl KOHTpOJ‘II/IpyGMOVI 30Hbl, B TOM
yncne 6ecnpoBoaHLIM KaHanam CBS3u

31C.4

OGecneveHne [OOBepeHHbIX KaHana, maplpyTta Mexay
agMuHUCTpaToOpoM, nofb3oBaTeneM U cpeacTsamy  3aluThbl
uHpopmaumm (pyHkumaMm 6He3onacHoCTM cpeacTs  3almTbl
WHcopmaumm)

31C.5

3anpeT HecaHKUMOHWPOBAHHOW yAaneHHOW aKTuBauuu
Buaeokamep, MUKPOGOHOB 1 NHbIX NepudepuiiHbiX YCTPOWUCTB,
KOTOpble MOryT aKTUBMPOBATbCS YOANEHHO, U  OMnoBeLLeHue
nonb3oBaTtenen o6 akTuBaLUM Takmx yCTPOUCTB

31C.6

Mepegaya WM KOHTPONb  LENTIOCTHOCTM  aTpubyToB
OesonacHocTn  (MeTok  ©Ge30macHOCTU),  CBA3AHHbIX  C
wHdopmauven, npu obmeHe wWHPOpPMaUMen C  MHbIMU
WH(OPMALMOHHBIMK CUCTEMaMMU

31C.7

KoHTponb CaHKLMOHNPOBAHHOTO " WCKMoYeHne
HEeCaHKLMOHMPOBAHHOIO MCNonNb30BaHus TEXHONormmn
MOOMMBHOTO KOAda, B TOM 4uCre perucrtpaumsi  cobbiTun,
CBSA3aHHbIX C UCMOMb30BaHNEM TEXHOMOMMN MOOUINbHOrO Koaa,
UX aHanu3 1 pearMpoBaHMe Ha HapylUeHUsi, CBS3aHHble C
MCNonb3oBaHMEM TEXHOMOMMM MOBUNBHOro Koaa

31C.8

KOHTpOJ‘Ib CaHKUMOHNPOBAHHOIO n NUCKIK4yeHne
HEeCaHKLMOHMPOBAHHOIO MCMONb30BaHMS TEXHONOMMIN Nnepeaayn
peyn, B TOM YMCNE Pperncrpauus coObITUA, CBA3AHHBLIX C
NCMNOMb30BaHNEM TEXHOSOMMIA Nepedadn peydn, UX aHamma u
pearmpoBaHMNe Ha HapyLUEHWS, CBSA3aHHbIE C WCMONb30BaHUEM
TEXHOMOMMN Nepegaydn peyn

31C.9

KoHTpornb CaHKLIMOHMPOBAHHOM n UCKIIOYeHne
HecaHKLMOHUPOBaHHON Nepedayn BuaeovHdopMaunn, B TOM
yucrne perucTpauusi CobbITWI, CBSI3aHHBIX C nepedadent
BMAEOMH(pOPMAUMKN, WX aHanM3 U pearMpoBaHue Ha
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HapyLlleHnd, CBA3aHHbIe C nepep,aqeﬁ BM,EI,eOI/IH(bOpMaLI,VII/I

31C.10

MoaTBep)KaeHne NPOUCXOXAEHNA UCTOYHMKA WHGOpMaLuu,
nonly4aemomn B npoLecce onpeaerneHns CeTEeBbIX agpecoB Mo
CeTeBbIM WMEHaM WNU onpefeneHusl ceTeBblX WMMEH Mo
ceTeBbIM agpecam

31C.11

Ob6ecneyeHne NOANIMHHOCTU CETEBbLIX COEQUHEHUI (CeaHCoB
B3aMMOAENCTBUSI), B TOM 4uCne Ans 3awutbl OT MNOAMEHbI
CETEBLIX YCTPOWCTB U CEPBUCOB

31C.12

WckniovyeHne BO3MOXHOCTM OTpUL@HUSA  MOMb30BaTernem
dhakTa oTnpaBKkn MHOpMaLMK OpYromy nosfb3oBaTento

3nNC.13

McknioyeHne BO3MOXHOCTU oTpuuaHnAa nonb3oBaTefiem
(*)aKTa nony4yeHuna I/IH(bOpMaLI,VII/I OT Qpyroro nonb3oBatend

3nC.14

Mcnonb3oBaHMe yCTPOWCTB TEPMMHANbHOrO AocTyna Ans
06paboTkn MHopmaLun

31C.15

3awmrta apxmBHbiX annoB, MNapamMeTpoB HACTPOWMKU
CpeacTB 3aWnThbl MHAOPMaL MU U NporpaMMHOro obecneyeHus
W WMHbIX OaHHbIX, HE MNoAnexalmx U3MEHeHWl B npouecce
06paboTkn MHpopmMaLun

31C.16

BoisiBneHve, aHanus u GrokMpoBaHMe B MHOPMaLMOHHON
cUCTeMe CKPbITbIX KaHaroB nepegayv WHgopMauum B 06xof
peanusoBaHHbIX Mep 3almTbl MHGOPMauUM UM BHYTPU
pa3peLUeHHbIX CETEBbIX NMPOTOKOMOB

31C.17

PasbueHne WHPOPMALMOHHONW CUCTEMbI Ha CErMEHTbI
(cermeHTMpOBaHNE WHOPMAaLIMOHHOMN CUCTEMBI) "
obecneyeHve 3aWuThI nepuMeTpoB CermeHToB
WHPOPMaLMOHHOW CUCTEMBI

31C.18

ObecnevyeHne 3arpyskm W MWCMOSIHEHMS NPOrpamMmMHOro
obecrneyeHnss € MalUMHHbIX  HOcuTenem wmHdopMaumu,
OOCTYNHbIX TONMBbKO ANA 4YTeHWUdA, U KOHTPOJib LEeNNOCTHOCTU
[aHHOro nporpammMHoro obecneyeHus

31C.19

MN3onsuuss  npoueccoB  (BbiMONHeHWe  nporpaMm) B
BblAeJIEHHON 0brnacTu namsTu

31C.20

3awmta OecnpoBOOHLIX COEAMHEHWIA, MNPUMEHSIEMbIX B
MHGOPMAaLMOHHOW cUcTeMe

31C.21

WcknoueHne poctyna nonb3oBaTtens K  UWHgopmaumu,
BO3HUKLLEN B pesynbtarte JencTesumn npegblaywero
nonb3oBaTensd 4Yepe3 peecTpbl, OnNepaTMBHY  NamsATb,
BHELLUHME 3anoMUWHaKLMe YCTPOMCTBA M MHble oOOwWmMe Ans
nonb3oBaTenen pecypcbl NHHPOPMAaLIMOHHON CUCTEMBI

3nC.22

3awuta  MHDOPMALMOHHOMN cUcTEMBI oT yrpos
H6e3onacHoCcTM MHQOpPMaUMK, HanpaBfeHHbIX Ha OTKa3 B
obcnyxnBaHUM MHPOPMALIMOHHON CUCTEMbI

3nC.23

Bawuta nepumeTpa (PuU3NYECKMX U (UNKN)  NOrMYECKNX
rpaHuL) MHOPMAaLMOHHOM CUCTEMBI MPU ee B3auMOoaeNCTBUA C
WUHbIMN WMHPOPMALIMOHHBLIMU cucteMamu "
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I/IH(bOpMaLI,I/IOHHO-TeJ'IeKOM MYHUKaLWUOHHbIMU CETAMU

31C.24

lNMpekpallieHne ceTeBbliX COEAMHEHWW MO WUX 3aBepLUeHUU
UM NO WCTEYEHMM 3a4aHHOIO0 OnepaTtopoM BPEMEHHOro
WHTepBarna HeakKTUBHOCTU CETEBOr0 COeANHEHMS

31C.25

Mcnonb3oBaHne B MHGOPMALMOHHOMW CUCTEME WK ee
CErMeHTax pasfnyHbIX TUMOB OBLLECUCTEMHOTO, NMPUKITAAHOIo U
cneuManbHOro  nporpamMmHoro  obecneveHust  (co3gaHue
reTeporeHHon cpeabl)

31C.26

WNcnonb3oBaHue npuKNagHoro n cneumnanbHoro
NMporpaMMHOrO  ObecrneyeHusi,  MMeLUX  BO3MOXHOCTb
bYHKUMOHMPOBAHMSA B cpedax pasnuyHbIX  OnepaLMOHHbIX
cucTem

31C.27

CosgaHue (amynsaums) NOXHbIX MHAOPMALMOHHBIX CUCTEM
UM MX KOMMOHEHTOB, NpeAHa3HayeHHbIX Ans obHapyxeHwus,
perncTpauum n aHanusa JENCTBUA HapyliMTenen B npouecce
peanusauny yrpo3 6e3onacHocT1 nHopmaLlmm

31C.28

BocnpounsBegeHne noXHbIX W (MNN) CKPbITUE WCTUMHHBIX
OTOEeNbHbIX  MH(OPMAUUOHHBIX  TexHonormm n  (1nm)
CTPYKTYPHO-OYHKLMOHANBbHbIX XapaKkTepucTmnk
WHpopMaLIMOHHON cucTeMbl unu ee CErMeHTOB,
obecneunBaiollee HaBsA3bIBAHWE  HaPYLUMTENO  JIOXKHOTO
npeactaBneHns 06 NCTUHHBLIX MHAOPMALMOHHBLIX TEXHOMNOMMSIX
n  (unn)  CTPYKTYPHO-CDYHKLMOHAMbHBIX  XapakTepuUCTUKax
WHGOPMALNOHHOW CUCTEMBI

3nC.29

lMepeBog WHMOPMALMOHHOM CUCTEMbI UMW ee YCTPOWCTB
(kOMNOHEHTOB) B 3apaHee oOnpeferneHHy KoHdurypaumio,
obecneumBamwLlylo  3aWwmTy  uHGOpmaumMuM, B cryyae
BO3HMKHOBEHMM OTKa3oB (cboeB) B cucteme  3awuThl
WHOopMaLMM MHPOPMaLMOHHON CUCTEMBI

31C.30

3awmuta MOBUNbHBLIX TEXHUYECKMX CPEACTB, MPUMEHSIEMbIX B
WHGOPMAaLNOHHOW cUcTeMe

o o_

Mepa 3aluThbl

3aLLUMLLEHHOCTN MHAOPMALMOHHON CUCTEMBI.
Mepbl 3aWwmTbl MHOPMaLUUKN, He 00603HaYEeHHbIE 3HAKOM "+", MpUMeHsATCA npu agantauum 6aszoBoro Habopa
Mep 1 YTOYHEHUM ajanTupoBaHHoro 6a3oBoro Habopa mMep, a Takke Npyu pa3paboTKe KOMMEHCUMPYHLUX Mep 3aluTbl

WMHopmaLmm B MHAPOPMALMOHHOM CUCTEME COOTBETCTBYHOLLENO Krnacca 3allnLLEHHOCTH.

|/|H¢)opmau,ww BKMoMeHa B 0as30Bbll Ha60p Mep OnA COOTBETCTBYHLUEro Kriacca
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