MeToanyecknm AOKYMEHT
"Mepbl 3awWmnTbl UHOPMaLUKU B rocyaapCTBEeHHbIX MHPOPMaLMOHHbLIX cucTemax”
(yTB. ®epepanbHOU CNyXO00M NO TEXHUYECKOMY U 3KCNOPTHOMY KoHTpornto 11 cheBpans
2014 r.)

1. O6wme nonoxeHus

HacTtoawun metogudeckun gokymeHT PCTIK Poccun "Mepbl 3awmThbl MHOpMaLumn B
rocygapCTBeHHbIX WHPOPMAUUOHHBLIX cuctemax” (ganee - MeToAMYECKUA  OOKYMEHT)
paspaboTtaH M yTBEPXAEH B COOTBETCTBMM C MoanyHKTom 4 nyHkta 8 [lonoxeHuss o
depepanbHon cnyx6e No TEXHUYECKOMY M 3KCMOPTHOMY KOHTPOSO, YTBEPXKOAEHHOrO YKazom
Mpe3ngeHTta Poccuinckon ®enepaumm ot 16 asrycta 2004 r. N 1085.

MeToanyecknn OOKYMEHT AeTanuanpyeT OpraHu3auuoHHble UM TEXHUYECKMe Mepbl
3awuTbl  MHGoOpMaumm (ganee - Mepbl  3aWuTbl  MHOpMauun), NpUHUMaemMble B
rocyaapCTBEHHbIX WMH(OPMALMOHHbIX cuctemMax (ganee - WMHGOPMAUMOHHbIE CUCTEMbI) B
cooTBeTCTBMM C  TpeboBaHuMsaMM O  3awmte  uHGOpMauuu, He  COCTaBnstoLWENn
rocy4apCTBEHHYIO TaWHy, cofepXallencs B rocygapCTBeHHbIX MHOPMAaLMOHHBIX cucTemMax,
ytBepxaeHHbiMn npukazom ®CTIK Poccum ot 11 cdeBpana 2013 r. N 17 (3apeructpupoBaH
Munioctom Poccum 31 mas 2013 r., per. N 28608), a Takke onpegensiet cogepxaHue mep
3aWuTbl MHOPMaLMK 1 NpaBuna nx peanumsaumu.

B meTogmMyeckoM OOKyMeHTe He paccMmaTpuBalOTCA coaepXkaHue, npasurna Bblbopa u
peanu3auun mep 3awuTbl MHPOPMaLMK, CBA3AHHBIX C NPUMEHEHMEM KpunTorpaduyecknx
METOAOB 3alnTbl MHOpMauMmn n WwndpoBanbHbIX (KpunTorpaduyeckmx) cpeacTs 3alumThl
nHpopmauuu. MpuHATUE Takux Mep 3aunTbl HOpMaL MM obecrnednBaeTcss B COOTBETCTBUM
C 3aKkoHoaaTenbcTBOM Poccunckon denepauum.

MeTogmyecknin JOKYMEHT npefHasHayvyeH ans obnagatenen nHdopmMmauumn, 3aKa3ymnkos,
3aKMYMBLUNX FOCYAAPCTBEHHbIA KOHTPAKT Ha co3faHue MHopMaLMoHHOW cuctemsl (ganee -
3aKasyunkn), onepaTtopoB WHMPOPMALMOHHBIX CUCTEM (ganee - onepartopbl), nwvu,
obpabaTbiBalOWNX WMHPOPMaLNIO, HABMNLAIOLWYHCA OCYyAapCTBEHHbIM  UHAOPMALVNOHHbLIM
pecypcom, Mo nopyyeHuto obnagartensd mHopmauuu (3akasuuka) unm onepartopa u (unwm)
npegoCTaBNAKLWMX UM BblYMCNIUTENBHbIE pecypcbl (MOLHOCTU) And 06paboTkn nHdopmauum
Ha OCHOBaHMM 3aKMNYEHHOro O0roBopa (Janee - ynorIHOMOYEHHblEe Nnuua), a Takke nuu,
npuenekaemMblx B COOTBETCTBUM C 3akoHogaTenbcTBOM Poccunckon Pepepaumm gns
npoeegeHnMst paboT noO Cco34aHui (MPOEKTUPOBAHMIKO) WMHMOPMAUMOHHBIX CUCTEM B
3aLMLLEHHOM UCMOMHEHUN N (UAN) UX CUCTEM 3aLlUMTbl MHGOPMaLuKM (ganee - pa3paboTynku
(MPOEKTNPOBLUMKN)).

MeToguyecknin JOKYMEHT NpuUMeHsieTcs Ang Bbibopa U peanusauun B COOTBETCTBUN C
nyHktom 21 TpeboBaHuin O 3awmte MHPOPMALMM, HE COCTaBNAKOLWEN rOCyaapCTBEHHYIO
TanHy, coaepXallencss B rocyaapCTBEHHbIX WH(OPMALMOHHbIX CUCTEMAX, YTBEPXAEHHbIX
npukaszom PCTIK Poccum ot 11 pepana 2013 r. N 17, mep 3awmTbl MHpopmauun B
MHPOPMALMOHHBIX CUCTEMAX, HaNpaBfeHHbIX Ha obecneyeHue:

KOHUAEHLUMANbHOCTM  MHopMauun  (ACKMOYEHWE  HEenpaBOMEPHOro  A0CTyna,
KOnMpoBaHus, NpeoCTaBNeHUs UM pacnpoCcTpaHeHUs HGopMauun);

LEenoCcTHOCTU  MHGOpMaumMm  (UCKIKOYEHNE  HEMNPABOMEPHOrO  YHUYTOXEHUS UK
MoanduumMpoBaHus nHopmaummn);

AOCTYNHOCTM  vHGopMauuy  (MCKMYeHMe  HenpaBOMEPHOro  GnoknpoBaHus
MHdopMauun).

Hactoawun meToOMYMEecKUA  OOKYMEHT  MOXeT MNPUMEHATbCA  Ans  3awuThl
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obLwenocTynHoM MHopMaunn, CoaepXallencss B TFoCy4apCTBEHHbIX MHAOPMAaLMOHHbIX
cuctemax, Ong OOCTMXKEHUA Lenen, yKasaHHbix B nyHktax 1 m 3 4yactm 1 craten 16
®epepanbHoro 3akoHa ot 27 uona 2006 r. N 149-03 "O6 nHdopmaumm, MHPOPMaLMOHHBIX
TEXHOMOrMsaxX 1 o 3awuTte nHopmMauumn”, a Takke Ans sawmTtbl MHOOPMaUuK, cogepxallencs
B HErocygapCTBEHHbIX MHAPOPMALMNOHHBLIX CUCTEMAX.

Mo peleHuto onepaTtopa NepcoHarnbHbIX JaHHbIX HACTOALLMN METOANYECKNN OOKYMEHT
npumeHsieTca ana obecneveHnss 6€30NacHOCTM NePCoHarbHbIX AAaHHbIX Npy UX 06paboTke B
MHPOPMALMNOHHBIX CUCTEMAX MepcoHanbHbIX AaHHbIX, 3aluTa KOTopbix obecrnednBaeTcs B
cootBeTcTBUM € CoOCTaBOM U cCoAep)KaHMEM OpraHM3aLUMOHHbIX U TEXHUYECKMX Mep no
obecneyveHnto 6e30MacHOCTN NEPCOHarbHbIX AAaHHbLIX NPU X 06paboTke B MHOPMALMOHHbIX
cucTeMax nepcoHarnbHbIX JaHHbIX, yTBepXaeHHbIX rnpukazom ®CTIK Poccum ot 18 heBpans
2013 r. N 21 (3apeructpupoBaH MuHioctom Poccumn 14 masa 2013 r., per. N 28375).

[Ona uenen HacTosWero MeToOMYEecKOro [OOKYMEHTa MCMNOSb3yTCA TEePMUHbI U
onpedeneHnsi, YCTaHOBMNEHHble  3akoHogaTensctBom  Poccunckon  depepaumm 06
MHpopmauun, MHGOPMALMOHHBIX TEXHOMOMMSX M O 3almTbl UHOpPMaUUK, TEPMWUHbI W
onpefereHns, YCTaHOBIEHME HauMOoHamnbHbIMW  CcTaHgapTamum B obnactu  3awumThl
WHpopMauun, a Takke TEPMUHblI W OMNpeadeneHus, npueBedeHHble B npunoxeHnn N 1 K
HaCTOSILLLEMY METOANYECKOMY JOKYMEHTY.

2. Bbi6op mep 3awmtbl MHOpMaLumMn AnNA peanusauum B UH(popMaLUMOHHOM CUCTEME B
pamMKax cucTembl 3aWwmTbl MUHopMaLum

Bbibop mMep 3awmTbl MHGOpPMaUMM 4ns ux peanuvsauun B MHGPOPMALWOHHOW cucTeme
OCYLLIECTBMSAETCH B X04€e NPOEKTUPOBAHUSA CUCTEMBI 3aLLMTbl MHGOPMaLIMN MHPOPMALMOHHOM
CUCTEMbl B COOTBETCTBMU C TEXHUYECKMM 3aJaHuMeM Ha co3gaHuve WHGOopMauMOHHOM
CUCTEMBI U (MNN) TEXHUYECKUM 3adaHueM (YacTHbIM TEXHUYECKUM 3afaHMEM) Ha CO3gaHue
CUCTEMbI 3aLLNTbI MHPOPMaLNN NHPOPMALMOHHON CUCTEMBI.

Bbi6op mMep 3awwmTbl MHGOPMALMM OCYLLLECTBISETCA UCXOAA U3 KNacca 3aLlULLEHHOCTH
WHOPMALUNOHHOM  CUCTEMbl, onpegensoowero Tpebyemblin ypoBEHb  3aLMLLEHHOCTU
cogepxalienca B Hel MHdopmauumn, n yrpo3 6esonacHoCT MHGOPMaLUMN, BKIHOYEHHbIX B
MoAenb yrpo3 6e3onacHOCTU  MH(OPMALMOHHOW CUCTEMBI, a Takke C Yy4yeTOM
CTPYKTYPHO-(PYHKLUMOHANbHbBIX  XapaKTepUCTUK MHPOPMaLUMOHHOM CUCTEMbI, K KOTOPbIM
OTHOCATCA CTPYKTypa W COCTaB WH(OPMALMOHHOM CUCTEMBI, (PU3NYECKMUe, Nnormyeckue,
YHKUMOHANbHBIE U TEXHOMNOIMMYECKME B3aMMOCBA3N MeXOy cermeHTamu nMHpopmaunoHHoM
CUCTEMBI, B3aMMOCBSI3M1 c NHBIMU NHPOPMALIMOHHBIMM cuctemamm n
NHPOPMALNOHHO-TENEKOMMYHUKALUNOHHBIMU CETAMU, pexnmbl 06paboTkn wnHpopmaunn B
MHOPMALNOHHOM CUCTEME U B €€ OTAENbHbIX CerMeHTax, a TakkKe MHble XapaKTepUCTUKK
MHPOPMALNOHHON CUCTEMbI, MPUMEHSIEMbIE UH(POPMALNOHHBbIE TEXHOMOMMU U OCOBEHHOCTM
ee PYHKLUNOHUPOBaHUSI.

MpaBuna n npoueaypbl NO peanu3auun TpeboBaHMi O 3awmTe MHpopmMauum n mep
3aWnTbl  MHoOpMaUMM B KOHKPETHOW WH(OPMALMOHHOM CUCTEMe OnpefensiTcs B
aKcnryaTaunoHHOM AOKyMeHTauum Ha cucremy 3aWmThbl MHdopMaLmnn "
OpraHM3auUMoHHO-pacnopsaANTENbHbBIX JOKYMEHTaxX No 3awmnTe nHdopmMauuu.

OKcnnyaTaunMoHHaa  OOKyMeHTauums Ha  cuctemy  3awWuThbl MHopMauun
paspabaTtbiBaeTCa C Y4YeTOM HauMOHamnbHbIX CTaHOAPTOB W, KakK MpaBuno, BKIOYaeT
PYKOBOZCTBA MNosib3oBaTerie  agMUHUCTPATOPOB, MHCTPYKLMIO MO SKCNyaTtaunun KoMmnnekca
CpeacTB 3aWmTbl MHPOPMALMU U NHBIX TEXHUYECKUX CPenCTB, ONUCaHWE TEXHOSTOrMYeckoro
npouecca o6paboTkm wuHGpopmauun, obliee onucaHne WHMPOPMALMOHHON CUCTEMBI,
dopmMynsip 1 nacnopTt MHGPOPMALMOHHOW CUCTEMbI.
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OpraHusaumoHHO-pacnopaguTenbHble  OOKYMEHTbl N0 3awmte  MHgopmaumnm
BKIMOYAIOT, KaK NpaBumo, NonvTUKW, CTaHO4apTbl OpraHm3aumnmn, NonoXKeHUs, nnaHbl, NepeyHu,
WHCTPYKLUMM UMM WHble BUAbl OOKYMEHTOB, pas3pabaTtbiBaemble onepaTopoMm  Ans
pernameHTaummn npouenyp 3almTbl MHpopMaumMm B MHOPMAaLWOHHOW CUCTEME B XOAe ee
aKcnnyaTauum.

2.1. Knaccudumkauma nHcdopmMaLMOHHON CUCTEMbI NO TPEeOOBaHMAM 3aLUUTLI
MHcpopmauum

OnpepgeneHve knacca 3alMLWEeHHOCTU WMHAOPMAaUMOHHOW CUCTEMbl MPOBOAMTCH B
cooTBeTCTBUM C nyHKTOM 14.2 TpeboBaHun O 3awmte MHpOpMauun, He CoCTaBnAwoLLEn
rocyapCTBEHHYIO TailHy, coaepXallencs B rocyaapCTBEHHbIX MH(POPMALUMOHHBIX cucTemax,
yTBepxaeHHbIx npukazom ®CTIK Poccum ot 11 dpeBpans 2013 r. N 17.

YcTaHaBnuBalTCsa 4eTblpe Knacca 3alueHHOCTU MHMOPMaUVMOHHON CUCTEMBI
(nepBbin knacc (K1), Btopon knacc (K2), tpetun knacc (K3), yetBeptbin kracc (K4)),
onpeaensiowme ypoBHU 3aLLNLLIEHHOCTM coaep Kallencsa B Hel nHdopmauumn. Cambiin HA3KUINA
Knacc - 4eTBepTbli, CaMbli BLICOKUM - MNEPBLIN.

Knacc sawmuweHHOCTN MHPOPMaLMOHHOM CUCTEMbI OnpenenseTcs B 3aBUCUMOCTU OT
YPOBHA 3Ha4YMMocTn uHpopmaummn (Y3), obpabaTbiBaemon B 3TONM MHGOPMALVNOHHOM
cucteme, n  Macwrtaba WHOPMAUMOHHOM cUCTEMbl (tbeaeparnbHbI, pPerMoHanbHbIN,
0OBHEKTOBbLIN).

Knacc 3awmeHHocTu (K) = [ypoBeHb 3Ha4YMMOCTU MHpopMaLumn; macwitab cuctemel].

YpoBEHb 3HAYMMOCTU WHOPMaLUK ONpeaensieTcs CTeneHbld BO3MOXHOro yuiepba
ana  obnagatensa  wHgopmauun  (3akasdmka) wn  (unnM) onepaTopa OT  HapyLlUeHUS
KOH(MAEHUMANBbHOCTU, LLENOCTHOCTU UIM 4OCTYNHOCTN MHCpOpMaLmK:

Y3 = [(KoHunaeHUManbLHOCTb, cTeneHb yulepba) (LeNoCcTHOCTb, cTeneHb yuepba)
(oocTtynHocTb, cTeneHb yuiepba)l,

roe creneHb BO3MOXHOro yulepba onpegensetcs obnagatenem wnHdopmauum
(3akasunkomM) 1 (Unn) onepaTtopomM CaMOCTOSATENbHO 3KCMEPTHBIM UMM MHbIMU MeTodamu ”
MOXET OblITb:

BbICOKOW, €CnvM B pes3ynbTaTe HapyLlweHns OogHOro u3 CcBOWCTB 6GesonacHocTu
NHopmaLun (koHMAeHUManLHOCTH, LeNOCTHOCTN, AOCTYMHOCTHN) BO3MOXHbI
CyLLeCTBEHHble HeraTMBHblEe MOCMEACTBUSA B COLMANbHOW, MOUTUYECKON, MEXOyHapOOHOW,
9KOHOMWYECKOWN, (PMHAHCOBOW UMW MHbIX 0BNacTax AeATenbHOCTU U (Mnu) nHOPMaLMOHHasA
cuctema u (unu) onepatop (obnagatens MHpoOpMaunn) He MOryT BbINOMHATL BO3MOXEHHbIE
Ha HUX OYHKLUMK;

cpegHen, ecnu B pes3ynbTaTe HapylweHus O[HOro u3 CcBOMCTB 6Ge3onacHOCTM
NHopMauun (KOHPMAEHUNANbHOCTU, LENOCTHOCTU, AOCTYMHOCTU) BO3MOXHbI YMEpPEHHbIe
HeraTuBHblE MOCNEACTBUS B COLMANbHON, NONUTUYECKOW, MEXAYHAPOAHON, 9KOHOMUYECKOW,
MHaHCOBOW UINKN MHbLIX 0BNacTax AeATeNbHOCTU U (UNKU) MHPOPMAaLMOHHasa cuctema u (Unu)
onepatop (obnagatens UHpopMaLmmn) He MOryT BbINOMHATL XOTSt Obl OAHY M3 BO3MOXEHHbIX
Ha HUX OYHKLUMI;

HU3KOW, ecnu B pesynbTaTe HapyleHns OOHOro W3 CBOWCTB 6e3onacHocTu
NHopmaLun (koHbMaeHUnanbLHOCTH, LeNOCTHOCTN, AOCTYMHOCTHN) BO3MOXHbI
He3Ha4uTernbHble HeraTMBHbIE MOCNEACTBUS B COLMANbHOMN, NONIMTUYECKON, MEXOYHapOL4HON,


garantf1://70291358.10142/
garantf1://70291358.0/

9KOHOMUWYECKOWN, (DPUHAHCOBOWN UMW MHbIX 0BNacTax OeATeNbHOCTU U (MnK) MHAOPMAaLMOHHASA
cuctema u (unun) onepatop (obnagatens MHpoOpMaUMM) MOryT BbIMOMHATE BO3MOXEHHbIE Ha
HUX (PYHKUUM C HeJoCTaTOYHOM 3PAPEKTUBHOCTLIO UMW BbINOMIHEHNE (OYHKLMW BO3MOXHO
TOMbKO C NpUBeYeHneM AOMOMHUTENBHbIX CUM U CPeacTB.

ans onpegeneHus cTeneHn BO3MOXHOIO yuwepba oT HapyLleHus
KOH(PMAEHUMANbHOCTH, LENOCTHOCTU UM AOCTYNHOCTU MOTMYT MNPUMEHATLCS HauMOHarnbHbIe
cTaHaapTbl U (M) MeToanYecKMe OOKYMEeHTbl, pa3paboTaHHble n yTBepXaeHHble PCTIK
Poccumn B cootBeTcTBMM € nognyHkTom 4 nyHkta 8 lMonoxeHna o denepanbHon cnyxbe no
TEXHUYECKOMY M 9KCMOPTHOMY KOHTPOM0, YTBEpXKAeHHOro Ykasom [lpesunageHta Poccuinckon
depepaumm ot 16 aBrycta 2004 r. N 1085.

MacwTab MHOPMaLIMOHHON cucTeMbl  onpegensieTcs Ha3Ha4YeHnem n
pacnpefenieHHOCTb CerMeHTOB MHAOPMAaLIMOHHON CUCTEMBI.

MHdopmaumoHHaa cuctema ummeeT  depeparnbHbin - macwTab, ecnv  OHa
dYyHKUMOHMPYET Ha Tepputopum Poccuiickon Pepepaumm (B npegenax denepanbHOro
okpyra) M umeeT cerMeHTbl B cybbektax Poccuinckon ®Pepepauuun, MyHULMNANbHBIX
obpaszoBaHusX u (MNn) opraHM3aumsx.

MHpopmMaumoHHaa cuctema uMMeeT  pernoHanbHblM  MacwTab, ecnv  oHa
YHKUMOHMPYET Ha Tepputopum cybbekta Poccuinckon degepaumm M MMeEET CErMeHTbl B
OLHOM WUITM HECKOJSTbKNX MYHUUMNAanNbHbIX 06pa3oBaHnAX U (MnNun) NnoaBeJOMCTBEHHbIX U UHbIX
opraHusaumsx.

MHpopmaumnoHHasa cuctema nmeet 06beKTOBLIM MacLluTad, ecnn oHa YHKUMOHUPYET
Ha oObekTax opfHoro dedepanbHOro oOpraHa rocygapCTBEHHOM  BRacTu, opraHa
rocygapcrtBeHHon Briactn cybbekta Poccunckon defepaunmn, MyHMUMnansHOro obpasoBaHus
n (MnNn) opraHu3auMm KW He WUMeeT CerMeHTOB B TeppuTOpuanbHbIX —OpraHax,
npeacTaBUTenNbLCTBax, unuanax, NnogBeAOMCTBEHHbBIX U UHbIX OpraHn3auunsx.

Mpn obpaboTke nepcoHanbHbIX AaHHbLIX B MHOPMALMOHHOW CUCTEME onpeaeneHune
Knacca 3awmueHHOCTU MHOPMaLMOHHON CUCTEMbI OCYLLECTBNSAETCS C y4eToM Tpebyemoro
YPOBHS  3aLUMLLEHHOCTM MNEepPCOHarbHbIX AaHHbIX, YCTAHOBMEHHOIO B COOTBETCTBUM C
TpeboBaHus MM K 3alUMTE NEepCOHasrbHbIX AaHHbIX MNpU UX obpaboTke B MHGOPMALMOHHBIX
CUCTEMaAX MNepcoHanbHbIX [AaHHbIX, YTBEPXAEHHbIMW MocTaHoBrneHvem [lpaBuTenbcTBa
Poccunckon degepaumm ot 1 HoA6ps 2012 . N 1119. Npu 3TOM B COOTBETCTBUN C MYHKTOM
27 TpeboaHun, ytBepxaeHHbix npukazom PCTIOK Poccum ot 11 deBpana 2013 r. N 17,
AOMKHO ObITb 0becrneyeHO COOTBETCTBYHOLlEE COOTHOLIEHME Kracca 3aluLEeHHOCTH
rocyaapCTBeHHOM MH(OPMALMOHHOW CUCTEMbI C YPOBHEM 3aLLMLLEHHOCTU MEepPCOHanbHbIX
AaHHbIX. B crnyvae, ecnu onpeaeneHHbIn B yCTaHOBIEHHOM Nopsigke YPOBEHb 3aLMLLEHHOCTH
nepcoHasnbHbIX AaHHbIX BbIEe YeM YCTAHOBMEHHbIN Knacc 3aluULEeHHOCTN rocyaapCTBEHHOM
WHOPMALNOHHOM CUCTEMbI, TO OCYLLECTBNSETCS MNOBbILEHMEe Krnacca 3alluleHHOCTU [0
3HayeHus, obecneumBaroero BbINONHEHME NyHKTa 27 TpeboBaHuKW, YTBEPXKOAEHHbIX
npukazom ®CTIK Poccum ot 11 dheBpans 2013 r. N 17.

2.2. OnpepeneHue yrpo3 6e3onacHocT MHcpopmauum B MH(pOPMALMOHHON CUCTEME

Yrpo3sbl 6e3onacHocTn nHdopmaumm (YBWN) onpegensaiotca no pesynbtatamM OLEHKU
BO3MOXHOCTEN (MOTeHumnana, OCHALWEHHOCTU W MOTMBALMM) BHELWHUX W BHYTPEHHUX
HapylwmTenen, aHanmsa BO3MOXHbIX YSA3BUMOCTEN UH(POPMALMOHHOM CUCTEMbI, BO3MOXHbIX
crnocoboB peanusaumm yrpo3 6e3onacHoOCTM WHGOpMaUMM U NOCNEeACTBMIA OT HapyLUEHUS
cBouncTB 6esonacHoOCTM MHopmaLumm (KOHPUAEHUNANBHOCTH, LENOCTHOCTN, JOCTYNHOCTH)

YBW = [BO3MOXXHOCTK HapyLwmnTens; ys38MMOCTY MH(OPMaLMOHHON cucTeMbl; cnocob
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peanusaumu yrpo3sbl; NOCNeACTBUsSt OT peanusauum yrposbi].

Mpwn onpeaeneHum yrpos 6esonacHocTK MHopMaLmn y4uTbIBaKOTCA
CTPYKTYPHO-(PYHKUMOHANbHbIE XapaKTEPUCTUKN MHAOPMALMOHHON CUCTEMBI, MPUMEHSIEMbIE
WH(POPMALMNOHHbIE  TexHormormm  Un ocobeHHocTn  (ycnoBusl)  PYHKLMOHUPOBAHWS
MHGOPMaLNOHHOW CUCTEMDI.

OPPEKTUBHOCTL MPUHMMAEMbIX Mep 3awuTbl UHpOpMaunMm B MHEOOPMALMOHHON
cUCTeMe 3aBUCUT OT KayecTBa ornpegeneHus yrpo3 6e3onacHoOCTM uHGopMauuMuM Ons
KOHKPETHON MH(POPMALIMOHHOM CUCTEMbI B KOHKPETHbIX YCIOBUAX €€ (DYHKLMOHNPOBAHWSI.

Mogenb yrpo3 6e3onacHoOCTM MHopMauun npeactasnseT cobon gopmanm3oBaHHOE
onucaHue yrpo3 6e3onacHoOCTM UHGOpMaUUN ANt KOHKPETHOW MH(OPMAaLNOHHON CUCTEMBI
UKW rpynnbl MIHPOPMALIMOHHBLIX CUCTEM B OMNpeesieHHbIX YCIoBUAX UX DYHKLUNOHUPOBAHMS.
Mogenb yrpo3 6esonacHoctu MHGopmaumm paspabaTtbiBaetca obnagatenem nHdgopmaumm
(onepatopom, paspaboTuMkom  (NPOEKTUPOBLUMKOM)) M  OOSMKHA NO  COAEPXKaHWUK
cooTBeTcTBOBaTb  TpeboBaHmam O  3awute  WHpoOpMauun, He  cocTaBnslowen
rocy4apCTBEHHYIO TaiHy, coaepallencs B rocyaapCTBEHHbIX MH(POPMALUMOHHBIX cucTemax,
yTBepxaeHHbIM npukasom ®CTIK Poccun ot 11 cpespanga 2013 r. N 17.

Ana onpepeneHns yrpo3 6e3onacHOCTM MHAGOpMaLMM U pa3paboTkm Moaenu yrpos
©e3onacHoOCTN MHOPMaLMK MPUMEHSAIOTCA MeToaMYecKkMe AOKYMEHThI, pa3pabaTbiBaeMble U
yrBepxaaemble PCTOK Poccumn B COOTBETCTBUM C noanyHKTOM 4 nyHkTa 8 lMonoxeHus o
depeparnbHon cnyxbe no TeEXHUYECKOMY U IKCMOPTHOMY KOHTPOSO, YTBEPXKAEHHOro Yka3om
MpesnaeHTa Poccuickon depepauymm ot 16 asrycta 2004 r. N 1085.

2.3. Bbibop mep 3awmTtbl MHDOpMaUMu AnNa ux peanmsaumm B MHGOpMauMOHHOMN
cUCTeMe B paMKax ee CUCTEeMbI 3aluTbl MHopMaumum

Mepbl 3amTbl UHOPMaLUUKN peanuayTcs B MIHGPOPMaLMOHHOM CUCTEME B paMKax ee
CUCTEMBI 3alLnTbl MHOPMaLMK B 3aBUCMMOCTM OT KNnacca 3almLeHHOCTU MHOPMaLMOHHON
cuUCcTeMbI, yrpo3 6e30nacHOCTU MHopMaLnn, CTPYKTYPHO-(PYHKLUNOHAmMbHbLIX XapakTepucTuK
MHAOPMALMOHHOW CUCTEMBI, MPUMEHSEMbBIX UHADOPMALMOHHBLIX TEXHOSOMMA N 0COBEHHOCTEN
PYHKLUMOHNPOBAHUSA UHAOPMALMOHHON CUCTEMBI.

B uH(popmauMoHHOM cucTeMe nognexar peanu3auuu cregylowmne Mepbl 3aluThbl
MHdOpMaLUK:

noeHTUUKaums n aytTeHTupukaumsa cydbbekToB 4oCcTyna n o6bekToB AOCTYNa;

ynpasneHne 4oCTyrnoMm cybbekToB JoCTyna K obbektam 4ocTyna;

orpaHu4eHne NporpamMHON cpeabl;

3almTa MalnHHbIX HocuTenen nHpopmaumu;

pernctpauus cobbiTnin 6e3onacHoOCTy;

aHTMBMPYCHas 3aLmTa;

obHapyxeHue (NpeaoTBpaLleHne) BTOPXKEHWUN;

KOHTPOIb (aHanu3) sawuweHHoOCTN MHopMauuu;

obecneyeHne LeNoCTHOCTM MHPOPMAaLIMOHHON CUCTEMBbI N MHpopMauuu;

obecneyveHne OCTYNHOCTN MHOPMaLNW;

3alwmTa cpefbl BUpTyanusauuu;

3awmTa TEXHUYECKMX CPEeACTB;

3awmTa MHPOpPMaLMOHHON CUCTEMbI, ee CPedCTB U CUCTEM CBA3U U Nepefayun OaHHbIX.

Mepbl 3awmTbl UHOPMaUuK, BbibMpaemble Ons peanu3auun B UHAPOPMALNOHHOM
cucteme, OOMmkHbl obecneymBaTb 6NOKMPOBaAHUE OLHOM UMM HECKONbKUX Yrpo3 6e3onacHoCTu
MHOpPMaUUK, BKITOYEHHbIX B MOAenb Yrpo3 6e3onacHocT nHpopmaumn.
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CogepxaHue mep 3awmTbl MHOpMaUUM ana nx peanusauun B MHAPOPMALMOHHBIX
cuctemax npueefeHo B npurnioxeHun N 2 K HacToswemMy MeTOAMYECKOMY [OOKYMEHTY.
OnucaHne npeacTtaBneHHbIX B npunoxeHun N 2 mep 3awuTbl MHOpMaLUMM NpUBEAEHO B
pasgene 3 HaCTOSILLEro MeToaNYeCKoro 0OKyMeHTa.

Bbibop mMep 3awmTbl MHGOPMaLMM ANa UX peanu3auun B UHOPMALMOHHON cucteme
BKMNtoYaeT (CM. pPUCYHOK):

onpegeneHme 6asoBoro Habopa Mep 3awWMTbl UHOPMaUUK ONs YCTAHOBIEHHOrO
Kfacca 3awmLeHHOCTU MHPOPMaLMOHHOW CUCTEMDI;

agantaunio  6GasoBoro Habopa Mep 3awuTbl  MHGOPMauMM  MPUMEHUTENBHO K
CTPYKTYPHO-PYHKUMNOHANBHBIM XapakTepucTukam MHPOPMaLMOHHOM CUCTEMBI,
MH(POPMALMOHHBIM  TEXHOMOMMSIM, OCOBEHHOCTAM  (PYHKLUMOHMPOBAHUSA MHGOPMALMOHHOM
CUCTEMBI;

YyTOYHEeHNe agantupoBaHHoro 6aszoBoro Habopa mMep 3awWmTbl MHGPOPMaLUN C Y4ETOM
He BblOpaHHbIX paHee Mep 3aWmTbl MHopMaunn ans 6rokMpoBaHna (HEMTpanusauum) BCex
yrpo3 6e3onacHOCTM MHGOPMaUMK, BKKYEHHbIX B MoAenb yrpo3 6esonacHocTu
MHdopMaLunu;

AOMNOSIHEHME YTOYHEHHOro adanTUpPOBaHHOrO 6as3oBoro Habopa Mep 3awmuTbl
WHpopmauun  Mepamu, obecneymBalWMMK  BbINOMHEHME TpeboBaHW O  3awuTe
WHpopMauuK, yYCTaHOBMEHHbIMU MHbIMA HOPMAaTMBHLIMKM MpPaBOBbIMW akTamMn B obnactu
3aWuTbl MHPOPMaLMK, B TOM Yucre B 06nacTu 3almTbl NEPCOHAarbHbIX AAaHHbIX.

Knacc 3amuimensoctu IZ:> bazoBbiii HAOOP Mep 3aITUTHI
UH(DOPMALIMOHHOM CHCTEMBI uHpOpMaLUH

CrpykTypHO-()Y HKIITHOHAJILHbBIE
XapaKTEPHCTHKU

o HH(pOPMAIMOHHON CHCTEMBI,

UH(OPMAIMOHHBIE TEXHOJIOTHH, E{>

AnanTupoBaHHbINH 0a30BbIN
HaOOp Mep 3aIUThI

uHpOpMaUn
0COOEHHOCTH (PYHKIMOHUPOBAHUS
Yrpo3bl Oe30macHOCTH YTOYHEHHbBIN aIaNTUPOBAHHBIN
B MH(OPMAaIKH, BKIIOYEHHbIE B I::> 0a30BbIi HAOOP MEp 3AMUTHI
MOJIE/Ib YIPO3 OE30MacHOCTH uHbOpMaUU
uH(pOpMaIUH

JlonoTHEHHBIM YTOYHEHHBIN
ananTHPOBAHHbIH Oa30BbIM
HaboOp Mep 3aluThI
uHpopmanuu

TpeboBaHust HOpMATHBHBIX |::>

NPABOBbBIX AKTOB (MHBIX)

PucyHok - O6wmin nopsagok AencTemi no BbIBOpPY Mep 3almTbl UHOpMaUun ans mnx
peanusauyuu B UHPOPMALNOHHOM cucTeme

[Mpy HEBO3MOXHOCTU peanu3aumm B UHPOPMALMOHHOM CUCTEME B paMKax ee CUCTEMbI
3aWmTbl MHOPMaUMM OTAENbHbLIX BbIOpaHHbIX Mep 3awWmTbl MHGOPMaLMM Ha 3Tanax
agantauuun 6asoBoro Habopa mep 3awuTbl MHGOPMALMKM NN YTOYHEHUA adanTUPOBAHHOIO



6asoBoro Habopa Mep 3awuTbl  MHoOpmauum  MoOryT  paspabaTbiBaTbCA  WUHbIE
(komneHcupylowme) Mepbl  3awuTbl  MHOpMauuM, obecneuyvBaloliMe  adeKBaTHOE
GnokupoBaHue (HenTpanuaauuio) yrpo3 6e3onacHoOCTN nHpopmauun.

a) onpepeneHve 6asoBoro Habopa mMep 3awWmnTbl MHoOpMaLmn

OnpepeneHve 6as3oBoro Habopa mep 3awuTbl MHGOPMaUMM ANA YCTAHOBMEHHOIO
Knacca 3alumieHHOCTM NMHPOPMaLMOHHOM CUCTEMBI SIBISIETCS NepBbIM LWarom B Bblibope mep
3aWnTbl  MHOpMaLMK, Noanexawmx peanusaumm B MHAPOPMALMOHHOM  CUCTEME.
OnpepeneHne 6asoBoro Habopa Mep 3awmTbl MHGOPMaUMK OCHOBLIBAETCS Ha Knacce
3aLULLEHHOCTN MHPOPMALMOHHOW CUCTEMBI, YCTAHOBIEHHOM B COOTBETCTBUM C MyHKTOM 2.1
HacTosILLLero MeToau4eckoro AoKymeHTa. B cootBeTcTBMM € TpeboBaHuaMM O 3awmTte
WHpopMauuK, He  COCTaBnsWENn  rocyaapCTBEHHYO — TalHy, coAaepXallenca B
rocygapCTBEHHbIX UHGOPMALMOHHBLIX CUCTEMAX, YTBEPXAEHHbIMK nprkazom GCTOK Poccumn
oT 11 peBpansa 2013 r. N 17, u npunoxeHnem N 2 K HaCTOALLEMY METOANYECKOMY JOKYMEHTY
B KayecTBe HavanbHOro BblbupaeTcsa oavH U3 4eTblpex 6a3oBbiXx HabopoB Mep 3alUThl
NHpopmauuu, COOTBETCTBYHOLLNN YyCTaHOBMIEHHOMY Knaccy 3aLUULLLEHHOCTH
MHOPMAUMNOHHOM cucTeMbl. Mepbl 3awuTbl MHpopMaunn, obo3HaAYEHHbIE 3HaKoMm "+" B
npunoxeHnn N 2 BkodeHbl B 0asoBbii  Habop Mep 3awmTbl  UMHGOPMauun  Ans
COOTBETCTBYIOLLEro Kracca 3awMleHHOCTU WHGOPMAaUMOHHOW cucTeMbl. Mepbl 3awmTbl
MHopMauuKn, He obo3HayYeHHbIe 3HakoM "+", Kk 6a3zoBoMy Habopy Mep He OTHOCATCS, U MOTyT
NPUMEHATBCH NPU NocneayLwmx AeNCTBUSAX MO ajanTauuun, YTOYHEHUIO, LOMOSTHEHUIO Mep
3aWwnTbl MHPOpPMaUMK, a Takke pa3paboTke KOMMEHCUPYIOLWMX Mep 3aLunTbl MHGPOPMaLUUK.

basoBbin Habop mep 3awnTbl MHGOPMaLMK, BbIOPaAHHbLIN B COOTBETCTBUN C KIacCOM
3aLMNLLEHHOCTN WH(OPMALMOHHON CUCTEMbI, MNOANEXUT agantauum MPUMEHUTENBbHO K
CTPYKTYPHO-(PYHKLUMOHANbHBIM  XapakTepuctukaMm U 0COBEeHHOCTAM  PYHKLWMOHUPOBAHUS
WH(POPMALMOHHON CUCTEMbI, YTOYHEHMIO B 3aBUCMMOCTU OT yrpo3 Ge3onacHOCTU
WHpopmauum ©n npuM  HeobBXOAMMOCTU [OOMOSIHEHUIO MepamMu  3awWmTbl  MHGOPMaLMK,
BKMOYEHHbIMW B WHblE HOPMATUBHbIE MPaBOBbIE aKTbl, HOPMATUBHbIE W MeETOANYECKME
AOKYMEHTbI MO 3auTe nHopmaumm.

0) apanTauua 6azoBoro Habopa mep 3awmTbl UHPOPMaLUU

BTopbiM warom aABngeTca namMeHeHne n3HadanbHo BbibpaHHoro 6asoBoro Habopa mep
3aWnTbl MHOPMaLMM B YacTU ero MakCcMMaribHOM aganTauun NPUMEHUTENbHO K CTPYKTYpE,
peanuaauumn n ocCobeHHOCTAM 3KcnnyaTaumMm MHAPOPMaLMOHHON CUCTEMBI.

Mpu aganTtaumm 6a3oBoro Habopa mMep 3aLmTbl UHOPMaLMKN YYNTBIBAKOTCS:

uenn (obecneyeHne KOHPUOEHUMANBHOCTM, UEMNOCTHOCTU U (MAnM) [OCTYNHOCTU
MHopMauuKn) 1 3agayu 3awmTbl MHGPOPMaLMM B MIHGPOPMALMOHHOM CUCTEME;

nepeyvyeHb MeponpusaTM NPOBOAUMbBIX onepaTopom no obecneveHnto 6es3onacHoOCTU B
pamMKax opraHusauuun B LLEeNom;

NpUMeHsieMble  UH(POPMALNOHHbIE  TEXHOMOMMU WU CTPYKTYPHO-PYHKUNOHASNbHbIE
XapakTepUCTMKN MHCPOPMALMOHHOWN CUCTEMBI.

Apantauma 6GasoBoro Habopa Mep 3awuTbl  MHGOPMauUMM, Kak  npasBwuno,
npegycmaTpuBaeT UCKIOYEHNE Mep, HEeNOoCPeACTBEHHO CBSA3aHHbIX C MHGOPMALMOHHbIMU
TEXHOMOrnsiMun, He NCNosib3yemMbiMu B NHpOpMaLNOHHOM cucTteme, nnu
CTPYKTYPHO-(PYHKLMOHANbHLIMA XapakKTepUCTMKaMWU, HEe CBOMCTBEHHbIMW WMH(OPMaLNOHHOM
cuUcTeme.

B kauyectBe npumepa agantauum MOXHO pPacCMOTPETb WCKNoYeHue m3 6as30Boro
Habopa mMep 3awWnTbl MHpOpMaLUK Mep Mo 3almTe cpeabl BUpTyanusauum, B criyd4ae ecnu B
NHPOPMALMOHHON CUCTEME HE MPUMEHSETCHA TEXHOMOIMMSA BUPTyanu3auum, UM UCKNioYeHme
n3 6asoBoro Habopa mep 3alWmTbl UHpOPMALUN Mep MO 3awmTe MOOUIBbHBLIX TEXHUYECKNX
CPeAcTB, ecnu Takme MoOunbHble YCTPOMCTBA HE MNPUMEHSIKOTCS WM UX MPUMEHEHME
3arnpeLueHo.
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B) yTO4YHEeHMe aganTupoBaHHOro 6a3oBoro Habopa mep 3awWwmTbl UHDOpMaLumn

YTouyHeHve afjanTupoBaHHOro 6asoBoro Habopa wMep 3awmtbl MHGOPMaUuUn
NpOBOANTCA C Y4YEeTOM pe3ynbTaTOB OLEHKM BO3MOXHOCTM aganTMpoBaHHOro 6a30Boro
Habopa Mep 3awmTbl UHOPMaUUKM afgekBaTHO GrokMpoBaTh (HEWTpanu3oBaTb) BCE Yrpo3bl
6esonacHoOCTM MHopMaLnn, BKIOYEHHbIE B MOAENDb Yrpo3 6e3onacHoCTy MHopmaunn, unm
CHU3UTb BEPOSATHOCTb UMX peanus3auum ucxogsa U3 YCroBUM  PYHKLUWMOHUPOBAHUS
MHOPMALNOHHOM CUCTEMBI.

McxogHbIMM  OaHHBIMUM MPU YTOYHEHUW ajanTupoBaHHOro 6GasoBoro Habopa mep
3aWnTbl MHpOpMaUUK  ABNAOTCA nepeveHb Yrpo3 6e30macHOCTM UHopMauunm M Ux
XapakTepuUCTMKn (NoTeHuuMan, OCHAaLEeHHOCTb, MOTUBALMUS), BKIOYEHHblIE B MOAernb Yrpos
6e3onacHOCTM MHGOPMaLMN.

Mpu yTOuYHEHMM agjanTupoBaHHOro 6asoBoro Habopa Mep 3awmTbl UHOpMaLUK Ans
Kakgon yrposbl 6e3onacHoOCTM MHAOpMaLMK, BKIIOYEHHON B MOAENb YrpO3, COMOCTaBNseTCs
Mepa 3awuTbl uHGOpMauMM U3 agantTupoBaHHoro 6asoBoro Habopa Mep 3aluUThl
UHopmMmauumn, obecneymBaowas 6rokMpoBaHMe 9TOM  yrposbl  HGesonacHoOCTUM UK
CHMXalLlass BepoATHOCTb ee peanus3auum ucxogd w3  YCroBun YHKUUMOHUPOBAHMS
MHOpMaUNoHHOM cucTeMbl. B criydae, ecnu agantupoBaHHbIM 6a30BbI Habop Mep 3aLmThl
MHdopMauumn He obecneymBaeT GnoknpoBaHue (HeMTpanusauuio) Bcex yrpo3 6e3onacHoCTu
WHOpPMaUUM B  HEro AOMOMHUTENbHO BKAKYAKTCA Mepbl  3aWwuTbl  MHGOpMaLuu,
npuBedeHHble B pasgerne 3 HacTosAWero MeToamyeckoro AokymeHTa. Npu aTtom cogepxaHue
AaHHOW Mepbl 3awWnTbl MHOpMauMM onpefensieTca C y4eToOM Knacca 3awueHHOCTH
WHOPMALUMOHHON CUCTEMBbI W MNoTeHumana HapylwuTens B COOTBETCTBMW C pasgesiom 3
HacTOsILLEero MeToaAN4YeCcKoro JOKyMeHTa.

B kayectBe npumepa npouenypbl N0 YTOYHEHUIO aganTupoBaHHOro 6asoBoro Habopa
Mep 3aWmTbl MHPOPMaLIMN MOXHO PacCMOTPETb LOMOMHEHNE afanTUPOBaHHbLIX MepP 3aluUThbI
nHopMauum B UMHAPOPMALMOHHOM cucTeMe 3 Knacca 3allUeHHOCTM Mepon Mo
obecnevyeHno [OBEPEHHOW 3arpy3ky B Clyyvae, ecnum B Mogenun yrpo3 6GesonacHocTu
MHpopMauun npuBeaeHbl Yrpo3bl, CBSI3aHHbleE C BO3MOXHOCTbIO 3arpysku onepaumoHHON
CUCTEMbI C HELITAaTHOro MaLIMHHOIO HOCUTENS UMW HapyLleHUsl LeNIOCTHOCTU NporpamMmMHOMn
cpeabl U (MNK) coctaBa KOMMOHEHTOB annapaTHoro obecnevyeHns CpeacTB BblYMCINTENBHON
TEXHWUKN B NH(POPMALIMOHHON cucTeMe.

YTOYHEHHbIN aganTUpoBaHHbI 6a3oBbIi HAGOP Mep 3alnMTbl MHpOPMaLUN NOANEXUT
peanu3auum B MHMPOPMALMOHHOM CUCTEME B COOTBETCTBUM C pasfeniom 3 HacTosLEro
METOAMYECKOro JOKYMEHTA.

B nogpasgenax "TpeboBaHus K peanusaunmn mepbl 3awmTbl MHGOPMaUMK" Ans Kaxxaon
Mepbl, NpYBEAEHHOM B pasfere 3 HacTosAWero MeToaudecKoro AOKYMeHTa, YyKasaHo
TpeboBaHne K TOMy, Kakmm obpa3om u B kKakoM obbeme AosmkHa ObITb peanusoBaHa Kaxaas
Mepa 3awutbl MHpopmaumn. TpeboBaHma K peanu3aumm Mep 3awuTbl WMHGOPMaLUK
ABMATCA MUHUManbHbIMU TPeBOBaHUAMU, BbINOSTHEHME KOTOPLIX AOMMKHO BbITb 06ecnevyeHo
B MHPOPMALMOHHOM CUCTEME COOTBETCTBYHOLLErO Krnacca 3aluLeHHOCTH, B Crly4ae ecnu aTta
Mepa BblibpaHa Ans peanusauumn B KavyecTBe YTOYMHEHHOW afanTupoBaHHOM 6a30BOW Mepbl
3aWmThl MHopMaLumn.

B 3aBMcuMMOCTM OT Knacca 3awueHHOCTU MHEPOPMAaLMOHHON CUCTEMbI MUHUMAarbHbIE
TpeboBaHNA K peanu3auMm YTOYHEHHOM aganTMpoBaHHOM 6as30BOM Mepbl  3alUUTHI
MHopMaUuK nognexaT YCUNEeHUO ANs NOBbIWEHWST YPOBHS 3alMLLEHHOCTU UHdOopMaLnu.
Bce BO3MOXHble ycuneHuss Mep 3awWmTbl MHOpPMaUMM MpuBedeHbl B nogpasgenax
"TpeboBaHMs K YCUINEHUO Mepbl 3awuTbl MHpOpMauun®, npuBedeHHbIX B pasgene 3
HacTOsLLEero MeToan4YecKoro JoKyMeHTa AN Kaxaon Mepbl 3awmTbl UHOpMauun. YcuneHums
Mep 3alnTbl MHOPMaUMN NPUMEHSIOTCA OOMOMHUTENBbHO K TpeboBaHMsaM No peanusauuun
Mep 3amTbl MHOPMaLMK, NpMBEAEHHbIM B nogpa3aenax "tpeboBaHns K peanusauumn mepbl



3awmTbl MHopmaumm".

NToroBoe cogepaHue Kaxaon yTOYHEHHOW aganTMpoOBaHHOM ©a30BOM Mepbl 3aLUnTbl
WHpopmauuKn, KOTopoe, Kak MUHUMYM, OOSDKHO ObiTb peanu3oBaHO B MHGAOPMaLMOHHON
cucteme, npuBeeHo B Tabnuue nogpasgena  "cogepkaHue 06asoBOM Mepbl  3aWMThb
MHdopmMauumn”.

Ycunenms mep sawmTbl MHGOpMauumu, npuBedeHHble B nogpasgerne "tpeboBaHus K
YCUINEHUIO Mepbl 3awmTbl UHOpMauun" M He BKNOYEHHble B Tabnuuy C cogepxaHuem
©a3oBor Mepbl 3aWmTbl MHOPMaUuK B nogpasgene "cogepxaHne 6a3oBOM Mepbl 3aLUMThI
MHpopmauun”, npumeHsieTcs No pelweHnto obnagaTtensa MHdopmaumm, 3akasvmka u (KUnu)
onepartopa Ans MOBbIWEHNA YPOBHSA 3alUMLLEHHOCTU WHMOPMaUnUn, coaepXxalenca B
WH(POPMALMOHHON cUCTEME, MW MNpU aganTauun, YTOYHEHWW, OOMNOSIHEHUM Mep 3aluuThbl
MHdopMaUuK, a Takke nNpu paspaboTke KOMMEHCUPYIOLLMX MEP 3alUnTbl HOPMaLU.

r) AonosiIHeHMe YTOYHEHHOro aganTupoBaHHOro 6aszoBoro Habopa mep 3awWwuUThbl
nHdopmaummu

[lononHeHne yTOYHEHHOro aganTupoBaHHoOro ©as3oBoro Habopa Mep 3aWuThl
MHOpPMaLUUKN OCYLLECTBNSIETCH C LENbo BbINOMHEHNSA TpeboBaHM O 3awmTe MHdopMauuu,
YCTAHOBMEHHbIX WHBbIMW  HOPMAaTMBHbIMW MPaBOBbIMW akTamMm B obnactu  3awuTbl
MHdopMauuK, B TOM Ymcre B obnactu 3alumTbl NEPCOHANbHbIX AAaHHbIX.

[lononHeHne yTOYHEHHOro aganTupoBaHHoro ©as3oBoro Habopa Mep 3awWuThl
MHdOopMaUUK MOXeET NoTpeboBaTbCs B CNeayoLwmnx criyvyasx:

a) ecnn pegepanbHbIM 3akoHOM, ykasom [lpeaugeHta Poccunckon depepaumn,
nocrtaHosneHuem lNpasutenocrtea Poccunckon depepaunmn, HopmaTUBHBIMM akTaMn opraHa
rocygapCTBeHHOW BriacTu, oOpraHa MEeCTHOro camMoynpaBfeHus Wnu  opraHuMsauuu,
onpeaensrwWwuMn  NOPsSiAOK  CO34aHuMs W 3KcnnyaTauMm  MHAOPMAUWMOHHOW  CUCTEMBI,
yCTaHaBnMBalTCA [LOMOSHUTENbHbIE TpeboBaHMs K 3awute MHGOpMauun, BbIMOMHEHNE
KOTOpPbIX HE MNpeaycMOTpeHo TpeboBaHuaMM O 3awmuTe MHGOpPMaLMKU, HE COCTaBMSAKOLWEN
rocygapCTBEHHYIO TanHy, cofepXallencs B rocygapCTBeHHbIX MHOPMALMOHHBIX cucTemMax,
yTBepxaeHHbIx npukazom ®CTIK Poccum ot 11 doeBpans 2013 r. N 17,

0) nonutukamm obecneyeHnss MHGOpMaUMOHHOW 6e3onacHocTn  obnapartens
MHdopMauum (3akas4dmka), oneparopa u ynosIHOMOYEHHOro nmua, paspadotanHbivmn no FOCT
P MCO/M3K 27001 "MHdopmaumoHHass TexHonorusi. Metogbl u cpenctsa obecneyeHus
6e3onacHocTn. CuCTeMbl MeEHemKMeHTa MHGOopMmauMoHHOM GesonacHocTu. TpeboBaHus",
npeabsiBreHbl 4ononHUTeNbHble TpeboBaHMA K 3awmuTe MHopmMauum B MHEOOPMAaLMOHHOM
cucTeme.

Mpn [ONONHEHUM YTOYHEHHOro ajanTupoBaHHoOro 6as3oBoro Habopa Mep 3aWumThl
MHdOpMaLMKM BO3MOXHbI crneayroLline 4eNcTBuA:

1) MoXeT OblTb OBOCHOBAHO, YTO Mepbl 3aWuTbl UHGPOPMAUUKU, BKIIKOYEHHbIE B
YTOYHEHHbI aganTUpoBaHHbIN 6a3oBbI HAbop Mep 3awunTbl HPOPMaLUUK, 4OCTATOUHbI 4SS
BbIMOMIHEHUST  OOMOMHUTESNbHBLIX TPeboBaHMW, YCTAHOBMEHHbIX eaepanbHbiM  3aKOHOM,
ykasom [Npe3ngeHta Poccunckon depepaumm, noctaHosneHmem lNpaButenscrea Poccuickon
degepaumm, HOPMATMBHLIMW akTaMW OpraHa rocy4apCTBEHHOM BRacTW, opraHa MeCTHOro
camoyrnpaeneHuss wnu opraHmsauun. B 3TOM cnyyae [OonosiHEHME  YTOYHEHHOro
aganTnpoBaHHOro 6asoBoro Habopa mMep 3awmTbl MHGPOPMaLMK He TpebyeTcs;

2) moryT ObiTb ycuneHbl (YXXeCTouyeHbl) TpeboBaHUA K HEKOTOPbIM MepaMm 3aluuThbl
MHOpPMaUUK, paHee BKMHYEHHbIM B YTOYHEHHbLIN aganTUpPOBaHHbIM 6a3oBbIi Habop mep
3aWwunTbl MHopmauun, [0 YPOBHS, obecneymBarollero BbINOSIHEHWE OOMOSMHUTENbHbIX
TpeboBaHW, YCTaHOBMEHHbLIX bedepanbHbIM 3akoHOM, Yykaszom [lpeauageHta Poccunckon
depepaumun, noctaHosneHnem [lpaButensctea Poccunckon Pepepauuun, HOpMaTUBHbIMU
aKkTaMy opraHa rocygapCTBEHHOW BRnacTW, oOpraHa MEeCTHOro camoynpaBfeHus wunu
opraHusauuu;
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3) MoXeT OblTb 4OMNOMHEH YTOYHEHHbIN afanTUPOBaHHbLIN 6a30BbIi HAOOP Mep 3alLnThbl
WHpopMauun Mepamy  3aWmTbl  MHOPMAaUMM  ANSA  BbINOSIHEHUS  AOMOMNHUTESNbHbIX
TpeboBaHUN, yCTaHOBMNEHHbIX hedepanbHbiM 3akoOHOM, Yyka3oM [lpeangeHTa Poccuiickon
depepaummn, noctaHosneHnem [paButensctBa Poccunckon Pepepauun, HOpMaTUBHbIMU
akTamu opraHa rocygapCTBEHHOW BracTW, OpraHa MEeCTHOro CcaMoynpaBneHna unm
opraHuMsauMm B Crnyyae, €Cnu TakMe Mepbl He YCTaHoBreHbl TpeboBaHnaMM O 3alumTe
WHpopMauuK, He  COCTaBMAKWEN FOCYAAapCTBEHHYKD  TavHy, coAepxalwencs B
rocyaapCTBEHHbIX MHGPOPMALMOHHBLIX CUCTEMAX, YTBEPXAEHHbIX rnpukazom PCTIK Poccum ot
11 peBpansa 2013 r. N 17.

A) NpMMeHeHMe KOMMNEeHCUPYILUX Mep 3aluTbl MHopMauum

CchopmmpoBaHHbIn  Habop Mep 3awmTbl MHGOPMaUMM MOXET coaepXaTb Mepbl
3aWuTbl MHOPMaLMK, KOTOpble MO KakKMM-NMbo npuymHam (BblCOKas CTOMMOCTb, OTCYTCTBUE
anpobupoBaHHbIX TEXHUYECKUX peanu3aumi, Henpuemnemo 6GonblumMe CpOoKM peanusauuu,
OTCYTCTBME KOMMETEHUMM ONs 3KCnryataumm u gpyrue) genaet HEBO3MOXHbBIM UK KpanHe
3aTPYAHUTENbHBIM MX peanu3auuio B MH(POPMAaLMNOHHOW CUCTEME B pamKax ee CUCTEMbI
3aLnTbl MHopMaLmn.

B Takmx cnydasx y 3akasuyuka, onepatopa v paspaboTymka (NPOEKTMPOBLLMKA) €CTb
BO3MOXHOCTb ~ 3aMEHUTb  COOTBETCTBYKOLME  Mepbl  3awmTbl  MHopmauum  Ha
KOMMNEHCcUpyoLwmne Mepbl 3alimTbl MHGOpMaLK.

B kayectBe WCXOAHbIX AaHHbIX ANA pas3paboTkM KOMMEHCUPYHOLWMX Mep 3aliuThbl
NMHpopmauuu, B NepByto ovepenb, HeobxoaumMo paccmaTtpuBaTb:

npunoxenne N2 k TpeboBaHusM O 3awmuTe WHGPOPMAUUK, HE COCTaBMSAKOLEN
roCy4apCTBEHHYK TalHy, COAepXallencsa B rocyaapCTBEHHbIX MHOPMALMOHHBIX CUCTEMAX,
ytBepxaeHHbiM npukaszom PCTOK Poccum ot 11 dpeBpans 2013 r. N 17, u pasgen 3
HaCTOSLLLEro MeTOANYECKOro 4OKYMEHTA;

MeXAyHapoaHble, HauuoHanbHble CTaHgapTbl, CTaHA4apTbl OpraHu3auun B obnactu
MHdOpMaLMOHHON Be3onacHoCTY;

pesynbTaTbl COBCTBEHHbIX paspaboTok (Hay4HO-MccnegoBaTenbckne n
ONbITHO-KOHCTPYKTOPCKME paboThl).

[Mpu 3aTOM JOMKHO BbITH NPOBEAEHO 0O60CHOBaHME NPUMEHEHUS KOMMEHCUPYIOLLIMX Mep
3aWnTbl MHOPMaLMK, BKITHOYatOLLEE:

N3NOXEHNEe NPUYMH UCKITIOYEHUSA Mepbl (Mep) 3awnTbl MHGOPpMaLUnK;

COMOCTaBIIEHNE UCKNOYaeMon Mepbl (Mep) 3awmTbl MHOpMaumMmM ¢ Bnoknpyemomn
(HenTpanuayemoin) yrposom (yrposamm) 6e3onacHocT MHpopmMaumm;

onucaHue coaepkaHusi KOMNEHCUPYIOLWMX Mep 3alLnTbl MHOpMaLMK;

CpaBHUTESNbHbIA  aHanM3  KOMMEHCUPYHLKUX Mep  3awuTbl  MHOpMauMM C
NCKITI0YaeMbIMM MepamMun 3aLmTbl MHpopmauuu;

aprymMeHTauuio, 4to npegnaraemMble KOMMEHCUPYHLIME Mepbl 3amuTbl MHOPMaL MK
obecneynBaloT ageksaTtHoe 6GrokMpoBaHue (HenTpanusauui) yrpo3 6GesonacHocTu
MHdOpMauuK.

PaspabotaHHoe o6ocHOBaHMEe [OMKHO OblTb NpeacTaBneHo npu  NpoBeaeHUM
aTTeCTaLMOHHbIX UCMbITAaHUI. [1pn aTTECTALMOHHbBIX UCMbITAHUAX C Y4E€TOM NpPeaAcTaBreHHOro
060CHOBaHUA OOIMKHbI OblTb OLIEHEHbl LOCTAaTOMHOCTb M aAeKBaTHOCTb KOMMEHCUPYHOLLNX
mMep ansg 6nokMpoBaHusa (HemTpanuaauumn) yrpo3 6e3onacHoOCT MHopMauun.

3. CopepxaHue mep 3awmTbl MHPopMauum B UHPOPMaLMOHHON CUCTEME

3.1. UpeHTtudmnkauma n ayteHTucpukaums cyobLekToB JocTyna n o6 beKToB focTyna
(MAD)


garantf1://70291358.1000/
garantf1://70291358.0/
garantf1://70291358.1200/
garantf1://10002673.5/
garantf1://70291358.0/

UAD.1 UpeHTUpuKaumua u ayteHTUdUKaLMA Nonb3oBaTesien, ABNSOLWMUXCS
paboTHuKamm oneparopa

Tpe6boBaHua k peanusauum WUAD.1: B unHpOpMaUMOHHON cUCTEME [OSMKHA
obecrneunmBatbCs MOeHTUUKAUMSA W ayTeHTUUKauMs nonb3oBaTenen, HABMSOLWUXCA
paboTHMKaMn onepaTopa.

Mpu goctyne B MIHPOPMAaLMOHHYO CUCTEMY AOSPKHA OCYLLECTBNATLCH NaeHTUMmKaLms
N ayTeHTMduKauna nonb3oBaTtenen, ABNSALWMXCA paboTHMKamMK onepartopa (BHYTPEHHWUX
nonb3oBaTenien), N MNpoLeccoB, 3arnyckaemblX OT MMEHW 3TUX Morb3oBaTenen, a Takke
npoLeccoB, 3anyckaemMblX OT UMEHWN CUCTEMHbIX Y4ETHbIX 3anucen.

K BHYTpeHHMM nonb3oBaTensM B LEensaxX HacToswero [JOKYMeHTa, OTHOCATCA
OOJDKHOCTHbIE Nvua onepaTtopa (nonb3oBatenu, agMUHUCTPAaTOPb!), BbIMOMHSOWMNE CBOU
AOIMKHOCTHbIE 0693aHHOCTU ((PYHKUMM) C MCNOSb30BaHMEM MHAOPMALMU, UHAPOPMALMOHHbBIX
TEXHOSIOMMA U  TEXHUYECKUX CPeacTB MHMOPMALMOHHON CUCTEMbI B COOTBETCTBUM C
AOIMKHOCTHLIMU pernameHTamun (MHCTPYKUUAMM) YTBEPXKOEHHBIMU ONepaTopoM M KOTOPbIM B
MHOPMALNOHHOM CUCTEME NPUCBOEHBI YY4ETHbIE 3anucu.

B kayecTBe BHYTpPeHHWX nonb3oBaTenen AOMNOMHUTENbHO paccMaTpuBalroTCs
AOJDKHOCTHbIE Nuua obnagatena uHdopmauum, 3akasyumka, YNofHOMOYEHHOro nivua u (1unu)
ornepaTtopa MHOWN MHAPOPMALIMOHHOM CUCTEMBI, @ TakKe nuua, NnpuBfiekaemMble Ha JOrOBOPHON
ocHoBe [Ansi obecrneyeHus YHKUMOHUPOBAHUA WHAOPMALNOHHOM CUCTEMbI  (PEMOHT,
rapaHTumHoe obcnyxunBaHue, perfiameHTHble U  UHble paboTbl)) B COOTBETCTBMM C
OpraHM3auMoHHO-pacnopsaanTENbHBIMM - JOKYMEHTaMM  onepatopa W KOTOpPbIM B
NMHOPMaLNOHHOW CUCTEME TaKKe NPUCBOEHbI YY4ETHbIE 3anucu.

Monb3oBaTenu NHOPMaLIMOHHON cucTeMbl OOJTKHbI OAHO3HA4YHO
NoeHTUUUNPOBaTLCA N ayTEeHTUULMPOBATLCA ANS BCEX BUOOB A0CTYNa, KPOMe Tex BMOOB
AO0CTyna, KOTOpble OnpeaensitoTca Kak OeWCTBUs, paspelleHHble 0 uAeHTUuKauum wn
ayTeHTuukaLmm B COOTBETCTBUN C MEPON 3aLumTbl HopmMauum YI14.11.

AyTeHTUpMKaLma nonb3oBaTens OCYLWEeCTBASEeTCS C  WCNoNb3oBaHWEeM naponewn,
annapaTtHblX CpeacTB, OMOMETPUYECKMX XapaKTepUCTUK, WHbIX CPeaCcTB WM B Ccryvyae
MHOroakTopHOMN  (OBYX(pakTOpHOW) ayTeHTUpukauum - onpegeneHHon KoMbuHaumm
YKa3aHHbIX CPEACTB.

B nHdopmaunmoHHon cucteme gormkHa bbITb obecnevyeHa BO3MOXHOCTb O4HO3HAYHOro
COMoOCTaBneHna unaeHTudgukatopa nonb3oBaTenss C 3anyckaemMbiMM OT  €ero  MMEeHU
npoueccamu.

MpaBuna wn npoueaypbl WAEHTUMKAUUMM U ayTeHTUdMKauuM nornb3oBaTenen
pernamMeHTUpyTca B  OpraHM3auuoOHHO-pacrnopsauTESibHbIX  JOKYMEHTax Mo  3awuTe
MHdOpMauuK.

Tpe6oBaHus Kk ycunenmro MUAP.1:

1) B WH(oOpMauMOHHOW cucTemMe [ofmbkHa obecnevmBaTbCa  MHOrodakTopHas
(oByxhakTtopHasa) ayTeHTUduKauus Ang yaaneHHoro AocTyna B CUCTEMY C  npaBamu
NPUBUNErMPOBaHHbIX YYETHbIX 3anucen (a4MUHUCTPATOPOB):

a) C UCnorb3oBaHMEM CeTU CBA3N OOLLEero Nofb30BaHUs, B TOM Yucne cetu VIHTepHeT;

6) 6e3 ncnonb3oBaHUA ceTn CBA3N O6LLErO NONb30BaHMS;

2) B MH(MOPMALMOHHOM cUCTEME [OfkKHa obecnevmBaTtbCsl MHOroakTopHas
(BByxdhakTopHasa) ayteHTuduKauua Ons  yganeHHoro [ocTyna B CUCTEMY C  MpaBamu
HernpuBUIIErMpPoBaHHbLIX YY4ETHLIX 3anuncen (nonb3oBaTenen):

a) C UCnorb3oBaHMEM CETU CBA3M OBLLEro Nonb30BaHMs, B TOM Yncne cetn VIHTepHeT;

0) 6e3 ncnonb3oBaHUsA ceTu CBA3N 0BLLEero Nofb30BaHUs;



3) B WH(MOPMAUMOHHOM CUCTEME [OfkHa obecneumBaTbCA MHOrogakTopHas
(OByxdakTopHasa) ayTeHTuduMKaumsa Ons  fokarbHOro JocTyrna B CUCTEMY C MpaBamu
NPUBUIIErMPOBAaHHBIX YYETHbIX 3anucen (agMMHUCTPaToOpPOB);

4) B WH(pOPMAUMOHHON cuCTeMe [AofmkHa obecneunmBaTbCAa MHOrogakTopHas
(OByxdbakTopHas) ayTeHTUdUKauMs aOns JoKanbHOro Joctyna B CUCTEMY C  NpaBamu
HenpuBUNEerMpoBaHHbIX y4eTHbIX 3anucen (nonb3osaTenen);

5) B wH(oOpMaumoHHOM cucTeme JofmkHa obecnevmBaTbCAa  MHOrodakTopHas
(BBYxdakTopHas) ayTeHTuduKaumsa npu goctyne B CUCTEMY C NpaBaMu MpUBUNIErMPOBaHHBIX
YyYeTHbIX 3anucen (agMMHUCTPATOPOB), rae OAnH n3 akTopoB obecneynBaeTcsa annapaTHbIM
YCTPONCTBOM ayTeHTUdUKaummn, oTaeneHHbIM OT MHMOPMAUMOHHON CUCTEMbI, K KOTOPOW
ocyLlecTBnsgeTca JOCTyn,

6) B MHMOPMALMOHHOM CUCTEME [OfPKHaA obecnevmBaTtbCsl MHOrogakTopHas
(oByxdbakTtopHas)  ayTeHTMdMKauma  npu  Joctyne B CUCTeMy C  MpaBamu
HeNpMBUNErMpoBaHHbIX Y4YeTHbIX 3anucen (Nonb3oBaTenen), rae oOavH U3  (aKTopoB
obecne4vnBaeTcs YCTPOMUCTBOM, OTAENEHHbIM OT WHAOPMALUOHHOM CUCTEMbI, K KOTOPOW
OCYLLIeCTBNAETCHA A0CTYn,

7) B MHGOPMALMOHHOMW CUCTEME [OOJTHKEH UCMNOSb30BaTbCA MEXaHW3M OAHOPa30BbIX
naponen npu ayTteHTUMKaumMm nonb3oBaTenen, OCYLEeCTBAAWMX YOaneHHbIn Wunu
noKanbHbIA JOCTYN;

8) B uWHGOpmMaLMOHHOM cucTeMe [Ansa ayTeHTuduMKaumm nonb3oBaTenen LOSMKHO
obecneunmBaTtbCA MNPUMEHEHWE B COOTBETCTBUM C 3akoHopaTesibcTBoOM  Poccuickon
depepaumm kpuntorpamnyeckmx MeTo4oB 3awmTbl MHOPMaLINK.

CopepxaHue 6aszoBon mepbl UAD.1:

Mepa 3awuTbl MHPOpPMaLMn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
NAD.1 + + + +
Ycunenne NAD.1 1a, 2a, 3 1a, 24, 3, 4

NAD.2 UpeHTUpuKauma n ayteHTMPMKaLma yCTPOMCTB, B TOM YMUCIEe CTaLMOHAPHbIX,
MOOUIbHbLIX U NOPTAaTUBHbIX

Tpe6boBaHua kK peanusauumm WUAD.2: B wnHpopmMaumoHHOM cucTemMe [O Havana
MHOPMALNOHHOIo B3auMoAeNCTBUSA (Nepegaym 3almiiaemMon nHpopmaumm oT yCTponcTea K
YCTPOWCTBY) [OSMKHA OCYLWECTBAATbCA WAEHTUUKaAUMS U ayTeHTMdUKaums YCTPOWCTB
(TeXHU4Yeckux cpeacTs).

Onepatopom gosmkeH 6bITb onpeaerieH nepeyeHb TUNOB YCTPOWUCTB, UCMOSb3yeMbIX B
MHOPMALNOHHOM cuUcTemMe 1 noanexawmx ngeHTuukaumm n aytTeHTuukauum 0o Havana
MHOPMALMOHHOIO B3aMMOLENCTBUA.

NpeHTndukauma ycTponcts B UHPOPMAUMOHHOM cucteme obecneynBaeTcs Mo
normyeckum umeHam (umsa yctpouctsa u (umnu) ID), normdecknum agpecam (Hanpumep,
IP-agpecam) n (unn) no dusndeckum agpecam (Hanpumep, MAC-agpecam) yctponcTea mnm
no KOMOMHaLUUM UMEHMU, FTOrMYECKOro U (Mnn) bmnsn4ecKkoro agpecos yCTPONCTBA.

AyTeHTU(MKaLMa YCTPONCTB B WH(OpMaUMOHHOW cucteme obecnevnBaeTcss C
NCNoNnb30BaHMEM COOTBETCTBYIOLIMX MPOTOKOSIOB ayTEHTUMMKAUMN UK C MPUMEHEHMEM B
COOTBETCTBUMN C 3akoHoaTernbcTBoM Poccurckon ®epepauumn kpuntorpagouyeckmx MeTtogos
3aWmThl MHOpMaLMN.

MpaBuna wn npouedypbl  MAeHTUUKaALMM UM ayTeHTUdUKaumm  YCTPOUCTB
pernameHTUpyTCsa B OpraHM3auMOHHO-pacnopsaauMTenbHbiX AOKYMEHTax ornepatopa no
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3awmrTe nHpopmaumn.

Tpeb6oBaHus K ycunenmro UAD.2:

1) B MIHPOPMALMOHHOM cucTemMe AofmkHa obecnevmBaTbCa ayTeHTUDMKALMA YCTPOUCTB
[0 Havana MH(opMaLMOHHOIo B3anMOeNCTBUSA C HUMMN:

a) B3anMHasi ayTeHTUduKaLmsi yCTporMCcTBa U CpeacTBa BblYNCINTESNTbHON TEXHUKN (NN
ApYyroro B3aMMoAeNCTBYHOLLErNO YCTPOMUCTBA);

6) ayTeHTUMKaLMa NO YHMKaNbHbIM BCTPOEHHbIM CpeACTBaM ayTeHTUdUKaLnn.

CopepxaHue 6azoBoun mepbl NUAD.2:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV nHpopMaLMOHHOW CUCTEMBI

4 3 2 1

NAD.2 + +
Ycunernne NAD.2

UA®D.3 YnpaBneHue naeHtucpukaTtopamm, B TOM Yucrie cosgaHuve, npmcBoeHue,
YHUUYTOXEeHUue naeHTudmkaTtopoB

Tpe6oBaHua k peanusaumm UAD.3: OnepaTopoM AOSMKHbI OblTb YCTAHOBMEHbLI U
peanu3oBaHbl cnegyowme QyHKUMW YNpaBreHus uaeHTudukaTtopamm nonb3oBaTenien u
YCTPOWCTB B MH(POPMAaLIMOHHON cUCcTeME:

onpegerneHne OOSMKHOCTHOIO Nuua (aaMUHUCTpaTopa) onepatopa, OTBETCTBEHHOMO 3a
co3gaHue, NPUCBOEHNE N YHUUTOXEHNE NOEHTUMKATOPOB NONb3oBaTENEN N YCTPONCTB;

dopmupoBaHMe  naeHTUUKaTopa,  KOTOPbIM  OAHO3HAYHO  MAeHTUUUMpYyeT
nons3oBaTens n (Mnn) yCTpomucTBO;

nNpucBOeHMe naeHTudmrkaTopa Nonb3oBaTesnto n (Unm) yCTpomuCTBY;

npegoTBpalleHne MOBTOPHOMO WMCNOMb30BaHUSA WAeHTUMKaTopa nonb3oBaTens wu
(vnn) ycTponcTBa B Te4deHMe YCTaHOBNEHHOIO ornepaTopom nepuoaa BpeEMeEH!;

GrnoknpoBaHne naeHTUdUKaTopa nonb3oBaTensi Nocrne yCTaHOBNEHHONO OnepaTtopoMm
BPEMEHWN HENCMNONb30BaHUS.

MpaBuna v npoueaypbl ynpaeneHuss uaeHTUdMKaTopamMu pernaMmeHTUpyoTca B
OpraHn3auUnoHHO-pacnopaauTenbHbIX JOKYMEHTax onepaTtopa no 3awuTte uHopmaumu.

Tpe6oBaHue Kk ycunenunro NAD.3:

1) onepatopoM  OO/MKHO  OblTb  WCKMOYEHO  MOBTOPHOE  MCMOSb30BaHWE
noeHTumkaTopa Nnonb3oBaTens B TeYEHNe:

a) He MeHee OAHOro roaa;

0) He MeHee Tpex neT;

B) B TEYEHME BCEro nepmoaa aKkcnnyaraumm nHpopMaumoHHON CUCTEMBI;

2) onepatopoM [OOMKHO OblTb obecneyeHo 6GrnokupoBaHve wuaeHTUdUKaTopa
nonb3oBaTens Yepes3 nepnog BpeEMeHN HENCNONb30BaHUS:

a) He 6onee 90 gHen;

0) He Bonee 45 gHen;

3) onepatopoM JomkHO OblTb obecnevyeHO  MCMONb30OBaHWE  Pa3fIUYHOM
ayTeHTUUKALMOHHOM MHOPpMaLMK (pasnnyHbIX CPeACTB ayTeHTMduKaumum) nonb3oBaTens
ANna BxoAa B WH(MOPMAUMOHHYHO CUCTEMY M [OCTyna K MpUKIagHoOMy (cneuuanbHOoMy)
nporpaMmmHoMy obecneveHumto;

4) onepatopoM AOMKHO ObiTb WCKMNIOYEHO UCMONb30oBaHWEe uAeHTMdUKaTopa
nonb3oBaTens WMHGOPMALMOHHOM CUCTEMbI MPU CO34aHMM YY4ETHOW 3anucu Nosib3oBaTens
Ny6rIMYHON 3NEKTPOHHOW MOYTbI UM UHBIX NYBNIMYHbBIX CEPBUCOB;

5) onepaTopomM OOMKHO ObITb 06ecneyeHo ynpasneHne naeHTurkaTopamm BHELHNX



nonb3oBaTenen, YYETHbIE 3anmncu KOTOPbIX UCNONb3YHTCA ONA O0CTyna K O6LL|,€£I,OCTyI'IHbIM

pecypcam MHPOpMaLNOHHON CUCTEMDI.

CopepxaHue 6azoBon mepbl UAD.3:

Mepa 3awmTbl MHpopmaLmm

Knacc 3awmeHHoCT MHOPMaLMOHHOW CUCTEMbI

4

3

2

1

NAD.3

+

+

+

+

Ycunernne MAD.3

1a, 2a

1a, 2a

16, 26

UAD.4 YnpaBneHue cpeacTtBamMmm ayTeHTU(pUKaLIMK, B TOM YUCIe XpaHeHue, Bblgaya,
MHMLUManu3aums, 6nokMpoBaHue cpeacTB ayTeHTU(PUKALUKN U NPUHATUE Mep B criy4yae
yTpaTtbl 1 (MN1) KOMNpomMeTauumn cpeacTB ayTeHTUUKauum

Tpe6boBaHua k peanusaumm UAD.4: OnepaTtopoM AOSMKHbI OblTb YCTAHOBMEHbLI U
peanu3oBaHbl  crnegywowmne  (PyHKUMM  ynpaBneHuss  cpeacTBaMu  ayTeHTUdumKaumm
(ayTeHTUdUKaLMOHHON MHOpMaLmMen) nonb3oBaTesien U ycTpouCcTB B UHAPOPMaLUMOHHON
cuUcTeme:

onpeaeneHne SOMKHOCTHOrO nuua (agMuvHUCTpaTopa) onepaTtopa, OTBETCTBEHHOIO 3a
XpaHeHue, Bblgady, MHuumanusaumio, 6noknpoBaHme cpeacTs ayTeHTUdUKaUMmM n NpuHATne
Mep B criydae yTpaThl U (Mnn) KomnpomeTaumm CpeacTB ayTeHTudmKkaumm;

N3MEHEHNE  ayTEeHTMMKALUMOHHON  WHpopMaumm  (CpeactB  ayTeHTudukauumm),
3afaHHbIX UX NPOM3BOAUTENAMU N (UMW) UCMNONb3YEMbIX NMPU BHEOPEHUU CUCTEMBI 3aLUUTHI
MHdopMaLUnn NHPOPMALMOHHON CUCTEMDI;

BblJada cpeAcTB ayTeHTUMUKaLumn nonb3oBaTensw;

reHepaumss U Bblgava HavanbHOW ayTeHTUMUKALMOHHOM MHGOpPMauuK (HayvanbHbIX
3Ha4YeHun cpeacTB ayTeHTUdMKaunn);

YCTaAHOBIEHME XapaKTEPUCTUK napons (Npu WMCNonb3oBaHMM B WMHEMOOPMALMOHHOM
cUCTEME MEXaHU3MOB ayTeHTUdUKaL MM Ha OCHOBE Napons):

a) 3afjaHMe MWHUMArbHOW CIOXHOCTM Napons C onpeaendeMbiMu OnepaTopom
TpeboBaHNAMM K PErucTpy, KoOmmMyecTBy CUMBOSOB, COYETaHUO OYKB BEPXHEro M HWXHEro
perncTpa, unudp 1 cneymnanbHbIX CUMBOSIOB;

0) 3agaHne MUHMMArIbHOIO KOSIMYecTBa M3MEHEHHbIX CUMBOSIOB MPU CO34aHUN HOBbIX
naponewu;

B) 3a4aHne MakCMMasnbHOro BpeMeHu AeNCTBUS Napons;

r) 3agaHne MMHUManbLHOro BpeMeHU AEeNCTBUS Napons;

[) 3anpeT Ha MCMNonb30BaHWE MNONb30BaTENAMM OMpeaeneHHOro onepaTtopoM yucna
nocrnegHuX NCNosfib30BaHHbIX Napofien Npu co3gaHum HOBbIX Naposien;

GnokupoBaHue (npekpalieHne AENCTBUSA) n 3amMeHa
CKOMMNPOMETUPOBAHHbLIX NI MOBPEXOEHHbIX CPEeACTB ayTeHTUMKaLUMN;

Ha3HayeHne HeobXoAMMbIX XapaKTEepPUCTUK CPeacTB ayTeHTudukauumn (B TOM 4vucrne
MexaHu3Ma napons);

oBGHOBNEHNEe ayTeHTUMDMKALMOHHON NHOpMaLMn (3ameHa CpeaCcTB ayTeHTUdukaumm)
C NepNOLNYHOCTbBIO, YCTAaHOBEHHOW ONepaTopoMm;

3awmrTa ayTeHTUPUKaLUMOHHON WHJOpPMauuM OT HenpaBOMEpPHbIX OOCTyna K Herl u
MOANULMPOBaHKS.

MpaBuna n npouenypbl yrnpaBneHus cpeacrteamu ayTeHTudunkauum
(ayTeHTUdUKaLMOHHOM NHopMaumen) pernameHTupytoTcA B
OpraHuM3auUnoHHO-pacnopsanTENbHbBIX JOKYMEHTax onepaTopa no 3awumre nHpopmaumn.

Tpe6oBaHue Kk ycunenuro NAD.4:

YyTEPSIHHbIX,



1) B cnyyae uCMNonb3oBaHUA B  MHAPOPMALUMOHHOM CUCTEME  MEXaHW3MOB
ayTeHTUdUKaLMm Ha OCHoBe naporns (MHOW nocneoBaTenlbHOCTY CUMBOJIOB, UCNOSb3yeMOM
Ana ayteHTuduMKaumm) unuv nNpuMEHeHus napons B KavyecTBe OAHOro u3 (akTopoB
MHOrogakTopHOM ayTeHTUdUKALMK, Er0 XapakTEPUCTUKN OOMMKHbI ObITb CrieayroLwmMMu:

a) ONWHa napons He MeHee LWeCcTu CUMBOMOB, andasuT napona He mMeHee 30
CMMBOJSIOB, MaKCMMaribHOE KOMMYEeCTBO HeyCrnelHbIX MOMbITOK ayTeHTudukaumm (BBoAa
HenpaBunbHOro napons) Ao ©6nokupoBkn oT 3 go 10 nonbiTok, 6GnokMpoBka
NPOrpaMMHO-TEXHUYECKOTO CpeacTBa MMM YYEeTHOW 3anvucu  nonb3oBaTenss B criyyae
OOCTWXXEHUS1  YCTaHOBMEHHOro  MakKCUMasnbHOrOo  KOMMyecTBa  HeycCnellHbIX — MOrMbITOK
ayTeHTuukauum ot 3 4o 15 MMHYT, cMeHa napornen He 6onee vyem Yepes 180 gHen;

6) onvMHa naponst He MeHee LWeCTU CMMBOMOB, andaBuT napons He MeHee 60
CMMBOJSIOB, MaKCMMaribHOE KOMMYeCTBO HeyCrnelHbIX MOMbITOK ayTeHTudukaumm (BBoAa
HenpaBunbHOro napons) Ao ©6nokupoBkn oT 3 go 10 nonbiTok, 6GnokKMpoBka
NPOrpaMMHO-TEXHUYECKOrO CpeacTBa WM y4eTHOW 3anucu  Nonb3oBaTens B criyyae
OOCTWXKEHUS1  YCTaAHOBMEHHOro0  MakKCUMasnbHOro  KONMMYecTBa  HeycChelHbIX  MOMbITOK
ayTteHTuumkauum ot 5 go 30 MMHYT, cMeHa naponen He 6onee vyem Yepes 120 gHen;

B) ANMHA nNapons He MeHee LWecTU CUMBOSIOB, andasuT napond He MeHee 70
CMMBOJSIOB, MaKCUMaribHOE KOMMYEeCTBO HeyCneLwHbIX MOoMnbITOK ayTeHTudukaumm (BBoAa
HenpaswuribHOro napond) pAJo 6nokupoBkn oTr 3 [0 8 nNonbITOK, OGROKMpOBKa
NPOrpaMMHO-TEXHUYECKOrO CpeacTBa WM y4eTHOW 3anucu  nonb3oBaTens B criyyae
OOCTWXKEHUS1  YCTAHOBMEHHOro  MakCUMMasnbHOrO  KONMMyecTBa  HeychnelwHbIX  MOMbITOK
ayteHTnpumkauyum ot 10 go 30 MnHyT, cmMeHa napornen He 6onee 4Yem vepes 90 gHen;

r) AnvHa napons He MeHee BOCbMW CUMBOSOB, andgasuT napona He meHee 70
CMMBOJSIOB, MaKCMMaribHOE KOMMYEeCTBO HeyCrnelHbIX MOMbITOK ayTeHTudurkaumm (BBoAa
HenpaswusibHOro napond) Ao 6nokupoBkn oT 3 [0 4  nNONbLITOK, OGROKMpOBKa
NPOrpaMMHO-TEXHUYECKOrO CpeacTBa WU y4eTHOW 3anucu  Nonb3oBaTens B crnyyae
AOCTWXKEHUS1  YCTAHOBMEHHON0  MakKCUMasnbHOrO  KONMM4ecTBa  HeycnellHbIX  MOMbITOK
ayTeHTudpukauyum ot 15 go 60 MnHyT, cMeHa naponen He 6onee 4Yem 4Yepes 60 aHen;

2) B VH(MPOPMALMOHHON cuUCTEME [OO/MKHO OblTb obecneyeHO UMCNoNb3oBaHUe
aBTOMaTM3NPOBAHHbIX CPeacTB AN POPMUPOBAHUA ayTEeHTUUKALMOHHON MHGOopMaLmn
(reHepaTopoB naponen) ¢ TpebyeMbiMU XapakTepUCTUKaMU CTOMKOCTU (CWUISibl) MexaHu3ma
ayTeHTUdUKaLMnM N ANs OLEHKN XapaKTepUCTUK 3TUX MEXaHU3MOB;

3) B MHPOPMALIMOHHON cucTemMe OOMMKHO BbITb 0becnevyeHo UcnonbL30BaHNE CEPBEPOB
n (M) nporpamMHOro obecnedyeHuss ayTeHTUdUKaumm Ons eOuHOW ayTeHTudukaumm B
KOMMOHEHTax MHMOPMALMOHHON CUCTEMbI U KOMMOHEHTax nporpaMmHoro obecrnevyeHus,
npegycmaTpmBaroLLero CO6CTBEHHYO ayTeHTUMKALMIO;

4) onepaTop A0SMKeH obecnevnTb nosiydeHne (3anpocuTb) Yy NOCTaBLUMKA TEXHUYECKNX
CpeAcTB M nporpammHoro obecnevyeHuss UHPOPMALNOHHON CUCTEMbI ayTEHTUMUKALMOHHYIO
MHOPMaUUIO, 3a4aHHYH0 NPOM3BOAUTENEM 3TUX TEXHUYECKUX CPEeACTB U NPOrpaMmMHOro
obecneyeHna N He yKasaHHYH0 B 9KCMnyaTaunmoHHOM AOKYMEeHTauuu;

5) onepaTopoM A0SKHbI ObiTb OnNpefeneHbl Mepbl MO WUCKIHYEHUIO BO3MOXHOCTMU
MCMONb30BaHUA  MOMb3oBaTeENAMM  UX  UOEHTUUKATOPOB W naporied B OPYrnx
MHAPOPMALMOHHBIX CUCTEMAX.

CopepxaHue 6azoBon mepbl UAD.4

Mepa 3awuTbl MHOpMaLmn Knacc 3auwmieHHoCTV MHhopMaLMOHHOW CUCTEMbI
4 3 2 1
NAD .4 + + + +
Ycunenue NAD .4 1a 16 1B 1r




MA®.5 3awumTta o6paTHON CBA3M Npu BBOoAE ayTEHTU(PUKALIMOHHOWN MHpopMaLMm

Tpe6oBaHusa k peanusaumm WUAD.5: B unHpOPMaAUMOHHON CUCTEME [LOSMKHA
OCYLLIECTBMNATLCA 3aliMTa ayTeHTMUKALUMOHHOM MHGOpMauMM B npouecce ee BBoda Ans
ayTeHTUUKaAUMM OT BO3MOXHOIMO WCMOSMb30BaHMUS NvuaMu, He UMEKLWMMU Ha 3TO
NOSTHOMOYUIA.

3awmTa obpaTtHom cBA3M "cuctema - cybbekT goctyna" B npouecce ayTeHTudumkaumm
obecneunBaeTca UCKIKOYEHMEM OTOOpakeHuss AOns  nonb3oBaTens AencTBUTENbHOro
3HayeHust  ayTeHTU(UKAUMOHHOM  WMHopMauum ©n  (MNK)  KONMYecTBa  BBOOAUMbBIX
nonb3oBaTenieM CUMMBOSIOB ayTeHTUUKALUMOHHON WHGopmauun. Beoanmble CUMMBONMGI

napons MoryT oTobpaxaTbCsl YCNOBHbIMU 3Hakamu™", "* " N NHbIMK 3HAKaMM.

Tpeb6oBaHus kK ycunenmnro UAD.5:

He ycTaHoBNEHbI.

CopepxaHue 6azoBon mepbl UAD.5:

Mepa 3awuTbl MHpOpMaLmn Knacc 3aumieHHoCTV HpopMaLMOHHOW CUCTEMBI
4 3 2 1

NAD.5 + + + +

Ycunenve NAD.5

UAD.6 UgeHTUpUKaumua n ayteHTMdUKauma nonb3oBaTesie, He ABNAIOLWUXCA
paboTHMKamu onepatopa (BHELWHUX nonb3oBaTenen)

Tpe6oBaHusa k peanusauum WUAD.6: B unHPOpMaUMOHHON cUCTEME [OSMPKHA
OCYLEeCTBMNATbCA OAHO3Ha4yHas wuaeHTUUKauma u ayTeHTUdUKauma norib3oBaTenen, He
ansowmxca  paboTHukamu onepatopa (BHEWHMX Mofib3oBaTenen), unm npoueccos,
3arnyckaeMblX OT UMEHW 3TUX Nosib3oBaTenen.

K nonb3oBatensMm, He 4gBngawowmmca paboTHukam  onepaTtopa  (BHELHUM
nonb3oBaTesisiM), OTHOCATCA BCE NOfb30BaTENN MH(POPMALNOHHON CUCTEMBI, HE YKa3aHHbIe B
NA®.1 B KadeCTBe BHYTPEHHUX nofib3oBaTenen. [lpuMepomM BHELLUHMX MOfb3oBaTenemn
ABMAOTCA rpaxjaHe, Ha 3aKOHHbIX OCHOBaHUAX Yyepe3 ceTb VIHTepHeT nosnydatowme OocTyn K
MHOPMAaUNOHHBIM pecypcamM nopTana [ocygapcTBeHHbIX ycnyr Poccuinckon ®egepauuu
"OnNeKTpoHHOro npasuTenscTBa” mnu oduumanbHbiM canTam B cCeTu WIHTepHeT opraHoB
rocygapCTBeHHOW BNacTu.

Nonb3oBartenu NHGOPMaLIMOHHOMN CUCTEMBI JOIMKHbI O[HO3HA4YHO
naeHTununpoBaTbCa 1 ayTeHTMdMUMPOBaTLCA AN BCEX BUAOB A0CTYyMNa, KpoOMe Tex BUOOB
AOCTyna, KOTOpble OnpefensiTca Kak OeUCTBUS, pas3pelleHHble [0 uaeHTudukauum wn
ayTeHTuukaLmm B COOTBETCTBUN C Mepon 3awmTel ntHdopmauum YI14.11.

NpeHTudukaums wn  ayTeHTUdUKaUMS  BHEWHWX Monb3oBatenenM B Uensax
npefoCTaBeHNs roCy4apCTBEHHbIX YCNYr OCYLLECTBNAETCS B TOM YMCMe C UCMNOSb30BaHNEM
edVHON CUCTEMbl UAeHTUdUKaumMmM u ayTeHTuduKaumm, co3gaHHOM B COOTBETCTBUMM C
noctaHoBrneHnem lNpaeutensctea Poccunckon degepaumm ot 28 Hosbps 2011 r. N 977.

MpaBuna wn npoueaypbl UAEHTUDUKAUMM W ayTeHTudukaumMm nonb3oBaTerien
pernameHTUpyTCcsa B OpraHM3auMOHHO-pacnopsaauMTenbHbiX [AOKYMEHTax ornepatopa no
3awmTe nHpopmaumn.

Tpe6oBaHus kK ycunenmro NUAD.6:

He ycTaHOBNEHLI.

CopepxaHue 6aszoBon mepbl UAD.6:
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Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV nHpopMaLMOHHOM CUCTEMbI

4 3 2 1

NAD.6 + + + +

Ycunenve NAD.6

NAD.7 WpeHTudpukauma m ayteHTMdUKauma o6bLekToB pannoBomn CUCTEMBI,
3anycKaeMbIX U UCMOJSTHAEMbIX MoAayren, 06 bLEKTOB CUCTEM yrnpaBrneHusa 6azamm
OaHHbIX, 06 BbEKTOB, CO34aBaeMbIX NPUKIAAHbLIM U cneuuanbHbIM NPOrpaMMHbIM

obecne4vyeHneMm, NHbIX OOBLEKTOB AOCTyNa

Tpe6boBaHua k peanusaumm WUAD.7: B wnHPOpMaUMOHHON cCUCTEME [OOSMKHA
OCYLLECTBMATbCA MAEHTUDUKALUMA W ayTeHTUdukaumss o6BHLEKTOB (anroBOW CUCTEMBI,
3anyckaeMblX WU UCMOMHSAEMbIX MoAgyrnen, oObekToB CUCTEM ynpaBneHus 6asamn OaHHbIX,
06BbEKTOB, co3fgaBaeMbIX NPUKNAAHbIM U creumanbHbIM NporpaMMHbIM obecneyeHnem, NHbIX
0O6BbEeKTOB JocTyna.

Tpeb6oBaHus Kk ycunenmnro UAD.7:

1) B HG OpMaUNOHHOM cucTeMe AofmkHa obecneymBaTbCs ayTeHTUMKaUNa o6 bekToB
¢annoBon CUCTEMbI C MCMNOSb30BAHMEM CBUAETENLCTB MOANIMHHOCTU WMHGOpMauun (B TOM
Yucre dNeKTPOHHOW NOANUCKU UITU UHBIX CBUAETENLCTB NOLAMMHHOCTM MHbopMaLumn);

2) B WH(pOpMaUMOHHOW cucTeMe AofmkHa obecneuynmBaTbCca ayTeHTUMKaumna
3anyckaemMblX U WUCMOMHAEMbIX MOAyfnen C WCNoNb30BaHMEM CBUAETENbCTB MNOLMMHHOCTU
mMoaynen (B TOM 4ucre UUPPOBLIX CUTHATYp MNPOU3BOAUTENSA WU WHbIX CBUAETENbCTB
NOASIMHHOCTN MoAyren).

CopepxaHue 6aszoBon mepbl UAD.7:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHhopMaLMOHHOW CUCTEMBI
4 3 2 1
NAD.7
Yceunexvne NAD.7

3.2. YnpaBneHue JocTynom cy6bLekToB focTtyna K oobektam goctyna (YINA)

YNA.1 YnpaBneHue (3aBegeHue, akTuBauus, 6nokMpoBaHue U YHUHTOXEHUNE) Y4EeTHbIMU
3anucsiMm nosib3oBaTesie, B TOM YMUCIie BHELUHUX nonb3oBaTtenen

TpeboBaHua k peanusauuu YIM[O.1: OnepaTtopoM AOSMKHbI ObITb YCTAHOBMEHbI U
peanua3oBaHbl criegylowmne yHKUMM ynpaBneHus yY4eTHbIMU 3anucsiMi Nnornb3oBaTenen, B
TOM YMCne BHELIHUX NOSb30BaTeNen:

onpegeneHMe Tuna YYeTHOW 3anucu (BHYTPEHHEro nonb3oBaTensi, BHELUHEro
nonb3oBaTesnsl; CUCTEMHAs, NPUIOXEHUS; rocTeBasi (AHOHUMHas), BpEMEHHast N (MNn) NHble
TUMbI 3anucen);

o6beanHeHne y4eTHbIX 3anucen B rpynnbl (Npy He06Xo4MMOCTH);

BepudmKaumio nonb3oBaTens (NpoBepka NMYHOCTU NONb30oBaTenNs, ero AOMKHOCTHbIX
(dyHKUMOHanbHbIX) 0653aHHOCTEN) NPY 3aBEAEHUN YYETHOWN 3anucu nonb3oBaTtens;

3aBefeHue, aktuBauusi, ONOKMpoOBaHME WU  YHUYTOXEHME YYEeTHbIX 3anucen
nonb3oBartenemu;



nepecMoTp U, Npu HEOHBXOAMMOCTUN, KOPPEKTUPOBKA Y4ETHBIX 3anncen nonb3oBaTenen
C NepUoOaMYHOCTLIO, OnpeaenseMon onepaTopom;

NopsiAoOK 3aBefeHNs U KOHTPOSSA UCMONb30BaHUSA rOCTEBbLIX (AHOHUMHbIX) U BPEMEHHbIX
YYEeTHbIX 3anucer nomnb3oBaTenen, a TaKkKe [MpPUBUIIErMPOBaAHHBLIX YYEeTHbIX 3anucen
alIMUHUCTPATOPOB;

onoBeLleHne agMUHUCTPAaTopa, OCYLLECTBNAIOWEro ynpasneHme y4eTHbIMU 3anucsamm
nonb3oBaTenen, o6 M3MEHeHWM CBEAEHWN O MONb3oBaTeNsAX, MX porsx, 006s3aHHOCTSX,
NMOSTHOMOYUSIX, OFPAHUYEHUSIX;

YHUYTOXEHNE BPEMEHHbIX YYETHbIX 3anucer nonb3oBaTenen, NpeaocTaBneHHbIX ANg
OLHOKpATHOro (OrpaHMYeHHOro no BPEMEHW) BbINOSIHEHUA 3adady B MHGAOPMaLMOHHON
cucTeme;

npegoctaBneHne  nonb3oBaTenam npaB  [ocTyna K  obbektam  gocTyna
MHPOPMALMNOHHOM CUCTEMbI, OCHOBbLIBAsICb Ha 3ajadax, pellaembiX Mnosib3oBaTensMm B
MHGOPMaLMOHHOW cucTemMe N B3auMoLENCTBYOLLMMU C HEN MHOPMALMOHHBIMU CUCTEMaMMU.

BpemeHHaa y4yeTHas 3anucb MoXeT ObITb 3aBefeHa nAnNd nonb3oBaTtend Ha
OrPaHNYEHHbIN CPOK AN BbINOMHEHUS 3adad, TPebyrowmnx pacluMpeHHbIX NOSIHOMOYUIA, UINn
ANA NpoBeAeHUs HAaCTPOWKK, TECTUPOBaAHMA MHEOPMALMOHHOW CUCTEMbI, ANA OpraHu3aumnm
rocTeBOro Joctyna (noceTuTensam, COTpyaHMKaM CTOPOHHUX OpraHu3aunn, ctaxepam U UHbIM
nosib3oBaTesisiM ¢ BpeMEHHbIM JOCTYNOM K MH(POPMaLMOHHOW CUCTEME).

MpaBuna w© npouedypbl YynNpaBneHUs Y4YeTHbIMM  3anUcsaMK  MNonb3oBaTenen
pernamMeHTUpyTCsa B OpraHM3auMOHHO-pacnopsaauTenbHbIX [AOKYMeHTax ornepartopa no
3awmTe nHopmaumn.

Tpe6oBaHus k ycunenuro YINA.1:

1) onepaTopoM AOSMKHbI UCNOSIb30BaTbCA aBTOMaTU3NPOBaHHbIE CPeacTBa NOAAEPKKM
yrnpaBneHus y4eTHbIMW 3anMcamMmn nonb3oBaTenen;

2) B WHPOPMALUMOHHOM CUCTEME [OOIMPKHO OCYLLECTBNATLCA aBTOMaTU4ECKOE
OnoKMpoBaHMe BpeMEHHbIX YYETHbIX 3anMcen nonb3oBaTenen no OKOH4YaHUN YyCTaHOBIEHHOIO
nepvoga BpeMeHu Ans nx nCnosib3oBaHus;

3) B WHPOPMAUUOHHOM CUCTEME [OOSPKHO OCYLLEeCTBNATLCA aBTOMaTU4ecKoe
OGrnokupoBaHne HeakTUBHbIX (HEUCNONb3yeMblX) YYeTHbIX 3anMcen nonb3oBaTenen nocrne
nepuoga BpeMeHU HeEMCNONb30BaHNA:

a) 6onee 90 gHew;

0) 6onee 45 gHewn;

4) B MWHPOPMALUMOHHOM CUCTEME [OMHKHO OCYLIEeCTBNATbCSA aBTOMaTU4eCcKoe
OMNoOKMpoBaHWE YyYeTHbIX 3anMcen nonb3oBaTenen:

a) Npu MpeBbIEHUN YCTAHOBMIEHHOrO ONepaTopoM uYucra HeyCnellHbIX MOMbITOK
ayTeHTU(MKauumn nonb3oBaTens;

0) npu BbIABNEHMM MO pe3ynbTaTaM MOHUTOPUHra (NPOCMOTpa, aHanumsa) KypHarnos
permctpauum cobbitun 6Ge3onacHocT AEeNCTBUMMA MNoSib3oBaTesnien, KOTopble OTHECEHbI
onepaTtopom K cobbITUsIM HapyLLieHMst 6e3o0nacHOCTN MHdOPMaLNK;

5) B MHGOpMaALMOHHON CUCTEME AOOSMKEH OCYLLECTBASATLCS aBTOMATUYECKUI KOHTPOIb
3aBefeHus, akTmBaLumm, 6NOKMPOBAHUSA U YHUMTOXEHUSA YYETHbIX 3anncen nornb3oBaTtenen u
onoBeLleHne agMMHUCTPATOPOB O pe3yrbTatax aBTOMaTUYECKOro KOHTPOSIS.

CopepxaHue 6aszoBou mepbl YINO.1:

Mepa 3awwuTbl MHpopMaLmn Knacc 3auwmieHHoCTV MHhopMaLMOHHOW CUCTEMBI

4 3 2 1

yna.1 + + + +
Ycunenue YIa.1 1,2 1, 2, 3a 1, 2, 30




YNA.2 Peanusauymsa Heo6XxoAMMbIX METOAOB ynpaBfieHUA AOCTYNOM (GUCKPELMOHHbIN,
MaHAaTHbIW, POfIEBOM UITU MHOW MeToA), TUNOB (YTeHue, 3anuchb, BbINONHEHUe UNKU
WHOM TUN) U NpaBun pasrpaHuyYeHus aocryna

Tpe6oBaHusa k peanusauum YIMO.2: B nHopMauUNOHHOM cucteme Ans ynpasBneHus
AOCTYynoM CyOGbEeKTOB [ocTyna K oObektam [JocTyna [AOfKHbl ObiTb  peannsoBaHbl
YCTaAHOBIEHHbIE OMepaTopoM MeToAbl YrnpaBrieHus OOCTYroM, HasHa4veHbl Tunbl AOCTyna
cybbektoB Kk oObbekTaM [JoCTyna W peanu3oBaHbl NpaBuna pasrpaHnuYeHus gocTyna
cybbeKkToB AOCTyNna K o6bekTam gocTtyna.

MeToabl ynpaBneHus OOCTYNOM peanusyloTca B 3aBUCMMOCTU OT OCOGEHHOCTEN
PYHKUMOHUPOBAHUA  MHPOPMALMOHHOM CUCTEMBI, C Yy4eTOM yrpo3 ©GesonacHocTu
NMHpopMaLUKN 1 JOIMKHBI BKIOYATb OAUH UM KOMOMHaUMIO crnegyrowmnx MeToa0B:

ANCKPELUMNOHHBIA MeTof, ynpasneHus AOCTynoMm, npegycMmaTpuBarolmi ynpasrneHue
AOCTYyNnoM CcybbekToB AocTyna K obbektaM [ocTyrna Ha OCHOBE WAEHTU(PUKALMOHHON
MHopMauumn cybbekTa M ans Kaxgoro obbekTa OOCTyna - CnuUcKa, coaeplkawero Habop
cybbekToB goctyna (rpynn cybbekToB) U aCCOLMUPOBAHHLIX C HUMU TUMOB A0CTYNa;

poneBon MeToa ynpaBreHus OOCTYNOM, nNpeaycMaTpuyBaoLWLnin ynpaBsneHme 4oCTynom
cybbekToB [Joctyna K obbektam [oCcTyna Ha OCHoBe poried CcyObekTtoB poctyna
(coBOKyNnHOCTb OENCTBUM U 00A3aHHOCTEN, CBSA3AHHbIX C  OMpeAderieHHbIM  BUMAOM
AeATesNIbHOCTH);

MaHOaTHbIN  MeTof YMpaBreHus [JOCTynoM, npefycMaTpuBarowmMm yrnpasrieHue
AOCTynoM cybbekToB AocTyna K obbektam [ocTyna Ha OCHOBE COMOCTaBfeHus
KnaccuuKaunoHHbIX METOK Kaaoro cybbekta Joctyna u kKaxgoro obbekta gocTyna,
oTpaxawLmnx KnaccugukaumoHHble YPOBHM CyObekToB JocTtyna WM O6bekToB [OCTyna,
ABNAOLLMECH KOMOUHAUNAMUN nepapXmyYecknx 1 Hemepapxm4ecknx Kateropumn.

Tunbl OocTyna [LOMMKHbI BKAOYATb Onepauun Mo  YTEHWH, 3anucu, yaaneHuio,
BbIMOSTHEHUIO U WHble onepaunn, paspeLLeHHble K BbIMOMHEHUIO Nofb3oBaTenem (rpynne
nosib3oBaTenien) unuM 3anyckaemomy OT €ero MMeHu npoueccy npu goctyne K obbekram
aocTyna.

MpaBuna pasrpaHMyeHns [JocTyna peanu3yloTcss Ha OCHOBE  YCTaHOBMEHHbIX
onepaTtopoM CMMCKOB OOCTyna unu maTpuy, AoCTyna M AOSMKHbI obecneunBaTth yrnpaBreHve
AO0CTyrnoM nofib3oBaTtenen (rpynn nosib3oBaTenen) n 3anyckaemMmblX OT MX UMEHU NPOLECCOoB
npy BXoge B CUCTEMY, AOOCTyne K TEeXHWYeCKMM CcpeacTtBaM, YCTpouctBam, obbekTam
(bannoBoOM CUCTEMbI, 3anyckaemMblM W UCMOSIHAEMbIM MOAYNSAM, oOObekTam cuctem
ynpaeneHus 6asamu AaHHblX, OObekTam, co3gaBaeMbiM MPUKNIagHbIM U cneunanbHbIM
nporpaMmHbIM obecnevyeHnemM, napameTpamMm HaCTPOWKW CPencTB 3awuTbl WUHGOPMaLMK,
MHOpMaUuM O KOHUrypaumm cuUCTeMbl 3almTbl MHGOPMaUUM MU MHOW MHopMaumMm o
PYHKLUMOHNPOBAHUN CUCTEMBI 3aLLNTLI MHpOpMaLMK, a TakkKe MHbIM OB6beKkTam JocTyna.

MpaBuna pasrpaHuyeHuns aoctyna perrnamMmeHTUpyTCs B
OpraHM3aLUMoHHO-pacnopsSANTESNbHbBIX JOKYMEHTax onepaTtopa no 3alimte nHopmMauuu.

Tpeb6oBaHus k ycunenuro YINA.2:

1) B WHOPMAUMOHHOM CUCTEME npaBwuna pasrpaHUYeHna [octyna  LOSMKHbI
obecneunBaTtb ynpasneHne JOCTYNOM CyObeKTOB Npu BXOAE B MHAPOPMALMOHHYHO CUCTEMY;

2) B WHOPMAUMOHHOW CUCTEME npaBufia pasrpaHUYeHna JocTyna  LOSMKHbI
obecneunBaTtb ynpaBneHue JOCTYNOM CyObEKTOB K TEXHUYECKMM CpeacTBaM, YyCTPOMCTBAM,
BHELLHMM YCTPOMCTBAM,;

3) B WHOPMALMOHHOW CUCTEME MpaBuna pasrpaHNyeHns JocTyna  LOMKHb
obecneunBatb ynpaBreHue  OOCTYNOM CyObekToB K obObektam, co3gaBaemMbiM
obLecncTemMHbIM (06LLMM) NnporpaMmMHbIM 0becneyveHnem;

4) B WHOPMAUMOHHOM CUCTEME npaBura pasrpaHnuYeHna [octyna  LOSMKHbI



obecneunBaTtb ynpaBreHue SOCTYNOM CyObHeKTOB K 06bekTam, co3gaBaemMbiM NPUKIaaHbIM U
cneunanbHbIM NporpamMmMHbIM obecrneyeHmem.
CopepxaHue 6azoBou mepbl YIO.2:

Mepa 3awuTbl MHOPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
yrna.2 + + + +
Ycunenune YIa.2 1,2,3 1,2,3 1,2,3,4

YMNA.3 YnpasneHue (punbTpaums, MapipyTusaums, KOHTPOSb COeAUHEHUMN,
ofHOHanpasJieHHas rnepega4ya v UHble cnocobbl ynpaBrieHns) H(OpMaLMOHHbIMU
NoTOKaMu MeXay yCTPpoMcTBaMMu, CerMeHTaMmn MHPOPMaLMOHHON CUCTEMbI, a TaKXe

Mexay MHopMaLUOHHLIMU CUCTEMaAMU

Tpe6oBaHua Kk peanusauum YIO.3: B wnHpopmMaunmoHHOM cuUCTEME [LOSMKHO
OCYLLEeCTBNATbCA YynpaBneHne MHPOPMauVOoHHLIMA MOTOKaMW MNpu nepegade uvHhopmaumm
MeXay YCTponcTBamMm, cermeHTaMmm B paMkax MH(POPMaLMOHHOM CUCTEMBI, BKITOYatoLLee:

dpunbTpaumio MHPOPMaLIMOHHBIX MOTOKOB B COOTBETCTBUM C MNpaBunaMn ynpasneHus
noTokamu, yCTaHOBIEHHbIMU OnepaTopomM;

paspelleHne nepegadm WHgopmMaumm B WHGPOPMALMOHHOW CUCTEME TOSIBLKO MO
MapLUpyTy, YCTAaHOBIIEHHOMY OrnepaTopoM;

n3MeHeHne (NepeHanpasneHne) Maplipyta nepegadm WHopMauunm B CRyyasx,
YCTaHOBIIEHHbIX OnepaTopoM;

3an1cb BO BPpEMEHHOE XpaHunuLe MHpopMaummn aAng aHanmsa u NpUHSATUS peLleHns o
BO3MOXHOCTU ee AarnbHenlwen nepegaym B cnyyasnx, yCTaHOBMEHHbIX OrnepaTopoM.

YnpasneHne WHPOPMALNOHHLIMKM MOTOKaMU AOSMKHO obecneymBaTb paspeLleHHbIN
(ycTaHOBMNEHHbIN onepaTopom) MapLpyT  MPOXOXAEHUNA NHdopMauum mMexay
nosib3oBaTensiMn, YCTPOMUCTBaAMM, CErMeHTamu B pamMkax WHPOPMALMOHHOM CUCTEMbI, a
Takke Mexgy WHPOPMAUUOHHLIMA CUCTEMaMU WKW MpU  B3aMOAEWNCTBUM C CETbIO
NHTepHeT(nnn Apyrumn NHPOPMALIMOHHO-TENTEKOMMYHUKALMOHHBIMM ceTamu
MEeXAyHapoaHOro  MHGOPMauUMOHHOrO obMeHa) Ha OCHOBe npaBwuil  yrnpaBreHus
MHOPMALNOHHBIMU NOTOKaMMU, BKMHOYAKOLWMNX KOHTPOSIb KOHdUrypauum MHOPMaLNOHHON
CUCTEMbI, UCTOYHMKA W1 nony4aTens nepegasaeMon MHOpMauumu, CTPYKTYpbl nepeaaBaemMomn
MHOpMaUUK, XapakTepUCTUK WHAPOPMALMOHHBLIX MOTOKOB U (MNu) KaHana cBasu (6es
aHanmsa cogepXaHus uvHpopmaumn). YnpasneHne UHPOPMALMOHHBIMU NOTOKaMU LOSMKHO
OGnoknpoBaTb nepegadvy 3awimiaemMon mHdopmaumm yepes cetb WHTepHeT (unu gpyrue
MHPOPMALNOHHO-TENTEKOMMYHUKALUMOHHbBIE  CETU  MeXOYHapOOHOro  UMHAPOPMaLNOHHOIo
obMeHa) N0 He3awMuWeHHbIM JMHUMAM  CBA3KW, CeTeBble  3anpocbl UM Tpaduk,
HECaHKUMOHUPOBAHHO ucxoaswme u3 MHEPOPMALMOHHOW cucTeMbl M (Mnn) Bxoadwme B
MHPOPMALNOHHYIO CUCTEMY.

MpaBuna n npoueaypsl ynpaBneHus MHOPMALNOHHBIMM noToKamu
perrnamMeHTUpyTCa B OpraHM3auMOHHO-pacnopaauTenbHbiX [OOKyMeHTax orepartopa no
3almTe nHopmaumu.

Tpe6oBaHus k ycunenuro YINA.3:

1) B WH(pOPMaAUMOHHOM cuUCTeMe [OOIMKHO  obecneymBaTbCs  yrnpaBrieHue
MH(POPMALNOHHBIMX NOTOKAMM Ha OCHOBE aTpubyTOB (MEeTOK) 6e30nacHOCTM, CBS3AHHbIX C
nepegasaemMoun NMHopmaLmen, UICTOYHMKaMU U nosiydaTenamMmm nHdopmaunu,

2) B UH(pOPMALMOHHOW cMCTEME OOMMKHO obecnevmBaTbCa AMHaMN4eCcKoe ynpaBneHme
WHOPMAUNOHHBIMX  MOTOKaMKM, 3anpellarowiee U (MnM) paspelsarollee nepegady



WHOPMaUUM Ha OCHOBE aHanmM3a WU3MEHEHWA TeKyLero COCTOSIHUS WH(OPMaLNOHHON
CUCTEMbI NI YCNOBUN €e PYHKLUMOHNPOBAHWUS;

3) B MH(OPMALMOHHOM CUCTEME OO0SDKEH WUCKNYaTbCss 06X0o4 npaBwn ynpaBreHus
MHOPMAaLMOHHBIMK NOTOKaMK 3a cHET npeobpas3oBaHns nepegaBaeMon MHopMauuu;

4) B WH(POPMALNOHHOW CUCTEME [OOIMKEH UCKMYaTbCca 006xon npaBun ynpasneHus
WH(POPMALMNOHHBIMX MOTOKaMU 3a CYET BCTpauMBaHWSA OAHWUX [OaHHbIX B Apyrve [aHHble
MHAOPMAaLNOHHOIO MNOTOKA;

5) B WHMOPMaAUMOHHON cCUCTEME [OMMKEH obecnevmBaTbCsl KOHTPOSb COeAMHEHUN
Mexay TexHUYeckumn cpeactsamu (YCTPOWUCTBaMK), WUCMOMb3yeMbiMW A5 OpraHvsaumm
MH(OPMAaLNOHHbBIX MOTOKOB;

6) B MH(POpMaLMOHHON cUCTEMe Npu nepefade uMHoOpMaUMM Mexgy cermeHTammu
WH(POPMALNOHHON cuUCTEMbI U (MNN) WH(OPMAUNOHHBIMW CUCTEMaMM pPasHbIX KraccoB
3alULLEHHOCTN JormkHa obecneymBaTbCA OAHOHANpaBfieHHas nepegada WHgopmauumn ¢
NCNosfib3oBaHMEM annapaTHbIX CPEACTB;

7) B VH(OpMaUMOHHOW cucTeMe JOO0SMKHO  obecrneymBaTbCsl  ynpaBneHue
WH(POPMAUMNOHHBIMX MOTOKAMM Ha OCHOBE CTPYKTYpbl MnepedaBaeMblX [AaHHbIX (TEKCT,
Tabnuubl, BUAEO, ayamonHgopmMaums);

8) B uvH(MOpMaUMOHHOW cucTeMe AOMKHO  obecneumBaTbCa  ynpaBrieHue
MHPOPMALNOHHBIMU MOTOKaMU Ha OCHOBE UCMOMb3YeMbIX CETEBbLIX MPOTOKOSIOB;

9) B VH(MOPMaAUMOHHON cucTeMe AOMKHO  obecneumBaTbCa  ynpaBrieHue
WHPOPMALUNOHHBIMA MOTOKaMM Ha OCHOBE TUMOB (paclMpeHun) cansoB uU (Unn) MMeH
drannos;

10) B MH(OPMaLMOHHON cucTeme LOMMKHaA obecneymBaTbCs BO3MOXHOCTb 3anpeTa,
paspeLLeHns 1 U3MeHeHNa MapLupyTa nepegayn UHopMaL MM TONbKO agMUHUCTpaTopamu;

11) B WH(MOPMaUMOHHOM cucTeMe [OSMKHO obecneunBaTbCa  pasfenexHue
MH(POPMALMNOHHBIX MOTOKOB, COAEpXalUuMX pasfnuyHble BuAbl (Kateropumn) uHgopmauun, a
Takke otaeneHne nHopmMmauumn ynpasneHnsa oT nosib3oBaTeNbCkon MHpopmMaumu;

12) B WHMOPMAUMOHHOM cucTeMe JofmkHa obecneynmBaTbCs  BO3MOXHOCTb
aBTOMaTU4eCKoro BOKMpoOBaHNA nepefayn MHpopMaumn Npu BbISBIEHUN B nepegasBaemMon
MHpopMauun BpeAOHOCHbBIX KOMMBbIOTEPHbIX NPOrpaMm;

13) B MHPOPMaAUMOHHOMW CUCTEME [OSKHO  OCYLLEeCTBMATLCA  yrnpasrieHue
WH(POPMAUNOHHBIMX NOTOKaMW MNpu nepepade MHPOPMaUMM Mexay WHPOPMaLMOHHBIMU
cucTtemamu;

14) B WHMOPMAUMOHHOM cucTeMe JofmkHa obecneymBaTbCs  BO3MOXHOCTb
unbTpaunMm  UHAPOPMALMOHHBLIX MOTOKOB Ha YPOBHE MPUKNAQHOMo  NporpamMmmMHOro
obecneyveHns (NPUNOXeHUNn).

15) B WH(POPMaAUMOHHOW CcUCTEME [OOfPKHA  OCYWEeCTBAATbCA  HaKOMieHue
CTaTUCTUYECKUX AaHHbIX, NPOBEpKa U (punbTpauusa ceTeBbiX MNAKeTOB MO UX COLEPKMMOMY
(TexHonorus DPI);

16) HapeneHue Tpaduka KOHKPETHbIMW NapameTpamMn (B YACTHOCTM BKIHOYEHME
yBEAOMMEHUN NONb30OBaTeENEen, WCKMAYEHME WNW  3aMeHa 9JfeMeHTOB Tpaduka) B
3aBMCUMOCTU OT nony4vartens nHgpopmauuu.

CopepxaHue 6aszoBon mepbl YIA.3:

Mepa 3awwunTbl HOopMaLnmn Knacc 3awmieHHOCTU MHOpMaLMOHHOW CUCTEMBI
4 3 2 1
yna.3 + +
Ycunewwne YIQ.3




YMNA.4 PazgeneHne nonHomMouun (poneun) nonb3oBaTtenen, agMMHUCTPATOPOB U NUL,
obecneuynBaroWwmx PyHKLUMOHMpPOBaHUE NH(POPMALIMOHHOU CUCTEMBDI

TpeboBaHua k peanusaumu YI[O.4: OnepaTopom [OMKHO ObITb 0GecneyeHo
pasgeneHne  nonHomouun  (ponen)  nonb3oBaTenen,  agMUHUCTPATOPOB M nuu,
obecneunBaromx YHKLMOHMPOBAHNE MHEAOPMALMOHHOMW CUCTEMbI, B COOTBETCTBUM C WX
AOJHKHOCTHbLIMU obs13aHHOCTAMM (cbyHKUMAMK), dumKcmpoBaHue B
OpraHn3auUmoHHO-pacnopaanTeNbHbIX AOKyMeHTax no 3awuTe nHpopmaumn
(OOKyMeHTMpoBaHME) MNOMHOMOYMA (ponen) nonb3oBaTenen, agMMHUCTPATOPOB U Nuu,
obecneunBaroLLmMx PYHKUNMOHNPOBAHME MHAOPMALMOHHON CUCTEMbI, U CaHKLMOHUPOBaHME
AocTyna K obbektam 4ocTyna B COOTBETCTBMM C pa3feneHnemM nofiHoMoumni (ponen).

Hoctyn k ob6bektam pgocTyna C Yy4eTOM pasgernieHnss NOfHOMOoYMiA  (ponen)
obecneumBaeTcsa B cootBeTcTBMM ¢ YT1.2.

Tpeb6oBaHus k ycunenuro YIa.4:

1) onepaTtopom OOMKHO BbITb 06ecneyeHo BbINOMIHEHME KaXaon ponv no obpaboTke
WHpopmauun, agMUHUCTPUPOBAHMIO WMH(OPMALMOHHOM CUCTEMbI, €€ CUCTEMbl 3aluThbl
MHOpMaUUK, KOHTPONo (MOHUTOPUHTY) 3a obecneyeHMeM YpPOBHA  3aLUMLLEHHOCTU
nHpopmauumn, obecnedeHnto PyHKUMOHMPOBAHUA WH(OPMALMOHHON CUCTEMbI OTAENbHbIM
AOIMKHOCTHBIM NNLIOM;

2) onepatopoM [AO/MKHO ObITb 06ecneyYeHo WCKNYEeHWe HageneHuss OAHOro
AOJDKHOCTHOIO Nnua nosiHoOMoYuaMK (ponbto) No obpaboTke nHdopmaumMm 1 NOSTHOMOYNUSMU
(ponbo) N0 aAMUHUCTPUPOBAHUIO MHPOPMALMOHHOMN CUCTEMBI N (MNIN) ee CUCTEMbI 3aLUThbl
UHoOpMaUUK, KOHTPOmko (MOHUTOPUHIY) 3a obecrneyeHMeM YPOBHSA  3aLUMLLEHHOCTM
MHdopMauuun, obecneveHmnto PyHKLMOHNPOBAHNA NHPOPMALIMOHHON CUCTEMBI;

3) onepatopoM [[O/MKHO ObiTb 06ecnevyeHo WCKNYEHNE HaOeneHus O[HOro
AOJDKHOCTHOIO Nua NosTHOMOYNAMM (POSbiO) MO KOHTPOSO (MOHUTOPUHTY) 3a obecnevyeHnem
YPOBHS 3aLUMLLEHHOCTU MHopMauum 1 NONHOMOYUAMU (POSbI0) NO aAMUHUCTPUPOBAHUIO
WHOPMALNOHHOM CUCTEMBI U (UNN) ee CUCTEMbl 3alnTbl MHpopMaumn 1 obecneyeHuro
YHKUMOHNPOBAHNA NHAOPMALIMOHHOWN CUCTEMBI,

4) onepatopoM AOMKHO O6bITb ob6ecrneyeHO UCKNKYEHUEe HageneHuss OAHOro
AOIMKHOCTHOIO nvua MOfIHOMOYNAMKU (PONblo) NO aAMUHUCTPUPOBAHUIO CUCTEMbI 3aLLMThbI
MHopMauun MHGPOPMALNOHHOM CUCTEMBI U MOMIHOMOYMSMU (PONbK) Mo  obecneyeHuto
YHKUMOHNPOBAHNA NHAOPMALIMOHHOWN CUCTEMBI,

5) onepaTtopom pomkeH ObiTb onpefeneH agMUMHUCTPATOP, UMEKLWU npaBa Mo
nepegade MNOAHOMOYMMA MO aAMUHUCTPUPOBAHUIO MHAPOPMALMOHHON CUCTEMbI U CUCTEMBI
3aWnTbl MHOPMALMM OPYrUM NMLAM M OCYLLECTBISIOLWMNA KOHTPOSb 3@ UCNOSIb30BaHMEM
nepenaHHbIX NMOSTHOMO4YMI (CynepBu3op).

CopepxaHue 6azoBou Mepbl YIO.4:

Mepa 3awwuTtbl HpopmaLum Knacc 3awmieHHOCTU MHOpMaLMOHHOW CUCTEMBI
4 3 2 1
yra.4 + + +
Ycunenue YI[.4 1

YNA.5 HasaHayeHMe MMHMMaNbHO HEOOXOAUMBIX NpPaB U NPUBUNErMA NOSib30OBaTeNsAM,
agMUHUCTpaToOpam M nuuam, obecneymBarOWnmM (PyHKLMOHUPOBaAHNE
MHpOPMaLMOHHON CUCTEMBI

TpeboBaHua k peanusaumu YIO.5: Onepatopom [OMKHO 6bITb 0GecneyeHo



Ha3Ha4yeHue npas u NPUBUIENMA NONb30BaTENAM M 3anyckaemMbiM OT MX MMEHW npoueccam,
agMuHUCTpaTopaMm M nuuam, obecneymnBaloWwnM (YHKLUNMOHMPOBAHME MHGOPMAaLMOHHOM
CUCTEMbI, MWHUMaNbHO HEOOXOAMMbIX AN BbIMNOSIHEHUS UMM CBOMX AOJPKHOCTHbIX
obsizaHHOCTEN (PYHKUMIA), M CaHKUMOHMpOBaHWE [ocTyna K obbekram pgocTtyna B
COOTBETCTBUMN C MUHMMASbHO HEODXOANMbIMUM NpaBamMu U NPUBUAETNSMNA.

OnepaTtopoM [O/MKHbI 6bITb  OAHO3HAYHO onpegeneHol UM 3adUMKCMpPOBaHbl B
OpraHn3aumoHHO-pacnopaanTeNbHbIX AOKyMeHTax no 3awuTe nHpopmaumn
(3ag0KyMeHTUPOBaHbI) ponn U (UNK) OOMKHOCTHbIE 06513aHHOCTU (PYHKLMK), Takke OObEKTbI
AOCTyna, B OTHOLLUEHMM KOTOPbIX YCTAHOBMEH HAaUMEHbLUMIA YpOBEHb NpuBuniervi. [Joctyn K
obbektTam gocTyna C Yy4eTOM MUHUMANbHO HeobXxoOuMbIX npaB U NpUBUIIErnn
obecneuymBaeTcsa B cootBeTcTBMM ¢ YI1[.2.

Tpe6oBaHus k ycunenuro YINA.5:

1) onepatopoM AOMKHO BbITb obecnevyeHo npegocTaBrieHne npaB U NpUBUNErnn Mo
poctyny K dyHKumam ©6e3onacHocTM (NnapamMeTpamM HaCTPOWMKW) CpeactB  3aliuTbl
WHpoOpMaLUN  UCKNIOYUTENBHO  agMUHUCTPATOPy, HaAeneHHOMY  MOMHOMOYMSMU MO
a4MWHUCTPUPOBAHMUIO CUCTEMbI 3aLLUMTbl UHPOpMaLUK (aaMUHUCTpaTopy Be3onacHoCTH);

2) 3anpeT nNpefoCTaBfeHMs pacLUMPEHHbIX MNpaB W MNPUBUMENMA  BHELUHUM
nonb3oBaTeniaM (Nonb3oBaTeNsaM, He ABNALWMMCA BHYTPEHHUMN NOMNb30BaTENAMM).

CopepxaHue 6azoBou mepbl YI[.5:

Mepa 3awuTbl MHOpPMaLUMn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
yna.s + + +
Ycunenue YI14.5 1

YNA.6 OrpaHnyeHne HeycneLwHbIX NONbITOK BXoAa B MHDOPMAaLMOHHYIO CUCTEMY
(moctyna K uHcpopmaLMOHHOMU cUCTEME)

Tpe6boBaHua k peanusauum YIMNOA.6: B nHpOpMaUMOHHOM CUCTEME LOIMKHO ObITb
YCTAHOBMEHO U 3aPMKCUPOBAHO B OpraHM3auMOHHO-PaCnOPSANTESbHBIX LOKYMEeHTax
onepatopa no 3awmte WHgopMauun (3agOKyMEHTMPOBAHO) OrpaHuMyeHne Konuvectsa
HeyCneLwHbIX MOMbITOK BXOA4a B MHAOPMAUMOHHYKD CUCTEMY (OOCTyna K MH(OpMaLMOHHOMN
cucTemMe) 3a Nepuos BPEMEHW, YCTaAHOBIMEHHbIM OMepaTtopoM, a Takke obecnevyeHo
OnoKMpoBaHWe YCTPOWMCTBA, C KOTOPOro npeanpuHMMalroTcs MonbITKKM gocTtyna, v (unu)
Y4EeTHOM 3anncu nosib3oBaTens Npu nNpesBbIlWEeHNN NONb30BaTeNeM OrpaHNYeHns KonmyecTea
HeycrneLHbIX NOMbITOK BXOA4a B MHAOPMAaLUMOHHYK cucTemy (4ocTyna K MHGAOPMaLUMOHHOM
cucTteme).

OrpaHunyeHne KonmyecTBa HeyCneLHbIX MNOMNbITOK BXOA4a B MHADOPMALMOHHYKO CUCTEMY
(oocTtyna K MHopMaLMOHHON cucTeMe)AomKHO obecneynBaTbCsa B cooTBeTCTBUMU C NAD 4.,

Tpe6oBaHus Kk ycunenuro YI[.6:

1) B WMHGoOpMaunoHHOM cucTteMe obecnedymBaeTcs aBToMaTMyeckoe OrokupoBaHue
YCTPOWCTBA, C KOTOPOro npeanpuUHUMAalOTCs MNOMbITKM AoCTyna, U (Mnu) y4yeTHOW 3anucu
nosib3oBaTens Npu MNpeBbILLEHNUN MOMb30BaTeNeM OrpaHUYEHUs1 KonmnyecTBa HeyCneLHbIX
MonbITOK BXOA4a B MH(OPMALMOHHYK CUCTEMY (AOCTyna K WMH(OpMaUMOHHOW cucTeme) 3a
YCTAHOBMEHHbIA  NEepuoJ BPEMEHM C  BO3MOXHOCTbIO  pas3briokMpoBaHMS  TOSbKO
a4MWHUCTPATOPOM USIN UHBIM JIULLOM, MMEIOLLIMM COOTBETCTBYIOLLME NOSIHOMOYUS (POnb);

2) B WH(OPMaUMOHHOW cucteme obecneymBaeTca aBTOMaTU4ecKoe YyaaneHue
WHpopmauum ¢ MOBMNBHOrO  TEXHMYECKOrO  CpeacTsa,  BxoAduwlero B COCTaB
MHPOPMALNOHHOM CUCTEMbI, MPU MNPEBbLIWEHUN LOMYCTUMOrO Yucna HeycrnewHbIX MOMbITOK



BXoda B MWH(MPOPMAaUMOHHYIO cucTeMy (gocTyna K MHMOPMAaUMOHHOM cucteme) 3a
YCTaHOBIEHHbIN Nepuog BpeMeHU, OCyLLLECTBASIEMbIX C MOBUNBHOIO YCTPOMCTBA;

3) B MHOPMaLMOHHON cucrteme obecneunBaeTca npoTUBOAENCTBUE
aBTOMaTU3NpoBaHHOMY noabopy mnaponerh C MCNOMb30BaHWEM OLHOKPATHbIX KOAOB,
TpeObyoLwmx BU3yanbHOro pacno3HaBaHWA (B TOM 4MCe C WCMOMb30BaHUEM TEXHONOMMN
CAPTCHA).

CopepxaHue 6azoBou mepbl YI[.6:

Mepa 3awuTbl MHOPMaLMn Knacc 3awmieHHOCTV MHopMaLMOHHOW CUCTEMBI
4 3 2 1
Yra.e + + + +
Ycunenue YI[.6 1

YNA.7 NMpeanynpexaeHne nonb3oBaTens Npu ero Bxoae B UHPOPMaALIMOHHYHO CUCTEMY
O TOM, YTO B UH(POPMALIMOHHOWN CUCTEME peanim3oBaHbl Mepbl 3aWuTbl MH(popMaLmu, U
0 Heob6xoauMOCTN CObNIAEHNA UM YCTAaHOBIEHHbIX OnepaTopomM npaBun o6pabdboTkm
UHcpopmauum

Tpe6oBaHua k peanusauum YIMAO.7: B nHPOPMaALMOHHON CUCTEME OOIMKHO ObITb
obecneyvyeHo npeaynpexaeHne nonb3oBatend B Buae coobuweHunsa ("okHa") npu ero Bxoge B
MHOPMAaLMOHHYO CUCTEMY (A0 npouecca ayTeHTUdUKaLmMm) 0 ToM, 4TO B UHOPMAaLMOHHOM
cucTeMe peanusoBaHbl Mepbl 3alinTbl MHOpMaUMK, a Takke O ToM, 4To npu pabote B
WH(POPMALMNOHHON cuUCTEME nofb3oBaTesieM AO0SMKHbl ObiTb COBNIOAEHbI YCTAHOBMEHHbIE
onepaTopom npasusia u orpaHn4eHnsa Ha paboTy ¢ MHGopMaLumen.

Bxoa B MHGOpMALMOHHYIO CUCTEMY W NpeoCTaBrieHne nosib3oBaTesito BO3MOXHOCTU
paboTbl B WMH(OPMALUOHHOMW CUCTEME OCYLIECTBASATCA TONMbKO MNOCMe MOATBEPXAEHMS
nosib3oBaTesieM 03HaKOMIEHUA C nNpeaynpexaeHnem.

Tpe6oBaHus k ycunenuro YIMNA.7:

He ycTaHOBNEHDI.

CopepxaHue 6azoBou mepbl YINA.7:

Mepa 3awuTbl MHPOpMaLmn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
ynn.7
Ycunewwne YIAQ.7

YINA.8 OnoBeleHne nonb3oBaTens Nocrie ycnewHoro Bxoaa B MHoOpMaLMOHHYIO
cucTeMy O ero npeabiayliemM Bxoae B MHPOPMAaLMOHHYIO CUCTEMY

Tpe6boBaHua k peanusauum YIMNOA.8: B nHpoOpMaUMOHHON cUCTEME LOIMKHO ObITb
obecrneyeHO nocne ycnewHoro BxoAa MNofnb3oBaTens B MHPOPMAUMOHHYKD CUCTEMY
(3aBeplueHMs npouecca ayTeHTUdUKaumMm) OonoBeLLeHMe 3TOro nonb3oBaTens o garte u
BpeMeHU npeapiayLiero Bxoga B MIHPOPMALMOHHYO CUCTEMY OT UMEHU 3TOroO Nofib3oBaTens.

Tpe6oBaHus k ycunenuro YINA.8:

1) B MHOpMaALMOHHON cucTeme obecneynmBaeTcs OMOBELLEHNE NoNnb3oBaTens nocne
yCnewHoro Bxoga B MHOOPMALMOHHYIO CUCTEMY O KOSNIMYECTBE HEYCMNEeLUHbIX NOMbITOK BXo4a
B MH(POPMALMOHHYI0 cMCcTeMy (JOCTyna K MHAOPMAaLMOHHON CUCTEME), 3aPUKCUPOBAHHbIX C
MOMEHTa NnocnegHero ycnewHoro Bxoaa B UHPOPMaLNOHHYO CUCTEMY;



2) B MH(popmaumnoHHOM cucteme obecnedmBaeTcsl ONoOBeELLEHNE NOMb3oBaTeNs nocre
yCrnewHoro Bxoda B WHPOPMAUMOHHYID CUCTEMY O KOSNMYECTBE YCMELWHbIX U (1nn)
HeycCneLHbIX MOMbITOK BXxoAa B MHAOPMALMOHHY cucTemy (goctyna K MHGOpMaunoOHHON
cucTemMe), 3aPMKCUPOBAHHBIX 3a NEPUOS BPEMEHM HE MeHee 7 OHEN;

3) B MH(popmaumnoHHOM cucteme obecnedmBaeTcsl OMNOBELLEHNE NOMb3oBaTeENs nocre
yCrneLwHoro Bxoga B MHOPMaLUMOHHY cucteMy 06 M3MeHeHUn cBefdeHU, OTHOCALUUXCH K
Yy4eTHOM 3anucu nonb3oBartens (B TOM YMcrie U3MeHeHUN rnpas JOCTyna), NPoM3BeeHHbIX 3a
nepuog BpPEMEHW He MeHee, 4eM C MOMeHTa npebiaylero ycnewHoro Bxoda B
MHPOPMALNOHHYIO CUCTEMY.

CopepxaHue 6azoBou mepbl YINA.8:

Mepa 3awuTbl MHOpMaLmn Knacc sawmieHHoCT MHPOpPMaLMOHHOM CUCTEMBI
4 3 2 1
yna.s
Ycunenwne YIa4.8

YNpAa.9 OrpaHnyeHue Yncna napannenbHbIX CeaHCOB AO0CTyNa ANA KaXaon y4yeTHOMU
3anucu nonb3oBaTens MHOPMaLMOHHOW CUCTEMbI

TpeboBaHua k peanusaummn YIMA.9: B wuvHdoOpmMauMOHHOM cuUCTEME AOSTKHO
obecneunBaTbCs OrpaHMYeHne Ynucna napannenbHbIX CeaHCOoB AO0CTyNna AN KaXaon y4eTHON
3anucu nosb3oBaTernis MHPOPMaLMOHHON CUCTEMBI.

B nHdopmaumoHHon cucteMe gormkHa 6biTb NpeayCMOTpeEHa BO3MOXHOCTL 3adaBaTb
OrpaHMYeHust Ha Yncno napannenbHbiX (O4HOBPEMEHHbIX) CeaHCOB (Ceccuin), OCHOBbLIBasICb
Ha naeHTumkaTopax nonb3oBaTenen n (MNn) NPUHALNEXHOCTM K ONpeaenieHHOn ponu.

3HayeHne 4ucna napannenbHblX CeaHCoB AocTyna MoxeT O6biTb 3agaHo Aans
WHOPMALMOHHON CUCTEMbI B LENoM, AN OTAESIbHbIX CEerMeHToB WHGOPMaLNOHHON
cUCTeMbI, ANs rpynn nonb3oBaTenien, OTAENbHbIX Nosfib3oBaTenen nnm nx KOMoMHauun.

OrpaHuyeHns u4ucna napannenbHbIX CeaHCoB [JOCTyna pernameHTUpyrTcs B
OpraHM3auUMoHHO-pacnopsSANTENbHbBIX JOKYMEHTax onepaTtopa no 3awmre nHpopmauunu.

Tpeb6oBaHus k ycunenuro YINA.9:

1) B WH(POPMaUMOHHON cCUCTEME ANA NPUBUMETMPOBAHHBIX YYETHbIX 3anucemn
(agMnHMCTPaTOpPOB) KONMMYECTBO NapanfienbHbiX (OQHOBPEMEHHbLIX) CEAHCOB (CECCUIN) OT UX
UMEHWN C pasHbIX YCTPOWUCTB (CPEACTB BbIYUCAUTESNIbHON TEXHUKU) HE AO0SPKHO MpeBblwaTb
cnefyoLwmnx 3Ha4YeHU:

a) He Gonee 2;

0) He Gonee 1;

2) B MH(OPMALMOHHOM CUCTEME B Crlydae MOMbITKM Bxoda Mo YYeTHOW 3amnucblo
nonb3oBaTens UMM agMUHUCTPaATopa, ANs KOTOPbIX OOCTUIHYTO MakCMMaribHoe 3HayeHue
AONYCTUMbIX MapansienbHbIX CeaHCoB, MPU YCMNEeLWHOW ayTeHTUduKauum nonb3osBaTens unm
aAMUHUCTpaTopa OOMMKHO BblAaBaTbCA COOOLEHME O MNPEBbLILWEHUN Yucra napannenbHbIX
ceaHCOB [AocTyna, mMecte (MecTax) wux npegbligywero Bxoga (nNpedplaylinx BXOAOB) C
aKTUBHbIMU CECCUAMM U NPEOSTIOKEHNEM OTKMIOYEHNSA 3TOM CECCUN (ITUX CECCUN);

3) B MHOPMaLIMOHHON cucrteme OOIKHbI ObITb npeaycMOTPEHbI
NporpaMMHO-TEXHUYECKME CpeacTBa, MNO3BOSIAKOWME KOHTPONMpoBaTb W oToOpaxaTb
agMUHUCTPATOPY YMCIO aKTUBHbLIX NapannenbHbiX (0QHOBPEMEHHbIX) CeaHCoB (ceccun) ang
KaXkOon y4eTHOM 3annucu norb3oBarternen;

4) B MHOPMaLIMOHHON cucrteme OOIKHbI ObITb npeaycMOTpPEHbI
NporpaMMHoO-TEXHMYECKME CpeacTBa, MO3BOMSWME oOnoBewaTb agMuHucTpaTopa o



nonbiTKax MPEBbILWEHNS YMCa YCTAHOBIIEHHbIX AOMYCTUMbIX aKTUBHbIX MapannenbHbIX
(oQHOBpPEMEHHbBIX) CeaHCOB (Ceccuin) Ans KaXxkaon y4eTHOW 3anucu nonb3oBaTensi.
CopepxaHue 6azoBou mepbl YIA.9:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCTU MHpOopMaLMOHHOM CUCTEMBI
4 3 2 1
yna.o +
Yceunenwne YI14.9 1a, 3

YNA.10 bnokupoBaHue ceaHca aocTyna B UH(popMaLUOHHYIO CUCTEMY nocre
yCTaHOBJIEHHOro BpeMeHu 6e3a4eMcTBUA (HEaKTUBHOCTU) NONb30BaTesNA UMK NO ero
3anpocy

Tpe6boBaHusa k peanusauum YIO.10: B uvHMpOpMaAUMOHHON cUCTEME [LOSMKHO
obecneunBatbCs BGNOKMpOBaHME ceaHca AOCTyna nofnb3oBaTens nocfne YCTaHOBMEHHOro
onepaTtopoMm BpemMeHu ero 6es3gencteusi (HEaKTUBHOCTU) B MH(OPMALMOHHON CUCTEME WUNKn
no 3anpocy nonb3oBaTens.

BnoknpoBaHne ceaHca [foctyna nonb3oBatens B WH(OPMALMOHHYIO CUCTEMY
obecrneunBaeT BpeMEHHOEe MpPUOCTaHOBIEHMEe paboTbl Monb3oBaTend Cco CpeacTBOM
BbIYNCIIUTENBHON TEXHUKN, C KOTOPOrO OCYLLECTBNSAETCA AOCTYN K MHPOPMAaLMOHHON CUCTEME
(6e3 BbIxoga 13 MHPOPMALIMOHHOW CUCTEMBI).

[na 3abnokMpoBaHHOrO ceaHca [OOJMKHO OCYLLECTBNATbCS OnokMpoBaHue nobbix
AENCTBMIA NO OOCTyny K MHOpMauMm 1 yCTPOMCTBaM OTOOpaXkeHus, Kpome HeobXoammbix
Ansa pasbnoknpoBaHusa ceaHca.

BnoknpoBaHue ceaHca [OCTyna nonb3oBaTtensd B UH(POPMALNOHHYIO CUCTEMY LOSMKHO
COXpPaHATbLCA A0 MNPOXOXAEHWUS UM MOBTOPHOW wuaeHTUdUKauum u ayTeHTudpumkaumm B
cootBeTcTBUMN C VIAD.1.

MpaBuna wn npoueaypbl ONOKMPOBAHWSA CeaHCOB [OCTyNa perfnamMeHTUMpyTca B
OpraHn3aunoHHO-pacnopaauTenbHbIX JOKYMEHTax onepaTtopa no 3awuTte uHopmaumu.

Tpeb6oBaHus k ycunenuro YINA.10:

1) B mMHdopmaumoHHOM cucteMe obecneumBaeTcs GNOKMpOBaHME ceaHca OOcCTyna
nonb3oBaTens nocrne BpemMeHn 6e3nencTBmsa (HeakTMBHOCTI) NOSb30BaTENS:

a) 0o 15 MUHyT;

0) 00 5 MUHYT;

2) B WMHGOPMAUMOHHOMW CUCTEME Ha YCTpouCTBe OTobpaxeHus (MOHUTOpPE) nocne
OMNOKMPOBKM CeaHca He AO0SmKHa oTobpaXkaTbCa MHOpMaUMsa ceaHca norb3oBaTens (B TOM
4Yucre Ucnonb3oBaHWe "XpaHUTens akpaHa", raleHne aKkpaHa unu nHble cnocobbl);

3) B nHopMaumoHHon cucteme obecnevmBaeTcs 3aBepLUEeHNe ceaHca nonb3oBaTtens
(BbIxOO@ W3 cCUCTEMbl) MOCfe MNpeBblleHNs YCTaHOBMIEHHOrO OMNepaTtopoM BpPeMEHMU
6e3nencTBms (HeaKTMBHOCTU) NoMb3oBaTeNs.

CopepxaHue 6aszoBon mepbi YINO.10:

Mepa 3awuTbl MHOpPMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
Yra.10 + + +
Ycunenue YIQ.10 1a, 2 16, 2

YNA.11 PaspeweHune (3anpeTt) 4eUCTBMU NoSib3oBaTenen, paspelleHHbIX A0




VIJJ,eHTVI(bVIKaU,VIVI n ayTEHTVI(bMKaLIMVI

Tpe6oBaHua k peanusauum YI[O.11: Onepatopom [ormkeH 6bITb YyCTaHOBMEH
nepeyeHb [AOENCTBUA MONb3oBaTENen, paspeLlleHHbIX A0 MPOXOXAEeHUA UMK  npouenyp
naeHTUdMKauum n ayteHTndukaummn, n 3anpet JencTBum nonb3oBaTenen, He BKINIOYEHHbIX B
nepeyYeHb paspelleHHbIX OENCTBUW, OO0 MPOXOXAEHUS UMK npouenyp wnaeHTudmkauum um
ayTeHTudukaumm.

PaspeweHne pgenctBui  nonb3oBaTenenm OO NPOXOXAEHUS UMW npoueayp
noeHTUUKaumMm 1 ayTeHTMduKaumum ocyLecTBnseTcs, B TOM 4Yucne, npu npegoctaBreHnm
nonb3oBaTenaM AocTtyna kK obuwenoctynHon wmHdpopmauun (Beb-camtam, nopTanam, MHbIM
obuwenoctynHeiM pecypcam). Takke agMUHUCTpaATOpy paspeluarTca ngenctsus B obxopg
YCTaHOBMEHHbIX Npoueayp MAEHTMdUKaAUMN U ayTeHTUdmnkaumm, Heobxoammble TONbKO ANs
BOCCTaHOBNEHNA OYHKLUNOHUPOBAHNS MHPOPMALMOHHON cncTeMbl B criydae cboeB B paboTe
UNKN BbIXO4e U3 CTPOS OTAENbHbBIX TEXHNYECKNX CpencTB (YCTPOMCTB).

MpaBuna n npouenypbl onpeaeneHna OeUCTBUM Monb3oBaTenen, paspeLlleHHbIX A0
NMPOXOXAEHMA UMW npouenyp maeHTudukaumm 1M ayTeHTudumkaumm, pernameHTupyoTcs B
OpraHn3aunoHHO-pacnopaanTerbHbIX JOKYyMEHTax onepaTopa no 3awuTte uHopmauuu.

Tpeb6oBaHus k ycunenuro YNA.11:

He ycTaHOBNEHDI.

CopepxaHue 6aszoBon mepbi YINO.11:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMBI
4 3 2 1
yra.11 + + + +
Ycunewune YIMNaQ.11

YNA.12 Nopnepkka n coxpaHeHMe aTpubyToB 6e3onacHOCTU (MeTOK 6e3onacHoOCTH),
CBfAi3aHHbIX C MH(hOpMaLIMen B NpoLecce ee XpaHeHUs U o06paboTku

Tpe6oBaHua k peanusaumn YIMNA.12: B unHOOPMALMOHHON CUCTEME AOSDKHbI
obecneunBatbCsi noaaepxka (0OHOBNEHWE, Ha3HAYeHMe, W3MEHEHWE) N COoXpaHeHue
aTpmbyTtoB 6e3onacHocTn (MeTok 6e30NacHOCTH), YCTAHOBNEHHbIX ONepaToOpoM, CBSA3aHHbIX C
MHdopMauuen B npoLecce ee xpaHeHusi 1 06paboTku.

ATpubyTbl 6e3onacHocTn (MeTku 6Ge3onacHoOCTM) npeacTaBnalT cobon cBOMCTBA
(xapakTepucTnkn) ob6beKToB U (MnnM) CyOBbEKTOB AOCTyna, KOTOPbIE MWCMONb3yKTCA AN
KOHTpOns gocTtyna cybbekTtoB K oObektam JocTyna M ynpaBneHust MHAOPMaLMOHHbIMM
NOTOKaMMU.

MpaBuna wn npouenypbl NOOAEPXKKM W CcOXpaHeHust aTpubyTtoB 6Ge3onacHoCcTu
pernaMeHTUpyTCaS B OpraHM3auMOHHO-pacnopaauTenbHbiX OOKYMEHTax ornepatopa no
3almTe nHopmaumu.

Tpeb6oBaHus kK ycunenuro YNQ.12:

1) B WHQOpPMaALMOHHON cucteme obecneymBaeTcs AMHAMUYECKOE W3MEHEHMEe
aTpubytoB 6e3omacHOCTM B COOTBETCTBMM C  OpraHuM3auMOHHO-pacnopsaauTernbHbIMN
AOKYMeHTamu no 3awmuTe nHdopmauum onepaTopa B 3aBUCUMOCTU OT npouecca 06paboTku
nHpopmauum (bopmmpoBaHue, obbeanHeHne, pasgeneHne NHPOPMaLMOHHBLIX PECYPCOB);

2) B MHOPMALUMOHHOM cCUCTEME AonyckaeTcs u3amMeHeHue aTpubytoB Ge3onacHOCTM
TONbKO aBTOPU30BaHHbLIMM MOSIb30BaATENSIM NN NpoLieccamu;

3) B WH(OpMaLNOHHON cucTeme obecneymBaeTcs aBTOMATU3NPOBAHHbLIA KOHTPOSb
cBA3n atpnbyToB 6e30nacHOCT C MHOopMaLmen;



4) B uvHGpOPMaUMOHHON cucTeme obecnevymBaeTcsi BO3MOXHOCTb OTOBpaXxeHus
nonb3oBatensamMm B ygobountaemom Buae atpumbyTtoB 6e3onacHocTM (MeTok ©Ge3onacHoCTM)
Aansa kaxgoro m3 obbektoB goctyna (otobpaxeHune atpmbyToB 6e30MacHOCTM Ha 3KpaHe
MOHUTOpA U (MNK) Npu BbIBOAE MHPOPMALMKM Ha NeYaTb Ha NPUHTepe).

CopepxaHue 6azoBon mepbl YINO.12:

Mepa 3awuTbl MHOPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
yrna.12
Ycunenue YI[0.12

YNA.13 Peanusaumsa 3awmilieHHOro yaaneHHoro aoctyna cyobLekToB focTtyna K
ob6bekTaM gocTtyna Yepe3 BHeLWHUE UHPOPMaLUOHHO-TENIEKOMMYHUKALUUOHHbIE CeTU

Tpe6oBaHusa k peanusauun YINA.13: Onepatopom gomkHa obecnevmBaTbeca 3awmTa
WHpopmauum npu  AocTyne nonb3oBaTenen (NpPoueccoB 3anyckaemblX OT  UMEHM
nonb3oBaTenen) n (M) UHbIX CyOBLEKTOB AOCTyna K obbektam gOCTyna MHAOPMaLNOHHON
CUCTEMBbI Yepe3 MHPOPMALMOHHO-TENEKOMMYHMKALMOHHbIE CETU, B TOM 4YMCNEe CETU CBSA3M
obLero nonb3oBaHMs, C UCMOMb30BaHMEM CTaUMOHAPHbLIX U (MNN) MOBUIBbHBLIX TEXHUYECKMX
cpencTB (3awuTa yaaneHHoro octyna).

3awmrta yganeHHoOro Joctyna JormkHa obecnedmBaTbCs MpyM BCeX BuAaax AocTyna
(6ecnpoBoaHOM, NMPOBOAHON (KOMMYTUPYEMbIN), LUIMPOKOMOSIOCHBIM U MHble BUAbI JOCTYNa) U
BKIOYaeT:

yCcTaHoBfeHne (B TOM 4ucne AOKYMeHTanbHOe) BMAOB AOCTynNa, paspelleHHbIX Ans
yAaneHHoro goctyna K o6bektam gocTtyna MHOpMaLMOHHON CUCTEMBI;

orpaHvyeHne Ha UCMnonb30BaHWE yAdaneHHOro AocTyna B COOTBETCTBUM C 3agjadvyamu
(byHKUMAMM) MHPOPMALIMOHHOW CUCTEMbI, OS5 PELUEHNSA KOTOPbLIX TAaKon AOCTYyNn Heo6XxoanMm,
WU npegocTaBfieHne yaaneHHoOro AoCTyna AN KaXaoro paspelleHHOro Buaa yaaneHHoro
poctyna B cootBeTcTBMM ¢ YI[.2;

npefocTaBfieHMe yganeHHoro AoCTyna TOSMbKO TeM Mnosib3oBaTesiiM, KOTOPbIM OH
HeobXxoauM Onsi BbINOSTHEHNS YCTAHOBIIEHHbIX AOMKHOCTHbIX 06s13aHHOCTEN (PYHKLUMIA);

MOHUTOPUHT W KOHTPOSlb  yAaneHHOro [[ocTyna Ha npeaMeT  BbIsIBMEHUs
HECaHKUMOHUPOBAHHOIO yAaneHHoro Aoctyna kK obbektam pJoctyna MHOPMaLUMOHHON
CUCTEMbI;

KOHTPOSb yAaneHHoro Aoctyna nonb3oBaTtenien (NpoueccoB 3anyckaemMblX OT MMEHU
nonb3oBatenen) Kk obbektam gocTtyna MHMOPMAUMOHHOM CUCTEMbl OO0 Havana
WHPOPMALNOHHOIO  B3aMMOAENCTBUMS C  MHAOPMaAUMOHHOM  cucTemMon  (Nepepayu
3awuaemMon nHopmaumn).

MpaBuna wn npouenypbl NPUMEHEHUS YyAaneHHoro [OCTyna pernaMmeHTUMpyTca B
OpraHn3auUnoHHO-pacnopaanTenbHbIX AOKYMEHTaxX onepaTtopa no 3awuTte uHopmaumn.

Tpe6oBaHus Kk ycunenuro YINA.13:

1) B MHPOPMALIMOHHON CUCTEME AN MOHUTOPUHIA U KOHTPONS yAaneHHOro AocTyna
AOIMKHbI MPUMEHATLCS aBTOMATU3NPOBaHHbIE CpeacTBa (OONOMHUTENbHbIE MNPOrpamMMHbIe
NN NPOrpamMmMHO-TEXHUYECKME CPeacTBa);

2) B WH(OPMALMOHHOW CUCTEME WCMONb3yeTCa OorpaHnvyeHHoe (MUHMMAarnbHO
HeobXxo4MMOE) KONMUYEeCTBO TOYEK MNOAKMOYEHMS K MHAOPMALMOHHOW CUCTEME MpU
opraHuMsauuun yaaneHHoro goctyna Kk obbekram goctyna MHOopMaUMOHHON CUCTEMBI;

3) B WHOPMALMOHHOM CUCTEME WCKMNIOYAETCA YyOaneHHbln OOCTyn OT WMEHMU
NPUBUNErMPOBaHHbIX YYEeTHbIX 3anucen (agMMHUCTPATOpPOB) AN agMWHUCTPUPOBAHMS



MHGOPMAaLMOHHOW CUCTEMbI U €€ CUCTEMbI 3aLLNTbl MHhopMaLmu;

4) B WH(OpMaAUMOHHOW cCUCTEME nNpW YyaaneHHoOM aocTtyne obecnednBaeTcs
npMMeHeHne B  COOTBETCTBMM C  3akoHogartensctBoM  Poccumnckon — depepaummn
Kpuntorpadnyecknx MeToaoB 3almTbl MHOpMaLnu;

5) B uvHGpOpMaumMoHHOM cucteme obecneynBaeTCa MOHUTOPUHT WU KOHTPOSlb
yOaneHHoro Aoctyna Ha npeaMeT BbISIBIEHWST YCTAHOBMEHUS HECaHKUMOHWPOBAHHOMO
COeVHEHUsI TEXHUYECKUX CpeacTB (YCTPOMUCTB) C UHAPOPMALNOHHOM CUCTEMON;

6) B WH(MPOpMaUMOHHON cucTeMe AomkeH obecneynBaTbCa 3anpeT yAaneHHOro
Aoctyna C  MCMNONb30BaHMEM CeTeBbIX TEeXHOMOrMM U MPOTOKOSOB, oOnpeaeneHHbIX
onepatopoMm Mo pes3ynbTaTaM aHanuMs3a 3alMleHHOCTM B cooTteBeTcTBuM ¢ AH3.1 Kak
Hebe30nacHbIX.

CopepxxaHue 6azoBoun mepbl YINA.13:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOpPMaLMOHHOM CUCTEMBI

4 3 2 1

yna.13 + + + +
Ycunenwne YINAa.13 2,3 2,3,5 1,2,3,5

YMNA.14 PernameHTauuAa U KOHTPONb UCMOSIb30BaHUA B UH(hOpMaLMOHHOW cUcTeMe
TexHonornm 6ecnpoBOAHOro AocTyna

Tpe6oBaHua k peanusauun YI[O.14: Onepatopom [OMKHbI obecneymBaTbCS
pernaMmeHTaumMs M KOHTPOSlb WUCMOSb30BaHUS B WH(OPMALMOHHON CUCTEME TEXHOSIOrMNn
BecnpoBogHOro Joctyna nosnb3oBaTtenen K o6bektam JocTyna (CTaHgapTbl KOPOTKOBOSHOBOM
paguocBa3n, CAYTHUKOBOW W NAKeTHOW paaMocBA3W), HamnpaBfieHHble Ha  3awuTy
MHopMauumn B MHPOPMALNOHHOM CUCTEME.

PernameHTauma n KOHTPONb MCMOMb30BaHWUS TexHorormnm 6GecnpoBOAHOro AocTyna
AOJDKHbI BKOYATb:

orpaHuMyeHne Ha Ucnonb3oBaHMe TexHonormn ecnposogHoro goctyna (becnposogHom
nepefayv AaHHbIX, 6ecnpoBofHOro nNoAknyeHus obopygosaHust K ceTn, BecnpoBogHOro
NOAKNIOYEHNS YCTPONCTB K CPEACTBY BbIYMCNUTENBHOM TEXHUKN) B COOTBETCTBUM C 3aa4amu
(CbyHKUMAMM) NHPOPMALIMOHHOW CUCTEMbI, OS5 PELUEHNSA KOTOPbLIX Takon A0CTyn Heobxoamm,
n npegocTasneHne 6ecnpoBoagHOro goctyna B cootsetcteum ¢ YI11.2;

npefocTaBfieHMe TexHonormm 6ecnpoBOAHOIO AOCTyNa TOMbKO TeM MOfb30BaTENSM,
KOTOPbIM OH HeobxoauM Ans BbIMNOMAHEHUSA YCTaHOBMEHHbLIX OOSMKHOCTHbIX O06A3aHHOCTEN
(cpyHKUMI);

MOHUTOPUHT W KOHTPOSIb MNPUMEHEHUS1 TexHomnormn 6ecnpoBOAHOrO AOCTyna Ha
npeamMeT BbISIBIEHNA HECaHKUWOHUPOBAHHOIO WMCMNOMb30BaHUSA TEXHOMormnm 6ecnpoBOLHOMO
AocTtyna K obbektam goctyna MHOpPMaLNOHHON CUCTEMBI;

KOHTpOnb ©GecnpoBOo4HOrO [OCTyna nofb3oBaTenen (MpoueccoB 3anyckaemblX OT
UMeHN nonb3oBaTenen) K obbektTam Joctyna MHEAOPMALMOHHOM CUCTEMbI [O Havana
MHOPMALNOHHOIO B3aUMOAENCTBUSA C UHAPOPMALNOHHOM CUCTEMON.

MpaBuna u npouefypbl NPUMEHEHUA TexHonormn 6ecnpoBOAHOrO  [ocTyna
perrnamMeHTUpyTCa B OpraHM3auMOHHO-pacnopaauTenbHbIX [OOKyMeHTax orepartopa no
3almTe nHopmaumu.

Tpe6oBaHus k ycunenuro YINa.14:

1) B MHpOpMaLMOHHON cncTeMe obecneymBaeTcsa ayTeHTUUKaLMS NOAKNIYaeMbIX C
ncnonb3oBaHMeM TexHonornm 6ecnpoBoHOro AoCTyna yCTPOUCTB B cooTBeTCTBUMN C NAD.2;

2) B MH(OPMaLMOHHON cucTeMe obecnevmBaeTcs MOHUTOPUHI Tovek 6ecnpoBOaHOroO
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NOOKIMOYEHUST  YCTPOMUCTB K  WMHAOPMAUWOHHOM CuUCTEME Ha npeaMeT  BbIsIBIIEHUS
HeCaHKLUNOHNPOBaHHOIO 6ecnpoBOAHOMO MNOAKMYEHUS YCTPOUCTB;

3) B VH(MPOPMaAUMOHHOW CUCTEME  MUCKMNIYaeTCss  BO3MOXHOCTb  U3MEHEHUs
nonb3oBaTesnieM Toyek 6ecnpoBoOAHOro 4oCTyna MHPOPMaLUNOHHOM CUCTEMBI,

4) onepaTopoM OfOMKeH OblTb NpefycMOTpeH 3anpeT GecnpoBOAHOrO AocTyna K
MHGOPMaLMOHHOW cucTemMe n3-3a NpeaerioB KOHTPONMPYEMOWN 30HbI;

5) B nHbopmaumoHHoOM cucteme OormkeH ObiTh 3anpelwieH 6ecnpoBoAHbIM 4OCTYN OT
UMEHWN MPUBUIIEMMPOBAHHbIX YYETHbIX 3anucen (aMUHUCTPAToOPOB) ANA aAMUHUCTPUPOBAHMS
MHOPMALNOHHOM CUCTEMBI N ee CUCTEMbI 3aLUnTbl MHhopMaunu;

6) B WH(MPOPMAUMOHHON CUCTEME  MWCKNIYaeTCsl  BO3MOXHOCTb  M3MEHEHUs
nonb3oBaTenieM yCTPONCTB N HAacTpoek 6ecnpoBOAHOro AOCTYNa;

7) onepaTopom obecneumBaeTcs onpeaeneHue MECTOHaxX0oXaeHus
HeCaHKLMOHNPOBaHHOIo 6ecnpoBogHOro YCTPOMCTBA;
8) onepaTtopom obecneuynBaeTcs 6noknpoBaHue PYHKLUMOHNPOBAHNSA

HeCaHKLNOHNPOBaHHOIro 6ecnpoBOHOMO YCTPOMCTBA.
CopepxaHue 6aszoBon mepbl YINO.14:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOW CUCTEMBI

4 3 2 1

yna.14 + + + +
Ycunenue YIN[.14 1 1,3 1,3,4,5

YMNAO.15 PernameHTauus U KOHTPOJSb UCMOSIb30BaHUA B UHPOPMaLMOHHON cUcTemMe
MOOUNbHbLIX TEXHUYECKUX CPeacTB

Tpe6oBaHua k peanusauun YIO.15: Onepatopom [ormkHbI obecneymBaTbCS
pernaMmeHTaumMs M KOHTPOSflb WUCMOMb30BaHUS B WH(OPMALMOHHON cucteMe MOBUSbHbIX
TEXHMYECKMX CPeacTB, HanpaBneHHble Ha 3awuTty uHdopMaumm B WHGOPMaLNOHHOM
cucTeme.

B kauectBe MOOWNBbHBLIX TEXHWYECKMX CPeacTB paccMaTpuBalOTCA CbeMHble
MaLUNHHbIE HOCUTENWU UHMOopMaLMK (PnaL-HaKoNUTENN, BHELUHWE HaKOMUTENWN Ha >XeCTKUX
ANCKax W MHble YCTPOWCTBA), NMOPTATMBHbIE BbIYUCIIMTENbHbIE YCTPOWCTBA M YCTPOMCTBA
CBSI3M C BO3MOXHOCTbIO 06paboTkm nHdopmauum (HOyTOykM, HETOYKW, NMMaHLIETbl, COTOBbIE
TenedoHbI, UNPPOBLIE KaMepbl, 3ByKO3anuncbiBaloLmMe YCTPONCTBA U MHbIE YCTPOUCTBA).

PernameHTaumMa u KOHTPOMb WCMOMb30BaHMA MOOWIBbHbLIX TEXHUYECKUX CpeacTs
AOJIMKHbI BKIOYATh:

yCTaHoBMeHne (B TOM 4ucne AOKyMeHTanbHOe) BMAOB pJoctyna (becnpoBogHow,
NPOBOAHOM (KOMMYTUPYEMbIN), LUMPOKOMOSIOCHBIN N UHbIE BUAbI OCTYNa), paspeLleHHbIX s
pocTtyna Kk obbektam gocTtyna MHGOPMAaLMOHHOW CUCTEMbI C UCNOMb30BaHMEM MOBUITbHBLIX
TEXHUYECKUX CPeACTB, BXOOALNX B COCTAB NMH(POPMALNOHHON CUCTEMBI;

ncnonb3oBaHMe B COCTaBe WH(OPMALMOHHOW CUCTEMbl AN AOCTyna K obGbekrtam
AocTyna MOBUIbHbIX TEXHUYECKUX CPEeACTB (CNy>XeOHbIX MOBUNBHBIX TEXHUYECKUX CPEeacTB),
B KOTOPbIX peanu3oBaHbl Mepbl 3aLnTbl MHGopMaumm B cootTBeTcTBUM ¢ 3/C.30;

OrpaHN4YeHne Ha UCMNONb30BaHNE MOBUITbHBIX TEXHUYECKUX CPEACTB B COOTBETCTBUM C
3agadvamm (PyHKUMAMM) MHPOPMALMOHHON CUCTEMbI, ANSA PELUEHMS KOTOPbIX MCMNOfb30BaHME
Takux cpencrtB HeobxoouMmo, M NpeaocTaBrneHne OCTyna C MCNOfb30BaHNMEM MOOUITbHbBIX
TeXHUYeCcKnx cpeacts B cootBeTctBun ¢ YI1[.2;

MOHUTOPUHT U KOHTPOSb MPUMEHEHUST MOBUNBbHBIX TEXHUYECKUX CPEACTB Ha npeameT
BbISIBNEHNSA HECAHKLMOHUPOBAHHOIO MCMONb30BaHUA MOOWIbHbLIX TEXHUYECKUX CPEeACTB ONs



AocTyna Kk o6bektam gocTtyna MH(OpPMaLMOHHOW CUCTEMBI;

3anpeT BO3MOXHOCTW 3anycka 6e3 kKomaHndbl norb3oBatens B WHMOOPMaUMOHHOM
cucTemMe nporpaMMmHoro obecneyeHns (MpoOrpaMMHOro  Koda), WCMnonb3yemoro  Ans
B3aMMOOENCTBUSA C MOBUIbHLIM TEXHUYECKUM CPEACTBOM.

MpaBuna u npoueaypbl MPUMEHEHUST MOOMUMBbHBbIX TEXHUYECKUX CPencTB, BKMAKOYas
npouenypbl Bbigadn 1 Bo3BpaTta MOOUIbHbLIX TEXHUYECKUX CPEACTB, a TakkKe UX nepegayun Ha
TexHnyeckoe obcnyxuBaHue (npouenypa AoimkHa obecnevvBaTb  yganeHve  unu
HeJOCTYMHOCTb MHOPMaLMK), pernaMmeHTUPYITCS B OpraHM3auuoHHO-pacnopsanTenbHbIX
AOKyMeHTax onepaTopa no 3awute nHgpopmaumn.

Tpe6oBaHus Kk ycunenuro YINQ.15:

1) onepaTtopom obecneynBaeTca 3anpet WUCNOMb30BaHWs B  WMHEGOOPMALMOHHOM
CUCTEME, HEe BXOAAWMX B €e CcOoCTaB (HaxXOoAsWUXCH B JIMYHOM UCMOMb30BaHUKN) CbeMHbIX
MaLUNHHbBIX HOCUTENEN MHopmauuu;

2) onepaTtopom obecneymBaeTcs 3anpeT UCMNoNb30BaHNA B MIHPOPMALMOHHOM CUCTEME
CbEeMHbIX MalUMHHbIX HOCUTEeNnen WHdopmauun, Ons KOTOpbIX He onpedeneH Bnagenew
(nonb3oBaTtenb, opraHn3auuns, OTBETCTBEHHbIE 3a NPUHATUE Mep 3aLLMTbl UHOpMaLMK);

3) onepatopom  obecnednBaeTtcs (8 cooTBeTcTBMM  C  npouegypamu,
3aUKCUPOBAHHBIMA B OpPraHU3auMoOHHO-pacnopsaaMTENbHbIX — JOKYMEHTaxX)  OuYuUCTKa
MAaLUMHHOIO HOCUTENst MHpopMauun MOBUMBHOIO TEXHMYECKOrOo CpeacTBa, nepeycTaHoBKa
nporpamMmmMHoro obecneyeHns 1 BbINOSTHEHUE MHbIX Mep MO 3almnTe MHoPMaLMM MOBUMBbHBIX
TEXHUYECKUX CPEeACTB, NOCMEe UX UCMONb30BaHNA 3a Npeaenammn KOHTPOMPYEMOWN 30HbI;

4) onepatopom obecrnedynBaeTca NpeadocTaBrieHne [JocTyna C UCNoSfib30BaHWEM
MOOMMBbHBIX TEXHUYECKMX CPeacTB K 06bekTam JOoCTyna UH(POPMALMOHHON CUCTEMbI TOSMBbKO
TeM nonb3oBaTendMm, KOTOpbIM OH HeobXxoauM ANnA  BbINOSIHEHUA  YCTAHOBMEHHbIX
AOIMKHOCTHbIX 06a3aHHOCTEN (PyHKUMIA);

5) B HGpopMaumnoHHoM cnucteme obecneunBaeTcs 3anpeT UCNONb30BaHNUS MOOUMNbHBIX
TEXHUYECKUX CPEeACTB, HAa KOTOpble B MHOPMALMOHHON CUCTEME MOXET ObITb OCyLLECTBNEHA
3anucb MHopmauun (nepesannucbiBaeMblX CbeMHbIX MaLLUMHHbIX HOCUTENen nHopmaLmm).

CopepxaHue 6aszoBon mepbl YINO.15:

Mepa 3awuTbl MHOpPMaLUMn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
Yna.15 + + + +
Ycunenune YINAa.15 1,2 1,2

YNA.16 YnpaBneHue B3ammoaencTemMeM ¢ MHPOPMaLMOHHLIMU CUCTEMAMU CTOPOHHUX
opraHusauumn (BHewHue MHPOpPMaLUOHHbIE CUCTEMbI)

Tpe6oBaHua k peanusaumu YIO.16: Onepatopom [oOmMKHO ObITb obecneyeHo
ynpaBneHne  B3aUMOAENCTBMEM C  BHEWHWMU  UHAPOPMAUUOHHLIMW  CUCTEMAaMW,
BKMNOYAOLWNMN  MH(POPMALIMOHHbIE CUCTEMbI U BbIYUCINTESbHBIE pPECYPCbl  (MOLLHOCTW)
YNONMHOMOYEHHbIX  NULU, WHMOPMALUMOHHbIE  CUCTEMbI, C  KOTOPbIMA  YCTaHOBIEHO
MHOPMaLNOHHOE B3aMMOLENCTBUE HA OCHOBAHNM 3aKSTlO4EHHOro AoroBopa (cornaileHust), a
Takke C WHbIMWU WH(OPMAUMOHHBIMX CUCTEMaMW, WUHAOPMALVOHHOE B3anMOAeNCTBUE C
KOTOpbIMM HEOBX0AMMO AN PYHKLMOHNPOBAHNSA NHPOPMALIMOHHON CUCTEMBI.

YnpasneHne B3auMogencTBMeM C BHELUHUMU NH(POPMAaLMOHHBIMU CUCTEMaMW LOSMKHO
BKNtoYaThb:

npegocrasneHve Joctyna K WMHPOPMaUMOHHOW CUCTEME TONbKO aBTOPU3OBaHHbLIM
(ynosiHomMo4eHHbIM) nonb3oBaTensam B cootBetTcTBum ¢ YI.2;



onpegeneHve TUMNOB MPUKMIALHOMO NPOrpamMMHOro obecnedyeHns MHEPOPMaLMOHHON
CUCTEMbI, K KOTOPbIM  paspelweH [JOCTyn  aBTOPM3OBAHHbIM  (YNOSTHOMOYEHHbIM)
nonb3oBaTeNsAM U3 BHELLUHMX MHOPMAaLMOHHBLIX CUCTEM;

onpegerieHne CUCTEMHbIX YYEeTHbIX 3anucen, WUCMonb3yeMblX B pamMKax [AaHHOro
B3aUMOOENCTBUS;

onpegerieHne nopsaka npefoctaBrieHns JocTyna K WMHEMOPMaUMOHHOW cucteme
aBTOPU30BAHHbIMU (YNOSTHOMOYEHHbBIM) MOfb30BaTENAMM U3 BHELHUX MHGOPMAaUMOHHbIX
CUCTEM,;

onpegeneHve nopsgka o06paboTkn, XpaHeHua W nepegayn  UHgopmauumn  C
NCNOJSIb30BaHMEM BHELLUHNX NMH(POPMALMNOHHBIX CUCTEM.

YnpasneHne B3anMOAENCTBMEM C BHELLHUMWN UHAOPMALNOHHBIMU CUCTEMaMN B LeNsax
MEXBELOMCTBEHHOIO 3IIEKTPOHHOIO B3aMMOLEWCTBUSA, WCMOSHEHUS TOCYAApPCTBEHHbLIX U
MyHUUMNANbHbIX YHKUUA, hopMUpoBaHMs 6a30BbIX FOCYAAPCTBEHHbLIX MHAOPMALMOHHbIX
pecypcoB OCyLleCTBMAsSieTCs B TOM 4uClle C  WUCNOSMb30BaHWEM €4VMHOM  CUCTEMb
nageHTurkaumm un ayteHTudukaumm, co3gaHHOM B COOTBETCTBUM C  MOCTaHOBIEHUEM
MpaeutenbctBa Poccuiickon ®epepauum ot 28 Hos6pa 2011 r. N 977.

MpaBuna wn  npouenypbl  ynpaBfeHWss  B3aMMOOENCTBMEM  C  BHELUHUMW
MH(POPMALNOHHBIMU CUCTEMAMMK PerfnameHTUPYITCA B OpraHM3aunoHHO-pacnopaanTenbHbIX
AOKyMeHTax oneparopa no 3awute nHdopmMauuu.

Tpe6oBaHus k ycunenuto YNA.16:

1) onepaTop npegocrtaBndeT AOCTYN K MHAOPMAUVUOHHOMW CUCTEME aBTOPU30BaHHbLIM
(ynONMHOMOYEHHbIM) NONb30BaTENSAM BHELUHUX WH(OPMAUUOHHbIX CUCTEM WK paspeluaeT
00paboTKy, XpaHeHMe U1 nepegadvyy WHPOPMaUMM C  UCMNOSIb30OBAHWMEM  BHELLHEN
MHGOPMAaLMOHHOW CUCTEMbI MPU BbINOSTHEHUWN CIieayoLWNX YCITOBUNA:

a) npu Hanu4mm gorosopa (cornaweHns) o6 UHPOPMAUUOHHOM B3aMMOLENCTBUN C
onepatopom (obnagatenem, BnagenbuemM) BHELWHEN NHAOPMALMOHHON CUCTEMBI;

0) npu HanuuyMn nNOATBEPXAEHUS BbINOSIHEHUS BO BHELWHEW WH(OPMaLMOHHON
cUCTEME NPeabsBriEHHbIX K Hel TpeboBaHUM O 3awwmte MHopMauuu (Hanudme attectarta
cooTBeTCTBUA TpeboBaHUAM No 6e30nacHOCTU MHGOPMALUKM UM UHOTO NOLTBEPXKOEHUS).

CopepxaHue 6aszoBon mepbl YINO.16:

Mepa 3awuTbl MHOpPMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOW CUCTEMBI

4 3 2 1

Yra.16 + + + +
Ycunenue YI[4.16 1a 1a, 16 1a, 10 1a, 16

YNA.17 O6ecnevyeHne AOBEPEHHOM 3arpy3kun CpeacTB BbIYUCIIUTENIbHON TEXHUKU

Tpe6oBaHua k peanusauum YIMO.17: B wvHOpOPMaAUMOHHON cCUCTEME [OSMKHO
obecneunBaTbCs WUCKIIOYEHME HECaHKUVMOHUMPOBAHHOIMO [OCTyna K nporpamMMHbiM K (Mnn)
TEXHUYECKUM pecypcam CpeacTBa BbIYUCIUTENBHON TEXHUKN MHAPOPMALMOHHOW CUCTEMBI Ha
aTane ero 3arpysku.

[loBepeHHas 3arpyska aosmkHa obecneymBaThb:

GnokMpoBaHMe MOMbITOK HECAHKLMOHMPOBAHHOMW 3arpy3ku HeLTaTHOW onepauvoHHOM
cuctembl (cpedbl) WM HEAOCTYMHOCTb MH(OPMALMOHHBIX PEecypcoB [Ofs YTEeHUs wunu
Moandukaumm B cnyyae 3arpyskm HeluTaTHOW onepaumMoHHON CUCTEMBI,

KOHTPOSb JOCTYNa nosnb3oBaTenen K npoueccy 3arpyskum onepaumoHHON CUCTEMBI;

KOHTPOSb LEMOCTHOCTU NpOorpamMMHOro obecrnedyeHns u annapaTHbIX KOMMOHEHTOB
CpeacTB BbIYNCANTESNTBHON TEXHUKM.
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B nHdopmaumoHHOM cucTeme NpuMeHseTcs JoBEepPEeHHas 3arpyska Ha pasHbiX YPOBHAX
(ypoBHA 6asoBoM cucTeMbl BBOAA-BbIBOA4A, YPOBHSA MnaTbl paclIMPEeHUs U YPOBHS
3arpy3oyHomn 3anucm).

MpaBuna u npouenypbl obecneyeHns OBEPEHHOW 3arpy3kn CPeACTB BblYNCINTESTbHON
TEXHUKN perriamMeHTUpYoTCs B OpraHnM3aLUMOHHO-pacnopsaamTenbHbIX JOKYMEHTax onepatopa
no 3awmnte nHpopmaumm.

TpeboBaHus k ycunenuro YINA.17:

1) B WMHOPMALMOHHON CUCTEME [OSDKHA OCYLIECTBNATLCS [OOBepeHHasi 3arpyska
YypOBHS 6a30BOM CUCTEMbI BBOAA-BbIBOAA UMW YPOBHS NMNaThl PacLUMPEHNS;

2) B VH(MOPMALMOHHON CUCTEME [OOSMPKHA OCYLLECTBNATLCA AOBEPEHHas 3arpyska
YypOBHS1 6a30BOM CUCTEMbI BBOAA-BbIBOAA W YPOBHSA MNaThl pacLUMPEHNS, peann3oBaHHbIe
Ha OCHOBe MporpaMMHo-annapaTHOro Moayns;

3) B VMH(OPMaLMOHHON CUCTEME [OOSMPKHA OCYLLEeCTBNATLCA [AOBEPEHHas 3arpyska
nporpamMmHoro obecnevyeHusi TeNeKOMMYHUKaLMOHHOro obopyaoBaHus;

CopepxaHue 6aszoBon mepbl YINO.17:

Mepa 3awuTbl MHOpPMaLUMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1

ynQo.17 + +
Ycunenwne YINQ.17 1 2

3.3. OrpaHu4eHue nporpammHon cpeabl (OlC)

OrlNC.1 YnpaBneHue 3anyckom (obpalleHnsiMm) KOMMNOHEHTOB NPOrpaMmMHOro
obecneyvyeHuns, B TOM YUcrne onpeaeneHne 3anyckaeMbiX KOMMOHEHTOB, HACTpoMKa
napameTpoB 3anycka KOMMNOHEHTOB, KOHTPOJ1b 3a 3aNyCKOM KOMMOHEHTOB
nporpamMmmHoro o6ecnevyeHus

Tpe6oBaHua k peanusauum OIC.1: Onepatopom [OMKHblI ObiTb peanvM3oBaHbl
cnegywowme  (QyHKUMM  No  ynpaBreHuo  3anyckoMm  (obpaweHusiMn)  KOMMOHEHTOB
nporpaMmmHoro obecneveHuns:

onpeaeneHne nepeyHs (Cnmcka) KOMNOHEHTOB NporpaMmMHoro obecnevyeHns (annos,
006bekToB 6a3 [aHHbIX, XpaHWUMbIX Mpoueayp M  WHbIX KOMMOHEHTOB),3anyCcKkaeMbiX
aBTOMaTUYECKM NpK 3arpy3ke onepaumMoHHON CUCTEMbI CPeACTBaA BbIMUCIUTENBHON TEXHUKN;

paspelueHne 3anycka KOMMOHEHTOB MPOrpaMMHOro obecneyeHus, BKITHYEHHbIX B
nepeyveHb (CNMCOK) NPOrpamMmMHOro obecneyeHmnst, 3anyckaeMoro aBToMaTu4eCcKkn Npu 3arpyske
onepaunoHHON CUCTEMbI CPEACTBA BbIYUCITUTESNTbHOW TEXHUKW;

OrpaHu4yeHMe 3anycka KOMMOHEHTOB MporpaMmHoro obecnevyeHuss OT  MMEHU
agMunHUCTpaTopoB 6e3onacHOCTU (Hanpumep, paspelleHMe Takoro 3anycka TOSbKo [Ans
nporpamMmmMHoro obecneyeHnsa cpeacTB 3alnTbl MHOOPMaLMN: CEHCOPbI CUCTEM OBHapYXeHUs
BTOPXXEHWUW, areHTbl CUCTEM MOHUTOPUHIra COObLITUA WH(OPMaLNOHHON Ge3onacHoCTH,
CpeAcTBa aHTMBUPYCHOW 3aLunThbl);

HacTpoWnka napamMeTpoB 3amnycka KOMMNOHEHTOB NPOrpaMMHOro obecneyeHns OT UMeHU
YYETHOM 3anucu agmuHucTpaTtopa ©6e3onacHoCTM Takum oOpas3om, 4YTOObl  Tekywmi
nonb3oBaTeNb CPeacTBa BbIMUCIUTENbHOM TEXHUKM HEe MOr MnoSyunTb 4Yepe3 AaHHble
KOMMOHEHTbI AOCTyn K obbekTaM A0CTyna, Ha [OCTYN K KOTOPbIM Yy HEro HeT npas B
cooTtBeTcTBUM ¢ YI1[.2;

KOHTPOSb 3a 3arnyckoM KOMMOHEHTOB nporpamMHoro obecneyeHus, obecnevmsaroLni



BbISIBNIEHNE KOMMOHEHTOB NPOrpamMMHOro obecneyeHns, He BKIKYEHHbIX B NepeveHb (CrmMCcok)
KOMMOHEHTOB, 3anyckaeMblX aBTOMaTMyeCcku Npu 3arpyske onepaumMoHHON CUCTEMbI CpeacTBa
BblYNCIUTENBHON TEXHUKMN.

MpaBuna v npouenypbl ynpaereHUst 3arnyckom MporpaMMHoOro obecrneyeHns (B TOM
4yucrne CnMcKM nporpaMmMHoro obecneyeHus, OrpaHMyYeHus 3anycka, napameTpbl 3anycka
KOMMOHEHTOB NpOrpaMmHoro obecneyeHns) pernameHTupyTCca B
OpraHM3auMoHHO-pacnopsanTENbHbBIX JOKYMEHTax onepaTtopa no 3awumre nHpopmaumn.

Tpe6oBaHus kK ycunenuro OINC.1:

1) B MHopMauUnoHHOM cucteme obecnevmBaeTCca paspelleHue 3anycka TOMbKo Tex
NPOrpaMMHbIX KOMMNOHEHTOB, KOTOPbIE IBHO pa3peLleHbl agMMHMUCTpaTopoM 6e30nacHOCTY;

2) B MHGPOPMaUMOHHOM cucTeMe obecneynmBaeTCa WUCMNONMb30BaHME CPencTB
aBTOMaTU3NPOBAHHOINO  KOHTPONA  nepeyHs  (Cnucka) KOMMOHEHTOB  NpOrpamMMHOro
obGecneyeHnsa, 3anyckaemMoro aBTOMATUYECKM Npu 3arpyske OnepaumoHHON CUCTEMBbI
CpeAcTBa BbIYUCIIUTENTbHOW TEXHUKMW;

3) B MHOPMALMOHHOM cucrteme obecneynBaeTcs ncnonb3oBaHme
aBTOMaTU3NPOBAHHbLIX MEXaHW3MOB YynpaBreHus 3anyckoM (obpalleHnsiMn) KOMMOHEHTOB
nporpaMmmHoro obecnevyeHus;

4) B MHOpMaLMOHHOM cucTeMe obecneymBaeTca ynpaBreHne yaaneHHbIM 3amnyCckoMm
KOMMOHEHTOB nporpaMMHoro obecneyeHuss (Hanpumep, 3anpeT 3anycka KOMMOHEHTOB
nporpamMmmHoro obecrnevyeHuss Ha OLHOM CPeAcTBE BbIYUCMUTENBbHON TEXHUKM KOMaHOOW C
APYroro cpefcTBa BblYUCINTENBHOM TEXHUKN);

5) B MHopmauunoHHOM cucteme obecneumBaeTcsl yrnpaBrieHNe BPEMEHEM 3arnycka u
3aBepllieHnss paboTbl KOMMOHEHTOB MNporpaMMHoOro obecrneyeHus (Hanpumep, orpaHuyeHue
3anycka TonbKo B TedeHne paboyero aHs);

6) B WH(popmMaumoHHOM cucteme obecnedynmBaeTCsl KOHTPOSb  LIENOCTHOCTU
(cocTosiHMsI)3anyckaeMbiX KOMMNOHEHTOB NporpaMmmMHoro obecneyeHus (pannos (B Tom ymcne
KOH(UIypaUMOHHbIX), OBbekTOoB 0a3 [faHHblX, MoAknoYaemMblx ©Oubnuotek u  gp.) B
cooTtBeTcTBUM ¢ OLIJT.1;

7) B WH(popmaumoHHOW cucteme obecneynmBaeTcsi KOHTPOSNlb  OBHOBMEHUSA
3anyckaeMblX KOMMNOHEHTOB NPOrpaMmMHoOro obecneveHus;

8) B UHpopMaunoHHOM cucteme obecneunBaeTcs permcTpaumsi CoobITUI, CBA3AHHbIX C
KOHTPOMEM COCTOSIHUA U  OOHOBMEHMEeM 3anyckaeMblX KOMMOHEHTOB MNpPOrpamMMHOro
obecneyveHus;

9) B MH(opmaumoHHON cucTteme obecneumBaeTcs 3anpeT (6rnokMpoBaHue) 3anycka
onpeaeneHHbIX OonepaTtopoM KOMMOHEHTOB MPOrpaMMHOro obecnevyeHuns, He npoLllegmnx
ayTeHTuukaumo B cootseTcTBumn ¢ MAD.7.

CopepxaHue 6aszoBon mepbi ONC.1:

Mepa 3awwuTtbl Hpopmauum Knacc 3awmieHHOCTU MHOpMaLMOHHOW CUCTEMBI

4 3 2 1

Oric A1 +
Ycunenue OlC.1 1,2,3

OlNC.2 YnpaBneHue ycTaHOBKOW (MHCTansnsiLen) KOMNOHEHTOB NPOrpamMMHOro
obecneyvyeHus, B TOM 4YUcCrie onpeaerieHMe KOMMNOHEHTOB, NoArexalmx yctaHoBKe,
HacTpoWKa napamMeTpoB YCTaHOBKN KOMMNOHEHTOB, KOHTPOJSIb 32 YCTaHOBKOW
KOMMOHEHTOB NporpamMmMHoro obecneyeHus

Tpe6oBaHusa kK peanusauum OIlC.2: OnepaTtopom [OMKHbI ObiTb peanv3oBaHbl



cnegylowme  @YHKUMM N0 YMPaBIieHUMIO YCTAHOBKOW  (MHCTanmnsuuMen) KOMIMOHEHTOB
nporpaMmmHoro obecnevyeHns HPOPMaLNOHHON CUCTEMBI:

onpeaeneHne KOMMOHEHTOB MPOrpaMMHoOro obecneyeHns (coctaBa uU KOHUrypaumm),
noanexatwuux yCcTaHOBKE B MH(OPMALMOHHOM CUCTEME T[OcCre 3arpys3ku onepaumoHHOn
CUCTEMBI;

HacTpoWka napamMeTpoB YCTAHOBKM KOMIMOHEHTOB nNporpamMHoro obecneveHus,
obecneunBaroLas UCKMOYEHNE YCTaHOBKMN (€CNW OCYLLLECTBMMO) KOMMOHEHTOB MPOrpamMMHOro
obecrneyeHns, Ncnonb3oBaHNe KOTOpbIX He TpebyeTca Ans peanusaumMm MHEGPOPMaLMOHHON
TEXHOSIOrMM UHAPOPMALNOHHOM CUCTEMbl (Hanpumep, MNpu 3arnycke YCTaHOBLLMKA MOXHO
BblOpaTb nnNu He BbliOpaTb onpefeneHHble onunn 1, TEM CaMbiM, pa3peLnTb Un 3anpeTuTb
YCTaHOBKY COOTBETCTBYHOLLMX KOMIMOHEHTOB NPOrpaMMHoro obecneveHms);

BbIOOp KOH(pMrypaumm yctaHaBnMBaeMbIX KOMMOHEHTOB MporpaMmHoro obecneveHus
(B TOM ymcne koHdUrypaumm, npegycMaTpmBaroLne BKIIKOYEHNE B JOMEH, UMM He BKINKYeHne
B JOMEH);

KOHTPOMb 3a YCTAHOBKOM KOMIMOHEHTOB MporpaMMmHoro obecnevyeHuss (coctaB
KOMMOHEHTOB, NapameTpbl YCTAHOBKM, KOH(PUrypauns KOMMOHEHTOB);

onpegeneHve N nNpUMeEHeHWe napameTpoB HACTPOWKM KOMMOHEHTOB MPOrpamMMHOro
obecrneyeHnsa, BKNOYas MNPOrpaMMHbIE KOMMOHEHTbl CpPeacTB  3awuTbl  MHGOPMaLUuWK,
obecrneynBaroLLMX peanu3auunio Mep 3almTbl MHPOPMaLUMK, a Takke ycTpaHeHne BO3MOXHbIX
YA3BUMOCTEN  UH(OPMALMOHHON  CUCTEMbI, MNPUBOOALMX K  BO3HMKHOBEHWUIO  Yrpo3
6e3onacHoCTU NHhopmaumn.

MpaBuna v npouenypbl YynpaBneHUst YCTAHOBKOW (MHCTannsumen) KOMMOHEHTOB
nporpaMmmHoro obecneyeHuss (B TOM 4uUcre YMNpaBfeHUs COCTaBOM W KOHurypauumen
nognexawux YCTaHOBKE KOMMOHEHTOB MporpaMMHOro obecneveHusi, napameTpamu
YCTaHOBKKW, napaMeTpamMuM  HacTPOWMKM  KOMMOHEHTOB MporpamMmMHOro  obecneyeHus)
pernaMmeHTUpyoTCS B OpraHM3auMOHHO-pacnopaauTenbHbiX OOKyMEHTax onepatopa no
3awmTe nHpopmMaumm ¢ y4eToM 3KCnsyaTaunoHHOM AOKYMEHTaUuu.

Tpe6oBaHus kK ycunenuro OINC.2:

1) B MHOPMALMOHHON cUCTEME [OMMKHO obecneymBaTbCs UCNOMb30BaHME CPeACcTB
aBTomMaTM3auum Ana NPUMEHEHUA W KOHTPONS napamMeTpoB HACTPOMKM KOMMOHEHTOB
nporpamMmMHoro obecnedeHusi, BAMAIOLWNX HA 6e3onacHOCTb MHdopMaLunu;

2) B UH(POPMALMNOHHON cUCTEME AOSMKHbI OblTb peann3oBaHbl aBTOMAaTU3MPOBAHHbIE
MexXaHU3Mbl pearMpoBaHuUsi Ha HECaHKUMOHWPOBAHHOE W3MEHEHWE MnapameTpoB HACTPOMKM
KOMMOHEHTOB MpOrpaMMHoOro obecneyeHus, BRMAKOWKUX Ha 6e30MacHOCTb MHGOpMaL UK,
npegycMmatpusatoLine 6okmpoBaHmMe OCTyna K CpeacTBY BbIYUCAUTENBHON TEXHUKU U (UNK)
WHoOpMaUuK, aBTOMATMYECKOE BOCCTAHOBMEHME MapaMeTpOB HACTPOMKM WK gpyrue
AEeNCTBUS, NPendaTcTBylOLME HECAHKUMOHUPOBAHHOMY A0CTYNYy K WH(OpMauun, KOTOPLIN
MOXeT ObITb MNONy4eH BCNeACTBUME HECAHKUMOHMPOBAHHOIO MW3MEHEHMS MapaMeTpoB
HaCTPOWKW;

3) B MHOPMALMOHHON cCUCTEMEe OOIMKHO obecneymBaTbCA UCMONb30BaHWE CPEenCTB
aBTomMaTM3auuM AN UHCTannsuMM U LEeHTPanu3oBaHHOIo ynpasfeHus npoueccamu
WHCTannsauMmM, B TOM 4uCre C MPUMMEHEHMEM MNAaKeTOB COOTBETCTBYHOLLMX OUCTPUOYTUBOB
nporpamMmmMHoro obecneveHus.

CopepxaHue 6aszoBon mepbi ONC.2:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1

Qoric.2 + +
Ycunenue OlC.2 1




OrC.3 YcTtaHoBKa (MHCTannAumsl) TONbKO pa3pelleHHOro K UCnosib30BaHUIo
nporpamMmmHoro o6ecrne4yeHus u (MUnM) ero KOMNOHEHTOB

TpeboBaHua k peanusauum OIC.3: Onepatopom pJomkHa ObiTb obGecneyeHa
yCTaHOBKa (MHCTanNAuMsl) TOMbKO pas3pelleHHOro K WMCNofib30BaHUIO B WH(OpMaLMOHHON
cucTeme nporpammMHoro obecnedeHnst n (MNKn) ero KOMMNOHEHTOB.

YcTaHoBKa (MHCTannsaumsl) B MHpOpPMaLUMOHHOW CMCTEME NporpamMmMHoro obecnedeHus
(ewga, TunNa, Knacca nporpamMmHoro obecneyeHns) wn (M)  €ro  KOMMOHEHTOB
OCYLLIECTBMNSAETCH C y4eTOM MepeyHsa nporpaMmMHoro obecnevyeHms n (Unm) ero KOMMOHEHTOB,
paspeLLeHHbIX onepaTopom K yctaHoBke ("6enbi cnucok"), n (unu) nepevyHeM NporpamMmmMHoOro
obecnevyeHnsa n (MnNn) ero KOMMNOHEHTOB, 3anpeLleHHbIX onepaTopoM K yctaHoBke ("4epHbii
cnucok"). YkasaHHble nepeyvyHn nporpamMmHoro obecnevyeHmss M (MnM) ero KOMMOHEHTOB
paspabaTtbiBaloTCa onepaTopomMm A58 UHAPOPMALMOHHON CUCTEMbI B LIENIOM UInu Ans BCeEX ee
CErmMeHToB nnn YCTPOWNCTB B OTAENbHOCTU n dUKcnpyroTcs B
OpraHn3aumoHHO-pacnopaauTenibHOM AOKYMEHTaUMW ornepaTtopa Mo 3awmte uHdopmauuu
(BOKyMeHTUpytoTCS).

YcTaHoBKa (MHCTannsaumsl) B MHOpMaUMOHHOW CMCTEME nporpamMmMHoOro obecnedeHus
n (MNKN) ero KOMMNOHEHTOB AOSMKHA OCYLLECTBASATLCA TOMbKO OT MMEHWM agMuUHUCTpaTopa B
cooTtBeTcTBUmM ¢ YI1/[.5.

OnepaTtopom pormkeH obecneumBaTbCA NEPUOAMYECKUI KOHTPOMb YCTAaHOBIIEHHOrO
(MHCTannupoBaHHOro) B MHGOPMALMOHHOM CUCTEME nporpaMMHOro obecnedyeHus Ha
npegmMeT COOTBETCTBUS €ro nepeyvHd nporpaMMHoro obecneyeHus, paspelleHHOMY K
yCTaHOBKe B MHAOPMALIMOHHOM cucTeMe B cooTBeTcTBMM ¢ AH3.4, a Takke Ha npegmer
OTCYTCTBMSI NpOrpaMMHOro obecneyeHus, 3anpeLeHHOro onepaTopoM K yCTaHOBKE.

Tpe6oBaHus kK ycunenuro OINC.3:

He ycTaHOBMNEH®LI.

CopepxaHue 6aszoBon mepbi OlC.3:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

oric.3 + + + +
Ycunenune Ol1C.3

OrlC.4 YnpaBneHue BpeMeHHbIMU hannamu, B TOM YUcCrne 3anpeT, pa3peLueHue,
nepeHanpasfeHue 3anucu, yaaneHue BpeMeHHbIX hannos

Tpe6oBaHusa k peanusaumm OlC.4: B unHdOpPMaALUMOHHON CUCTEME [LOSMKHO
OCYLLECTBNATbCA ynpaBrieHNe BPEMEHHbIMWU hannamu, B TOM 4YucChe 3anpeT, paspelueHue,
nepeHanpasrieHue 3anvucu, yaaneHve BpeMeHHbIX hannos.

YnpasneHne BpeMeHHbIMM dannamm AO0MKHO obecnedmBaTtb nepexsaT 3anucu
BPEMEHHON MHGOpMaumMm B danflbl Ha CUCTEMHOM (3arpy304HOM) pasgene MallMHHOMo
HOCUTENs WHGOPMauUM CpeacTBa BbIYMCIIUTENBHOM TEXHUKM U €e NepeHanpasrieHve B
onepaTtMBHYO NamMsTb U (UnK) B OPYroM pasgen MalMHHOrO HOCUTENs WHgopmauun ¢
nocnenyoLen o4NCTKon (CTMpaHnem).

OnepaTtopom AOIMKEeH ObITb onpegenex n 3adomkcmpoBaH B
OpraHM3aLUMoHHO-pacnopsSANTENBHON AOKyMeHTauum no 3awmTe MHdopMaLmm
(3apoKyMeHTUpPOBaH) NOPSAOK OYUCTKM (CTUPAHUSA) BPEMEHHbIX hansos.

Tpe6oBaHus kK ycunenuro OlC.4:

1) B MHCbOPMAaLMOHHOM cUCTEME LOMKHbI OCYLLECTBNATHCS:



a) KOHTPOSIb JOCTYNa K BpeMeHHbIM dhannam;
0) yaaneHue BpeMeHHbIX hannos no 3aBepLleHnn ceaHca paboTbl C HUMN.
CopepxaHue 6azoBon mepbi OlC.4:

Mepa 3awuTbl MHOPMaLMn Knacc 3auwmieHHoCTV MHopMaLMOHHOW CUCTEMbI
4 3 2 1
orc.4
Ycunenune OlNC.4

3.4. 3awmTa MaWUHHbIX HocuTenen nHcgpopmauum (3HN)

3HWU.1 YyeT MalWwWMHHbIX HOCUTeneun nHcpopmauum

TpeboBaHua k peanusauum 3HWU.1: Onepatopom pomkeH 6bITb obecnedyeH yyeT
MaLUMHHBLIX HOCUTENnen WMHGOPMaUUK, UCMONb3yeMbIX B MH(OPMALMOHHOMW cucTeme Ans
XpaHeHus n 06paboTkn NHpopmMaumu.

YyeTy nognexar:

CbEMHble MalUMHHble HocuTenn uHdopmauum  (naw-HaKoNUTENW, BHELUHUE
HaKOMUTENM Ha XXeCTKMUX ANCKaX N UHble YCTPONCTBA);

nopTaTUBHbIE BbIYUCIUTESIbHBIE YCTPOMUCTBA, WMEIOLMNE BCTPOEHHbIE HOCUTENU
UHpopmauun (HoyTOyKM, HeTOyKu, NNaHWeTbl, COTOBble TenedoHbl, UngpoBbie KaMepbl,
3BYyKO3anucbiBaloLLne YCTPONCTBA U NHble aHaNorMyHble no yHKUMOHaNbLHOCTM YCTPOMCTBA);

MaLUNHHbIE HOCUTENU MHAOPMALMK, BCTPOEHHbIE B KOPNYC CPeACTB BblYNCIIUTENBbHON
TEXHWUKN (HAKOMUTENN Ha XXeCTKUX Anckax).

Y4yeT MalUMHHbIX HOcUTenen MHGOPMauMn BKNOYaeT NPUCBOEHUE PErncTpaumoOHHbIX
(y4eTHbIX) HOMepoB HocuTenam. B kayectBe permcTtpaumMoOHHbIX HOMEPOB  MOryT
MCNoNb30BaTbCA  MAEHTU(PUKALNOHHbIE (CEpUMHBIE) HOMepa MaLUMHHBIX HOcUTernewu,
NPUCBOEHHbIX MNPOU3BOAUTENAMM ITUX MALUMHHBIX HOCUTEenen WHdopmauuu, Homepa
WHBEHTApPHOro y4yeTa, B TOM YUCMEe MHBEHTApHble HOMEpa TEXHUYECKUX CPEeaCTB, MMEKLLNX
BCTPOEHHbIE HOCUTENU MH(popMaLUn, N UHbIE HOMeEpa.

Y4yeT CbEMHbIX MaLUUHHbBIX HOCUTENEen WHgOpMauMM BedeTcs B XKypHanax ydveTta
MaLLMHHbIX HOCUTENnen nHgopmaumu.

Y4yeT BCTPOEHHbIX B MOpPTATMBHbIE WKW CTauMOHapHble TEeXHUYEeCKne cpeacTea
MaLLUMHHbIX HocuTenewn MHopMaLmm MOXeT BECTUCb B XypHanax
MaTepuarnbHO-TEXHUYECKOro y4yeTa B COCTaBe COOTBETCTBYIOLLUMX TEXHUYECKNX cpeacTts. [pu
MCNoNb30BaHMM B COCTaBe OOHOIMO TEXHUMYECKOro cpeacTtBa WMHEAOPMAULMOHHOW CUCTEMBI
HECKOSMbKMX  BCTPOEHHbIX  MalUMHHbIX  HOcuTenenm  MHOpMauMW,  KOHCTPYKTMBHO
00beaVHEHHbIX B €4MHbIN pecypc ANns XpaHeHust MHdopmaunn, AonyckaeTcs nNpucBOEHME
perncTpaunoHHOro Homepa TeXHNYECKOMY CPEeACTBY B LLENOM.

PernctpaunoHHble unn uHble HOMepa MoanexaT 3aHeCeHUI0 B XXypHanbl yyeTa
MaLUMHHbIX HOCUTENen WHpopMaUMn WUNKU KypHanbl MaTepuanbHO-TEXHUYECKOrO yyeTa C
yKaszaHueM nonb3oBatens wunv rpynnbl nofb3oBaTenen, KOTOpbIM paspelleH JOoCTyn K
MaLUMHHbLIM HOCUTENAM MHGOPMaLMK.

PasgenbHOMy yyeTy B >XypHanax ydveTa noanexar CbeMHble (B TOM u4ucne
nopTaTUBHbIE) Nepe3annucbiBaeMble MalLMHHbIE HOCUTENWN MHGOPMaUunK (GonaLl- HaKoNUTEnNM,
CbEMHbIE XXEeCTKNEe OUCKN).

Tpe6oBaHus k ycunenumro 3HU.1:

1) onepatopom obecnevMBaeTCcss MapKMpPOBKa MALUMHHBIX HOCUTENen MHopMaLmm



(TexHnyecknx cpeacTs), AONOMHUTENBHO BKMNOYatoLWas:

a) MHpopMaLMIO O BO3MOXHOCTU UCMOMNb30BaHNS MaLUMHHOIMO HOCUTENSA MHopMaumm
BHE MH(OPMaLMOHHON CUCTEMBI;

0) nHpopMaLno 0 BO3MOXHOCTM MCMNONb30BaHNA MALUMHHOMO HOCUTENS MHOpMaLnn
3a npegenammn KOHTPOSIMPYeMOM 30HbI (KOHKPETHbIX MOMeLLEeHUI);

B) aTpubyTbl 6e30MacHOCTM, yKasblBaloLMe Ha BO3MOXHOCTb WCMOSIb30BaHUS 3TUX
MaLUMHHBIX HOcuTenen mHdopmaumm ans obpaboTkm (XpaHeHWsa) COOTBETCTBYHOLMX BUOOB
MHdopmMaLunu;

2) onepatopoMm obecnevvMBaeTcsi MapKMpoOBKa MaLUMHHBIX HOCUTENen MHdOopMaLmK
(TEXHUYeCKMX cpeacTB), AOMOSMHUTENBHO BKOYaloWaa HeOTTopraemylo UMPOBYHO METKY
HocuTensa nHdopMmaumm gnsa obecneyeHnsa BO3MOXHOCTM pacrno3HaBaHusa (naeHTudunkaumm)
HOCUTENS B CUCTEMAX yNpaBrieHnst AOCTYMNOM;

3) onepatopom obecnevmBaTbCA MapKMPOBKA MaLUMHHbLIX HOCUTENEN MHAOPMaLMK
(TEXHUYecKuMx cpeacTB), AOMOMHUTENBbHO BKMKOYaKLWasi WCNONb30BaHNE MEXaHU3MOB
pacno3HaBaHusa (MAeHTUdMKaALUKN) HOCUTENS MHAPOPMALMK NO €ro YHUKanbHbIM U3NYeCcKnm
XapaKTepuUcTmkam.

CopepxaHue 6aszoBon mepbl 3HU.1:

Mepa 3awuTbl MHPpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

3HW.1 + + + +
Yceunenne 3HW.1 1a 1a, 16

3HWU.2 YnpaBneHune AOCTYNOM K MallMHHbIM HOCUTENAM UHhoOpMaLunmn

Tpe6oBaHua k peanusaumm 3HW.2: OnepaTtopoM [OMKHbI OblTb peanM3oBaHbl
cnegyrowme (yHKUAM MO ynpasneHuto AOCTYNOM K MaLUMHHBIM HOCUTENsIM MHGOpMaumu,
ncnonb3yemMbiM B MIH(POPMALIMOHHON cUCTEME:

onpegeneHne [OOSPKHOCTHbIX v, UMerwmnx GU3NYecki LOCTyn K MaluMHHbIM
HOCUTENAM MHPOpMaLMK, a UMEHHO K CReayoLwuMm:

CbEMHbIM MaLUMHHLIM  HOCUTENSM  WHpopMauun  (GaL-HaKoNUTENW, BHELUHWE
HaKONUTENM Ha XEeCTKMUX AUCKaX N UHble YCTPOMUCTBA);

NOpTaTUBHbLIM BbIYUCANTENBHLIM YCTPOMUCTBAM, WMENLUM BCTPOEHHbIE HOCUTENU
MHpopMauun (HoyToykM, HeTOyku, nnaHweTbl, COToBble TenedoHbl, LMdpoBbLIE Kamepbl,
3BYKO3anucbliBaloLLne YCTPONCTBA U NHbIe aHaNorMyHble no yHKLMOHANbLHOCTM YCTPOMCTBA);

MaLUNHHBIM HOCUTENSIM MHOPMAaLMK, CTauMOHAPHO YCTaHaBnMBaeMbiM B KOpPMyC
CpeacTB BbIYNCANTESNTBHON TEXHUKM (HAanpumMmep, HaKonUTenu Ha XeCTKUX OUCKaX);

npegocrasneHMe U3MYEeCcKoro JocTyna K MalWHHBIM HOCUTENAM MHopmMaumum
TONbKO TeM nuvuam, KOTOPbIM OH HeobxoauM Ans BbINOMHEHUS CBOUX OOSMKHOCTHbIX
o6a3aHHOCTEN (PYHKLMIN);

MpaBuna wn npouedypbl AoCTyna K MaAWWHHLIM  HOCUTENSAM  MHAdOpMauum
perrnamMeHTUpyTCa B OpraHM3auMOHHO-pacnopaauTenbHbiX [OOKyMeHTax orepartopa no
3almTe nHopmaumu.

Tpeb6oBaHus Kk ycunenmro 3HN.2:

1) NpUMEHeHne aBTOMAaTU3NPOBAHHOW CUCTEMbI KOHTPONS dM3MYeckoro AocTyna B
NoMeLLEeHNS, B KOTOPbIX OCYLLIECTBIIIETCHA XpaHeHe MaLUNHHbIX HOCUTernen nHpopmaumu;

2) onevaTblBaHWe Kopnyca cCpeacrtBa BblMUCIUTENbHOM TEXHUKM, B  KOTOPOM
CTaunoHapHO YCTaHOBIEH MALUNHHBLIN HOCUTENb NHOPMaLNW;

3) B MHPOPMALMOHHOM CUCTEME AOSMKHO obecnevmBaTbCa NPUMEHEHNE NPOrpaMMHbIX



(NMporpaMMHO-TEXHMYECKNX) aBTOMATU3NPOBAHHbLIX CPEeACTB  yrnpaBreHust  (pu3nyecknm
AOCTYNOM K MaLUMHHBIM HOCUTENSM MHAOpMaLmu;
4) KOHTpOmnb (PM3MYECKOro OOCTyna nuy K MawWHHBIM HOCUTENnsaM WHdopmauum B
COOTBETCTBUM C aTpmbyTamm 6e30MacHOCTM, YCTAHOBMEHHBbIMW ANS 3TUX HOCUTENEN.
CopepxaHue 6aszoBon mepbl 3HU.2:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

3HWN.2 + + + +
Ycunenune 3HN.2

3HW.3 KoHTponb nepemelleHns MallMHHbIX HOCUTernen nHopmaumm 3a npegensl
KOHTPONMPYEMOMN 30HbI

Tpeb6oBaHus k peanusauun 3HU.3: OnepaTtopom gomkeH obecneunBaTbCs KOHTPOISb
nepemMeLleHna Ucnosnb3yemMblX B WHPOPMALMOHHOM CUCTEME MALUMHHBIX HOCUTENEN
MHpopmauuun 3a npeaenbl KOHTPONMPYEMOW 30HbI. [1pn KOHTpoOne nepemMeLleHns MallMHHbIX
HocuTenen nHopmauum AOSMKHbI OCYLLEeCTBNATHCA:

onpegerneHne LOMKHOCTHbIX UL, MMEILWMX MpaBa Ha nepemelleHne MalUMHHbIX
HocuTenen nHgopmauum 3a npeaesibl KOHTPONIMPYEMOW 30HbI;

npegocTaBfieHne npasBa Ha MNepeMelleHne MalUMHHbIX HocuTenen mHdopmaumm 3a
npegenbl KOHTPOSIMPYEMOW 30Hbl TOSIbKO TeM fuuam, KOTOPbIM OHO Heobxoaumo Ans
BbIMOSIHEHUS CBOMX OOMMKHOCTHBIX 06513aHHOCTEN (PYHKLUNN);

y4yeT nepemeLiaemMbiX MalHHbIX HocuTenen nHgopmaumm B cootsetTcteum ¢ 3HN.1;

nepuognyeckasi NpoBepka HanMyYnsa MalLMHHbIX HocUTenen nHopMaLumn.

MpaBuna n npouenypbl KOHTPONA NepeMeLLeHNs MaLlUHHBLIX HOCUTEeNen MHopMauum
pernaMmeHTUpyoTCS B OpraHM3auMOHHO-pacnopaauTenbHbiX OOKyMEHTax onepartopa no
3awmrTe nHpopmaumn.

Tpe6oBaHus Kk ycunenmro 3HN.3:

1) onepatopoM UHMOPMALMOHHOM CUCTEMbI  OMNpedensTcs  3agadn  (BuAabl
AEATENbHOCTU, (PYHKUMN), ONS peLIeHUs KOTOpbIX HeobXxoauMO nepemelleHne MallUHHbIX
HocuTenen nHgopmauum 3a npeaesibl KOHTPONIMPYEMOW 30HbI;

2) NpUMEHeHWe B COOTBETCTBUM C 3akoHogaTensctBom Poccuiickon Pepepauun
Kpuntorpadpuyeckux MeTofoB 3awuTbl WHOPMauUKW, XpaHUMOM Ha HocuTene, npu
nepemMeLLeHnn MallMHHbIX HocuTenen nHopmMmauumn 3a npeaesnbl KOHTPOMPYEMON 30HbI;

3) onepatopoM onpeaensieTcs AO/MKHOCTHOE NULO, OTBETCTBEHHOE 3a NepeMeLleHne
MaLLMHHbIX HOCUTENnen nHgopmauuu;

4) onepaTopoM WHMOPMALMOHHOM CUCTEMbI OCYLLECTBNAETCA nepuogudeckas
npoBepka MalUMHHBIX HOcuTenenm wuHdopmMaumm nocrne ux Bo3BpaTta B npegenbl
KOHTPOSIMPYEMOW 30HbI.

CopepxaHue 6azoBon mepbl 3HU.3:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCTM MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3HN.3
Ycunenue 3HN.3

3HW.4 UcknoyeHne BO3MOXHOCTN HECAaHKLMOHUPOBAHHOIO O3HAKOMJITEHUA C
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coaepxaHuemM uHdopmMmaLumn, XpaHALWENCA Ha MaLUMHHbIX HOCUTENAX, U (unun)
nucnonb3o0BaHUA HocUTenen HpopmaLmm B UHbIX MH(POPMaLIMOHHbLIX CUCTEMAX

TpeboBaHua k peanusaumm 3HWU.4: OnepaTtopom [omkHO obecnevmBaTbCA
UCKITIOYEHNE  BO3MOXHOCTM  HECAHKLUMOHWPOBAHHOIO O3HAaKOMIIEHMSI C  CcoAepkKaHuem
MHOPMaUUK, XpaHALWENCS Ha MaLUUMHHbLIX HOCUTENsX, U (UM) UCNOSb30BaHUA HOCUTENEN
MHopMauun B MHbIX MHPOPMALIMOHHBLIX CUCTEMAX.

WcknioyeHne BO3MOXHOCTUM HECaHKUMOHMPOBAHHOIO O3HAaKOMIIEHUSI C codepXXaHuem
MHopMaUUK, XpaHALWENCAa Ha MaLIUHHBIX HOCUTENSAX, U (UNKM) MCNONb30BaHUSA HOCUTENen
MHOPMaUUKN B UHBbIX MHPOPMALIMOHHBIX CUCTEMAX LOSMKHO NpegycMmaTpuBaTh:

onpegerieHme TMNoB MaLUMHHbBIX HOCUTenen nHopMaumu, noanexawmx XpaHeHuo B
noMeLLeHnsax, cneuuanbHO npeAHasHavyeHHbIX A8 XpaHeHUst MalUMHHbIX  HOocUTernen
MHdopMaUUKM (XpaHunuile MalLMHHbBIX HocUTenen nHgopmaummn);

PU3MYECKUA  KOHTPOSb M XpaHEeHMEe MalUMHHBIX HOocuTenen WHdopmauum
NoMeLLEeHNsX, crneumanbHO npefHa3HadeHHbIX A9 XpaHeHUs MalUMHHBIX HocuTene
MHopMauuK (XpaHunuuie MaluMHHbBIX HocuTenen nHgopmawmm);

3awmTa MalnHHBIX HOCUTEeNnem WHopMaunm OO YHUYTOXEHUA (CTUpaHus) C HUX
AaHHbIX N OCTaTOYHOM MHGOopMauumn (MHOPMaLMK, KOTOPYKD MOXHO BOCCTAHOBWUTb MoOcCHe
yaaneHnsa C MnoMoOLbl HeLwTaTHbIX CPeacTB M MeTodOoB) C MCMNOMb30BaHWMEM CPEeACTB
CTUPaHUA JaHHbIX N OCTaTOYHOM MHGOPMaLMK.

MpaBuna w©  npouedypbl  yNpaBneHWsd, HaMpaBfieHHble  Ha  UCKMYeHue
HEeCaHKUMOHUPOBAHHOIO O3HAaKOMSIEHUSI C CoAep)XaHMeM WHQOpMauuKn, XpaHdawencs Ha
MaLWWHHbBIX HOCUTENsX, W (MNK) WUCMNONb30OBaHUSA HOCUTENerW WHgopMaLMM B  UHbIX
MHPOPMALUMNOHHBLIX CUCTEMAX, PEernamMeHTUpYyTCsS B OpraHmsauuoHHO-pacnopaguTenbHbIX
AOKYMeHTax onepaTopa no 3awute nHpopmaumn.

Tpe6oBaHus k ycunexuto 3HW.4:

1) onepaTopoM [OSMPKHbI MPUMEHSTLCA CPeacTBa KOHTPOSI CbEMHbIX MaLUMHHbIX
HocuTenen nHpopmaLmm;

2) onepaTtopoM AOSMKHbl MPUMEHATECA B COOTBETCTBUM C  3aKOHOAATENbCTBOM
Poccunckon ®Pepepaummn kpuntorpaduyeckme mMeTodbl 3alimTbl MHPOPMaUMK, XpaHsLWencs
Ha MaLUMHHBIX HOCUTENSIX;

3) onepaTopoM [JOrfmKeH ObITb onpedeneH nepevyb MalMHHBIX  HOCUTENEN
MHpopMauuK, nognexawmx XxpaHeHNo B NOMELLEHUSIX, cneunanbHO npeaHasHayvYeHHbIX A5s
XpaHEeHUs1 MalUMHHBIX HOocuTenen uHopMaumMm (XpaHunuuwe MalUHHBIX HocuTenemn
MHdopMauun).

CopepxaHue 6aszoBon mepbl 3HU.4:

B
7

Mepa 3awuTtbl HpopmaLuunm Knacc 3awmuweHHOCTU MHGOOPMaLNOHHOW CUCTEMbI
4 3 2 1
3HN.4
Ycunenuve 3HN.4

3HWU.5 KoHTponb ncnonb3oBaHusa nHtepdencos BBoaa (BbiBoaa)

TpeboBaHua «k peanusaumm 3HW.5: B wnHpOpmaunmoHHOW cucTeme [OSMKEH
OCYLLECTBMAATbCA KOHTPOSb UCMONb30BaHUs MHTepencos BBoaa (BbiBoAA).

KoHTponb ucnonb3oBaHusa (paspelueHve unu 3anpeT) uHTepdencos Beoaa (BbiBOAA)
AOJDKEH nNpegycMmaTpuBaThb:

onpefeneHve onepatopoM UHTEPEENCOB CPEeACTB  BblYUCIIUTENBbHOM  TEXHUKW,
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KOTOpble MOryT UCMOnb30BaTbCA ANs BBOAA (BbiBOAA) MHOPMALMK, pa3peLleHHbIX U (unu)
3anpeLUeHHbIX K MCMOMb30BaHMIO B MHADOPMALIMOHHON CUCTEME;

onpegeneHne onepaTtopoM KaTeropui nonb3oBaTenen, KOTopbiM NpenocTaBrieH
AOCTYN K paspeLLeHHbIM K UCNoNb30BaHUIO HTepdericoB BBoaa (BbIBOAA);

NPUHATME Mep, WUCKNYalWwmx BO3MOXHOCTb  MCMOMb30BaHWUS  3anpeLLeHHbIX
MHTepdencoB BBoAa (BbIBOAA);

KOHTPOSb AOCTyna nonb3oBaTenen K paspelleHHbIM K UCNOoSb30BaHMO MHTEPKENCcoB
BBOAA (BbIBOAA).

B «kayectBe Mep, MCKNOYaOWMX BO3MOXHOCTb WCMOMb30BaHUS  3anpeLeHHbIX
MHTepdencoB BBoAA (BbIBOAA), MOTYT NPUMEHATLCA:

oneyaTbiBaHWe UHTepdencoB BBoAa (BbIBOAA);

NCNosib30BaHMe MexXaHNYeCKMX 3anmparoLmnx YCTPOUCTB;

yaaneHue gpansepos, obecneynsatomx paboty nHtepdericos Beoga (BblBoaa);

npUMeHeHne CpeacTB  3awmtbl  MHOpMauumn, obecnedmBaloMX  KOHTPOSb
ncrnonb3oBaHus nHTepdencos BBoga (BbiBOAA).

MpaBuna u npouenypbl KOHTPOMSA WCNONb30BaHMS MHTepdencoB BBoga (BbiBOAA)
pernaMmeHTUpyTCaS B OpraHM3auMOHHO-pacnopsaauTenbHbiX OOKYMEHTax onepatopa no
3awmTe nHpopmaumn.

Tpe6oBaHus kK ycunenmro 3HU.5:

1) B WH(pOpMaUMOHHON cucTemMe [OOikHa OblTb obecneyeHa perucTpauus
ncnonb3oBaHns NHTepencos Beoga (BbiBoaa) B cootBeTcTBuM ¢ PCE.3;

2) onepatopom obecneyMBaeTCa KOHCTPYKTUBHOE (PM3MYECKOE) WCKIHOYEHME U3
CpeAcTBa BbIMMCNUTENBHOM TEXHUKM 3anpeLleHHbIX K MCMONb30BaHUIO MHTEPdEencoB BBOAA
(BbiBOAA);

3) onepatopoM MH(POPMALMOHHON cucTembl obecneymBaeTcss NporpamMmMHoe
OTKNIOYEHME 3anpeLLeHHbIX K UCMOonb30BaHM0 NHTepdencoB BBoAa (BbIBOAA).

CopepxaHue 6aszoBon mepbl 3HU.5:

Mepa 3awuTbl MHOpPMaLUMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1

3HWN.5 + +
Ycunenune 3HN.5 1

3HWU.6 KoHTponb BBOAa (BbIBOAA) MH(pbOpMaALIMKM HA MAaLLMHHbIE HOCUTENU MHopMaLumn

Tpe6oBaHua k peanusauum 3HWU.6: B wuHDOpMaAUMOHHOW CUCTEME OOJHKEH
OCYLLIeCTBMNATLCA KOHTPONb BBoAa (BblBOA4a) WHAOPMauMM Ha MalUWHHbIE HOCUTENU
MHdOpMauuK.

KoHTponb BBOAa (BbiBOA) MHOPMauUMM Ha MaLWIWHHbIE HOCUTENW WHopmauun
AOIMKEH npegycMmaTpuBaTth:

onpegerieHMe onepatopoM TUMNOB HOCUTENen WHgopmauun, BBOA  (BbIBOA)
MHpopMaLUKN Ha KOTOpPbIE NMOANEXUT KOHTPOIHO;

onpegerieHMe onepaTopoMm KaTeropui nonb3oBaTenen, KOTopbiM MpeaocTaBneHbl
NOMHOMOYNS NO BBOAY (BbIBOAY) MH(POPMAaLMM Ha MalMHHbIE HOCUTENW B COOTBETCTBUM C
ynn.z;

3anpeT 4enCTBMI MO BBOAY (BbIBOAY) MHpOpMaLun Angd nonb3oBaTesnien, He MMerLLnX
NOfIHOMOYMA Ha BBOZ (BbIBOA) WMH(POpMaUUM Ha MaLUUHHbIE HOCUTENW WHopmMauun, 1 Ha
HOCUTENU MHOPMaLMK, Ha KOTopble 3anpeLueH BBOA (BbIBOA) NMHOpMaLuu;

pernctpauusa OercTBMK nornb3oBaTtenen n cobbliTu No BBoAY (BbIBOAY) MHOpMaunn



Ha MalLVHHbIE HOCUTEenNu nHpopmaunmn B cootseTcTeum ¢ PCE.3.

MpaBuna wn npoueaypbl KOHTpoNsa BBOAa (BbiBOAA) MHAOPMAaLMM HA MalUVHHbIE
HOCUTENW  WHOPMaUUKW  perriamMeHTUpYyTCa B OpraHM3auuoHHO-pacnopaguTenbHbIX
AOKYMeHTax onepaTtopa no 3awute nHpopmaumn.

TpeboBaHus k ycunenuto 3HW.6:

1) B WHMOPMAUMOHHOM CUCTEME [OSKHa co34aBaTbCA KOnMMa  MHdopMauuu,
3anvcbiBaemMou nornb3oBaTensiMu Ha CbeMHbIE MaLUWMHHbIE HOCUTENW UHJOpPMauumK (TeHeBoe
KonnpoBaHue);

2) onepaTopoM AOSMKHbI NMPUMEHATBCA CpeacTBa KOHTPONSA MOAKMIOYEHUA CbEeMHbIX
MaLUWHHBIX HOCUTEeNnen nHpopmarmu.

CopepxaHue 6azoBon mepbl 3HU.6:

Mepa 3awuTbl MHOPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3HW.6
Ycunenune 3HW.6

3HW.7 KoHTponb noaknioyYeHUsa MalMHHbIX HOcuTenen nHdopmaumum

Tpe6boBaHua k peanusauumm 3HW.7: B wuHpOpMaunoOHHOM cuUCTEME [OOSHKEH
obecneynBaTbCs KOHTPOSb NOAKITIOYEHNA MALLUMHHBLIX HOCUTENen nHopMaLnn.

KoHTponb  nogknoyeHus MalUWHHBLIX ~ HOCUTenenm  uHdopmMauum  OOJKEH
npegycmaTpuBath:

onpegeneHne onepatopomM TUMOB HocuUTenen nHopmaumu, NOAKYEeHNE KOTOPbIX K
MHdOpMaLMOHHON cucteme paspelueHo B cootseTctBun ¢ YI[.2;

onpegeneHve onepaTtopoM KaTeropum nonb3oBaTenien, KOTopbiM MNpeaoCTaBfeHbl
NOJSTHOMOYNA MO NOAKMOYEHUI0 HOCUTENen K MHPOPMaLMOHHOW CUCTEME B COOTBETCTBUU C
yna.z;

3anpeT MNOAKMYEHUs  HocuTenem WHgopmauuu, NOAKNIYEHME  KOTOPbIX K
MHPOPMALNOHHOM CUCTEME HE pa3peLLEeHo;

peructpauus OEWCTBUM  nonb3oBaTtenenm u  CoObITUA MO MNOAOKIOYEHMIO K
MHOPMaLNOHHOM cucTeme Hocutenen B cooteetcTeumn ¢ PCH.3.

MpaBuna v npoueaypbl KOHTPOSS NOOKIHYEHNS MaLLUMHHBIX HOCUTENen nHgpopmauum
pernamMeHTUpyTCsa B OpraHM3auMOHHO-pacnopsaauMTenbHbiX AOKYMeHTax ornepatopa no
3awmTe nHpopmaumn.

Tpe6oBaHus Kk ycunenmro 3HNU.7:

1) onepaTopoM [ofmkeH obecnedynmBaTbCA KOHTPOSMb MNOAKMAYEHUS  MaLUMHHbIX
HocuTenen WHOPMauun C UCMONb30BaHNEM CPEOCTB KOHTPOSS MNOOKITHOYEHUS CbEMHbIX
MaLUMHHbLIX HOcUTenen mHgopmalmm, No3BOSIAIOWMX YyCTaHaBNMBaTh paspeLlleHHble N (unu)
3anpeLUeHHble TUMbl U (UN) KOHKPETHbIE CbeMHbIE MaLUWMHHbIE HOCUTENN MHOPpMaUUK Ans
pasnnyHbIX KaTeropuin NoNb3oBaTesneu;

2) 3anpeT NoAKMo4YeHns K MHPOPMaLMOHHON CUCTEME HOCUTENEN Nonb3oBaTeENsAMMU,
He UMELLUMIM MONTHOMOYMI Ha NOAKNKYEHNE HOCUTESEN.

CopepxaHue 6aszoBon mepbl 3HNU.7:

Mepa 3awwuTtbl Hpopmauum Knacc 3awmeHHOCTU MHOPMaLMOHHOW CUCTEMbI
4 3 2 1
3HN.7
Ycunenune 3HN.7




3HWU.8 YHuuTOoXKeHue (cTupaHue) nHcpopmaLmm Ha MaWMHHBIX HOCUTENAX NPU UX
nepepaye Mmexay nofb3oBaTeniiMU, B CTOPOHHUE OopraHM3auumn Ans peMoHTa unm
yTUNN3aLumm, a Takke KOHTPOJlb YHUUYTOXEHUS (CTUpaHus)

Tpe6oBaHua k peanusaumm 3HWU.8: Onepatopom pomkHO obecneymBaTbCs
YHUYTOXEHUe (CTupaHue) nHopmaumm Ha MalIMHHBIX HOCUTENSX MNPy X nepegadvye mexay
nonb3oBaTensMu, B CTOPOHHWE OpraHusaunm AN peMoHTa WM yTunusauuu, a Takke
KOHTPOJIb YHUUMTOXEHNA (CTUPaHUS) MHopMaLnu.

YHUYTOXEHME (CTUpaHne) NHpopMaumm Ha MaLUMHHBIX HOCUTENAX OOMKHO UCKIYaTb
BO3MOXHOCTb BOCCTAHOBMEHUS 3aluuaeMon uHdopmMauuu npu nepegade  MalUHHbIX
HocuTenenm Mexay nonb3oBaTensamMu, B CTOPOHHME oOpraHuvsauum [Afs pemMoHTa Wnu
yTunmnsauum.

YHUUTOXEHNIO (CTUPAHWUIO) MOANEXUT MHGOPMaLMs, XpaHAaWasca Ha UM@pPOBbLIX U
HeUNMpPOBbIX, CbEMHbIX 1 HECbEMHbIX MALUMHHBIX HOCUTENAX NHpopMaLK.

Mpoueaypbl YHUYTOXEHUS (CTUpaHMs) WMHGOPMaUUM Ha MaLUWMHHBIX HOCUTEnNsX, a
TaKKe KOHTPONSA YHUYMTOXEHUS (CTUpaHusa) uHopmaumMm [J0mkHbl ObiTb paspaboTaHbl
onepaTopoM U BKMIOYEHbI B OpraHU3auuoHHO-pacnopsauTenbHble OOKYMEHTbl MO 3awute
MHdOpMaLUuK.

Tpe6oBaHus kK ycunenmro 3HN.8:

1) onepaTopoM AOMMKHbI BbITb 0becneveHbl perucTpaumsi 1 KOHTPONb AENCTBUW MO
yOaneHuio 3awmiaeMon nHpopmMmaumm n YHUUTOXEHNIO MaLLMHHBIX HOCUTENEN MHGopMaLnu;

2) onepaTopoM [AOSPKHbI MNPOBOAUTBCA Mepuoguyeckas npoBepka npoueayp W
TeCTUpOBaHWe CPeACTB CTUPaHUS MHAOPMALMK U KOHTPONA yaaneHus nHpopmauuu;

3) onepaTopoM nepen NOAKMNHYEeHUEM K MHGOPMALMOHHOW cUCTEME LOSMKHO ObliTb
obecnevyeHo YHUYTOXEHUEe (CTupaHue) nHdopmaumm ¢ HocuTenenm UHdopmMauum nocrne ux
npuodpeTteHns u npu MNepBUYHOM MOAKMOYEHUN K WHMOPMALMOHHON cucteme, npu
NCNONb30BaHMM B MHbIX MHPOPMALMOHHBLIX CUCTEMax, Npu nepegadvye And MNOCTOAHHOro
NCMonb30BaHMUS OT OOHOro Mofb3oBaTesia APYroMy nosib3oBaTento, nocrne BO3BpalleHnsa 13
PEMOHTA, a TakKe B UHbIX Cry4asix, onpeaensgemblx onepaTtopom;

4) onepaTopoM [OMMKHO ObiTb oOBecrneyeHo YHUYTOXEHWE MaLUMHHBIX HOCUTENeu
MHpopmauuK, KOTopble He nognexart OYUCTKe (HenepesanucbiBaemMble MalUMHHbIE HOCUTENN
MHopMauuK, Takue Kak ontudeckune guckm tmna CD-R);

5) onepatopoM [OOMMKHbI MPUMEHATBCS Ccnefylwme Mepbl MO0 YHUYTOXEHUIO
(CcTUpaHuo)  WH(OpMaUMM Ha MaLMHHBIX HOCUTENSX, MWCKNYawwmne BO3MOXHOCTb
BOCCTaHOBEHMS 3amLaemMon nHdopMauunu:

a) yganeHue ¢annoB LWTATHbIMWU CpeacTBaMy OMNepauuoHHOM CcUCTeEMbl U (MNnn)
dopmaTupoBaHMe  MaLIMHHOIO  HOcUTenda  MHJopMauuu  WTaTHbLIMA  CcpeAacTBamMu
onepauynoHHON CUCTEMBI;

06) nepes3anncb YHMYTOXaeMblX (CTUpaemblx) pannoB crydanMHonm OGUTOBOW
nocrnegoBaTenbHOCTbIO, yaaneHue 3anucn o dannax, OBHyneHue >XypHana ¢annoson
CUCTEMbI UMW MOfHasa nepesannucb BCEro agpecHoro NpoCTpaHCTBa MALUMHHOIO HOCUTens
nHopmauunm cny4yaniHou outoBoMn nocneanoBaTenbHOCTbHO o] nocrnegyroLwmum
dopmMaTnpoBaHMEM;

B) O4YMCTKa BCero (hmM3mMyeckoro npoCTpPaHCTBaA MAaLLUMHHOIO HocuTenst MHdopmalmu,
BKMOYas COOMHbIE N pe3epBHbIE 3NEMEHTbI NaMATU crneuManm3vpoBaHHbIMU NporpaMmamm
UNn yTUnMTamm npousBoanTenNs;

r) nonmHas MHOroKpaTHas nepesaniCb MALIMHHOIO HOCUTENA  MHopmauuu
cneunanbHbIMM BUTOBBLIMM MNOCEOBATENbHOCTAMM, 3aBUCALWMMU OT TUMA HakonuTens wu



MCNonb3yemMoro MeTtoga KoaupoBaHMS WHOpMauun, 3aTeM O4YUCTKa BCero uanyeckoro
NPOCTPaAHCTBA HaAKOMWUTENs, BKoYad COOMHbIE W pe3epBHble  3NEMEHTbI  MaAMATU
cneumanm3aMpoBaHHbIMU NporpaMmmMamMm Uinm yTunutamm npon3BoanTens;

A) pasmarHmyMBaHne MalMHHOIo HocuTens MHpopmaumy;

e) usnyeckoe YHWYTOXEHME MaLLUMHHOIMO HocuTensa wHdopmauum (B TOM 4ducne
CKUraHve, U3aMenbYeHne, NnaBneHne, pacllenneHme, pacnblfieHne u apyroe).

CopepxaHue 6aszoBon mepbl 3HU.8:

Mepa 3awuTbl MHOPMaLMn Knacc 3awmieHHoCTV MHopMaLMOHHOW CUCTEMbI

4 3 2 1

3HI.8 + + + +
Ycunernune 3HN.8 5a 1, 56 1, 58 1,2, 3, 5r

3.5. Pernctpauus cobbitn 6esonacHoctu (PCB)

3.5.1. PCB.1 OnpegeneHune cobbiTM 6e30MacHOCTH, Nognexawmx permcTpaumm, n
CPOKOB UX XpaHeHus

Tpe6oBaHua k peanusaumm PCB.1: Onepatopom [JOmkHbl ObiTb OnpeaesneHsbl
cobbiTna 6e3onacHOCTM B MHAPOPMALMOHHON CUCTEME, Noafiexalume permcTpaumm, n Cpoku
NX XpaHeHus:.

CobbITns GesonacHoCTM, nognexawme pernctpaumm B MHEGOOPMAUMOHHOW CUCTEME,
AOIDKHbI  ONpeaensTeCsd C y4yeToM cnocoboB peanu3auum yrpo3 6GesonacHocTun Angd
nHdopMaunoHHon cuctembl. K cobbiTnam ©e3onacHocTW, noanexawum perucrpauum B
MHOPMALNOHHOM CUCTEME, AOIMKHbI OblTb OTHECEHbI MObble MNPOSABEHNA COCTOSIHUS
WH(POPMALMOHHON CUCTEMbI U €€ CUCTEMbl 3almnTbl WHGOpPMauUUK, yKasbiBalolMe Ha
BO3MOXHOCTb  HapyLleHusi  KOHPUOAEHUMANbHOCTW,  LIENIOCTHOCTM  uUAM  OOCTYMNHOCTMU
WHpopmauuKn, OOCTYMHOCTU  KOMMOHEHTOB  MHMOPMAaLMOHHOW  CUCTEMbI,  HapyLUEHUS
npoueayp, YCTaHOBMEHHbLIX OpraHn3aunoHHO-pacnopaanuTenbHbIMU OKYMEHTAMM MO 3aluTe
MHpopmauumn onepaTopa, a TakkKe Ha HapylleHMe LUTAaTHOro OYHKLMOHUPOBAHWUS CPeacTB
3aLWnTbl MHopMaLmn.

CobbITua 6esonacHoCTW, nognexawue pernctpaumm B UHPOPMALNOHHOW CUCTEME, U
CPOKM UX XpPaHEHUSA COOTBETCTBYHOLLMX 3aNUCEN PErucTPaLMOHHbLIX >KYPHANoOB AOJIKHbI
obecneunBatb BO3MOXHOCTb OOHapyXeHus, uaeHTUduKaumm wu aHanmsa WHLUMOEHTOB,
BO3HMKLUNX B MHGOPMaUMOHHOM cucteme. lNMoanexaT permctpaumm cobbitna 6esonacHocTy,
CBSAI3@HHbIE C MPUMEHEHMEM BbIOpPaHHbLIX Mep Mo 3awuTe nHpopmMaumm B MHPOPMaLMOHHOM
cucTeme.

MepeyeHb cobbiTuin 6e30NacHOCTU, perncTpaumst KOTOPbIX OCYLLLECTBASETCS B TEKYLLNIA
MOMEHT BpeMeHU, onpeaenseTcs onepatopoM UCXOAst U3 BO3MOXHOCTEN peanu3auum yrpos
GesonacHOCTM MHGOpMaLUMM UK UKCUPYETCS B  OpraHM3auMOHHO-pacnopsaanTenbHbIX
AOKYMeHTax no 3awmte nHdopmMmaumm (4QOKYMEHTUpPyeTCs).

B uHdopmauMoHHOM cucTemMe Kak MWHUMYM MoAfiexar perucrtpauuu cnegywoowine
cobbITKA:

BX04 (BbIX0A), @ Takke MONbITKM Bxoda CyObeKkToB [OCTyna B WMH(OPMALMOHHYIO
CUCTEMY M 3arpy3ku (ocTaHoBa) onepaumoHHON CUCTEMDI;

NoAKMNIOYEHME MaLUMHHBIX HOocuTenenm uHdopMaumm W BbIBOA WHGOpMauun Ha
HOCUTENM MHdOoPMaLMK;

3anyck (3aBeplUeHWe) nporpamMmM W MpPOLEcCcoB (3agaHun, 3agad), CBSA3AHHbIX C



o6paboTKon 3almaeMon MHPopMaLmm;

nonbITKM  [OCTyna MNpoOrpaMMHbIX  CPeacTB K onpedenseMbiM  onepaTopoMm
3awuuaembim obbekTam gocTtyna (TEXHUYECKMM CpeacTBaMm, y3nam ceTu, NMMHNAM (KaHanam)
CBAA3W, BHELLUHMM YCTPOMCTBaM, nporpaMmmam, Tomam, Katanoram, pannam, 3anmcam, nonsm
3anucen) n nHbIM obbekTam A4OCTyNa;

nonbITKN yaaneHHoro JocTtyna.

CoctaB u copgepxaHue wuHdopmaumm o cobbiTnsax 6e3onacHoOCTW, nognexawmx
permctpauuu, onpegenstoTcs B cootseTcTBum ¢ PCHE.2.

Tpeb6oBaHus k ycunenuto PCB.1:

1) onepatopom JormkeH obecneynmBaTbCs  MNEPECMOTP  MNepeyHs  CobbITUR
Ge3onacHOCTW, noanexaiwimx perncrtpauumn, He MeHee Yem OAMH pa3 B rog, a Takke Mo
pesynbTatam KOHTPONs (MOHUTOpMHra) 3a obecrneyeHMeM YpPOBHSA  3aLLMLLEHHOCTU
MHOpMauuK, cogepxallencs B UHPOPMaLMOHHON CUCTEME;

2) onepatopoM B MepeyveHb coObITMMA 6Ge3onacHoOCTW, NoAanexalmx perncrpaummn,
AOJIMKHbI ObITh BKIHOYEHbI COObITUS, CBSA3aHHbIE C AEACTBUSAMU OT MMEHWN NPUBUIIErMPOBAHHbBIX
YYETHbIX 3anucen (aAMUHUCTPATOPOB);

3) onepatopom B nepeveHb cobbiTM Ge3onacHOCTW, nognexawmx peruncrpauum,
AOIMKHbI BbITb BKMOYEHbI COOLITUSA, CBA3a@HHbIE C U3BMEHEHUEM MPUBUNETNIA YYETHBIX 3anucewn;

4) onepaTopoM AofmkeH OblTb obecrneyeH CPOK XpaHeHus uHdopmauum o
3aperncTpmpoBaHHbiX cOBbITUAX 6e30MacHOCTU He MeHee Tpex MecslueB, eCnu MHOe He
yCTaHOBIeHO TpeboBaHUAMK 3akoHoaTenscTBa Poccunckon degepaunm, npu aToMm:

a) OCyLeCTBNAeTCA XpaHeHMe TOMbKO 3anuMce O BbISIBMEHHbIX COObITUAX
BesonacHocTy;

0) ocyLlecTBnsIeTCA XpaHEHME 3anncen O BbISBMNEHHbIX COBbITUAX Ge3onacHocTU n
3anncer CUCTEMHbIX >KYpHanoB, KOTOPble MOCAYXWNIM OCHOBaHMEM [Nsi perncrpaumm
cobbITna 6e3o0nacHoOCTY;

B) OCYLLECTBMSAETCA XPaHEHWE >KYpPHarioB MPUMIOXKEHUA, KOTOpbIE MOCIYXWUNN
OCHOBaHMEM ANs permcrpauum cobbiTus 6€30nacHOCTY;

r) OCYyLeCTBNSETCA XpaHEeHMe BCEX 3anncel CUCTEMHbIX XYpPHamnoB W cOObITMI
©e3onacHocCTH;

[) OCYLLLECTBNAETCHA XPaHEHNEe BCEX 3anncen XXypHanoB NPUIOXKeHUN.

CopepxaHue 6aszoBou mepbl PCB.1:

Mepa 3awuTbl MHpOpMaLmn Knacc 3aumieHHoCTV MHopMaLMOHHOM CUCTEMbI
4 3 2 1
PCB.1 + + + +
Ycunenne PCB.1 1, 3, 4a 1,2, 3,46
FAPAHT:

Hymepaums pasgenoB NnpMBOAMTCS B COOTBETCTBUM C UCTOYHUKOM

PCB.2 OnpepeneHune coctaBa U cogepxaHusi uUHpopmMauum o cobbITUAX 6e3onacHocTy,
noanexawmx perucrpauum

TpeboBaHua k peanusauum PCB.2: B mHdpOpmMaLMOHHON cucteMe AOSMKHbl ObiTb
onpeaeneHbl COCTaB U coaepXaHne nHdopmaumm o cobbliTusx 6e3onacHoCcTM, noanexatumx
perucrtpauum.

CoctaB u copep)xaHue uHdopmaumm o cobbiTax ©e3onacHOCTW, BKNKOYaAeMOW B
3anMcu peructpauum o cobbiTuax ©6e30MacHOCTW, OOSKHbI, Kak MUHUMYM, obecneumnTb
BO3MOXHOCTb MAeHTUdUuKaumm tuna cobbiTusi 6e3onacHOCTU, OaTbl U BPEMEHU COObITUS
6e3onacHoCTN, WOEHTUMOUKAUMOHHON MHpOPMaUMM UCTOYHMKA COobbITUA ©e3onacHoCTy,
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pesynbtat cobbiTus 6Ge3onacHoCTM (YCMEWwHO WM HeycnewHo), cybbekT aocTyna
(nonb3oBaTtenb u (MNK) NpoLEece), CBA3aHHbIN C AaHHbIM cObbITeM B6e30MacHOCTN.

Mpu permctpaumm Bxoaa (Bbixoga) cybbekToB AOCTyNa B UH(POPMALMOHHYO CUCTEMY 1
3arpysku (octaHoBa) ornepaumMoHHOM CUCTEMbI COCTaB U coaepXaHue MHopMaLmMm OOMKHbI,
Kak MUHMMYM, BKIoYaTb gaTy M Bpems Bxoda (Bbixoda) B CUCTEMY (M3 CUCTEMbI) UK
3arpysku (octaHoBa) OnepauMoOHHOM CUCTEMbI, pe3yrnbTaT NOoMbITKU BxoAda (ycrnewHas unu
HeycnewlHas), pe3ynbTaT NOMbITKA 3arpy3kn (OCTaHoBa) onepaumoOHHON CUCTEMBI (YyCrneLuHas
UNn HeycnewHas), naeHTMduKaTop, npeabsaBnNeHHbIA NPU NonbITke JOCTYNa.

Mpn pernctpaumm nNOAKMIOYEHMS MALUMHHBIX HOCUTenen uHdopmMauMM U BbiBOAA
MHOpMaLUM Ha HOCUTENU MHAOPMAaLMK COCTaB U coaepXaHue perncTpaunoHHbIX 3anncemn
AOIDKHbI, KaKk MWHMMYM, BKIOYaTb AaTy M BpeMsa MOAKMYEHUS MaLUMHHBIX HOCUTenewn
MHopmauun 1 BbiBOAa MHAOPMaLMU Ha HOCUTENN MHopmauun, normyeckoe nmsa (Homep)
NoAKNto4aeMoro MallMHHOIMO HocuTens wuHdopmauun, naeHtudmkatop cybbekta gocTtyna,
OCYLLIeCTBNSAOLEro BblBOA MHGOPMaLMM Ha HOCUTENb MHAOPMaLLMK.

Mpn pernctpaumn 3anycka (3aBepLueHusi) nporpaMm 1 NpoueccoB (3agaHun, 3agad),
CBA3aHHbIX C o0b6paboTkoM 3awuwaemMon WHpopMaumm CcoctTaB U coaepaHue
PErnMcTpaunoHHbIX 3anmMcen AOSMKHbI, KaK MUHMMYM, BKNOYaTb ATy U BpeMms 3anycka, ums
(noeHTUdUKaTOP) nporpammbl (Npouecca, 3agaHus), naeHTudukaTop cybbekta gocrtyna
(ycTponcTBa), 3anpocuBliero nporpammy (npouecc, 3agaHue), pesynbTaT  3anycka
(ycnewmHbIn, HeyCcneLlHbIN).

Mpn permctpaumm MNONbITOK AOCTyna NpOrpaMMHbIX CPeAacTB (nporpamm, NpoLeccos,
3agad, 3ajaHuin) K 3almiaemMbiM doarnam CocTaB 1 coaepxaHne permcTpaunoHHbIX 3anncen
AOJIDKHbI, KAK MMHUMYM, BKNOYaTb AaTy U BpeMs NONbITKM AOCTyNa K 3aluwaemomy ganny ¢
yKkaszaHnem ee pesynbTata (ycnewHasi, HeycnewHas), naeHtudukatop cybbekrta goctyna
(ycTponcTsa), cneumdmkaumio sawuaemMoro ganna (fiormd4eckoe nms, Tun).

Mpun permcTpaumm NONbITOK AOCTyNa NPOrpaMMHbIX CPEACTB K 3aliuLiaemMbiM 00bekTam
poctyna (TEXHUMYECKMM cpeactBam, y3nam ceTn, NMHMAM (KaHanam) CBsi3WM, BHELUHUM
yCTponcTBamMm, nporpamMmmam, TOMaMm, Katanoram, 3anucam, MOonsiM 3anucen) cocTaB U
cogepXaHne MHGOPMAaLMM OOMKHbI, Kak MUHUMYM, BKMYaTb AaTy M BPEMS MOMbITKM
AoCcTyna K 3awuuaemMomMy obbekTy C ykaszaHMeMm ee pesyrnbTarta (ycnelwiHasi, HeycnewHas),
naeHtTudukatop cybbekta goctyna (yctpomcTtea), cneuudpukaumioo salumuiaemMoro obbekrta
aocTtyna (norun4eckoe umsa (Homep).

Mpwn perncTpauumn NonbITOK yaaneHHoro AocTtyna K MHpopMaLunoHHON CUCTEME COCTaB
N coaepXxaHne WHMOpPMaUUN AOSMKHbI, KaKk MWUHUMYM, BKMOYaTb AaTy W BPeEMS MOMbITKN
yAaneHHoro JocTyna ¢ ykasaHnem ee pesynbTaTta (ycrnelwHas, HeycnelwHas), uaeHTugukaTop
cybbekta pgoctyna (yCTpOMCTBa), MWCMNOSMb3yEMbI MNPOTOKON OOCTyna, WCMNONb3yeMbli
UHTepdpenc goctyna v (MNU) WHYIO WMHOPMaUMIO O MOMbITKAaX yAaneHHoro aocTtyna K
MHGOPMAaLNMOHHOW CUCTEME.

CoctaB u cogepxaHue WHdopmaumm o cobbiTusax 6e30onacHOCTU, noanexawmx
perncTpauumn, OTpaXarTCs B OpraHvM3auMOHHO-pacnopaauTenibHbiX OKYMEHTax onepartopa
no 3awinte nHpopmaumm.

Tpeb6oBaHus k ycunenmto PCB.2:

1) B WHQOpMaUMOHHOM cucteme obecneymBaeTcd 3anucb OOMOSNHUTENbHOM
NMHpopmauumn o cobbiTnAx 6Ge30nacHOCTU, BKIOYAKOLLYHO:

a) NONIHOTEKCTOBYK 3anucb NPUBUNETNMPOBaHHbLIX KOMaHA (KOMaHg, YnpaBrisitoLmx
CUCTEMHbBIMU PYHKLNAMMN);

0) 3anucb ceTeBbIX NOTOKOB (4AaMMOB), CBA3aHHbIX C COObITUEM BE30MacHOCTY;

2) B WH(OpMaALMOHHON cucTeme obecneymBaeTca LEeHTpanu3oBaHHOE ynpaBreHue
3anucsamMm permctpaumm cobblitun 6e30MacHOCTU B pamMKkax CEerMeHToB WHMOpMauNOHHOM
CUCTEMBI, onpeaensaemblx onepaTopoMm, 1 (Mnum) HPOPMaLMOHHON CUCTEMBI B LIENOM;



3) B MHOPMaUMOHHOM cucTeMe obecneymBaeTCa WHOMBMAOYaNbHas perncrpaums
nonb3oBaTenen rpynnoBbIX YYETHbIX 3anucen’;

4) B nHcopMaumoHHoM cucteme obecneumBaeTcsa permctpaums nHpopmaumm o mecte
(B yacTHOCTM ceTeBOW afgpec, reorpaduyeckasl npmeaska v (unu) gpyrasa uHdopmauus), c
KOTOPOro OCyLLeCTBNAETCHA BXo4 CyObekToB A0CTyNa B MHPOPMALMOHHYIO CUCTEMY;

5) B MH(pOPMALMOHHON CUCTEME COCTaB M COAEPXKaHUE PErMcTpaunoHHbIX 3anucen
npu perncTpauumn 3anycka npoueccoB (MPUOXeEHW) LOMKHbI BKNOYaTh cnegylowme
cBefeHus:

a) napamMeTpoB 3arnycka npotecca (NpUnoXxeHus);

0) NPoAOMKUTENBHOCTL PaboThI;

B) oObekTbl [OCTyna, K KOTOPbIM OCylecTBnAnocb obpaleHne npouecca
(NnpunoxeHus);

I') NCNOJSIb30BaHHbIE NPOLECCOM (MPUNOXEHUEM) YCTPOMUCTBA;

6) B MHpOpPMaLMOHHON cucteme obecneymBaeTca 3anucb criegyowen nHpopmaumn,
CBSI3aHHOWM C JOCTYNOM K o6beKkTam JocTyna (B YaCTHOCTU K dpannam):

a) Tun goctyna (B TOM YMcne YTEHNE, UCNONHEHWE, 3anucb 1 (UNN) NHbIE TUMbI);

6) nameHeHne atpmbyToB 06bEKTOB AocTyna(npaBa [OCTyNa, KOHTPOSbHbIE CYMMBbl,
pasmMep, coaepxaHue, nyTb, TMM 1 (Unn) Hble aTpubyThl);

B) NPOOOIMKMUTENBHOCTb AOCTYNA.

CopepxaHue 6azoBon mepbl PCB.2:

Mepa 3awuTbl MHpOpMaLmn Knacc sawmieHHOCT MHpOpMaLMOHHON CUCTEMBI
4 3 2 1

PCB.2 + + + +
Ycunenne PCB.2 1a 1a

* JlokanbHble N JOMEHHbIE rpynnbl nonb3oBaTesnen.

PCB.3 C6op, 3anucb n xpaHeHne nHcpopmaLmm o0 coObLITUAX 6e30MacHOCTU B TeYEeHUe
YCTaHOBJIEHHOIrO BPeMeHU XpaHeHus

Tpe6oBaHusa k peanusaumm PCB.3: B WHMPOPMAUMOHHOM CUCTEME AOSDKHbI
OCyLecTBNATbCA cOOp, 3anucb U XpaHeHue uHdopmaumm O cobbiTusx 6GesonacHoCTU B
TeYyeHMe YCTaHOBJIEHHOrO OrnepaTopoM BPEMEHU XpaHEeHus WUHgopMauunm o CcobbITUSAX
B6esonacHocTn.

Cbop, 3anucb M XxpaHeHne WHdopmaumm o cobbiTusx 6e30MacHOCTM B TedeHue
YCTaHOBIIEHHOIO BPEMEHN XPaHEeHUs1 AOSMKEH npegycMmaTpmuBaTh:

BO3MOXHOCTb Bblbopa agmuHucTpaTtopom 6e3onacHoOCTM cobbiTun 6Ge30macHOCTH,
nognexawux permctpauum B TEKyLLMIA MOMEHT BPEMEHU N3 NEpPeYHs cobbITUM 6e3onacHOCTU
onpeneneHHbix B cootBeTcTBumn ¢ PCE.1;

reHepaumio (cbop, 3anucb) 3anucen perucTpauum (ayamta) Ans  cobbiITun
©esonacHocTn, nognexawux pernctpauun (ayamty) B coorsetctsumn ¢ PCE.1 ¢ coctaBom 1
cogepxaHnem nHdopmaumu, onpegerneHHbiMn B cootBeTcTBumn ¢ PCE.2;

XpaHeHne uHgopmaumm o cobbiTuax 6Ge3onacHOCTM B TEYEHWE  BPEMEHW,
ycTaHoBIieHHoro B cooteeTcTBum ¢ PCE.1.

O6bem namaTn ans xpaHeHust tHopmMauum o cobbiTusx 6e30nacHOCTN AOMKEH ObITb
paccynTaH 1 BblAENEH C y4€TOM TUNOB COObITUIN BE30MacHOCTK, NoAMeXalmx perncTtpauum B
cooTtBeTcTBUM ¢ PCE.1, cocTaBoM u cogepxaHmem MHdopmaunmn o codbiTuax 6e3onacHocTy,



nognexawux peructpauun, B cooTtBeTctBuM Cc PCB.2, nporHosnpyemon 4acTtoTbl
BO3HUMKHOBEHUS noAfexawmx permctpaumm cobbltun 6e30nacHOCTU, CpokKa XpaHeHus
NMHpopMaLUKn 0 3aperncTpmpoBaHHbIX cobbITUAX GesonacHocTh B cootBeTcTBUM ¢ PCB.1.

MpaBuna u npoueaypbl cbopa, 3anUCKM M XpaHeHUs MHGoOpMauMM O COBLITUAX
6e30nacHOCTM pernamMeHTUpYyTCaS B  OpraHM3auWoOHHO-PACNOPSAUTENbHbLIX  OOKYMEHTax
onepartopa no 3awute nHpopmaummn.

Tpe6oBaHus k ycunenuto PCB.3:

1) B MHGOPMALMOHHON CUCTEME [OMKHO OblTb 0becnevyeHo LeHTpann3oBaHHoOe
aBTOMaTU3NPOBaHHOE YyrnpaBrieHne cOopoM, 3anucbld W  XpaHeHnem uHdopMaumm o
cobbITnAX GesonacHoCTH;

2) B WHdOpMaLMOHHON cucteme obecneumBaeTcs obbeanHeHne uHGOpMauMmM U3
3anucen permctpaumm cobbITnin 6e3onacHOCTU, NOSTYYEHHOW OT pasHbIX TEXHUYECKUX CPEeaCTB
(yctponct), nporpammHoro obecnevyeHuss WHEMOOPMALMOHHOW CUCTEMbI, B €AWHbIN
NOornyecknin nnn omsn4ecknin XXypHarn aygurta ¢ koppenauuen nHgpopmarmm no BpemMmeHn ans
CBOEBPEMEHHOTO BbISIBIEHUSI MHLMAEHTOB W pearnpoBaHus Ha HUX;

3) B WMHdopMaunoHHON cucteMme obecneuymBaeTca obbeauHeHne WHgopmaumn ms
3anucen permcTpaumm codbiTuin 6€30nacHOCTU, NONYYEHHOM OT pPa3HbIX TEXHUYECKUX CPEeACTB
(ycTtponctB), nporpammMHoOro obecneyeHns WHPOPMALMOHHOM CUCTEMbI, B €OUHbIN
NOrnNYecKnn Unn OU3MYEeCcKUn XXypHan aygurta ¢ koppensuuen nHgopmaumm no cobbiTuam
6e3onacHOCTM ANA CBOEBPEMEHHOIO BbISABMEHUS MHLUMAEHTOB WU pearMpoBaHWUsi Ha HUX B
MacLuiTabax onepaTopa;

4) B MHGOpMaUMOHHOMW cucteme obecrneumBaeTcs XpaHeHue 3anucem CUCTEMHbIX
XXypHanoB 1 3anucen o cobblTuax GesonacHoCcTM B 060COBNEHHOM XpaHunuuie, usndeckm
OTAENEHHOM OT TEXHUYECKNX CPeACTB, BXOAALWMNX B COCTaB NMH(POPMALNOHHON CUCTEMBI.

CopepxaHue 6azoBoun mepbl PCB.3:

Mepa 3awuTbl MHPOpMaLmn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI
4 3 2 1

PCB.3 + + + +
Ycunenune PCB.3 1 1

PCB.4 PearnpoBaHue Ha c60ou npu perucrpauum cobbITMM 6€30NacHOCTU, B TOM YuUcne
annapartHble U NporpamMmMHble OoWwnbKK, coon B MexaHuamax cobopa nHcpopmaumm m
OOCTUXKeHUe npeaena unu nepenosiHeHMA o6bLema (eMKOCTU) NaMATH

Tpe6oBaHua k peanusaumm PCB.4: B wuvHGOPMAUWOHHOW CUCTEME [OOSMKHO
OCYLLEeCTBNATbCA pearnpoBaHue Ha cbou npu permcrtpauumn cobbiTnin 6GesonacHoCTU, B TOM
yucne annapaTHble U nporpaMmmHble owmnbku, cbon B MexaHuamax cbopa mHpopmaummn u
AOCTUXEHWe npegerna unm nepenonHeHna obbema (eMKOCTU) NnamaTH.

PearmpoBaHne Ha cbou npum pernctpaumm cobbiTU 6Ge30MacHOCTM  AOSMKHO
npegycmaTpmuBathb:

npegynpexaeHve  (curHanusauusi, UHAMKauusl)  agMUHUCTPATopoB O  cbosix
(annapaTHbIX M MNpoOrpaMMHbIX OwwKnbBKax, cbosix B MexaHuamax cbopa mHdopMaumm unm
nepenonHeHns oobema (EMKOCTU) NaMsTK) Npy perucTpaunmn cobbiTnin 6e3onacHoCTy;

pearnpoBaHue Ha cbou npu permctpaumm cobbiTun 6e30nacHOCTN NyTEM M3MEHEHMS
agMuUHUCTpaTopamMn napameTpoB cbopa, 3annucm u XpaHeHus mHdopmMaumm O cobbITMAX
6e3onacHOCTM, B TOM YMCNe OTKITHYEHNE 3anmMcn MHpopmauumn o cobbiTusix 6esonacHocTn oT
4acTU KOMMOHEHTOB MH(OPMALMOHHOW CUCTEMbI, 3anuCb MOBEPX YCTAPEBLUMX XPaHUMbIX
3anucen cobblTnin 6e30nacHOCTM.



MpaBuna wn npouenypbl pearvpoBaHna Ha cbou npu permctpaumm CcobbITUR
Ge3onacHOCTM pernamMeHTUpYTCS B OpraHU3auMOHHO-PacnopsanNTENbHbBIX  OOKYMEHTax
onepartopa no 3awuTe nHpopmauun.

Tpe6oBaHus k ycunenuto PCb.4:

1) B MHJOpPMauMOHHOM cucteMe obecnednBaeTcss Bblgaya npegynpexaeHns
agMUHUCTpaATOpy NpW 3anofIHEHWM YCTAHOBMIEHHOW oOnepaTopoM YacTu (NPOUEHT wnu
dakTnyeckoe 3HayeHne) obbema namsaTM Ans  XpaHeHus UHgopmauumn o  cobbiTuAX
BGesonacHoCTW.

2) B MWHGOPMaUMOHHOM cucteme obecnednBaeTcs Bbldaya npegynpexaeHns
agMuMHUCTpaTtopy B MacwTabe BpemeHu, ONM3KOM K peanbHOMy, MNpWU  HACTynneHuu
KPUTUYHbIX COOEB B MexaHn3max cbopa nHopmaLmm, onpeaeneHHbIX onepaTopom;

3) B nH(popmaumoHHon cucteme obecneuynmBaeTcs 3anpeTt obpaboTkm MHpopmaunn B
crniyvae annapaTHbIX UM NporpaMmHbIX ownbok, cboeB B MexaHnamax cbopa mHdopmalmm
UNn AOCTMXKEHUA nNpeaena unv nepenonHeHns obbema (EMKOCTM) NaMSATML.

CopepxaHue 6azoBoun mepbl PCB.4:

Mepa 3awuTbl MHOpPMaLMn Knacc 3awmieHHOCTU MHpOopMaLMOHHOW CUCTEMbI
4 3 2 1
PCBE.4 + + + +
Yceunexvne PCB.4 1a, 2

PCB.5 MOHUTOPUHr (NPOCMOTP, aHanus3) pe3ynbTaToB perncrpauum coobITumn
6e30nMacHOCTM U pearMpoBaHue Ha HUX

Tpe6oBaHua k peanusaumm PCB.5: OnepatopoM [OfmMKEH OCYLLECTBNATLCSA
MOHUTOPUHT (MPOCMOTP, aHanu3) pes3ynbTaToB perucrpauum cobbitun 6e3onacHocTn wu
pearnpoBaHue Ha HUX.

MOHUTOPUHI  (MPOCMOTP W aHanua) 3anucen peructpauumn (ayguta) OOSMKeH
nNpoBOAMTLCA ANs BCeX cobbITUI, noanexawmx pernctpaumm B cooteetcteumn ¢ PCE.1, n ¢
NepuUoanYHOCTbI, YCTaAHOBIIEHHOMW oOnepaTtopoMm, U obecnevmBalolLlen CBOEBPEMEHHOE
BbISIBNIEHNE NPU3HAKOB MHLMAEHTOB 6e30MnacHOCTM B MHGPOPMALMOHHON CUCTEME.

B cny4ae BbisiBieHMe MPU3HAKOB WHUMAEHTOB 6e30MacHOCTM B WHGOPMaLMOHHOWN
CUCTEME OCYLLECTBNAETCA NNaHNPOBaHME N NPOBEAEHNE MEPONPUSATUIA MO pearMpoBaHNIo Ha
BbIsiIBMIEHHbIE NHUNAEHTbI 6e30nacHOCTN.

MpaBuna wn npouenypbl MOHUTOPWUHraA pe3ynbTaToOB  perncrtpaumm  CobbITUK
6esonacHoCTH n pearnpoBaHus Ha HUX pernameHTUpyrTCS B
OpraHM3auUmMoHHO-pacnopsANTENbHbBIX JOKYMEHTax onepaTopa no 3awumre nHpopmaumn.

Tpe6oBaHus k ycunenmto PCB.5:

1) B MH(OPMALMOHHON cUCTEME LOSMKHbI obecrneymBaTbCs UHTErpaums pesynbTaToB
MOHUTOPUHra (MPOCMOTpa U aHanuaa) 3anucen pernctpauumn (ayguTa) ns pasHbiX NCTOYHMKOB
(>KypHanos, xpaHunuL, MHopMauumn o cobbITuAX 6e30MacHOCTU) U UX KOPPENALMS C Lenbio
BbISIBNEHNSA NHUMOEHTOB 6€30MacHOCTU N pearMpoBaHUs Ha HUX;

2) B uHGOpPMaALMOHHOM cucteme obecneyMBaeTcda UMHTErpauusi npoueccos
MOHUTOpPUHra (NMPOCMOTPa, aHanusa) pe3ynbTaTtoB perucrTpauum cobbiTuin HGesonacHocTn c
pesynbTatamum aHanusa ya3BMMOCTEN, NPOBOAMMOro B cooTBeTcTBUM € AHS3.1, wu
pesynbTatamm obHapyXeHusi BTOPXEHWA, npoBoaumMoro B cootBetctBun ¢ COB.1 ¢ uenbto
YCUNEHNSA BO3MOXHOCTEN MO BbISBNEHUIO MPU3HAKOB MHUMOEHTOB 6e30MacHOCTH;

3) B WHMpOPMaAUMOHHOM cucteme obecneymBaeTca [MOSIHOTEKCTOBLIM  aHanu3
NPUBUIErMPOBaHHbBIX KOMaHA;



4) onepaTtopoM obecneymBaeTCs aHann3 3anncaHHbIX CeTeBbIX NOTOKOB (4aMMNoB).
CopepxaHue 6azoBoun mepbl PCB.5:

Mepa 3awuTbl MHpOpMaLmn Knacc sawmieHHoCT MHPOpPMaLMOHHON CUCTEMBI
4 3 2 1
PCB.5 + + + +
Ycunenune PCB.5 1

PCB.6 NeHepupoBaHue BpeMeHHbIX METOK U (UNN) CUHXPOHU3aLUA CUCTEMHOIO
BpeMeHu B MH(popMaLMOHHOU cUCTEME

Tpe6boBaHusa k peanusaumm PCB.6: B wuHopmauuoHHOM cucTeMe [OOSMKHO
OCYLLIECTBMNATLCA FEHEPUPOBaAHME HAOEXHbIX METOK BpeMeHu U (M) CUHXPOHM3aUMSs
CUCTEMHOIO BPEMEHM.

[MonyyeHne MeTOK BpeMeHu, BKYalWux JaTy U BpeMs, UCNOoSb3yeMblX npwu
reHepaummn 3sanucen peructpauum (ayamta) cobbitun 6HesonacHoCTM B MHGOPMAaLMOHHOM
cuctemMe  OoCTUraeTca  MNOCpPeacTBOM  MPUMEHEHUS  BHYTPEHHWX CUCTEMHbIX 4acoB
MHOPMALNOHHON CUCTEMBI.

Tpeb6oBaHus k ycunenuto PCB.6:

1) onepatopoM WHPOPMALMOHHOW CUCTEMbl AOMKEH ObITb onpeaeneH WUCTOYHUK
HaOEeXHbIX METOK BpeMeHW; B WH(OPMAUMOHHOW CUCTEME [OOJDKHA BbINOMHATLCS
CUHXPOHM3aLNA CUCTEMHOIO BPEMEHU C NEPUOSUNYHOCTBLIO, OnpeaesieHHOM onepaTopoM.

CopepxaHue 6aszoBon mepbl PCB.6:

Mepbl 3aWmnTbl MHOpMaLmn Knacc 3aumieHHoCTV MHopMaLMOHHOW CUCTEMBI
4 3 2 1
PCBE.6 + + + +
Ycunexue PCB.6 1

PCB.7 3awuTta nHcpopmaumm o cobbITUAX 6€30nacHoOCTU

Tpe6boBaHusa k peanusauumm PCB.7: B wuHdoOpmMaumMoHHOM cuUCTEME [OSHKHA
obecneunBaTbCcA 3awmTa MHPopMauumn o cobbITnAx 6e3onacHoCTu.

3awmta uHdopmMmauumn o cobbITnax GesonacHoCcTU (3anucax peructpauuun (ayaura))
obecneunBaeTca NpUMEHeHMEeM Mep 3aWuTbl MHOPMAaLMM OT HenpaBOMEPHOro A0CTyna,
YHUUTOXEHUS WUNU  MOAUULMPOBAHUSA, OMNpeaesieHHbIX B COOTBETCTBUW C  HACTOALWUM
MEeTOOUYECKUM [JOKYMEHTOM, M B TOM 4UCNe BKOYaeT 3awuTy CpeacTB BedeHus
permctpauuu (ayamra) n HaCTpoek MeXaHM3MOB pernctpaunmn cobbITui.

foctyn Kk 3anucam ayauta u PYHKUMSAM YrpaBreHns MexaHu3Mamu perumcrpauuu
(ayouTa) gomkeH npeaocTaBnsTbCs TONbKO YNOSTHOMOYEHHBIM AOMKHOCTHBIM fULIAM.

MpaBuna wn npoueaypbl 3awntbl WHbOpMaumm o cobbiTuax 6esonacHoCTH
pernameHTUpyTCcsa B OpraHM3auMOHHO-pacnopsaauMTenbHbIX AOKYMEHTax ornepatopa no
3awmrte nHpopmaumn.

Tpe6oBaHus k ycunenuto PCB.7:

1) B MHOpMaUMOHHON cucTeme obecneyvmBaeTCcs pe3epBHOE KOMMpPOBaHWE 3anucen
pernctpauuu (ayauTa);

2) B MH(pOpMALMNOHHON cucteme obecneynmBaeTca pe3epBHOE KOMUPOBAHME 3anucemn
permctpauuun (ayamta) Ha HoCUTenu OOHOKpPaTHOW 3anucu (HenepesanucbiBaemMble HOCUTESNU



MHdopMauun);

3) B MH(popMaUMOHHON cucTeMe Ans obecnedeHns LerocTHOCTU MHopMauunm o
3aperncTpmMpoBaHHbiX CobbITMAX Ge30nacHOCTM OOIMKHbI MPUMEHSITbCA B COOTBETCTBUM C
3akoHogaTenbcTBoM Poccunckon degepaumm kpuntorpadpuieckne Metoapl;

4) onepartop npefocTaBnseT AOCTYN K 3anucam permctpaumm cobbituin 6esonacHocTH
(aygouTa) orpaHM4eHHOMY Kpyry agMUHUCTPaTOPOB.

CopepxaHue 6azoBou mepbl PCB.7:

Mepa 3awuTbl MHOPMaLMn Knacc 3auwmieHHoCTV MHopMaLMOHHOW CUCTEMbI
4 3 2 1
PCB.7 + + + +
Ycunenne PCB.7 1 1

PCB.8 ObecneyeHme BO3MOXHOCTU NPOCMOTpPA U aHanu3a uHcpopmaumum o AeNCTBUAX
oTAenbHbIX Nofib3oBaTtenien B MHpopMaLMOHHON cCUCTEMe

TpeboBaHusa k peanusauun PCB.8: B nHdopmMaUMOHHON CUCTEME AOSMKHA MMETbLCS
BO3MOXHOCTb MPOCMOTPa U aHanmsa MHgpopmMaunum o ENCTBUSAX OTAENbHbIX Nofib3oBaTesnien
B MHGOOPMALMOHHOWN cUcTeMeE.

CBegeHus O OenCTBUAX OTAeNbHbIX Mnofib3oBaTernen B MHAOPMAUWOHHOW cucTeme
OOIMKHbI  NMPeaoCTaBNATbCHA  YNONHOMOYEHHbIM AOSMKHOCTHLIM NvuaM  Ans npocMmoTpa W
aHanmsa c uernblo paccrneoBaHus NpUYMH BO3HUKHOBEHUS UHLUMOEHTOB B MH(POPMAaLMOHHOMN
cucteme B COOTBETCTBMMU C 3akoHodaTennbctBoM Poccuinckon ®epepaumn.

MpaBuna u npoueaypbl NpOoCMOTpa M aHanm3a MHOPMaLMM O OENCTBUAX OTAENbHbIX
nonb3oBaTernien pernameHTUpYTCaS B OpraHM3auMOHHO-pacrnopaauTenibHbiX  AOKYMeHTax
onepartopa Mo 3awmTe nHpopmaumu.

Tpeb6oBaHus k ycunenuto PCB.8:

1) B WHOPMAUMOHHOM cucTeMe [oSmKHa OblTb obecnedeHa BO3MOXHOCTb
aBTOMaTU3NpoOBaHHON 06paboTkn 3anncen pernctpaunmn (ayauta) cobbiTnin 6e3onacHoCT Ha
OCHOBE KpuUTepmneB n3bupaTtenbHOCTH.

CopepxaHue 6aszoBon mepbl PCB.8:

Mepa 3awuTbl MHpoOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

PCB.8

YcuneHnue PCB.8

3.6. AHTUBUpPYCHasA 3awmTta (AB3)

AB3.1 Peanusauna aHTUBUPYCHOM 3aLUUTbI

TpeboBaHua Kk peanusauum AB3.1: OnepaTtopom JorkHa obecneymBaTbecs
aHTMBMpPYCHas  3awmTta  MHGOPMALMOHHOM  CUCTEMbI, BKIYawwasi obHapyXeHue
KOMMbIOTEPHbIX NporpaMmm nmbo MHOM KOMMbIOTEPHOW MHGOPMaUnUK, NpeaHasHauYeHHbIX Ans
HECaAHKUMOHUPOBAHHOIO  YHUUTOXEHUA, OnokupoBaHusi, Moaudukaumm, KOMMPOBaHMUS
KOMMbIOTEPHON MHAOPMALMN UM HENTPanNu3aunm cpeacTs 3awuTbl MHOPMaUUK, a Takke
pearmpoBaHue Ha obHapyXeHne aTUx NporpaMmm 1 nHopmaumn.



Peannsauusa aHTMBUPYCHOW 3aLLMTbl AOSMDKHA NpeaycMaTpumBaTh:

NpUMeHeHne cpeacTB aHTUBMPYCHOW 3alnTbl Ha aBTOMATU3UPOBAHHbLIX paboyvmnx
MecTax, cepBepax, nepuMmeTparnbHblX CpeacTBax 3awuTbl MHGoOpmauum (cpeacTtBax
MEXCETEBOIo 3KpPaHUPOBaAHWS, NPOKCU-CepBeEpax, MOYTOBbLIX LUMA3axX W ApYyrux cpeacraax
3aWnTbl MHGOPMaLUMK), MOBUIbHBIX TEXHUYECKMX CPeacTBaxX W WHbIX TOYKax AoCcTyna B
WH(POPMALMNOHHYIO CUCTEMY, MOLABEPXEHHbIX BHEAPEHUIO (3apaXXeHuo) BpeaoHOCHbIMU
KOMMbIOTEPHLIMA  MporpaMmMamu  (BMpycamun) 4Yepe3 CbeMHble MalUMHHbIE HOCUTENU
WHpopMaUUN NN ceTeBble MOAKIOYEHNA, B TOM 4uUCre K ceTaM obLero norib3oBaHus
(BNOXEHMS 9NEKTPOHHON NOYTLI, BEG- M Apyrne ceTeBble CEPBUCHI);

YCTaHOBKY, KOHPUIypupoBaHue 1 yrnpasreHme cpeacTBamMmn aHTUBMPYCHOW 3aLUMUThI;

npegoctaBneHne AoOCTyna CpeacTBam  aHTMBUPYCHOM  3alimTbl K obbekTam
MH(POPMALNOHHON CUCTEMbI, KOTOpble AOMMKHbI ObiTb NOABEPrHYTbl MPOBEpPKE CPeaCcTBOM
aHTMBUPYCHOM 3aLUMUTHI;

npoBedeHe nepuogndecknx MnpoBEPOK KOMMOHEHTOB WHM(OPMALMOHHOW CUCTEMDI
(aBTOMaTU3MpPOBaHHbLIX pabounx MecT, cepBepoB, APYrMX CPeACTB BbIYUCTIUTENBHON TEXHUKN)
Ha Hanuyue BpeOHOCHbIX KOMMNbIOTEPHBIX NPOorpaMm (BUPYCOB);

npoBepky B MacwTtabe BpemeHu, BGnNu3koM K peanbHOMYy, o0b6bekToB (hanrnos) w3
BHELIHMX  WUCTOYHMKOB (CbEMHbIX MALUMHHBLIX HOCUTENeh WUHgopmauuK, CeTeBbIX
NOAKITIOYEHUI, B TOM YUCHE K CETSM 0obLero nonb3oBaHus, N OpYrux BHELWHUX UCTOYHUKOB)
npw 3arpyske, OTKPbITUM UM UCMONHEHUW Taknx hanos;

onoBselleHne agMUHUCTpaTopoB BesonacHoCcTM B MacwiTabe BpeMeHu, OnM3KoOM K
peanbHoMy, 06 06HapyXeHUN BPe4OHOCHbIX KOMMbIOTEPHbLIX NporpaMmm (BUpYCOB);

onpegeneHve W BbIMOSIHEHWE [OEeUCTBMA NO pearmpoBaHU0 Ha OOHapyxXeHue B
WH(POPMAUNOHHON cucTeMe OOBLEKTOB, MOABEPrUMXCA  3apaXeHW  BPeOOHOCHbIMU
KOMMbIOTEPHBbIMK NpOrpamMmmMamMmu (BUpycamm).

MpaBuna u npouenypbl aAHTUBUMPYCHOW  3alUnTbl  MHAPOPMALMOHHOM CUCTEMBbI
pernamMeHTUpyTCsa B OpraHM3auMOHHO-pacnopsaauTenbHbiX [AOKYMeHTax ornepatopa no
3awmTe nHopmaumn.

Tpe6oBaHus Kk ycunenuro AB3.1:

1) B UHOPMALMOHHOW CUCTEME LOSMKHO obecneymBaTbCs NpenoCTaBneHne npas no
ynpaBneHuo (agMMHUCTPUPOBAHUIO) CpeacTBaMyM aHTMBUPYCHOW 3alumnTbl agMUHUCTpaTopy
©e3onacHocCTH;

2) B WHQOPMAUMOHHOM cUCTeMe [OMMKHO obecneynBaTbCa LEHTpann3oBaHHOE
ynpaeneHne (ycTaHOBKa, yganeHue, OOHOBMeHue, KOHUIypupoBaHMe WU  KOHTPOSb
aKTyanbHOCTU Bepcuin nporpaMmmHoro obecneyeHus cpeacts aHTUBUMPYCHOM  3alUnTbl)
CpeAcTBaMU aHTUBMPYCHOW 3aLUMTbl, YCTAHOBIIEHHbIMW HA KOMMOHEHTaX MHPOPMAaLMOHHON
cucTeMbl (CepBepax, aBTOMaTU3NPOBaHHbIX paboymx mecTax);

3) onepaTtopoM JoSmkeH obecneynBaTbCs 3anpeT UCNOSIb30BaHMSA CbeMHbIX MaLlLUHHbIX
HocuTenenm uHopMauMM, KOTOpble  MOrYT  SBAATbCA  MCTOMHMKAMW  BPEOOHOCHbLIX
KOMMbIOTEPHbIX NPOrpamm (BUPYCOB);

4) B H(POPMALIMOHHOMN CUCTEME LOSMKHO obecnevmBaTbCsl UCMNOSb30BaHNE Ha PasHbIX
YPOBHAX  WMHPOPMAUMOHHOM  CUCTEMbI  CPeACTB  aHTMBMPYCHOM  3alMTbl  pasHbIX
npounssoauTenen;

5) B  uvHOpPMauMOHHOM  cucTeMe  [OMKHbl — obecnedmBaTbCA  MpOBEPKa
paboTOCNOCOBHOCTH, aKkTyanbHOCTb 6a3bl AaHHbIX MPU3HAKOB KOMMbIOTEPHbLIX BUPYCOB U
BEpCUN NporpamMmmMHoro obecneveHnss CpeacTB aHTUBUPYCHOW 3aLLMUThI;

6) B MHGOPMALMOHHON cucCTeMe [OSMKHaA obecnevmBaTbCa MpoBepka OOBLEKTOB
(annoBon CUCTEMblI CPeACTBOM aHTUBMPYCHOM 3alumMTbl [0 3arpy3ku onepaumoHHOM
CUCTEMBI;

7) B UH(POpMALMOHHON cucTeMe A0SPkHa obecneynmBaTbCsl perncrpaumsa cobbiTun o



HeycnewHom 06HoBNeHMM 6a3bl JaHHbIX MPU3HAKOB BPEAOHOCHbBIX KOMMbIOTEPHBIX NPOrpamMm
(BupycoB);
8) onepatopom pomkHa obecnedMBaTbCs aHTUMBMPYCHas 3awuTa  Ha aTane
NHMLManM3aunum MMKponporpaMmmMHoro obecneyeHnst cpeactaa BblYMCIIUTESNBHON TEXHUKM.
CopepxaHue 6aszoBon mepbl AB3.1:

Mepa 3awuTbl MHOpPMaLMn Knacc 3auwmieHHoCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
AB3.1 + + + +
Ycunexnne AB3.1 1 1,2 1,2

AB3.2 O6HoBneHue 6a3bl AAHHbLIX MPU3HAKOB BPEAOHOCHbLIX KOMMNbIOTEPHbIX
nporpamm (BUpycoB)

Tpe6boBaHusa k peanusauum AB3.2: Onepatopom p[omkHO ObiTb obecneyeHo
o6HoBNeHne 6a3bl AaHHbIX MPU3HAKOB BPE4OHOCHbLIX KOMMbIOTEPHbLIX MPOrpaMm (BUPYCOB).

O6HoBneHne 6asbl AaHHbIX MNPU3HAKOB BPEAOHOCHbBIX KOMMbIOTEPHBIX MNporpamMm
(BUpYCOB) OOMKHO NpegycMaTpumBaTh:

nonyyeHne yBeAOMNEHUN O HeoOBXOAMMOCTM OBHOBNEHUA U HEeNnoCpeaCcTBEHHOM
o6HoBNEeHUN 6a3bl AaHHbLIX MPU3HAKOB BPELOHOCHbLIX KOMMbIOTEPHbLIX MPOrpaMm (BUPYCOB);

nonyyeHne w3 [OBEPEHHbIX WMCTOYHMKOB W YCTAHOBKY OOHOBMEHUN 6a3bl [aHHbIX
NPU3HaKoB BPEAOHOCHbLIX KOMMbIOTEPHbIX NporpaMmm (BUpPYyCoB);

KOHTPOSb LIENOCTHOCTU O6HOBReHuMn 6asbl  AaHHbIX MPU3HAKOB  BPEOOHOCHbIX
KOMMbIOTEPHbIX NPOrpamm (BUpPYCoB).

MpaBuna u npouenypbl O6HOBNEeHUss 6asbl AaHHbIX MPU3HAKOB BPEAOHOCHbIX
KOMMbIOTEPHbIX nporpamm (Bupycos) pernameHTUpyrTCS B
OpraHn3auUnoHHO-pacnopaauTenbHbIX JOKYMEHTax onepaTtopa no 3awuTte uHopmaumu.

Tpe6oBaHus Kk ycunenuro AB3.2:

1) B WHGOPMAUMOHHOM CUCTEME [OO/MKHO obecneunmBaTbCa LEHTpann3oBaHHOE
ynpaeneHne oOHOBNeHMeM ©0asbl [aHHbIX MPU3HAKOB BPEAOHOCHBIX KOMMbIOTEPHbIX
nporpamMmm (BUpycoB);

2) B MHGPOPMALMOHHOM cucTeMe [OfmKHO obecneunmBaTbCs aBTOMaTU4ECKOE
obHoBneHne 6a3bl AaHHbIX NPU3HAKOB BPEAOHOCHbLIX KOMMbLIOTEPHbLIX NPOrpaMmm (BMPYCcoOB) Ha
BCEX KOMMOHEHTaX NHPOPMaLMOHHON CUCTEMBI;

3) B WH(MOPMaULMOHHOW CcUCTEME AOMMKEH obecneunmBaTbCa 3anpeT M3MEHEHUN
HacTpoek cuctembl OBHOBMEHUsT 6a3bl AaHHbIX MPU3HAKOB BPEOOHOCHbBIX KOMMbIOTEPHbIX
nporpamm (BMpPYCOB) Ha aBTOMaTU3NPOBAHHbIX paboynx MecTax n cepBepax;

4) B WH(pOPMALMNOHHOW cucTeMe [ormkHa obecneymBaTbCsl BO3MOXHOCTb BO3BpaTta
(oTkaTa) Kk npegbligywmm  obHoBReHMAM  6asbl  AaHHbIX  NPU3HAKOB  BPEOOHOCHbIX
KOMMbIOTEPHbIX NPOrpamMmm (BUPYCcOB).

CopepxaHue 6aszoBon mepbl AB3.2:

Mepa 3awuTbl MHpOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOW CUCTEMBI
4 3 2 1

AB3.2 + + + +

Ycunenue AB3.2 1 1

3.7. O6HapyxeHue BTOopxKeHun (COB)




COB.1 O6HapyxeHne BTOPXEHUN

Tpe6oBaHua k peanusaumm COB.1: OnepaTopoM [JOMmKHO obecneymBaTbCs
obGHapyxeHue (NpeaoTBpalleHNe) BTOPXKEHUN (KOMMbIOTEPHBLIX aTak), HanpaBfieHHbIX Ha
npegHamMepeHHbIi  HEeCaHKUMOHMPOBAHHbBIM  OOCTYyn K MHdOpMauun,  cneumanbHble
BO3AENCTBUS HA WHMopmauuio (HocuTenu wHdopmauun) B uUensax ee [obbiBaHWS,
YHUMTOXEHUSA, UCKaXEHUs M OrnokMpoBaHWSA LOCTyna K HeW, C UCMOfb30BaHWEM CUCTEM
OGHapyXeHUs1 BTOPXKEHWI.

[MpuMeHsieMble cuCTEeMbl OBHapyXeHUS BTOPXEHWA OOSMKHbI BKNHOYATb KOMMOHEHThI
pernctpauum  cobbiTii  6e3onacHOCTM  (AaTyMKkM), KOMMOHEHTbl aHanmM3a CcobbITUN
©e30nacHOCTM M pacno3HaBaHUS KOMMbIOTEPHbLIX aTtak (aHanmsaTopbl) U 6asy pellarowmx
npaBun, coaepaLlyro MHPOPMAaLMIO O XapaKTePHbIX MPU3HaKax KOMMNbIOTEPHbIX aTak.

O6HapyxeHune (npegoTeBpalleHNE) BTOPXKEHUN OOMKHO OCYLLECTBIATLCS HA BHELUHEWN
rpaHuLe WHPOPMAUNOHHOM CUCTEMBI (CUCTEMblI OBHapPYXXEeHUSI BTOPXXEHUN YPOBHSA CeTu) U
(MnKn) Ha BHYTPEHHUX yarnax (CMCTeMbl OOHapPYXEHUS1 BTOPXEHUA YPOBHS y3ria) CErMEHTOB
WHPOPMALMOHHON CUCTEMbI (aBTOMATU3NMPOBAHHbLIX paboymx MecTax, cepBepax U WUHbIX
y3nax), onpegensembix onepaTopom.

lMpaBa no ynpaBneHuto (agMMHUCTPUPOBAHUIO) cUCTEMaMn OBHapPYXXeHNA BTOPXKEHUN
AOIMKHBI NPeAoCTaBNATECH TOMbKO YNOHOMOYEHHBIM AOSPKHOCTHLIM fMLIaM.

Cuctembl OBHapyXeHMsi BTOPXEHWN [OOIMKHbI obecnedmBaTb pearnpoBaHMe Ha
obOHapyXeHHble W pacno3HaHHble KOMMbIOTEPHbIE aTakM C  y4eTOM 0cobeHHocTen
PYHKLUMOHNPOBAHMS MH(POPMALMOHHbBIX CUCTEM.

MpaBuna n npouenypbl 06HapYyXeHUs (NPeaoTBPALLEHNS) BTOPXKEHMI (KOMMNBIOTEPHbIX
aTak) pernameHTUpYKTCs B OpraHn3aunoHHO-pacnopsaamMTenbHbIX AOKYMEHTax onepartopa no
3awmTe nHopmaumn.

Tpe6oBaHus kK ycunenuro COB.1:

1) onepatopom obecneunBaeTcss NPUMEHEHME CUCTEM OOHapYyXEHUSI BTOPXEHUI
YPOBHSA ceTu, obecneymBatomx cbop 1 aHanma nHpopmaumm od NHPOPMaLIMOHHBIX MOTOKAX,
nepegaBaeMblX B paMKax cermeHTa (CerMeHToB) MHPOPMaLMOHHON CUCTEMBI;

2) B VH(popMauUMOHHON cucTeme obecrneymBaeTcs LieHTpanuM3oBaHHOE YyrnpasreHune
(a@AMUHUCTPUPOBAHME) KOMMOHEHTAMM CUCTEMbI OBHAPY>KEHUSA BTOPXKEHUI, YCTaHOBIIEHHbIMU
B PasnnyHbIX CErMeHTax MHPOPMaLMOHHON CUCTEMBI;

3) obHapyxeHue n pearnpoBaHue (yBeaoMIieHME agMuUHUCTpatopa ©e3onacHOCTH,
GnokupoBaHune Tpaduka U UHble OENCTBUSA MO pearMpoBaHMi0) Ha KOMMbIOTEPHbIE aTakn B
MacwTabe BpeMeHn, 6riM3koM K pearnbHOMY;

4) 3awmrta MHpopmaunmn, cobpaHHOM U CreHepupoOBaHHOMW CUCTEMOM OBHapyXeHus
BTOPXXEHUI, OT HECAaHKLVMOHNUPOBAHHOIO AO0CTYNa, MoAUMMKaLUUn U yaaneHus;

5) onepaTtopom MHGOPMALMOHHON CUCTEMbI ObecneymBaeTcs NPUMEHEHUEe CUCTEM
oOHapyXeHUsi BTOPXEHWA YPOBHSA y3na Ha aBTOMATU3UPOBaHHbIX pabovnx MecTax Wu
cepBepax MHPOPMALMOHHON CUCTEMBI;

6) onepaTtopoM MHOPMALMOHHON CUCTEMbI ObecrneymBaeTcs NPUMEHEHUE CUCTEM
oBHapyXeHWsi BTOPXKEHUI Ha NpuKnagHoM ypoBHe 6a30BON 3TanoHHOW MOLENV B3aMMOCBS3M
OTKPbITbIX CUCTEM.

CopepxaHue 6azoBon mepbl COB.1:

Mepa 3awuTtbl HpopmaLuum Knacc 3awmueHHOCTU MHGHOPMaLNOHHOWN CUCTEMDbI

4 3 2 1

COB.1 ; >




| Ycunenne COB.1 | | | 2 | 2

COB.2 O6HOBNeHue 6a3bl pelwaroWwmx npaBun

TpeboBaHua k peanusauum COB.2: Onepatopom AomkHO obecnevmBaTbCA
obHoBNeHne 6asbl peluaroLmnx NpaBun CUCTEMbI OBHaPYXXEHUS BTOPXEHUN, NPUMEHAEMON B
MHOPMAaLNOHHOM CUCTEME.

O6HoBneHne 6asbl pellarowmx npasui CUCTEMbl OOHapPYXXEHUSI BTOPXEHUN OOJTKHO
npegycMmaTpusaTb:

nonyyeHne yBeAOMMEHUN O HeoOBXOAMMOCTM OOHOBNEHWA UM HenocpenCcTBEHHOM
o6GHoBNEeHUN 6a3sbl peLlarLLnX NpaBus;

nonyyeHne U3 AOBEPEHHbIX UCTOYHWKOB U YCTaHOBKY OOHOBMNEHWn 6asbl peluatroLimx
npaBun;

KOHTPOSb LLeNOCTHOCTN 0B6HOBMNEHMI 6a3bl peLuatoLmx npasus.

MpaBuna n npouenypbl 06HOBIEHMS Ba3bl pelualrWwmx NpaBusl pernaMmeHTUpyTCcs B
OpraHn3aunoHHO-pacnopaanTerbHbIX JOKYMEHTax onepaTopa no 3awuTte uHopmauuu.

Tpe6oBaHus kK ycunenuro COB.2:

1) B WHGOPMAUMOHHOM CUCTEME [OOMMKHO obecneunBaTbCa LEHTpann3oBaHHOE
ynpasneHne obHoBneHnemM 6asbl peLlatroLmnx npasun CUCTEMbl OOHAPYXXEHUST BTOPXXEHUN;

2) B VH(bopMauMOHHOW cucTeMe JofmkHa obecneymBaTbCs  BO3MOXHOCTb
pefaktupoBaHus 6asbl pewarowmx npasun (gobasneHne n (MNn) UCKAKYEHWE peLuaroLmnX
npaBun) CO CTOPOHbl YMOMHOMOYEHHbIX AOSMKHOCTHBIX Nvy  (agMWHUCTPATOpPOB) AnS
npefoTepalleHnss onpedesieHHbIX onepaTopoM KOMMbIOTEPHbLIX aTtak U (Mnn) cokpaleHus
HarpyskM Ha WMHOPMALMOHHYKO CUCTEMY, a Takke MUHMMU3AUMU FOXHbIX cpabaTbiBaHWI
cucTeMbl OBHapYXeHUS BTOPXKEHWUI;

3) onepatopoM = MHPOPMALMOHHOM  CUCTEMbI  YCTaHaBNUBaETCA  MNOPSAO0K
pefaktupoBaHus 6asbl pewarwmx npasun. B cnydyae pepaktnpoBaHusa 6asbl peluaromx
npasun 3anucb 06 3ToM cobbITUM C yKazaHWeM NPOou3BEeLEHHbIX M3BMEHEHUI (brKCcHMpyeTCs B
COOTBETCTBYHLLEM XypHare pernctpaumm codbituin 6e3onacHoCcTu.

CopepxaHue 6aszoBon mepbl COB.2:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

COB.2 + +
Ycunenune COB.2 1,2,3

3.8. KoHTponb (aHanu3) 3awmweHHocT! nHopmaumm (AH3)

AH3.1 BbisiBneHue, aHanu3 n yctpaHeHue ya3BumMmocten MHPOpMaLUOHHON CUCTEMDI

TpeboBaHua «k peanusaumm AH3.1: OnepaTopomM [JOSMKHbI OCYLLECTBNATHCA
BbIsiBfieHWE (MOUCK), aHanu3 u ycTpaHeHne ya3BuMoCcTen B UHGOOPMaLMOHHOW CUCTEME.

Mpun BbiIABNEHUN (MOUCKE), aHanM3e U yCTpaHEeHUN ya3BUMOCTEN B UH(POPMAaLMOHHOWN
cucTeMe OOMKHbI MPOBOAUTLCS:

BbisiIBNEHNEe (NOUCK) YSI3BUMOCTEW, CBS3aHHbIX C OowunbKkamu koga B NPOrpaMMHOM
(MukponporpammHoMm) obecrneyeHnmn (0bLLEeCUCTEMHOM, NPUKNAAHOM, CrneumanbHOM), a Takke
nporpammHoM obecneyeHnn cCpeacTB 3awmuTbl MHOPMaLNN, NPABUIBHOCTLIO YCTAHOBKU U



HaCTPOMKN CpPeAcTB  3awuTbl WMHAOPMALMK, TEXHUYECKUX CpPeactB M NPOrpammMHOro
obecrneyeHnsa, a Takke KOPPEKTHOCTbIO paboTbl CpeacTB 3aluTbl MHOPMAaLMUM NPpU KX
B3aMMOOENCTBUN C TEXHUYECKMMM CPEACTBAMWN N MPOrpaMMHbIM obecrnedeHnem;

paspaboTka no peaynbTaTtam BbiBNEHUS (NOUCKA) YI3BMMOCTEN OTYETOB C ONMCaHNEM
BbISIBNIEHHbIX YA3BMMOCTEN M NITAHOM MEPONPUATUIN NO NX YCTPAHEHMUIO;

aHanu3 OoT4eTOB C pesynbTaTamu MNoucka yA3BMMOCTENW U OUEHKM A0CTaTOYHOCTU
peanu3oBaHHbIX Mep 3aLmnTbl MHpopmauuu;

yCTPaHeHWe BbISIBIIEHHbIX YA3BMMOCTEN, B TOM YuCfe NMyTeM YCTaHOBKWU OBGHOBMEHWI
nporpammHoro  obecneyeHus  cpeactB  3awmTbl  MHopMaumn,  OBLLECUCTEMHOrO
nporpammHoro  obecnevyeHusi,  MNPUKNagHOro  nporpamMmHoOro  obecnedeHus  unu
MUKPOMNPOrpaMmMHoro obecneveHnst TEXHUYECKUX CPeACTB;

MHOPMUPOBaHME OOSPKHOCTHBIX N, onepaTopa (nonb3oBaTtenen, agMUMHUCTPaTOPOB,
nogpasgeneHus no sawmuTte MHGopmMaumm) O pesynbraTtax noucka ya3BMMOCTEN U OLEHKM
AOCTaTOYHOCTU peann3oBaHHbIX Mep 3alnTbl MHOPMaLUK.

B kadectBe  UCTOYHMKOB  uMHGOpMaumm 06  yA3BMMOCTSAX  MCMOMb3YTCA
ony6nvkoBaHHble AaHHble pa3paboTymKkoB CPeaCcTB 3almThl MHOPMaLMK, 0BLLECUCTEMHOrO,
NPUKNagHoro 1 cneynanbHOro NporpamMMHOro obecneyeHns, TEXHUYECKUX CPEeACTB, a Takke
apyrne 6a3bl AaHHbIX YA3BMMOCTEN.

BbisiBneHne (nouck), aHanua3 n ycTpaHeHue YA3BMMOCTEN OOSMKHbl NPOBOAUTHCHA Ha
aTanax co3gaHus M aKcnnyataumm MHOPMauUMOHHOM cucTeMbl. Ha aTtane akcnnyataumu
MOUCK U aHanm3 ysa3BMMOCTEN NMPOBOAMTCS C NEPUOLNYHOCTbLIO, YCTAHOBIEHHOW ONEPaToOpPOM.
Mpn aTOoM B 0bs3aTenbHOM nopsiake ONs KPUTUYECKUX YSI3BUMOCTEW MPOBOAUTCHA MOUCK M
aHanu3 ya3BMMOCTEN B crnyyae onybrnmnkoBaHUSA B 06LWef0CTYMHbIX MCTOYHMKaX MHAOpMaLMK
O HOBbIX YA3BMMOCTAX B CpeACcTBax 3aliuTbl WHGOpMauuKW, TEXHUYEeCKMX cpeactsax u
nporpammHoM obecneyeHnn, NpUMeHIEeMOM B MHCPOPMaLMOHHON cUcTeMe.

B cnyyae HEBO3MOXHOCTU YCTPaHEHUS BbISBMEHHbIX YA3BMMOCTEN MyTEM YCTaHOBKM
0oBGHOBNEHUI NporpamMmHoro obecneveHnss CpeacTs 3awmTbl MHpopMauun, obLLECUCTEMHOIO
nporpammHoro  obecneyeHusi,  MNpPUKNagHOro  nporpamMmHoro  obecnedeHus  unu
MUKPOMNPOrpaMMHOro obecneyeHnsa TEXHUYECKUX CpeacTB HeobxoaMmo npeanpuHATb
aenctemst (HAaCTPOMKM CPedcTB 3almTbl MHOpMauUW, U3MEHEHWE pexuMma Wu nopsigka
NCcnonb3oBaHMa MHPOPMALMOHHOW CUCTEMbI), HanpaBfeHHbIEe Ha YCTpaHEHWE BO3MOXHOCTU
NCNOSb30BaHMWS BbISIBIIEHHbIX YS3BUMOCTEMN.

OnepaTopoM [OOSMKHbI OCYLLECTBNATLCSA MNONyYEeHWE M3 OOBEPEHHbIX WCTOYHMKOB M
yCTaHOBKa 0OHOBMEHNN 6a3bl NPM3HAKOB YSI3BMMOCTEN.

MpaBuna 1 npouenypbl BbISBMEHMS, aHanuM3a W YCTPaHEHUs  YyA3BMMOCTEWN
pernaMmeHTUpyoTCaS B OpraHM3auMOHHO-pacnopaauTenbHbiX OOKyMEHTax onepatopa no
3awmrTe nHpopmaumn.

Tpe6oBaHus K ycunenmro AH3.1:

1) onepaTtopom obecneunBaeTcss UCNONb3OBaHWE AN BbisBreHUs  (Noucka)
YSI3BUMOCTEN CpeACTB aHanusa (KOHTPons) 3awmuieHHoCcTM (ckaHepoB 6Ge3onacHocTw),
UMEKLWKNX CTaHAapTU30BaHHble (YHUMUUMPOBAHHLIE) B COOTBETCTBUM C HaLMOHANbHbIMU
cTaHgapTaMy oOnucaHue W nepevHu nporpaMmMHo-annapaTHblX nnatgopM, YsS3BUMOCTEWN
nporpamMmmHoro obecneveHuns, oWMBOYHbIX KOHUrypaumn, npaBusn onucaHus ysa3BMMOCTEN,
NMPOBEPOYHbIX CMMUCKOB, Mpoueayp TECTUPOBAHUA U A3blka TECTUPOBAHUSA MHGOPMAaLMOHHON
CUCTEMbl Ha HanuMune YA3BUMOCTEMN, OLEHKM MOCNeaCTBUN YS3BUMOCTEWN, WMEHLLNX
BO3MOXHOCTb OnepaTMBHOro 06HOBEHMS 6a3bl JaHHbIX BbIABNAEMbIX YA3BUMOCTEMN;

2) onepaTop AO0SMKEH YTOUHATb NepeyYeHb CKaHUMPyeMbIX B MHPOPMaLMOHHON cucteme
YSI3BUMOCTEN C YCTAHOBMEHHOW MM MEePUOSMYHOCTBIO, a Takke nocrne nosiBNeHns
NMHpopMaLUKN O HOBbIX YSI3BUMOCTSIX;

3) onepaTtopom onpenensaetca nHdopmaums 06 MHPOPMaLMOHHON cUCTEME, KoTopas



MOXeT cTaTb W3BECTHOM HapywuTensMm U WUCNofb3oBaHa UMW  ONfS  3KcnnyaTauuu
YA3BMMOCTEN (B TOM YMCne yA3BUMOCTEN "HyreBoro aHA" - y93BMMOCTEN, ONMCaHne KOTOpPbIX
oTcyTcTByeT B 0asax [JaHHbiXx pas3paboTuMkoB CpeactB  3awmtbl  MHGOPMaUumK,
06LeCcMCTEMHOro, NPUKIagHoro U cneumanbHoOro NPorpaMMHOro obecneyeHns, TeEXHNYECKUX
CpeacTB), U NPUHUMAKOTCH MepPbl NO CHKEHUIO (UCKIMIOYEHMIO) NOCeACTBUM OT 3KCnyaTaumm
HapyLWUTENSAMN HEYCTPaHUMbIX YA3BUMOCTEN;

4) onepaTopoM npefocTtaBnAeTcs AOCTYN TOMbKO aAMUHUCTpATopaM K OYHKUMSM
BbisiBeHNA (noucka) ys3BuMocTen (NpefocTaBfieHMe TakoW BO3MOXHOCTM  TOMbKO
agMuHucTpaTtopam 6e3onacHoCTK);

5) onepatopoM MNPUMEHAOTCA aBTOMATU3MPOBAaHHblE CpeacTBa ANd CpaBHEHUS
pes3ynbTaTtoB CKaHUMPOBaHUS YA3BMMOCTEW B pasHble nepuodbl BpeMeHW [Ans aHanusa
N3MEHEHNSA KONMYEeCTBa U KraccoB (TUMNOB) YA3BMMOCTEN B MH(POPMAaLIMOHHON CUCTEME;

6) onepaTtopoM MPUMEHSIIOTCA aBTOMAaTM3MPOBaHHbIE CpeacTBa Anst obHapyXeHus B
MH(POPMALNOHHON CUCTEME HepaspeLleHHOro nporpammMHoro obecneyeHnsi (KOMMOHEHTOB
nporpaMmmHoro obecnevyeHns) n ysegomreHna 06 3ToM YyNnosTHOMOYEHHbIX JOMMKHOCTHbIX L,
(agmuHncTpaTtopa 6e3onacHoOCTN);

7) onepaTtopoM MNPOBOAUTCHA aHanu3 XXypHanoB perucrtpaumm cobbitnin 6e3onacHoCTH
(KypHana ayguTta) B Uenax onpegeneHusi, 6binn nNn BbISIBNIEHHbIE YS3BUMOCTUM paHee
NCcnonb3oBaHbl B MIHPOPMALMOHHOM cUcTeMe And HapyLeHus 6e3onacHoCTn HdopMauuu;

8) onepatopom obecrneunmBaeTcss NPOBEOEHME BbISIBIEHUSA YSI3BMMOCTEN "HYNEBOro
AHS", O KOTOpbIX CTano M3BECTHO, HO WHAOPMaUUS O KOTOPbIX He BKMKYEHa B CKaHepbl
YA3BUMOCTEWN;

9) onepaTopom obecneyMBaeTCca NpPoOBeAEHME BbISIBIEHUS HOBbIX YA3BUMOCTEWN,
NMHopMaLUsa 0 KOTOPbIX He onybrMkoBaHa B 00LWeNOCTYNHbIX UCTOYHMKAX;

10) onepaTopoM [OMKHO OCYLLECTBIATLCS BblBNeHUe (MOUCK) YA3BUMOCTEN B
WHPOPMALMOHHON CUCTEME C  WUCMOSIb30BAaHMEM YYETHbIX 3anucer Ha CKaHUpyeMblX
pecypcax;

11) onepaTopoM OOMKHO UCMNONb30BaTbCA TECTUPOBAHME MHGAOPMALMOHHOW CUCTEMBI
Ha NPOHUKHOBEHME.

CopepxaHue 6azoBon mepbl AH3.1:

Mepa 3awuTbl MHpoOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHON CUCTEMBI

4 3 2 1

AH3.1 + + +
Yceunexnne AH3.1 1,4 1,2, 4 1,2,4,7

AH3.2 KOHTpOnb ycTaHOBKU OOHOBIIEHMW NPOrpaMMHOro obecne4vyeHus, BKovas
nporpamMmHoe obecnevyeHune cpeacTB 3aWmTbl MH(popMaLm

TpeboBaHus k peanusauum AH3.2: OnepaTtopoM AOMKEH OCYLLECTBNATLCA KOHTPOIb
YCTaHOBKM OBHOBMIEHMI NpOrpaMMHOro obecneyeHusi, BKNYasa nporpammHoe obecneveHune
CPEeACTB  3aluTbl  UWHGOpMauunm un nporpammHoe obecneyeHne 6Gas3oBOW CUCTEMDI
BBOJa-BbIBOAA.

OnepaTtopoM [OMKHO OCYLLECTBNATbCH MNOSlyYEHUE W3 AOBEPEHHbIX UCTOYHUKOB U
ycTaHOBKa OBHOBMEHU NporpaMMHOro obecrneyeHns, BkwYas nporpaMMHoe obecreyeHne
CPEeACTB  3aliuTbl  WHOpMauum u nporpammHoe obecneyeHne 6Gas3oBOW CUCTEMDI
BBOJa-BbIBOAA.

Mpn KOHTpONe yCTaHOBKM OOHOBMEHMM OCYLIECTBNAIOTCA MNPOBEPKM COOTBETCTBUS
BEpCUin obuecncTtemMHoro, NpUKNagHoro n crneumnanbHoro NPOrpaMmmMHoOro



(MunkponporpammHoro) obecneveHusi, BKIoYas nporpammHoe obecneveHme cpeacTB 3allmThbl
WHOpMaUuK,  YCTAHOBIMIEHHONO B WHAOPMALMOHHOM  CUCTEME U BbIMYLEHHOrO
pa3paboTumKkoM, a Takke Hanuime OTMETOK B JKCMnyaTaumoHHOM SOKYMeHTaumn (popmynsp
unu nacnopT) 06 ycTtaHoBKe (MPMMEHEHUN) OBHOBIIEHWIA.

KoHTponb ycTaHOBKM OBOHOBMEHMI MPOBOAUTCS C NEPUOANYHOCTBIO, YCTAHOBIEHHOW
onepaTopoM B OpraHn3aLMOHHO-pacnopaauTeribHbIX AOKYMEHTax no 3awmuTte MHgopmauumn mn
dUKcupyeTcsi B COOTBETCTBYIOLLMX XKypHanax.

Mpy KOHTPONEe YCTaHOBKM OOHOBMEHWA OCYLLECTBNAIOTCA MNPOBEPKN YCTAHOBKM
oGHoBNeHnn 6a3 AaHHbIX NPU3HAKOB BPEAOHOCHBLIX KOMMbIOTEPHBIX Nporpamm (BUPYCOB)
CpencTB aHTMBUMPYCHOW 3awmuTbl B cooTBeTCTBUM ¢ AB3.2, 6a3 peluarowimx npasusi CUCTEM
oGHapyxeHusi BTOpXXeHu B cooTtBeTcTBuM ¢ COB.2, 6a3 npuM3HakoB ysi3BUMOCTEN CPEeACTB
aHanusa 3aluLeHHOCTU N WHbIX 6a3 OaHHbIX, HeobxoAuMMbIX Ons peanu3aumm (OYHKLMNI
6Ge3onacHOCTM CpeacTB 3aLlmTbl UHCpopMaLun.

MpaBuna 1 npouedypbl KOHTPONS  YCTAHOBKM  OBHOBMEHWA  NPOrpaMMHOro
obecneyeHnsa pernaMmeHTMpyTCa B  OpraHUM3auWoOHHO-PACMNoOPSAUTENbHbIX  OOKyMEHTax
oneparopa no 3awute nHpopmaunn.

Tpeb6oBaHus Kk ycunenmro AH3.2:

1) onepaTtopoM A0SMKHA OCYLLECTBASATLCA NPOBEPKa KOPPEKTHOCTU (DYHKLMOHUPOBAHNS
OBGHOBNEHNN B TECTOBOW cpeae Cc obasaTesnibHbiM OhOpMIIEHMEM pe3ynbTaToOB NPOBEPKN B
COOTBETCTBYIOLLEM XYypHane;

2) onepatopoMm obecneyMBaeTCs pernameHTaumMsi U KOHTPONb  OOHOBIEHUN
nporpaMmmHoro obecneyeHmsi 6a3oBon CMCTEMbI BBOAA-BbIBOAA (MHOMO MUKPOMNPOrpaMmMHOro
obecrneyeHns).

CopepxaHue 6azoBon mepbl AH3.2:

Mepa 3awuTbl MHpOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOW CUCTEMBI
4 3 2 1
AH3.2 + + + +
Ycunenve AH3.2

AH3.3 KoHTposnb paboTocnocobHOCTU, NapaMeTPOB HACTPOUKM U NPaBUNTBHOCTHU
YHKLIMOHMPOBaAHUA NPOrpaMMHOro o6ecneyeHns u CpeacTB 3awmTbl UHhopMauumn

Tpe6oBaHusa k peanusaumm AH3.3: OnepaTopom AOSHKEH NPOBOAMTLCH KOHTPOISb
paboTocnocobHOCTM, MNapamMeTpoB HACTPOWKM M NPaBWUIIbHOCTM  PYHKLVMOHUPOBAHWS
nporpaMmmHoro obecneveHns n cpeacTs 3awmTbl MHGPOPMaLUN.

Mpn KoHTpone paboTocnocobHOCTM, NapamMeTpoB HACTPOMKM U MPaBUIIbHOCTU
PYHKUMOHUPOBAHMS MporpaMMHOro obecnevyeHvss M CpPeAcTB  3alMTbl  MHGOPMAaLMK
OCYLLIECTBSAETCS:

KOHTPOMb paboToCnOoCOBHOCTM  (HEOTKIHYEHMST) MpOrpaMMHOro obecneyeHns wu
CpPeAcTB 3aWmTbl MHpopmauuu;

npoBepka MpPaBUIbHOCTU (PYHKLUNOHUPOBAHUSA (TECTUPOBAHWE Ha TECTOBbIX OAHHbIX,
NPUBOASLWMX K U3BECTHOMY pe3ynbTaTy) nporpammMHOro obecnevyeHuss U CpencTB 3allmThbl
nHdopMauumn, 06 bEM N coagepkaHne KOTOpon onpeaenseTcs onepaTtopom;

KOHTPOSb COOTBETCTBUSI HACTPOEK nporpammMHOro obecnedeHuss n cpeacTB 3alUmThbl
MHpopmauun napameTpamMm HaCTPOWKMK, MPUBEOEHHBbIM B JKCMfyaTauMOHHOW OOKyMEHTaLuMu
Ha cucTeMy 3alnTbl MHPOPMALMK U CPEeACTBa 3aLlmTbl MHopmaunu;

BOCCTAHOBMNEHME paboTOCNOCOBHOCTM  (MPaBMMBHOCTU  (PYHKUMOHMPOBAHUA) W
napameTpoB HaCTPOWKM NpPorpaMmMHOro obecneyeHns n cpeacTs 3awmnTbl MHopMauun (npu



Heo6Xxo4MMOCTH), B TOM YUCHE C UCNOSTb30BaHMEM Pe3epPBHbIX KONuM 1 (Mnun) AncTpubyTMBOB.
KoHTponb  paboTtocnocobHOCTM, MapaMeTpoB  HAacCTPOMKM U MPaBUSIbHOCTH
PYHKUMOHNPOBAHMS MporpaMMHoro obecneveHvss M CpPeAcTB  3aWuTbl  MHGOPMaLMK
npoBoANTCH c NepuOANYHOCTbIO, yCTaHOBMEHHOM onepaTopom B
OpraHM3auUMoHHO-pacnopsaaAUTENbHbBIX JOKYMEHTax No 3awmuTte nHdopmMauuu.

Tpe6oBaHus K ycunenumro AH3.3:

1) B MH(POPMAUMOHHOM CUCTEME OOSMKHbI obecneumBaTbCa permcrpaums cobbiTum u
onoselleHne (curHanusauusi, WHAMKauuMs) agmuHucTpaTopa 6e30nacHOCTM O COobbITUSAX,
CBSI3aHHbIX C HapylweHneM paboTocnocoBHOCTM (NPaBUBHOCTUM (PYHKLUMOHMPOBAHUSA) W
napameTpoB HaCTPOMKN NPOrpamMMHOro obecneyeHns u cpeacTs 3alimTbl UHOpMaL MK,

2) onepatopoM B cny4yae OOHapyXeHusa HapyweHui paboTocnocobHOCTU
(NnpaBUNBHOCTUN (PYHKLMOHMPOBAHUA) U NApaMeTpoOB HACTPOMKU NporpaMmHoro obecnevyeHus
N cpeacTts 3awmTbl MHopmauum AormkeH obecneumBaTbCs nepeBog MHEAPOPMaUMOHHOM
CUCTEMBbI, CErMeHTa WM KOMMOHEHTa MH(OPMALMOHHON CUCTEMbI B PEXUM OrpaHUYeHus
0bpaboTkn uHopmauun u (Unn) sanpet obpaboTkm MHGpopMaumm B WHGPOPMALMOHHOM
cUcTemMe, CerMeHTe WM KOMMOHEHTE WH(OPMALMOHHOW CUCTEMbl [0 YCTpPaHEeHWUs
HapyLleHWH;

3) onepatopoM  OOSXHbl  MUCMNOMb30BaTbCA  aBTOMATU3MPOBAHHblE  CPEACTBa,
obecneynBaloLLne MHBEHTApPM3aLMIO NapamMeTpoB HAaCTPOWMKN NporpaMmMHoro obecrneyeHus u
CPeAcTB 3awnTbl MHOPMaLMN U BOCCTAHOBIIEHME MapaMeTpOB HACTPOMKM MPOrpaMMHOro
obecnevyeHnsa n cpeacTs 3aWmnTbl UHGOPMaUnK;

4) B WH(MPOPMALMOHHOW CUCTEME [AOIMKHO  MCMNOSb30oBaTbCA  NPOrpaMmHoe
obecneyveHne, npowlellee KOHTPOSMb OTCYTCTBUSA HeOeKrapupoBaHHbIX BO3MOXHOCTEN U
OTCYTCTBUS BIIMSIHUA Ha KOPPEKTHOCTb paboTbl CpeAcTB 3aLmTbl MHopMaumun.

CopepxaHue 6azoBon mepbl AH3.3:

Mepa 3awuTbl MHPOpMaLmn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1

AH3.3 + + +
Ycunenune AH3.3 1 1

AH3.4 KoHTponb cocTaBa TEXHUYECKMX CPEeACTB, NPOrpaMMHOro obecrnevyeHus u
cpeacTB 3awmThbl MH(hopmaLuum

Tpe6oBaHus k peanusaumm AH3.4: OnepaTopoM AOSHKEH NPOBOAUTLCHA KOHTPOIb
cocTaBa TEeXHUYEeCKMX Ccpeacts, nporpammHoro obecnevyeHuss W Cpeacts  3aluThl
MHdOpMaUUK, NPUMEHAEMbIX B MH(POPMaLMOHHON cucTeMe (MHBEHTapu3aums).

Mpun KOHTpONEe cocTaBa TEXHUYECKNX CPeACTB, NPOrpaMmMHOro obecneyeHns n cpeacTs
3aWmThl MHOPMaLMK OCYLLECTBNSAETCS:

KOHTPOSb COOTBETCTBUSA COCTaBa TEXHUYECKUX CPeacTB, NporpamMHOro obecnevyeHus
N CpeacTB 3aluTbl MHpOpMaunn NpuBEOEHHOMY B 3KCMnSyaTauuMOHHOW AOKYMEHTauuu c
LUenbo nogaepaHus akTtyanbHOW (YCTAHOBMEHHOW B COOTBETCTBUM C IKCMNIyaTaluMOHHOM
AOKyMeHTauuen) KoHdurypauum  MHGPOPMAUMOHHONW  CUCTEMbI U MPUHATUE  Mep,
HanpaBfieHHbIX Ha YCTPaHEeHNe BbIABMNEHHbIX HEOCTaTKOB;

KOHTPOSIb COCTaBa TEXHWYECKUX CpeacTB, NporpamMmMHOro obecnevyeHna v cpencrs
3aWnTbl UHOPMaUUN Ha COOTBETCTBME CBEAEHUAM AEUCTBYIOLLEN (aKTyannanpoBaHHON)
3KCnnyaTauMoHHOM AOKYMEHTaUUM U NPUHATUE Mep, HanpaBneHHbIX Ha YCTpaHeHue
BbISIBMIEHHbIX HEJOCTaTKOB;

KOHTPOSIb BbINOSTHEHUST YCINOBUA U CPOKOB OENCTBUSA CEepTUPUKATOB COOTBETCTBUS Ha



cpeactBa  3awuTbl  MHOPMAUMM U MPUHATME Mep, HarpasrfeHHbIX Ha YyCTpaHeHue
BbISIBNIEHHbIX HE4OCTaTKOB;

ucknveHne  (BOCCTaHOBMNEHMe) n3  cocTaBa  MH(MOPMALMOHHOW  CUCTEMBI
HECaHKUMOHNPOBAHHO YCTAHOBIIEHHbIX (yOaneHHbIX) TEXHUYECKUX CPeacTB, NporpamMHOro
obecneyeHnsa n cpeacTs 3alumTbl MHOPMaLUK.

KoHTponb cocTtaBa TeXHUYeckux CpencTB, MpOrpaMMHOro obecrneyeHns u cpeacTs
3aWwuTbl MHOPMauMM NPOBOAUTCA C MEPUOAMYHOCTbLIO, YCTAHOBMIEHHOW OrepaTopoM B
OpraHn3aunoHHO-pacnopaanTerbHbIX JOKYMEHTax no 3awuTe nHpopmauuu.

Tpeb6oBaHus k ycuneHuto AH3.4:

1) B WHOpPMAUMOHHOW cuUCTEME AoSmkHa obecneymBaTbCA perucrTpaumsi cobbITUR
6e30nacHOCTM, CBSA3aHHbIX C U3MEHEeHMeM COCTaBa TEeXHUYECKUX CPeacTB, MPOrpamMmmHOro
obecrneyeHns 1 cpeacTs 3allmTbl MHOPMaLUW;

2) onepaTtopoM  OOSXHbl  UCMONb30BaTbCA  aBTOMATU3NPOBAHHbIE  CPeACTBa,
obecrneunBaroLLMe NHBEHTapPU3aunIo TEXHUYECKUX CpeacTB, nporpammHoro obecneveHus u
cpeacTB 3aWwmThl MHGOPMaLMK.

CopepxaHue 6azoBon mepbl AH3.4:

Mepa 3awuTbl MHOpMaLmn Knacc sawmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
AH3.4 + + +
Ycunexvne AH3.4 1 1,2

AH3.5 KoHTponb npaBun reHepaumm U CMeHbl Naponen nonb3oBaTesien, 3aBegeHUst u
yAaneHus y4eTHbIX 3anuceun nornb3oBaTernien, peanusauvm npasBun pasrpaHnyYeHus
AOCTYyNnoM, NONTHOMOYUM Nonb3oBaTtenen B UHOpPMaLMOHHON cUCTEMEe

Tpe6oBaHua k peanusaumm AH3.5: Onepatopom AOMMKEH NPOBOAMTLCSA KOHTPOISb
npasusi reHepauun 1 CMeHbl Naponen nosfib3oBaTesien, 3aBedeHUs U yaaneHus yYeTHbIX
3anucen nonb3oBaTenen, peanu3aumn nNpaBui pasrpaHUyYeHns LOCTYNOM, MOSTHOMOYUN
nosib3aoBaTternier B MHPOPMaLMOHHON CUCTEME.

[Mpn koHTpONe npaBun reHepauum M CMeHbl Naporien nonb3oBaTenen, 3aBefeHna U
yOaneHuns y4eTHbIX 3anvcen nonb3oBaTtenen, peanmsauumn npasun pasrpaHnyYeHns JOCTYNnoMm,
NOfTHOMO4MIA Nonb3oBaTenen B MIHOOPMaLMOHHON CUCTEME OCYLLECTBNSAETCS:

KOHTPOSb MpaBui reHepauum M CMeHbl Napofien nosib3oBatesie B COOTBETCTBUMU C
NAD.1 n NAD 4,

KOHTPOJIb 3aBeleHNA U yaaneHnsa y4eTHbIX 3annucen nosib3oBaTerier B COOTBETCTBUN C
yna.1;

KOHTPOJIb peanusauuun npasun pasrpaHnudyeHns JocTynom B cootsetcTeum ¢ YI.2;

KOHTPOMb peanusaumMm nofiHOMOYM nonb3oBatenen B cootBetcTBuM C YI1[.4 n
yna.s;

KOHTPOJb HanMuus OKYMEHTOB, NOATBEPXKAAIOLWNX pa3peLlleHne N3MEHEHUN YYETHbIX
3anvcen nosb3oBaTerien, NX napaMmeTpoB, NPaBui pasrpaHUYeHns JOCTYNOM U NOSTHOMOYUI
nosib3oBaTenen, NPeayCcMOTPEHHbIX OPraHM3aunMoOHHO-PacnoOpPSANTESNIbHBIMU JOKYMEHTaMM Mo
3awmTe nHpopmaumnm onepaTtopa;

yCTpaHEHME HapyLUeHWA, CBSA3a@HHbIX C reHepauuenl W CMEeHOW naponen
nonb3oBaTerien, 3aBeJeHEM 1 yaaneHneM yYyeTHbIX 3anucen nosib3oBaTenen, peanvsaumnen
npasus pasrpaHn4yeHnst 4OCTYNOM, YCTaHOBIIEHNEM MOSIHOMOYUI NMONb30BaTENEN.

KoHTpornb npaBusil reHepauun M CMeHbl Maporien nonb3oBaTenen, 3aBefeHna U
yOaneHuns y4eTHbIX 3anvcen nonb3oBaTtenen, peanusauumn npasun pasrpaHnyYeHns JOCTYNoMm,



NOSIHOMOYMI Nonb3oBaTenen B MHPOPMaALMOHHON cUCTEME MPOBOAUTCSA C NEPUOAUYHOCTLIO,
YCTaHOBJIIEHHOW ONepaTopoM B OpraHM3auMoOHHO-pacnopsanTENbHbIX JOKYMEHTaxX no 3alumte
MHdOpMaUuK.

Tpe6oBaHus K ycunenumro AH3.5:

1) B MHGOPMaAUMOHHOW CUCTEME AOMMKHa obecneymBaTbCa perncrpaums cobbITum,
CBAA3aHHbLIX CO CMEHOW rMaposien nornb3oBaTenen, 3aBefeHVeM W yaaneHUeM Y4YeTHbIX
3anucen nonb3oBaTtenen, U3MeHeHMEM npaBwuSl pasrpaHuyYeHus OOCTYNOM U MOSTHOMOYUIA
nornb3oBartenemu;

2) onepaTtopoM  [OOSMKHbI  MCMNOSb30BaTbCA  aBTOMATU3UPOBAHHbIE  CPeacTBa,
obecneynBaloLLne KOHTPOSb NPaBuSl FreHepauum U CMeHbI Naporien nosfib3oBaTenemn, y4eTHbIX
3anucen nornb3oBaTernen, NpaBun pasrpaHUyYeHns 4OCTYNOM U NOSTHOMOYUI NoJsib3oBaTeNen.

CopepxaHue 6azoBoun mepbl AH3.5:

Mepa 3awuTbl MHpOpMaLmn Knacc 3aumieHHoCTU MHpopMaLMOHHOW CUCTEMbI
4 3 2 1
AH3.5 + + +
Ycunenune AH3.5 1 1

3.9. O6ecneyeHue LENOCTHOCTU MH(POPMaALIMOHHOW cucTeMbl U MHhopmauum (OLLIT)

OUJ1.1 KoHTpoOnb LenoCTHOCTU NporpaMmMHOro o6ecneyeHusi, BKno4vas nporpammHoe
obecne4yeHune cpeacTB 3aWmUTbl MHOpMaL K

Tpe6boBaHua k peanusaumm OUWJ.1: B wvHpOpMauMOHHON cuUcTeMe [O0SDKEH
OCYLLECTBMATbCA  KOHTPONb  LIENIOCTHOCTM  NporpamMmHoOro  obecnedeHus,  BKo4vasi
nporpaMmmHoe obecneveHne cpeacTs 3awmTbl MHGPOPMALMN.

KOHTpOMnb UENOCTHOCTM nporpamMHOro obecneyeHusi, BKMYasi NporpamMmmMHoe
obecneyveHne cpeacTB 3aWmnTbl MHGOPMaUUK, AOSPKEH NpeaycMaTpuBaThb:

KOHTPOSb LIENTOCTHOCTM NpOorpaMmHoOro obecneyeHmsi CpeacTB 3alnTbl MHGOPMaL MK,
BKMNtoYaa Mx OOHOBMNEHUS, MO HaNMYM UMeEH (MOEHTUMUKATOPOB) U (MIM) MO KOHTPOSTbHBIM
CyMMaM KOMMOHEHTOB CpeacTB 3awuTbl WMHGOpMaumm B npouecce 3arpy3km u (Mnm)
ANHamMmmn4yeckn B npouecce paboTbl MH(POPMALMOHHON CUCTEMBI;

KOHTPOJb LIENTOCTHOCTU KOMMOHEHTOB NMPOrpamMmMHOro obecneveHuns (3a MCKNIYEeHnem
CpeacTB 3awnTbl MHGOPMauuKn), onpegenseMoro onepaTtopoM UCXoAsi U3 BO3MOXHOCTU
peanusauun yrpo3 6e30nacHOCTM MHpOpMaLMM, MO HanMyuui UMeH (MAeHTUUKaTopoB)
KOMIMOHEHTOB MpOrpamMHoOro obecnedyeHns n (MnNn) NO KOHTPOSNbHLIM CymMMaM B npouecce
3arpysku n (Mnun) guHaMmmn4eckun B npouecce padoTtbl MHPOPMALMOHHON CUCTEMBI;

KOHTPOSfb MPUMEHEHMS1 CpeacTB paspaboTkm M OTnagkM nporpaMm B COCTaBe
nporpaMmmHoro obecneveHns NHPOPMaLNOHHON CUCTEMBI;

TeCTUpoBaHMe C MNEepUoaANYHOCTBI0  YCTaHOBMIEHHOW  ornepaTtopoM  OYHKUUIA
©e3onacHoOCTM CpeacTB 3awuTbl MHOPMaLMKM, B TOM YMCIie C NMOMOLLBID TECT- Mporpamm,
UMUTUPYIOLLMX  MNOMbITKW  HECAHKUMOHMPOBAHHOrO  JocTyna, W (unu)  cneumanbHbIX
nporpamMMHbIX CpeacTs, B cootBeTcTBUM ¢ AH3.1 1 AH3.2;

obecneyeHne u3n4ecKkon 3alnTbl TEXHUHECKUX CPeACTB MHAPOPMALIMOHHON CUCTEMBI
B cooTtBeTcTBUM ¢ 3TC.2 n 3TC.3.

B cnyyae ecnun dpyHKUMOHaNbHbIE BO3MOXHOCTU MHOOPMALVMOHHON CUCTEMbI OOSMKHbI
npegycMmatpuBaTtb MpPUMEHEHMEe B COCTaBe €e MnporpamMmHoro obecneyeHust cpencTts
pa3paboTkM M oTnagkm nporpamm, onepatopoMm obecneuvvMBaeTcs BbINOMHEHME MpoLeayp



KOHTPOMS LIeNOCTHOCTN NpOorpaMmMHOro obecnevyeHms nocrne 3aBepLUeHUs Kaxgoro npouecca
PYHKUMOHNPOBAHUS CpeacTB pa3paboTku u oTnagku nporpaMmm.

MpaBuna u npoueaypbl KOHTPONS LENOCTHOCTM nporpamMHOro obecnevyeHus
pernaMmeHTUpyTCaS B OpraHM3auMOHHO-pacnopaauTenbHblX JOKYMEHTax onepartopa no
3awmrTe nHpopmaumn.

Tpe6oBaHus kK ycunenuro OLJ.1:

1) B WHMOPMAUMOHHOM CUCTEME KOHTPOSIb LENOCTHOCTM CPeacTB  3aluuThbl
WHpopMaUUN  OOSMKEH OCYLECTBIATLCA MO KOHTPOSNbHbIM CyMMaM BCeX KOMMOHEHTOB
CPeACTB 3awWuTbl MHOPMaLMK, Kak B NpoLecce 3arpy3ku, Tak U QUHAMUYECKM B npouecce
paboTbl CUCTEMBI;

2) B WHOPMALMOHHON cucTeme [OormkeH obecneymBaTbCA KOHTPOSb LIENOCTHOCTM
CPeACcTB  3aluTbl MHGOPMauMM C UCMNOMb30OBaHWEM Kpuntorpaduyecknx MeTodoB B
COOTBETCTBUM C 3akoHogaTenbcTBOM Poccuinckon denepauumn, BCEX KOMMOHEHTOB CpPeacTB
3aWwuTbl MHOPMaLMK, Kak B npouecce 3arpysku, Tak U AMHaMU4Yecku B npouecce paboTbl
CUCTEMDI;

3) onepaTopoM WCKNIOYaEeTCa BO3MOXHOCTb MCMOSb30BaHNA CpeacTB pa3paboTku u
OTNagknm nporpaMmm BO BpeMda 06paboTkm wn (MNn) XpaHeHus WHopMauun B LEeNnsax
obecrneyeHns LLenoCcTHOCTU NporpamMMHON cpesbl;

4) onepatopoMm obecneymBaeTca BblgeneHne paboyMx MecCcT C YCTaHOBJIEHHbIMMU
cpenctBamu paspaboTkm 1 OTNagkyM NporpamMm B OTAENbHbIN CEFMEHT (TECTOBYIO cpeay);

5) B uH(OpMaLMOHHON cucTeMe [ofkHa obecneymBaTbcs ONOKMpOBKA 3anycka
nporpaMmmHoro obecneyeHmst n (Mnn) 6GrNoOKMpPoBKa cermeHTa (KOMMOHEHTA) MHAPOPMALMOHHOM
cucTeMbl (aBTOMaTU3MPOBAHHOIO paboyero MmecTta, cepepa) B criydae obHapyXeHusi (pakToB
HapyLUeHWs LLeNOCTHOCTH.

CopepxaHue 6azoBon mepbl OLJ1.1:

Mepa 3awuTbl MHOpPMaLMn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
oust.1 + +
Ycunexnne OLJT.1 1,3 1,3

OLJ1.2 KoHTponb uenocTtHocTu uHdopmauum, cogepxawienca B 6asax AaHHbIX
MH(pOPMaALMOHHOMN CUCTEMDI

Tpe6oBaHusa k peanusaumm OLWJ.2: B uHPOpMaUMOHHON cUCTEME [OSMKEH
OCYLLIECTBMNATLCA KOHTPOSib LIEMOCTHOCTU MHGOpMauumuK, codepxawencs B 6asax AaHHbIX
MHOPMALNOHHOM CUCTEMBI.

KoHTponb  uenoctHoct  uHdoOpmaumm, cogepxawlenmcsa B 06Gasax  AaHHbIX
NMHOPMaLNOHHOWN CUCTEMBI, AOIMKEH NpedycMaTpuBsaTh:

KOHTPOJIb LIENOCTHOCTM C MEPUOAMNYHOCTbIO, YCTAHOBIIEHHOW OMepaTopoM, CTPYKTYpbI
0a3bl JaHHbIX MO HanNMyuMK MMeH (MOEHTUAUKATOPOB) U (UNIM) MO KOHTPOSIbHBIM CyMMam
nporpamMMHbIX KOMMOHEHT 6asbl faHHbIX B Mpouecce 3arpyskn u (unu) OUHaAMUYecKn B
npouecce paboTbl NHPOPMALNOHHON CUCTEMBI;

KOHTPOINb LIENOCTHOCTU C NEepUOANYHOCTbIO, YCTaHOBMEHHOW onepaTopoM, O6beKkToB
0a3 [pgaHHbIX, onpegensemMblX OnMepaTopoMm, MO KOHTPOSbHbIM CyMMam W (4Mnn) c
NCNosib30BaHMEM KpunTorpaduyeckMx MeTOoO4O0B B COOTBETCTBUM C 3aKOHOAATElbCTBOM
Poccunckon depgepauumn B npouecce 3arpy3ku v (Mnu) aMHamumyecku B npouecce paboTbl
MHOPMALNOHHON CUCTEMBI;

obecneyeHne prn3nyeckon 3alnTbl TEXHUYECKUX CPeaCTB UHPOPMALNOHHON CUCTEMBI,



Ha KOTOpbIX ycTaHoBMneHa 6a3a aaHHbIX, B cooTBeTcTBUM ¢ 3TC.2 n 3TC.3.

MpaBuna n npouenypbl KOHTPOSA LENOCTHOCTU MHGOPMaUUKU pernameHTUpYoTcs B
OpraHM3auUMoHHO-pacnopsaANTENbHbBIX JOKYMEHTax onepaTtopa no 3alumte nHopmMaumnu.

Tpe6oBaHus kK ycunenuro OLLJ.2:

1) B WHOPMAUNOHHOM CUCTEME [OOSMKHbI BbINOMHATLCA MNpoueaypbl KOHTPONS
LefIoCTHOCTU WHopMauuKn, cogepxallenca B 0ase AaHHbIX, nepen KaxablM 3anyCcKom
nporpammHoro obecnedeHns goctyna K 6ase AaHHbIX;

2) B WH(OPMALMOHHON cucTeme [OormkeH obecneymBaTbCs KOHTPOSb LEOCTHOCTH
NCNOSTHAEMbIX MOAYNEN, XpaHAWmMXca B 6asax AaHHbIX (Hanpumep, XpaHuMble Npouenypbl,
Tpurrepsbl);

3) B WH(opmaumoHHOW cucteme [ormkHa obecneumBaTbCca OGROKMpOBKA 3amnycka
cucTeMbl ynpaeBneHus 6asbl gaHHbIX UM (MnKM) OGROKMPOBKA CermMeHTa (KOMMOHEHTA)
MHPOPMALMOHHON cuUCTeMbl (aBTOMaTM3MpoBaHHOrO paboyero mecrta, cepBepa) B criyyae
oBHapyXeHUst PaKTOB HapyLUEHUS LLleNOCTHOCTY;

4) KOHTPOSb LENOCTHOCTU CTPYKTYpbl 0a3sbl AaHHbIX W KOHTPOSfb LIENOCTHOCTU
MHpopmauun, xpaHswencs B 6ase OaHHbIX, C NPUMEHEHUEM cneuunasnbHbIX NPOrpaMMHbIX
aBTOMaTU3NPOBAHHbLIX CPEACTB KOHTPOMS LeSTOCTHOCTMU.

CopepxaHue 6azoBon mepbl OLJ1.2:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHpOpMaLMOHHOM CUCTEMBI
4 3 2 1
ouJ1.2
Ycunenve OLJ.2

OLJ1.3 O6ecnevyeHne BO3MOXHOCTU BOCCTAHOBSIEHUSA NMpOorpaMMHoOro obecneyeHus,
BKJ1IOYasA NporpaMMHoe obecneyeHne cpeacTB 3aWuTbl MHOpMaLmm, Npu
BO3HUKHOBEHWUMN HeWTaTHbIX CUTyauun

Tpe6oBaHua k peanusaumm OLJL.3: Onepatopom AgormkHa ObiTb nNpegycMmoTpeHa
BO3MOXHOCTb BOCCTAHOBSIEHUSI MpoOrpaMMHOro obecneyeHus, BKMAYas MNporpamMmHoe
obecneyeHne CpeacTB 3alLmTbl MHGPOPMaLUN, NMPU BO3HUKHOBEHMMN HELUTATHBLIX CUTYaLUNA.

[Ona obecneyeHnss BO3MOXHOCTM BOCCTAHOBEHUS MNPOrpamMMHOro obecneyeHus B
NHOPMALMOHHOM CUCTEME OOSPKHbI ObITb MPUHATHI COOTBETCTBYHOLLME MiaHbl NO ENCTBUAM
nepcoHana (agMuHuctpaTopoB 6e3onacHoCcTW, nonb3oBaTenen) npu  BO3HUKHOBEHUU
HeLUTaTHbIX CUTYaLNNA.

BO3MOXXHOCTb BOCCTAHOBIEHUSI MPOrpaMMHOro obecneyeHuns, BKoYas nporpammMHoe
obecneyeHne cpeacTB 3awmTbl MHOPMALMK, MPU BO3HUKHOBEHUW HELITATHbIX CUTyauun
AOIMKHA npegycMmaTpuBaTh:

BOCCTaHOBNEHNE MporpaMMHOro obecneyeHus, Bkovas nporpaMmHoe obecnevyeHue
CPEeACTB 3aluuTbl MHOPMALMK, U3 pe3epBHbIX Konuh (AUCTpubYyTMBOB) MPOrpPaMMHOro
obecneyveHus;

BOCCTaAHOBMEHNE N MNpoBepka paboToCnOCOBHOCTM CUCTEMbI 3alMTbl MHAOPMAaLMK,
obecneunBatoLe He0BXOANMbIN YPOBEHb 3aLLMLLIEHHOCTU MHAOPMaLNK;

BO3BpaT MH(OPMALMOHHON CUCTEMblI B HavalnbHOE COCTOsiHME (40 BO3HUKHOBEHUS
HelITaTHOM cMTyaummn), obecneymnBatoLLee ee WraTHoe

YHKUNOHNPOBAHME, MNW  BOCCT@HOBMIEHME  OTAENbHbIX  (PYHKUNOHANbHbIX
BO3MOXHOCTEN WMHEAOPMALMOHHOW CUCTEMbI, OMNpPedENeHHbIX onepaTopoM, MO3BOSISAIOLLNX
pelwaTb 3aga4m no obpaboTke nHopmaumn.

OnepaTopoM MNPUMEHSIIOTCA KOMMEHCUpYOLWMe Mepbl 3awmuTbl UHpopmauun B



crnyvasix, Korga BOCCTaHOBIeHMe paboTocnocoOHOCTM CUCTEMbI 3alnTbl MHGOPMALMK
HEBO3MOXHO.

MpaBuna wn npouenypbl BOCCTAHOBMEHUS (B TOM 4ucrie nnaHbl N0 AeNCTBUAM
nepcoHana NOpPSAOK  MPUMEHEHUs KOMMEHCUPYIOLWMX  Mep)  OoTpaxarTcd B
OpraHM3aLUMoHHO-pacnopsanTENbHbBIX JOKYMEHTax onepaTopa no 3awmre nHpopmaumn.

Tpe6oBaHus Kk ycunenuro OLLJ.3:

1) onepatopoMm obecneynBaeTca BOCCTAHOBMEHME OTAENbHbIX (YHKUMOHAMNBbHbIX
BO3MOXHOCTEN  MH(POPMALMOHHOW  CUCTEMbI C  MPUMEHEHMEM  pe3epBUPOBAHHOIO
nporpammHoro  obecnedeHuss  3epkanbHOM  MH(OPMAUMOHHOM  cUCTEeMbl  (CermMeHTa
MHOPMALMOHHOM CUCTEMBI, TEXHUYECKOrO CpeacTBa, yCTponcTea) B cootBeTcTBumn ¢ OT.2
n OAT .4,

CopepxaHue 6azoBon mepbl OLJ.3:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
ouJ1.3 + + + +
Ycunenme OLJ.3 1

OLJ1.4 O6HapyxeHUe N pearnpoBaHue Ha NOCTyNfeHMe B MH(POPMALIMOHHYIO CUCTEMY
He3anpawnBaeMbIX JIEKTPOHHbIX COOOLWeHMN (NucemM, LOKYMEHTOB) U MHOWM
uHcpopmMaumnmn, He OTHOCALUUXCA K (PYHKLMOHUPOBAHUIO MHPOPMaALIMOHHON CUCTEMBI
(3awmTa oT cnama)

Tpe6oBaHua k peanusaumm OLUJL.4: OnepaTopoMm [OMmMKHO obecneymBaTbhCs
obHapyxeHue W pearMpoBaHMe Ha MOCTyNfieHne HesanpawnBaeMblX SNEKTPOHHbIX
coobuweHnn (nucem, [OOKYMEHTOB) W  MHOM  WMHQOPMauUuK, He  OTHOCALWMXCS K
dYHKLUMOHNPOBAHUIO MHAOPMALMOHHOM CUCTEMBI (3aLLmMTa OT cnama).

3awmra OT chnama peanuayeTcs Ha Todkax Bxoda B WMHMOPMALUMOHHYIO CUCTEMY
(BbIx0O4a) WMHMOPMAUMOHHBIX MOTOKOB (MEeXCeTeBble 3KpaHbl, MNOYTOBbIE CeEPBEpHI,
Web-cepBepbl, NpoKcu-cepBepbl W cepBepbl yAaneHHoro Joctyna), a Takke Ha
aBTOMATU3NPOBAHHbIX pabounx MecTax, cepBepax W (MNN) MOOBUMBHBLIX TEXHUYECKUX
cpeacTBax, MNOAKIMIOYEHHbLIX K CETAM CBA3M 0OWero nonb3oBaHUA, AN OOHapyXeHus U
pearMpoBaHus Ha MNOCTYNSIeHNe MO JNEKTPOHHOW MOoYTe He3anpallnBaeMblX 3NEKTPOHHbIX
coobLeHun (nncem, JOKYMEHTOB) UNKN B NPUIOXKEHUAX K NEKTPOHHbIM MUCbMaM.

3awmrta oT cnama obecneymBaeTcs MNPUMEHEHWEM Crneunanu3npoBaHHbIX CPeacTB
3aWuThbl, peanusylLnx cneayrowmne MexaHuambl 3aLmThbl:

unbTpauna No COAEPNKUMOMY IMEKTPOHHbBIX COOBLEHUN (NncemMm, OOKYMEHTOB) C
NCNONb30BaHMEM KPUTEPUEB, MO3BOSAIOLNX OTHOCUTE COOBLLEHNA K cnaMy CUrHaTypHbIM U
(Mnn) aBpUCTUYECKMM MeToOaMuU;

dunbTpaumnsa Ha ocHoBe MHdopMaLMm 06 oTnpaBuTENE ANEKTPOHHOro CoobLleHns (B
TOM 4YUCMe C UCMONb30BaHMEM "4YepHbIX" CNUCKOB(3ampeLLeHHble oTnpaBuTenu) u (Mnn)
"GenbiX" CNMCKOB (paspeLleHHble OTNPaBUTENN).

OnepaTtopoM [OSMKHO OCyLLecTBNATbLCA OOHOoBMNeHne 6a3bl "yepHbiX" ("6enbix")
CMUCKOB M KOHTPOIb LenocTHOCTU 6a3bl "yepHbix" ("6enbix") CmMckos.

MpaBuna wn npouedypbl OBHapyXeHUs W pearnpoBaHWA Ha  MNOCTyNneHue
He3anpalmnsaeMon NHpopMaLnn pernameHTUpYyTCS B OpraHn3aunoHHO-pacnopagmuTenbHbIX
AOKYMeHTax onepaTtopa no 3awute nHpopmaumn.

Tpe6oBaHus k ycunenuro OL.4:

1) onepaTopom obecrneynmBaeTcs LEHTpanuM3oBaHHOE YrpaBrieHne cpeacresamu



3aWmThbl OT cnama;

2) B WHOPMaUNOHHOM cUCTeMe AoSmkHa obecneumBaTtbCca unbTpauus Ha OCHOBE
nHpopmauumn 06 oTnpaBuTENE 3MEKTPOHHOIO COOBLEHNSA C UCMOSb30BaHMEM 3BPUCTUYECKNX
MeTodoB (Hanpumep, "cepble" CNUCKU CepBEPOB 3NEKTPOHHOW MOYTbl, pacrno3HaBaHue
aBTOMaTUYECKN reHepupyemMbIX UMeH oTnpasuTenen n gpyrue);

3) B WH(pOpMaUMOHHOW cucTeMe JofmkHa obecneynBaTbCa  ayTeHTUMKauma
oTnpaBuUTENEN 3MNeKTPOHHbIX coobLueHnn B cootBeTcTBun ¢ AD.1, MAD.6, NAD.7;

4) B UHPOPMALIMOHHOW CcUCTEME OOSMKHa obecneunBaTbCs ayTeHTUdMUKaLMS CepBEPOB
3MIEKTPOHHOM MOYThLI (B TOM Yncne B cooTBeTcTBUM C VIAD .2, AD.7);

5) B MH(OPMaLMOHHON cucTeMe AOmMKEH obecneunmBaTbCa KOHTPOSb MOCTYMSEHNSA B
WHPOPMALNOHHYIO CUCTEMY WHM(OPMALMNOHHBIX COOBOLLEHNA M [OOKYMEHTOB Ha OCHOBE
KOHTEHTHOro aHanusa.

CopepxaHue 6azoBon mepbl OLLJ1.4:

Mepa 3awuTbl MHOPMaLnn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
ousl.4 + +
Ycunenne OLJ.4

OLUJ1.5 KoHTponb copepxaHus nHdopmaumm, nepegaBaemMomn ns MHopmaLMoHHOMN
cucTeMbl (KOHTEMHEPHbIAN, OCHOBaHHbLIN Ha CBOMCTBaX 06bekTa gocTtyna, u
KOHTEHTHbIW, OCHOBaHHbLIN Ha NOUCKe 3anpeLleHHON K nepegaye nHcopmauum c
MCNOJSIb30BaHUEM CUrHaTyp, MacokK U MHbIX METOAOB), U UCKNIOYEHUE HeENPaBOMEPHOM
nepeapaym niopmaumm ns MHpOpMaLMOHHON CUCTEMBDI

Tpe6boBaHusa k peanusaumm OLWJL5: B uvHpOpMauMoOHHON cucTeMe [O0SKEH
OCYLLECTBNATLCA KOHTPOSb COAEPXXaHNA NHopMaLnn, nepegasaeMon n3 NHPOPMaLMOHHOM
cucTeMbl (KOHTEMHEPHbIW, OCHOBaHHbLIM Ha CBOWCTBax OObeKkTa A0CTyna, U KOHTEHTHbIN,
OCHOBaHHbIN Ha MOUCKEe 3anpeLleHHOM K rnepefadvye MH@opmMaumMm C  UCNosfib30BaHUEM
CUrHaTyp, MacoK M MHbIX METOAOB), U UCKIIOYEHNE HeNnpaBoOMeEpPHOW nepenayn nHgopmaumm
N3 MHPOPMALMOHHON CUCTEMBI.

KoHTponb cogepxaHnsa nHdopmaunmn, nepegaBsaemMon n3 MHHOPMaLMOHHON CUCTEMBI,
AOJDKEH NpeagycMmaTpuBaThb:

BbisiBfieHWe (pakTOB HenpaBOMEPHOM nepeayv 3awuuaemMon WHgopmaumm us
MHGAOPMALMOHHON CUCTEMbI Yepe3 pasfnyHble TUMbl CETEBbIX COEOVMHEHWUN, BKMOYasi CeTu
CBs3M 06LLEro Nofb30BaHNA N pearMpoBaHME Ha HUX;

BbisiBfieHWe (pakTOB HenpaBOMEpPHOW 3anucu  3awuuaeMon  MHpopmaumm Ha
HEeYYTEHHbIE CbeMHblE MALUMHHbLIE HOCUTENUN NHPOPMaLINK U pearnpoBaHne Ha HUX;

BbIsiBfieHNE (PaKTOB HEMPaBOMEPHOro BbIBOAA Ha NevyaTb JOKYMEHTOB, COAepKalymx
3awmaemyo MHopMauuio 1 pearmpoBaHne Ha HUX;

BblSiBNeHMe (aKTOB HENpaBOMEPHOro KOMMPOBaHUS 3aljuuiaemMon uHdopmauun B
npuknagHoe nporpaMmmHoe obecneveHne n3 bydepa obmeHa n pearmpoBaHue Ha HUX;

KOHTPOSb XpaHeHns 3awmiaeMon nHpopmaumm Ha cepBepax n aBToOMaTU3NPOBaHHbIX
pabouunx mecrax;

BbisiBieHNEe (paKTOB XpaHeHusi MHgopMauum Ha obLimnx ceTeBbix pecypcax (obwime
nanku, CUCTEeMbl JOKyMeHTOo6opoTa, 6a3bl AaHHbLIX, MOYTOBbLIE apPXMBbI U UHbIE PECYPCHI).

KoHTposnb cogepXaHna nHgpopmauum, nepegasaemMon n3 MHPOPMaLMOHHON CUCTEMBI,
ocyLlecTBngeTcs No UndpoBbIM oTnevaTkam MHpopmMaumm, no perynspHbiM BblpaXXeHUAM K
(vnn) no atpmubytam BesonacHocTn (MeTkaMm 6e3onacHOCTW) (pannoBs, a Takke C MOMOLLbIO



WHbIX METO0B.

MpaBuna w” npoueaypbl KOHTPONSA CcoAepXaHus nepegaBaeMon  WMHGOPMaLNK
perrnamMeHTUpyTCa B OpraHM3auMOHHO-pacnopaauTenbHbIX [AOKYMeHTax orepartopa no
3almTe nHopmaumn.

Tpe6oBaHus k ycunenuro OLJ.5:

1) B WHMPOPMALMOHHOM CUCTEME [OJDKHO OCYLLUECTBMATLCA XpaHEHWe BCeu
nepegaBsaemMon n3 MHPOPMALMOHHON CUCTEMBbI MHopMauMm u (Mnu) uHdopmauum c
HeJoNyCTMMbIM K nepefade M3 WH(OPMAUMOHHOW CUCTEMbl COAEPXaHUeM, B TeyeHue
BpeMeHW, onpeaensieMoro onepaTtopow;

2) B MHPOPMALIMOHHON CUCTEME LOSPKHA OCYLLECTBNATLCA GrOKMpPOBKa nepenayun ms
MHOPMALNOHHOM CUCTEMBI MHPOPMaLMKN C HEAOMYCTUMbIM COAEPXKaHNEM.

CopepxaHue 6azoBon mepbl OLJL.5:

Mepa 3awuTbl MHpOpMaLmn Knacc 3aumieHHoCTV MHopMaLMOHHOW CUCTEMBI
4 3 2 1
ouJ1.5
Ycunenne OLJLS

OLJ1.6 OrpaHuyeHue npaB nonb3oBaTtenen no BBoay nHdopmaumm B
MHOPMaLIMOHHYIO CUCTEMY

Tpe6boBaHusa Kk peanusaumm OLJL.6: B uHpoOpmauMOHHON cuUCTEME [LOOSMKHO
OCYLLECTBMNATLCA  OrpaHMyeHWe npaB Monb3oBaTtenem no BBOAY WHGopmauMm B
MHPOPMALNOHHYIO CUCTEMY.

OrpaHuyeHne npaB nonb3oBaTenen nNo BBoAY WHdoOpmauuu npegycmaTpuBaet
orpaHuvyeHve no BBOAY B onpedesieHHble Tunbl 00bekToB AocTtyna (06bekTbl dhannoBomn
CUCTEMbI, 00bekTbl 6a3 AaHHbIX, OOBbEKTbI MPUKNALHOMO M creunanbHOro NporpamMMHOro
obecneveHns) nHpopmaumm ncxoaa U3 3agad v noIHOMOYMI, pellaeMblX Nonb3oBaTenem B
MHGOPMAaLNMOHHOWN CUCTEME.

OrpaHunyeHna npaB nonb3oBaTenen no BBody WHGOpMauMM B WHAOPMALUOHHYIO
CUCTEMY [OSPKHbI PUKCUPOBATLCA B OPraHM3auMOHHO-pacnopsaauTeNibHbIX JOKYMEHTax Mo
3awmrte nHopmaumm (QOKYMEHTUPOBATLCS) N peanu3oBbiBaTbCs B cooTBeTCTBUM € YI1[0.4 1
yng.s.

Tpe6oBaHus k ycunenuto OLLJ.6:

1) B MH(OpMaLMOHHON cucTeMe obecneymBaeTCcs UCKIOYEHME BO3MOXHOCTU BBOAA
nonb3oBaTensamMm WHpopMmauum B MHEHPOPMAUMOHHYIO CUCTEMY, BCREACTBME peanu3auuu
orpaHnymnTEnbHbIX MHTEPdENCOB MO BBOAY UH(OPMAaLUKM TOMNBKO Yepes cneunarnbHblie (opMbl
NpUKNagHoro nporpaMMHoro obecneyeHus.

CopepxaHue 6azoBon mepbl OLLJ.6:

Mepa 3awuTbl MHOpPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
ouJ1.6 +
Ycunexnne OLJI.6

OLWJ1.7 KOHTpOSIb TOYHOCTU, MNOSTHOTbI U NPaBUSIbHOCTU AaHHbIX, BBOAUMbIX B
MHOPMaLIMOHHYIO CUCTEMY



TpeboBaHua k peanusaumm OLUJL.7: B wuHdoOpmauMOHHOM cucTemMe [OSKEH
OCYLLECTBMNATLCA KOHTPOSIb TOYHOCTWU, MOSMHOTHI U NPAaBWUSIBHOCTU [OaHHbIX, BBOAWMbLIX B
MHPOPMALNOHHYIO CUCTEMY.

KOHTpONb  TOYHOCTM, MOSIHOTBI U NPaBWBHOCTU  OaHHbIX, BBOAMMbIX B
NMHPOPMaLMNOHHYI0 cucTemy, obecneumBaeTcsa NyTemM YyCTaHOBMEHUSI U MPOBEPKN cobntoaeHns
dopmaToB BBOAA AaHHbIX, CUMHTAKCUYECKUX, CEMaHTUYECKUX U (MNKN) UHBIX NpaBusn BBoAA
MHpopmauun B MHGPOPMaLMOHHYO cuctemMy (gonyctumble Habopbl CUMBOSOB, Pa3MeEpPHOCTb,
obnacTb YMCNOBbIX 3HA4YeHUW, [JOMNYyCTUMble 3HAYeHUd, KONMMYEeCTBO CUMBOJSIOB) [AJ1S
noaTBEePXAEeHUs TOoro, YTO BBOA WHQOpMauMM COOTBETCTBYET 3aJaHHOMY OrnepaTtopoMm
dopmaTy 1 Coaep>KaHuio.

BBoanmble AaHHble OOMKHbI NPOBEPSATLCA HA HanMyMe KOHCTPYKUUIW, KOTOpble MOryT
OblTb  MHTEpPNPeTUpoBaHbl NPOrPaMMHO-TEXHUYECKMMU  cpeacTBaMn  MH(OpMaLNOHHOM
CUCTEMBbI KaK UCMOJSTHAEMbIE KOMaHAbI.

Tpe6oBaHus Kk ycunenuro OLJL.7:

He ycTtaHoBNEHbI.

CopepxaHue 6azoBon mepbl OLJL.7:

Mepa 3awuTbl MHOpMaLmn Knacc sawmieHHoCT MHPOpPMaLMOHHOM CUCTEMBI
4 3 2 1
oun.7
Ycunenne OLUJL7

OLJ1.8 KoHTponb owmnbo4HbIX AeUCTBUN NONb3oBaTenen no BBoay v (unu) nepeapaye
uHdopmauum 1 npeaynpexaeHue norib3oBarternien 06 OoWNOOYHbIX AEUCTBUAX

Tpe6oBaHusa k peanusaumm OLWJ1.8: B uHPOpMaUMOHHON cuUCTEME [OSMKEH
OCYLLECTBMATbCA KOHTPONb OLWWMOOYHbLIX AENCTBMIMA MNonb3oBaTenenm no BeBoay W (Mnn)
nepegaye nHgopmaumm n npegynpexaeHue nons3osartenen o6 oWMOOYHbIX AENCTBUSIX.

KoHTponb oOWKMOOYHbLIX OENCTBUIM nonb3oBaTenen no BeBogy WM (Mnn) nepegade
MHopMauun n npegynpexgeHne nonb3oBatenen 06 OWMBOYHbIX AENCTBUAX [OSMKEH
npegycMmaTpusaTb:

onpegeneHne onepatopom TUMNOB OLUMBOYHBLIX OENCTBUA MONb3oBaTenen, KoTopble
noTeHUManbHO MOryT TMpMBECTM K HapyweHuto 6GesonacHocTM  uHdopmaumm B
MHOPMALNOHHOM CUCTEME;

reHepupoBaHMe coobLleHnn Ans nonb3oBartesien 00 MX OLWMOOYHBLIX OAENCTBUAX U O
BO3MOXHOCTM HapylieHns 6e3onacHoCTU uHdopMauum B UHAPOPMALMOHHOM CUCTEME ANs
KOPPEKTUPOBKN OENCTBUI NOSfb30oBaTeENEN;

pernctpauunsa nHpopmaumnmn 06 owmnboYHbIX 4ENCTBMAX NONb30BaTENEN, KOTOPbIE MOTYT
NPUBECTM K HapylweHuo 6e3onacHocTM uHdopmaumMm B MHEGOPMALMOHHOW CUCTEME, B
XypHanax permctpaumm cobbitnin 6esonacHocTn B cootBeTcTBumM ¢ PCE.3;

npegocTasfieHmMe goctyna K cooblieHnsamMm o6 owmnbOoYHbIX AENCTBUSX NoSib3oBaTenemn
TONbKO agMUHUCTpaToOpaM.

Tpe6oBaHus k ycunenuro OLLJ.8:

He ycTaHOBNEHDI.

CopepxaHue 6azoBon mepbl OLLJ.8:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOW CUCTEMBI

4 3 2 1

oL/n.8




| Ycunenue OLIM.8 | | | |

3.10. O6ecne4yeHune poctynHocTn nHcpopmauum (OAT)

OAT.1 Acnonb3oBaHWe OTKa30yCTOMYMBbLIX TEXHUYECKUX CPeacTB

TpeboBaHua k peanusauymm O[LOT.1: OnepaTopom [OMKHO obecneymBaTbCa
NCNosib30BaHMe 0TKa30yCTONYMBBLIX TEXHUYECKUX CPeACcTB, NpeaycMmaTpuBatoLlee:

onpegeneHme CerMeHToB MHPOPMALMOHHONW CUCTEMbI, B  KOTOPbIX OOJTKHbI
NPUMEHATBCS  OTKa3o0yCTOMYMBbIE TeXHUYeckne cpeacTtea, obrnagawowme CBOWUCTBaAMM
COXpaHATb CBOK paboTOCNOCOBHOCTL Nocrie OTKasa OAHOrO MIM HECKONbKUX UX COCTaBHbIX
yacTen, W nepeyvyHs Taknx cpeactB wucxoas u3 Tpebyembix ycnosun obecneveHus
HENPEepPbIBHOCTU  PYHKLUMOHUPOBAHMUA  UH(POPMALMOHHOM  CUCTEMbI U AOCTYMHOCTU
NMHopMaLuuK, yCTaHOBIIEHHbIX ONEPaTopoM;

onpegeneHve npegenbHbIX (MOPOroBblX) 3HAYEHUN XapakKTepUCTUK (KoadhduumneHTa)
rOTOBHOCTW, MOKa3blBaKOLWEro, Kakyt [JOrn BpeMeHu oT obuwero BpemMeHu paboThbl
NHPOPMALMOHHON CUCTEMbI TEXHUYECKOE CPEeACTBO (TEXHUYECKOe pelleHue) HaxoauTcs B
paboyeM COCTOSIHMWU, U XapaKTEPUCTMK HaOeXHoCTM (Tpebyemoe 3HayYeHue BEPOATHOCTU
oTKasa B eaunHuLYy BpeMeHu) ucxoasa us Tpebyembix ycrnoBui obecnevyeHms HenpepbiBHOCTU
YHKUMOHNPOBAHNA  MH(OPMALMOHHOM  CUCTEMbl WU OOCTYMHOCTM  MHpopmaumu,
yCTaHOBEHHbIX ONepaTopomM;

npuMeHeHne B MHPOPMALMOHHOW CUCTEME TEXHUYECKUX CPELCTB C YCTaHOBIIEHHbLIMU
onepaTtopoMm  xapaktepuctukamm  (KOadppUUMEHTOM)  FOTOBHOCTU U HAOEXHOCTMW,
obecneynBaroLLmx Tpebyemble ycnosus HenpepbIBHOCTU PYHKLUMOHNPOBAHUSA
MHPOPMaLMOHHON CUCTEMbI U OCTYNHOCTN MHpopMaLuu;

KOHTPOMlb C YCTAHOBMIEHHOW OMNepaTopoM MEPUOAMYHOCTLIO 33  3HAYEeHUAMMU
XapakTepuctuk (KoaddULNEHTOB) FOTOBHOCTM W HAAEXHOCTU TEXHUYECKUX CPeacTB U
pearMpoBaHue Ha yxyAlweHue 3HAYeHUN AaHHbIX XapakTepUCTUK (MHUUManu3aumsa nnaHa
BOCCTaHOBNEHNs1 paboTOCNOCOBHOCTU N NHbIE METOAbI pearnpoBaHus);

3aMeHa TEeXHUYECKUX CPEeACTB, XapakKTepUCTUKM (KO3(PMPUUNEHTbI) FOTOBHOCTU U
HaOEeXXHOCTM KOTOPbIX AOCTUIIM NPeaenbHOro 3Ha4YeHus.

OnepatopomMm [omkHO ObiTb obBecnedyeHo onpegeneHne TpebyeMbliX XapakTepPUCTUK
(koathbPULMEHTOB) HAOEXKHOCTM W TOTOBHOCTUM B COOTBETCTBMM C  HaUMOHaNbHbIMU
cTaHgapTamu.

Tpe6oBaHus k ycunenuro OAT.1:

1) onepaTop BbIBOAUT U3 IKCMnyaTaumm TEXHUYECKOE CPEACTBO NMyTeM nepefayv ero
dyHKUMn  gpyromy (pe3epBHOMY) TEXHUYECKOMY CPEeACTBY OO0 [LOCTMXKEHUS MNePBbIM
npeaenbHbiX (MOPOroBbIX) 3HAYEHUIN XapaKTepucTuk (KoapduuneHToB) roTOBHOCTU U (MNn)
HadeXHOCTH;

2) B WHOPMALMOHHON CUCTEME peanusyeTcs aBTOMaTU4ECKOEe OnoBeLLeHne
(curHanunsaums) 0 JOCTMXKEHUSI TEXHUYECKMM CPeACTBOM npeaeribHbIX (MOPOroBbIX) 3HAYEHUN
XapakTepUCTUK (KO3(PPULMEHTOB) FOTOBHOCTU W HAAEXHOCTU (CTENeHb AOCTUXKEHUN
npeaenbHbIX 3Ha4YeHU onpeaenseTca onepaTtopom);

3) B WHOPMALMOHHOM CUCTEME peannudyeTcsa aBTOMaTU4ECKOEe OnoBeLLeHne
(curHanmnsaums) 0 JOCTMXKEHUS TEXHUYECKUM CPeACTBOM npeaesibHbIX (MOPOroBbiX) 3HAYEHWN
XapaKTepUCTUK 3arpysKku.

CopepxaHue 6azoBon mepbl OOT.1:



Mepa 3awuTbl MHPOPMaLMn Knacc 3awmieHHOCTU MHpopMaLMOHHOW CUCTEMBI

4 3 2 1

OOT.1 ;

Ycunernne OAT .1

O[T.2 Pe3sepBupoBaHue TEXHNYECKUX CpeaCTB, NPOorpaMMHOro obecne4yeHus, KaHanos
nepeaaym nHgopmaumm, cpeacts odecnevyeHuss GyHKLMOHMPOBaAHUSA
MHOPMaLMOHHOWN CUCTEMBI

TpeboBaHma k peanusaumm O[LT.2: OnepaTopom [OMKHO obecneymBaTbCa
pe3epBMpOBaHNE TEXHUYECKUX CPenCcTB, NPorpamMHOro obecneyeHus, KaHarnoB nepegayu
nHpopmauun, cpeacts obecneveHnss PYHKUMOHUMPOBAHUS MHGPOPMALMOHHOW CUCTEMBbI,
npegycmartpusatoLlee:

onpegeneHme CermMeHToB WHM(OPMALMOHHOW CUCTEMbI, B  KOTOPbIX  OOJHDKHO
OCYLLIECTBMNATLCA pe3epBMpOBaHNE TEXHUYECKMX CpeacTB, MNpOorpaMMHOro obecneyeHus,
KaHanoB nepegayn mHopMaumm n cpeacts obecneyeHunss (PyHKUMOHMPOBAHUS, a Takke
nepeyHs pesepBUpyeMbiXx CpeactB wucxoas u3  Tpebyembix  ycroBun obecneveHus
HENPEepPbIBHOCTU  PYHKLUMOHUPOBAHMUA  UH(POPMALMOHHOM  CUCTEMbI U AOCTYNMHOCTU
NMHopMaLuuK, yCTaHOBIIEHHbIX ONepPaTopoM;

NPUMEHEHNEe pe3epBHbIX (OyONMPYOLWNX) TEXHUYECKUX CPeacts, MNporpammMHOro
obecnevyeHns, kKaHanoB nepegaun umHdopmaumm Ku  (unnM) cpeactB  obecneveHus
PYHKLUMOHNPOBAHMS WH(OPMALMOHHON cucTteMbl, obecneumnarowmx Tpebyemble ycrnoBus
HenpepbIBHOCTU  PYHKUMOHUPOBAHUS  MHPOPMALMOHHONW  CUCTEMbI WU OOCTYMHOCTU
MHdopMauuny;

BBOZ B [EWCTBME Pe3epBHOI0 TEXHUYECKOro cpeacTtBa, nporpammMmHoro obecneveHus,
KaHana nepegavn wHdopmauum unum cpenctea obecneyvyeHns OYHKLUMOHUPOBAHMS MpU
HapyLlweHun TpebyembiX YCnoBMIA HEMPEPLIBHOCTU (OYHKUMOHUPOBAHUS MHGOPMaLMOHHOMN
CUCTEMbI 1 JOCTYMHOCTM MHGOPMaLUN.

PesepBupoBaHne TeXHWYECKMX CpeacTB B 3aBUCMMOCTU OT Tpebyembix YCnosui
obGecneyeHnsa  HenpepbiBHOCTU  (DYHKLMOHMPOBAHUA  WUH(POPMALNOHHOW  CUCTEMbI U
AOCTYMHOCTM MHGOPMaLMM BKITKOYAET HeHarpyXeHHoe ("xonogHoe") n (unu) HarpyxeHHoe
("ropsiuee") pesepBupoBaHue.

Mpn pesepBupoBaHMM MporpaMMHOro obecneyeHns OCyLLEeCTBASETCH Co3haHune
pe3epBHbIX KOMWiA OOLWECUCTEMHOro, CneumanbHoOro W MpPUKNagHoro  NporpammMHOro
obecneyeHnsa, a Takke nporpamMHOro obecneyeHnss CpeacTB 3aWuTbl MHOPMaLMK,
HeobxooMMbIx Ana obecneyeHnsa TpebyemMbixX YCrOBUN HENPEPLIBHOCTU (OYHKLNOHUPOBAHMUS
NHPOPMaLMOHHON CUCTEMbBI U OCTYNHOCTN MHpopMaLm.

Pe3epBupoBaHune kaHanoB nepegavv MHPopMaLmm BKIOYaET:

pe3epBUpOBaHME KaHaNoB CBA3N, obecrneymBaroLlee CHIKEHNE BEPOATHOCTM OTKa3a B
AocTyne K NHPOPMaLMOHHOM CUCTEME,;

Hanu4yne y OCHOBHbIX M anbTepHaTUBHbLIX MOCTABLLMKOB TENIEKOMMYHUKALMOHHBLIX YCIyr
(npoBangepoB) MHPOPMALIMOHHOW CUCTEMbI MAHOB MO BOCCTAHOBMEHMIO CBA3W NPU aBapusaix
n cbosx, C ykazaHMEM BpEMEHU BOCCTAHOBIEHUS.

PesepBupoBaHne cpencts obecnedeHnss YHKUMOHMPOBAHMS  UH(OPMaLNOHHOWN
CUCTEMBbI BKIHOYaET:

NCNosib30BaHMe KpaTKOBPEMEHHbIX Pe3epPBHbIX MCTOYHMKOB NUTaHMA Ans obecneyeHus
npaBubHOrO (KOPPEKTHOro) 3aBeplueHusi paboTbl cermMeHta WMHEAOPMALUMOHHOW CUCTEMDI
(TexHnyeckoro cpeacTBa, YCTPOMCTBA) B Criyvae OTKHOYEHNSI OCHOBHOMO UCTOYHMKA NUTAHUS;

MCnonb3oBaHMe [OMTOBPEMEHHbIX PEe3epPBHbIX WCTOYHWKOB MNWUTAHWUS B  Criyyae



ANUTENBHOrO OTKMIOYEHUSI OCHOBHOMO MCTOYHUKA NMUTAHUA U HEOBXOAMMOCTU MPOAOITHKEHMS
BbIMOSIHEHUA ~ CerMEeHTOM  MH(OPMAUMOHHOM  CUCTEMbI  (TEXHUYECKUM  CpPedcTBOM,
YCTPOWCTBOM) YCTAHOBMNEHHbIX (PYHKUMOHanNbHLIX (3agay);

onpeferneHne nepeyHs  IHEepro3aBUCUMbIX  TEXHWYECKUX  CPeacTB,  KOTOPbIM
HeobxooMmo obecneunTb Hanmuune pesepBHbIX MCTOYHUKOB NUTAHUS (KPATKOBPEMEHHbLIX U
AO0JTTOBPEMEHHBIX).

MpaBuna n npoueaypsbl pe3epBMpoBaHNS pernameHTupytTcs B
OpraHn3aunoHHO-pacnopaauTeribHbIX JOKYMEHTax onepaTtopa no 3awuTte uHopmaumu.

Tpe6oBaHus k ycunenuto OAT.2:

1) B WHAOPMALUMOHHOM CUCTEME [OSMKHO obecneumBaTbCa pe3epBUpOBaHME
aBTOMaTU3NPOBaHHbIX pabo4Mx MecCcT, Ha KoTopbix obpabaTbiBaeTcd WMHGOPMaLUS
(COBOKYMHOCTM TEXHWYECKUX CPpencTB, YCTAHOBMEHHOro MporpaMMHoro obecneveHus,
CPeACTB  3aluTbl  WHOpMauUMM U1 nNapamMeTpoB  HACTPOWKM), B TOM  4ucne
npegycmartpusatoLlee:

NpOCTpaHCTBEHHOE (reorpaduyeckoe) OTAeneHne pe3epBHbIX aBTOMAaTU3MPOBAaHHbIX
paboymx MecT OT OCHOBHbIX MeCT 00paboTkm MHpopMauMn, C y4eTOM BO3MOXHbIX Yrpo3
HapyLleHnst AOCTYNHOCTU MHpOpMaLW;

KOHUrypaumio pesepBHbIX MecT o0bpaboTkm uHdopMaumm, npenycMaTpuBatoLLyto
MUHUManbHO Tpebyemble aKCMyaTaLOHHbIE BO3MOXHOCTU paboyero mecTa;

pa3paboTky onepaTtopom npoueayp obecneyeHus Tpebyembix ycroBun obecneveHuns
HENPEepPbIBHOCTU  (PYHKLUMOHUPOBAHMUA  UH(POPMALMOHHOM  CUCTEMbI U AOCTYNMHOCTU
MHdopMauuKn B criydae HapyleHust yHKUMOHUpOBaHUs (cOoeB, aBapuii) pe3epBHbIX MECT
006paboTkn nHpopmaumu;

orpaHunyeHne BpemeHn obpaboTkM MHopMauun Ha pe3epBHOM paboyem mMecTe Ao
BPEMEHN BOCCTAHOBMNEHUST PYHKLMOHNUPOBAHNS OCHOBHOro paboyero mecTa;

2) B WHOPMAUMOHHOM cCUCTEME [OSMKHO obecneumBaTbCsA MNpeaocTaBrieHne
pe3epBHbIX KaHANOB CBA3W OT anbTePHATUBHbLIX MOCTABLLMKOB TENEKOMMYHMUKALMOHHbIX YCNyr
(npoBangepoB), OTNNYHBIX OT NOCTABLUMKOB (MpOBangepoB) OCHOBHbIX KaHaroB CBA3W;

3) B MHOPMALMOHHON CUCTEME OOIMPKHO 06ecneumBaTbCs UCNONb30BaHME Pe3epPBHbIX
KaHanoB CBA3W, MPOXOAdALMX MO Tpaccam OTIIMYHbIM, OT TPacC MNPOXOXAEHWUS OCHOBHbIX
KaHarnoB CBA3W;

4) B UHPOPMALIMOHHOWN CUCTEME OOMMKHO obecneunBaTbCs UCNOSb30BaAHNE PE3EPBHbIX
(OTAeneHHbIX OT OCHOBHbIX) TENEeKOMMYHUKAUMOHHBLIX CepBuCOB, obecneyvmBaroLmnx
AOCTYNHOCTb NHopmaumu, o BOCCTaHOBNEHNSA AOCTYMHOCTU OCHOBHBbIX
TENEKOMMYHUKALUMOHHBIX ~ CEPBMCOB  MOCTaBLUMKOM  TENEKOMMYHUKALMOHHbIX  YCIyr
(npoBangepom).

CopepxaHue 6azoBon mepbl OO T.2:

Mepa 3awuTtbl HpopmaLuunm Knacc 3awmueHHOCTU MHGOPMaLNOHHOW CUCTEMbI

4 3 2 1

OAT.2 +
Ycunenue OAT.2

O[T.3 KoHTponb 6e30TKa3HOro (pyHKLUMOHUPOBAHUA TEXHUYECKUX CPeAcCTB,
obOHapyXeHue n rnokanusaumus oTkasoB PYHKLIMOHUPOBAHUA, NPUHATUE Mep NO
BOCCTaHOBJIEHUIO OTKa3aBLUMX CPEeACTB U UX TeCTUpoBaHue

TpeboBaHus k peanusauum OAT.3: OnepaTtopoM AOMKEH OCYLLECTBASATLCA KOHTPOSb
0e30TKas3HOro (YHKUMOHUPOBAHUS TEXHUYECKUX CPeacTB, OOHapyXeHwe W nokanusaums



OTKa30B PYHKLMOHNPOBAHUS, NPUHATME MEpP MO BOCCTAHOBEHMIO OTKa3aBLUMX CPEACTB M UX
TeCcTUpOBaHue.

KoHTponb 6e30TKa3HOro pyHKLUMOHMPOBAHUA NPOBOAUTCA B OTHOLLEHUN CEPBEPHOIO M
TENeKkOMMYHUKaUMOHHOro  obopyaoBaHus,  KaHanoB  CBA3W, cpeactB  obecrneyeHuns
PYHKUMOHNPOBAHMS  MH(POPMALMOHHON  CUCTEMbI  MyTEM  MNEPUOOUYECKOM  NPOBEPKM
paboTOCNOCOBHOCTM B COOTBETCTBMM C IKCMNyaTauUMOHHOW AOKyMeHTaunen (B TOM 4ucne
nyTeM TMOCLINIKA TECTOBbIX COOOLEHUN U NpUHATUS "OTBETOB", BM3yarlbHOrO KOHTPOIS,
KOHTpOIsi Tpadmka, KOHTPONS "NoBeAeHnsa" CUCTEMbI MU NHBIMU METOL4aMMN).

Mpn obHapyxeHMM OTKa30B PYHKLMOHUPOBAHUS OCYLLECTBSETCS UX flokanusaums un
NPUHATUE Mep MO BOCCTAHOBIEHMIO OTKa3aBLIKMX cpeactB B cootBetctBum ¢ OLJT.3, ux
TECTUPOBaHNE B COOTBETCTBMM C IKCMIyaTauMOHHOW AOKYMEHTaunen, a Takke perncrpaums
CcOObITUI, CBA3AHHbIX C OTKazaMun (PyHKLUMOHMPOBAHUS, B COOTBETCTBYHOLLMX XypHanax.

Tpe6oBaHus k ycunenuto OAT.3:

1) B WH(pOpMaUMOHHON cucTeMe pAofmkHa ObiTb obecnevyeHa curHanmsauus
(yBegomneHne) o0  HeucnpaBHOCTSIX, c€6oOAX M oOTKazax B  (PYHKUMOHMPOBAHUU
NPOrpaMMHO-TEXHUYECKUX CPeacTB MHAPOPMALMOHHON CUCTEMBI;

2) onepaTopoM [JofkHa obecnevmBaTtbCa perncrpauma cboeB UM OTKa3oB B
YHKUMOHNPOBAHNN TEXHUYECKNX CPEeaCTB MHPOPMALMOHHON CUCTEMDI;

3) B MHOPMAUMOHHOW CUCTEME [AOSMKHblI MPUMEHSTLCA MpOrpaMMHble CpeacTBa
MOHUTOPUHIA TEXHWYECKOro COCTOSIHUS WH(OPMAUMOHHOM CUCTEMbI, OCYLLEeCTBrSoLWmne
MOHUTOPUHI OTKA30B MPOrpaMMHbIX U MPOrpaMMHO-TEXHUYECKUX CPEeACTB B COOTBETCTBUM C
nepeyHeM, onpeneneHHbIM onepaTopomM.

BbasoBbin Ha6op OAT.3:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCTU MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1

oAarT.3 + +
Ycunenne OOT.3 1

OQAT.4 NMepuoaunyeckoe pesepBHOE KONMpPOBaHME MH(hpOPMALIMK Ha pe3epBHbIe
MalUMHHbIe HocUTenu nHopmaummn

Tpe6oBaHusa k peanusaumm OAT.4: Onepatopom AomkHO obecneymBaTbCA
nepuoanveckoe pesepBHOE KOMMpoBaHWe MHOPMALMM Ha pe3epBHble MaLUMHHbIE HOCUTENN
MHpopmauun, npegycmaTpuBaroLLee:

pes3epBHOE KOMMpoBaHWE MWHGOpPMaLUMM Ha pPe3epBHble MalUWHHbIE HOCUTENU
NMHpopMauuKn ¢ yCTaHOBMEHHOM onepaTopoM NEPUOSNYHOCTLIO;

pa3paboTky  nepeyHss  uMHopMauuMuM  (TMNOB  WHOpMauuMK),  noanexalien
nepuoanveckoMy pes3epBHOMY KOMUPOBAHWUID Ha pe3epBHble  MalUMHHblIE HOCUTENW
nHdopmMauuu;

perncTpauuio cobbiTUA, CBSA3AHHbLIX C PE3epPBHbIM KOMMpPOBaHMEM WHopmauumn Ha
pe3epBHble MAaLUMHHbBIE HOCUTENW MHGOPMaLNK;

NPpUHATME Mep AONs 3aluTbl pe3epBupyemMor mMHdopmaumu, obecneymBaloWmnx ee
KOH(PbMAEHUMANbHOCTb, LENOCTHOCTb U LOCTYMNHOCTb.

MpaBuna n nNpoueaypbl Pe3epBHOIO KONUPOBaHWUS UHPOPMaLUKN pernameHTUpPYTCs B
OpraHn3aunoHHO-pacnopaanTeNbHbIX JOKYMEHTax onepaTtopa no 3awmre MHopMaLmm.

Tpe6oBaHus k ycunenuro OAT.4:

1) onepaTtopoM [OSbKHA OCYLECTBNATbCSA C YCTAHOBIEHHOW UM NEePUOLMNYHOCTBIO
npoBepka paboOTOCNOCOOHOCTM CPeacTB Pe3epBHOrO KOMMPOBAHWUSA, CPEACTB XpaHEeHMUs



pe3epBHbIX KOMUA W CPeacTB BOCCTAHOBMNEHUS WHMOPMaUMN U3  pPe3epBHbIX KOMUK
(nepmnognyHOCTL NPOBEPKN paboTOCNOCOBHOCTM onpeaenseTca onepaTtopom);

2) onepaTopoM [JOMMKHO OCYLLECTBIATLCS XpaHeHue (pa3MeLleHne) pe3epBHbIX KON
WHpopMauun Ha OTAenbHbIX (pasMelleHHbIX BHE WH(OPMAUMOHHOM CUCTEeMbl) cpeacTBax
XpaHeHUs pe3epBHbIX KOMUIN U B MOMELLEHMSIX, CNeumnanbHO npeaHas3HayveHHbIX 418 XpaHeHus
pe3epBHbIX KON MHGOPMaLUUK, KOTOPbIE UCKITOYAOT BO3LENCTBME BHELLHUX pakTOpOB Ha
XpaHUMY0 MHGOPMaUUIO;

3) onepaTopoM AOMMKHO OCYLLECTBIATLCA pe3epBHOE KonupoBaHwe MHdopMaumm Ha
3epKanbHyt0 MHPOPMALMOHHYKO CUCTEMY (CErMEHT MHAOPMALMOHHON CUCTEMbI, TEXHUYECKOE
CpencTBoO, YCTPOMUCTBO);

4) onepaTopoM JorpkHa obecrneynBaTbCa COOTBETCTBYOLLASA NPOMYCKHas CNOCOBHOCTb
KaHanoB CBSA3W, UCMNOMb3yeMbIX ANSA rnepefayn pesepBHbIX KOMNUW B NpoLecce UX co3gaHus
NN BOCCTAHOBIEHMA WHAOPMaLMK, ANA OOCTMXKEHMS Tpebyembix ycnoBui obecneveHus
HenpepbIBHOCTU  PYHKUMOHUPOBAHMUS  UH(POPMALMOHHOW  CUCTEMbI U AOCTYNMHOCTU
MHopMauunu;

5) onepaTopoM [OO/MKHO OCYLIECTBAATLCA MNPOCTPAHCTBEHHOE (reorpaduyeckoe)
pasHeceHne MeCT XpaHeHUs HocuTeneh pes3epBHbIX KOMUM MHGOpMaLMM WU MecT
pacnosfioXXeHna opurMHanoB 3ToM MHOPMaLINA.

CopepxaHue 6azoBon mepbl O T.4:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
oaT.4 + +
Ycunenne OAT .4 1,2 1,3

O[T.5 O6ecnevyeHne BO3MOXHOCTU BOCCTAHOBIIEHMA MH(OPMaLIMKM C pe3epPBHbIX
MaLLUMHHbIX HOCUTEeNnen nHcpopmaLmm (pe3epBHbIX KOMUNA) B Te4eHUe YCTaHOBIIEHHOToO
BPEeMEeHHOro uHTepBana

TpeboBaHua Kk peanusaumm OAOT.5: OnepaTtopom AomkHa 6biTb obecneveHa
BO3MOXHOCTb BOCCTaAHOBMEHUS WH(MOpPMauUMM C pe3epBHbIX MALUMHHBIX  HOCUTEenen
MHopMauuKn (pe3epBHbIX KOMW) B TeYyeHWe YCTaHOBMEHHOro OornepatopoM BpPEMEHHOro
WMHTepBana.

BoccTtaHoBneHne wnHdopmaumm C pesepBHbIX MaLUMHHbIX HOcuTenen WHdopmaumm
(pe3epBHbIX KONWUI) OOSMKHO NpegycMaTpuBaThb:

onpegerneHne BpeMeHu, B TeYeHWe KOTOpOro [AO/MKHO ObiTb  obecneveHo
BOCCTaHOBNEHNe MHdopmauum n obecneymBatowero Tpebyemble yCrioBUS HeNpepbIBHOCTU
PYHKUMOHNPOBAHUA UHAPOPMALNOHHOM CUCTEMBI U JOCTYNHOCTU MHpopMaLnu;

BOCCTaHOBNEHNEe WHopMauun C pes3epBHbIX MAaLUMHHbIX HOcuTenenm WHdopmaunm
(pe3epBHbIX KOMKWI) B TEYEHNE YCTAaHOBIIEHHOMO ONepaTopoM BPEMEHHOIO NHTEPBana;

pernctpauusi coObiTUIN, CBA3AHHbIX BOCCTAHOBMEHMEM WHGOPMaUMM C pPe3epBHbIX
MaLLMHHbIX HOCUTEeNnen nHdopmaumu.

MpaBuna wn npoueaypbl BOCCTAHOBMEHMS MHAOPMaUUM C pe3epBHbIX MaLUWMHHbIX
HocuTenenm wHOPMaLMM  PEerfnaMeHTUpYylTCa B OpraHM3aunoHHO-pacnopaanTenbHbIX
AOKyMeHTax onepaTopa no 3awute nHpopmaummn.

Tpe6oBaHus k ycunenmro OAT.5:

1) onepaTopom ormKHa obecnevnBaTbCa BO3MOXHOCTb BOCCTAHOBEHNSA MHpOpMaLnK
C y4eTOM HarpyxeHHoro ("ropsvero”) pes3epBrMpoBaHnUs TEXHUYECKMX CPEACTB B COOTBETCTBUM
c OOT.2;



2) B MVH(MOPMALMOHHON CUCTEME [OO/PKHO OCYLWEeCTBNATLCA npefocTaBneHue
nosfib3oBaTensiM pe3epBHbIX MecT obpaboTkm mHdopmauum B cootseTctBum ¢ O[T.2 go
BOCCTAHOBNEHNSA M3 pe3epBHbIX KONUN MHopmauum n obecnevyeHns ee AOCTYNHOCTM Ha
OCHOBHbIX MecTax 06paboTkn nHdopmaumu.

CopepxaHue 6azoBon mepbl OOT.5:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1

oAarT.5 + +
Ycunenne OAT.5 1

OQAT.6 Knactepusauusa nHcpopmMauMOHHON CUCTEMbI U (UNTN) ee CerMeHToB

Tpe6boBaHusa k peanusaumm OOT.6: B uWHPOPMAUMOHHOM CUCTEME [LOSMKHO
obecneunBaTbCs BblaeneHne rpynn ogHOTUMHBIX Y3510B, 00 beAMHEHHbIX KaHanaMmu nepegaym
WHOpMaUUM U paccMaTpMBaeMblX KakK eguHbIM  NPOrpaMMHO-TEXHUYECKU  pecypc,
WHOPMALMOHHOM CUCTEMBbI B LEnoM u (unu) OTAEnbHbIX ee CerMeHToB (cepBepoB
NPUIIOXXeHUN, bannosbliX CEPBEPOB, CepBepPOB a3 AaHHbIX, CPeACTB 3aLmTbl MHpopMaLUmn 1
WHbIX cerMeHToB) Ans obecnevyeHuss AOCTYNHOCTM MHGOPMaLUN, CEPBUCOB U MEXAHU3MOB
3aWmThl MHbopMaLumn.

Tpe6oBaHus k ycunenuro OAT.6:

1) B MH OpMaLMOHHON cUCTEME AOSPKHa OCYLLECTBASATLCH KracTepusauusi cepBepoB
KOHTPONNEPOB [OOMEHOB, CEPBEPOB PE3EPBHOrO KOMUPOBAHWA, CEPBEPOB YMpaBieHUs U

MOHUTOPUHIA  COCTOSIHMS  MHAOPMAaLMOHHOW  CUCTEMbI, CEPBEPOB  BUPTYyarbHOMN
NHMPACTPYKTYPbl M UHbIX OCHOBHbIX YCTPOWCTB M NMPOrpaMMHOro obecrne4YeHnss CUCTEMHOrIO
YPOBHS;

2) B MHPOPMALIMOHHON CUCTEME OOSKHA OCYLLECTBNATLCA KnacTepu3auns CepBepoB
NPUIOXEHUN, annoBbIX CepBepoB, cepBepoB 06a3 AaHHbIX, MOYTOBLIX CEPBEPOB U WHbIX
YCTPOWCTB 1 NpOorpaMmMHoOro obecneveHnsi NPUKNagHoro ypoBHS;

3) B MHOPMAaLMOHHON CUCTEME [OSKHa OCYLLECTBATLCA KracTepusauns cpenctB
3aWnTbl MHGOPMaLMK (B criydasix, Korga 370 TeXHMYECKM BO3MOXHO), BKIOYas cpeacrtsa
MEeXCeTeBOro 3KpaHNpPoOBaHUS, CpeacTBa 3aLlMThbl KaHaNoB nepegadn MHopmMmauuu.

CopepxaHue 6azoBon mepbl OOT.6:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
oaT.6
Ycunenue OAT.6

O[OT.7 KoHTponb COCTOAAHUA U Ka4yecTBa NpefocTaBNeHMsA YNONMHOMOYEHHbIM JIULIOM
BbIYMCINIUTENbHbLIX PpeCcypcoB (MOLWHOCTEN), B TOM Yuchne no nepenaye nHdpopmaumm

TpeboBaHus k peanusauum OAT.7: OnepaTtopoM AOSMKEH OCYLLECTBASATLCA KOHTPOSb
COCTOSIHMS UM KayecTBa NpeaoCcTaBneHUss  YNOSIHOMOYEHHbIM  NMUOM  (NpoBanaepom)
BblYMCIIUTENBHBLIX PecypcoB (MOLWHOCTEN), B TOM 4uUCre nNo nepegadvye WHgopmauuu,
npegycmMaTpusatoLLni:

KOHTPOSb BbINOMHEHMS YNOMHOMOYEHHbIM MLIOM TpeboBaHMi O 3awmTe nHopmaLmu,
YCTaHOBIEHHbIX 3akoHogaTtensctBoM Poccuinckon degepaumm n  ycnosBmamMuM Oorosopa
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(cornalueHms), Ha OCHOBaHUKN KOTOPOro YNOSIHOMOYEHHOE Nuuo obpabaTtbiBaeT MHopmaunio
UNu NpegocTasnseT Bbl4UCIUTENBHbIE pecypcCbl (MOLHOCTW);

MOHUTOPUHI COCTOSIHMSI W KadecTBa MpefoCTaBfeHnst YNONIHOMOYEHHbIM NIULOM
(NnpoBangepoM) BbIYUCTIUTENBHBIX PECYPCOB (MOLLHOCTEN);

MOHUTOPUHI COCTOSIHMSI W KavecTBa MNpefoCTaBfeHuUst YNOAHOMOYEHHbIM  FULIOM
(npoBangepom)ycnyr no nepegaye nHbopmawmm.

YcnoBusi, npaBa W 00s3aHHOCTW, coAepXaHMe W NopsaoK KOHTPONSA  AOSMKHbI
onpefenaTbCAa B [OroBope (CornawleHun), 3akryaemMoM Mexgy onepaTtopoMm U
YNOMHOMOYEHHbIM NINLOM Ha NPeAoCTaBreHNe BbIYUCIIUTENbHBIX PECYPCOB (MOLLHOCTEN) Unn
nepegavyy uHdopMaumMmM C UCMNonb3oBaHWEM MHEPOPMAaLMOHHO-TENEKOMMYHUKaLMOHHbIX
ceTen CBA3MN.

Tpe6oBaHus k ycunenuro OAOT.7:

1) wmexagy onepaTtopoM U NOCTaBWMKOM  yCryr  (TENEeKOMMYHUKALMOHHbIX,
BbIYMCIIUTENBHbIX) OOMMKHO 3akno4vaTbCa cornaweHne o6 ypoBHe YCnyr, cogepxaiiee
onucaHue ycnyr, npaB M 00s13aHHOCTEN CTOPOH W COrNacoOBaHHbIN YPOBEHb KayecTBa
npegocTaBfiieMblX YCNyr B COOTBETCTBUN C 3aKoHOA4aTeNbLCTBOM Poccunckon denepaummn.

CopepxaHue 6azoBon mepbl OOT.7:

Mepa 3awuTbl MHOpPMaLUMn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI

4 3 2 1

oar.7 + +
Ycunenune OOT.7

3.11. 3awmTa cpeabl BupTyanmsauum (3CB)

3CB.1 NgeHTudmnkKauma n ayteHTudmKauma cyoLeKToB ocTyna n o6bLeKToB gocTyna B
BUPTyarnbHOM UHPACTPYKTYpe, B TOM Yncne agMUMHUCTPATOPOB yrnpaBrieHus
cpeAcTBaMu BUpTyanusaumm

Tpe6oBaHusa k peanusaumm 3CB.1: B wnH(MpopmMaumoHHON cucteme [OSMKHbI
obecneunBatbCs uAeHTUUKAUUA W ayTeHTUdUuKaumsa cybbekToB Aoctyrna M Ob6bekToB
AocTyna B BUPTyanbHOW WHMPACTPYKType, B TOM 4YUCre agMUHUCTPATOPOB YrpaBreHus
cpeactesamu BupTyanusauum, B cootBeTctBun ¢ NAD.1, VAD.2, NAD.3, NAD.4, NAD.5,
NAD.6 n NAD.7.

BupTyanbHaa wuvHpacTpykTypa BKMAYaeT cpeny BupTyanusaumm (nporpammHoe
obecneyeHne, cnyxebHble [aHHble KOMMOHEHTOB BUPTYanbHOW WHMPACTPYKTYPbl) U
annapaTtHoe obecneyeHune (annapaTHble CpPeacTBa,

Heobxooumble ANa  (OYHKUMOHMPOBAHWA Cpedbl BupTyanusaumm, B TOM 4ucre
cpencTBa pe3epBHOro KOMMPOBaHUS U 3alUnTbl MHpopMaumn).

B kayecTBe KOMNOHEHTOB BMPTYanbHOM UH(PACTPYKTYpbl HEOBXOOUMO, KaKk MUHUMYM,
paccmatpmBatb  cepBepHoe obopydoBaHue, annapaTtHoe obecnevyeHme  KOHCOnen
ynpasneHusi, obopyooBaHMe XpaHeHUs [aHHbIX, ceTeBoe obopyaoBaHue, TMnNepBusop,
XOCTOBYKO  OMEpauMoHHYy0 cuctemy (ecnm  MPUMEHMMO), BUPTyaribHble  MallUHbI,
NporpaMMHy0 cpefy BMPTyasnbHbIX MalwuH (B TOM 4YUCREe WX ONEepauuoHHbIE CUCTEMbI U
nporpaMmmHoe obecrneyeHune), BupTyanbHOe annapaTHoe obecnedeHne, BUPTYyann3anpoBaHHoe
nporpammHoe obecneveHve (BMpTyarnbHble MalWHbI C NPEeaYCTaHOBMEHHbIM NPOrPaMMHbIM
obecnevyeHnem, npegHasHayYeHHbIM G4  BbINOMIHEHMS  onpedeneHHblX  YHKUMn B
BUPTyanbHOW WHAPACTPYKTYpe), nporpaMmHoe obecnevyeHne yrnpaBrieHns BUPTYyarbHON



MHPACTPYKTypon (B TOM YuCrie TUNepBU3OpPOM, HACTPOMKaMM BUPTYyasibHbIX MaLUWH,
Murpaumen BupTyarnbHbIX MawWH, ©GanaHCUMPOBKOW Harpysku), criykebHole OaHHble
KOMMOHEHTOB BUPTyanbHOW WH(PaCTPyKTypbl (HACTPOMKMU W MHble ChyXebHble OaHHbIe),
CpeAcTBa pe3epBHOrO KOMUPOBAHWUS KOMMOHEHTOB Cpedbl BUpTyanusauunm u cpencrsa
3aWmTbl MHGOPMaUUK, UCMOMb3yeMble B paMKax BUPTyalibHbIX MaliVH U BUPTyarbHOMW
NMHPPaACTPYKTYpbI B LIENOM.

B kauyectBe 0O6bLEKTOB OoCTyna B BUPTyasnbHOW WMHGPACTPYKType Heobxoaumo, Kak
MUHUMYM, paccMaTpuBaTb nporpammMHoe obecneyeHne ynpasneHus  BUPTYyarbHOW
MHPACTPYKTYPOr, TUMNEPBU30P, XOCTOBYHK OMEPALMOHHYKD CUCTEMY (€Cnu MPUMEHUMO),
BMpPTYyanbHble MalluHbl, NPOrpaMMHYK0 cpefy BUPTyalbHbIX MawWH (B TOM 4ucne Wux
onepaunoHHbIe CUCTEMbI U NporpamMHOe obecneyeHne), BUpTyarnbHble KOHTENHEPDLI (30HbI),
BUPTYyanuanpoBaHHoe  nporpammHoe  obecneyeHne  (BUMpTyarnbHble  MalWHbI  C
npeaycTaHOBIIEHHbIM MPOrpaMMHbIM obecnevyeHmeM, npegHasHavyeHHas AN BbINOSHEHUS
onpeaeneHHbIX PyHKUMIA B BUPTyanbHOM MHAPACTPYKTYypeE), CpeacTBa 3awmnTbl MHGopMmaumu,
ncnosnb3yemble B pamKax BUPTYyarnbHbIX MalLWH U BUPTyarnbHOW MHOPACTPYKTYpbl B LENOM.

Mpu peanusauun mep no naeHTUMUKaLMM 1N ayTeHTMduKauumn cybbLeKToB JocTyna m
00BbEeKTOB JOCTyNa B BUPTYanbHOW MHPPACTPYKType AOMKHbI obecnedynBaTbCa:

noeHTUUKaums n ayteHTudukaums agMMHUCTPATOPOB YMpaBrieHus cpeacTtsamu
BUpTyanusauuu;

noeHTUUKaums n ayteHTudukauna cybbekToB JocTyrna npyv UX JoKanbHOM U
yaanéHHom obpalleHnn K obbekTam AocTyna B BUPTyasribHON MHPPACTPYKTYpPE;

BGrnokmMpoBKa OCTyna K KOMMNOHEHTaM BUPTYyanbHON MHAPACTPYKTYpPbl A1 CyObeKTOB
A0CTyna, He npollewunx npouenypy ayTeHTudukaumm;

3awmTa ayTeHTUdUKaLMOHHOM WHpopMaunm cybbEKTOB [OO0CTyna, XpaHSaWlencs B
KOMMOHEHTax BUPTyaribHOW WHMPACTPYKTypbl OT HenpaBOMEPHbIX AOCTyrna K Hen,
YHUMTOXEHUSA NN MOANOULMPOBAHUS;

3awmta  ayTeHTUduKaumMoHHOM uHopmaumMm B npouecce ee BBoga Ans
ayTeHTUdUKaumm B BUPTyaribHOW MH(PPACTPYKType OT BO3MOXHOIO MCMOSb30BaHUSA nvuamu,
HEe UMELUMN Ha 3TO NOSTHOMOYUM;

noeHTuukaums n ayteHtudpukauna cybbekToB AO0CTyna npu OCYyLLEeCTBAEHUU UMK
NnonbITOK JOCTyna K cpeactsaM ynpasfeHud napamMeTpamu annapatHoro obecneyeHus
BUPTYarbHON MHAPACTPYKTYPbI.

BHyTpu pasBepHyTbiXx Ha ©ase BUpPTyanbHOW MHMPACTPYKTYpbl BUPTYanbHbIX MalUuH
AormkHa BObITb Takke obecneyeHa peanusaums Mep No MOeHTUMUKaALMM N ayTeHTUduKaumm
cybbekToB 1 06bekToB gocTyna B cootBeTcTBUn ¢ VAD.1 - AD.7.

Tpe6oBaHus Kk ycunenuro 3CB.1:

1) B MHGOpMALMOHHOM CUCTEME A0STKHbI 0becnevmBaTbCa B3auMHasa naeHTudukaums
N ayTeHTMduKaunsa nonb3oBaTens M cepsepa BUpTyanusaumm (BUPTyarnbHbIX MalUvH) Mpu
yOanéHHoMm gocTyne.

CopepxaHue 6azoBon mepbl 3CB.1:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHoCTy MHpOopMaLMOHHON CUCTEMBI
4 3 2 1

3CB.1 + + + +
Ycunenune 3CB.1 1 1

3CB.2 YnpaBneHue AOCTYNnomM cybbLeKToB foCcTyna K o0 bekrtam goctyna B
BUPTYyanbHOM UH(PaACTPYKType, B TOM YUCHEe BHYTPU BUPTyasibHbIX MaLlUUH



TpeboBaHua k peanusaumm 3CB.2: B wHpOpmMaunoHHOW cuCTEME [AOSMKHO
obecneunBaTbCs ynpasneHne AOCTYyNnoM cybbekToB AocTyna K obbektam JocTyna, B TOM
4yucne BHYTPU BUPTyanbHbIX MalwuvH, B cootseTcTteun ¢ Y41, YI4.2, YI4.4, YI4.5, YI1O.6,
yna.o, yna.1o, yrng.11, ynga.12, yrng.13.

Mpn peanusaumm Mep NO yNpaBfeHUKO AOCTYNOM CyOBLEKTOB [OCTyna K oObekTtam
AocTyna B BUPTYanbHOM MHAPACTPYKTYpe AOMKHbI 06ecneymBaTbCS:

KOHTPOSfb AocTyna cyObekToB AOCTyna K CpeacTBaM YNpaBfieHUs KOMMOHEHTaMMm
BUPTYaribHON MHAPACTPYKTYPbI;

KOHTpPOsfb AocTyna cybbekTtoB AocTyna kK dannam-obpasam BUpTyannu3nmpoBaHHOIO
nporpaMmmMHoro obecrneyeHns, BUPTYyarnbHbIX MallvH, dbarnam-obpasam, Cny>kebHbIM AaHHbIM,
nucnonb3yemblM Ans obecneyeHnss paboTbl BUPTyanbHbIX (PaWNOBbLIX CUCTEM, W WUHBIM
cny>kebHbIM JaHHbIM CPeACcTB BUPTYanbHOM cpebl;

ynpaBneHue [OCTynom K BUPTyarnbHOMY annapaTHoMy obecneyeHnto
MHOPMAaLNOHHOW CUCTEMBI, ABNAIOLWLMMCA OOBEKTOM 40CTYNa;

KOHTPOSb 3arnycka BMPTyasibHbIX MaLWMH Ha OCHOBE 3afaHHblX onepaTopoM npaBun
(pexvma 3anycka, TMna UCNonb3yeMoro HOCUTENS N NHbIX NpaBus).

Kpome TOro, mepbl Mo ynpasneHuo A0CTYyNoM CyObekToB AOoCTyna K o6bektam JocTyna
DOIMKHbI obecnevnBaThb:

pasrpaHMyeHue ocTyna cybbeKkToB OOCTyna, 3aperMCTpupoBaHHbIX Ha BUPTYyasibHbIX
MalnHax, K oObekTaM [JocTyna, pacnofiokeHHbIM BHYTPU BUPTYasnbHbIX MalUvH, B
COOTBETCTBUM C NpaBusiaMn pasrpaHuyeHust 4oCcTyna nosib3oBaTesnien JaHHbIX BUPTYyarbHbIX
MaLurH (noTpebutenen obnayvHbix ycnyr);

pasrpaHMyeHue ocTyna cybbeKkToB OOCTyna, 3aperMCTpupoBaHHbIX Ha BUPTYyasibHbIX
MalnHaxX, K pecypcaMm WH(POPMALNOHHOW CUCTEMbI, pasMelleHHbIM 3a npegenamu
BUPTyarnbHbIX MalUMH, B COOTBETCTBUWN C NpaBuiiaMn pasrpaHUyYeHns OocTyna NpUHATHIMU B
NHGOPMAaLMOHHOW CUCTEME B LIESTOM.

Tpe6oBaHus kK ycunenuro 3CB.2:

1) B WMHGOPMALMOHHOM CUCTEME AO0IMKEH obecneymBaTbCs AOCTYN K onepauusm,
BbIMOSIHAEMbIM C NMOMOLLbLIO CPEeACTB ynpaBneHnsa BUPTyanbHbIMU MallMHaMK, B TOM Yuchne K
onepauusam cos3gaHus, 3anycka, OCTaHOBa, CO34aHMsA KONUI, yaaneHns BUpTyarnbHbIX MaLLVH,
KOTOPbIN JOMMKEH OblTb pa3peLleH TONbKO agMUHUCTpaTopamM BUPTYanbHON MHAPACTPYKTYPbI;

2) B MH(POPMALMOHHON cUCTEME LOfmkeH obecneumBaTtbCsl OOCTYN K KOHUrypaumm
BUPTYarbHbIX MaLUWH TOMBbKO agMUHUCTpaTOpamM BUPTyaribHOW MHPACTPYKTYpbI;

3) agaMuHUCTpaTop BUPTYanbHOW WHAPACTPYKTYpPbl OMNpeaensieT OrpaHuYeHunsa mno
N3MEHEHMNIO COCTaBa YCTPONCTB BUMPTYasibHbIX MalUvH, o6bemMa MCnosib3yemMon onepaTuBHOM
namaTn, NOAKNYaEMbIX BUPTYanbHbIX U PU3NYECKUX HOCUTENEN MHopMauuu;

4) B WH(MpOPMaAUMOHHON cucTeMe [oSmkeH obecneynBaTbCs KOHTPOSb JOcCTyna
cyb6bekToB OCTyna K N30NMpoBaHHOMY aApecHOMY MPOCTPaHCTBY B NamaTU rmnepeu3opa, B
namMsiTu XOCTOBOW OMNEpPaLMOHHON CUCTEMbI, BUPTYyasnbHbIX MalMH U (UNK) MHbIX OObEKTOB
aoctyna.

CopepxaHue 6aszoBon mepbl 3CB.2:

Mepa 3awwuTbl Hpopmauum Knacc 3awmeHHOCTU MHOpMaLMOHHOW CUCTEMBI
4 3 2 1
3CB.2 + + + +
YcuneHnue 3CB.2 1,2 1,2 1,2

3CB.3 Peructpaumsa cobbiTuin 6e3onacHoCT B BUPpTyanbHOMU UH(ppaACTPYKType




TpeboBaHua k peanusaumm 3CB.3: B wnHpoOpmaunmoHHOW cucTeme AOSKHA
obecneunBaTbCAa perucrTpaumsi cobbiTuin 6e30nacHOCTM B BUMPTYyanbHOW MHpaACTpyKkType B
cooTtBeTcTBUM ¢ PCE.1, PCE.2, PCE.3, PCE.4 n PCE.5.

Mpn peanusaumm mep MO perucTpaumm cobbiTui 6e30MacHOCTM B BUPTYyaribHOM
WHPPaCTpyKType AONOMAHUTENBHO K CcobbITMAM, YycTaHoBneHHbiM B PCE.1, [OMXKHbI
noanexaTb perncrpaunm criegyroime cobbITus:

3anyck (3aBepLueHune) paboTbl KOMNOHEHTOB BUPTYanbHOW MHAPACTPYKTYPbI;

AOCTYyN cybbeKkToB JOCTYNa K KOMMNOHEHTaM BUPTYarnbHON MHAPACTPYKTYpPbI;

N3MEHEHNA B COCTaBe M KOHUrypaumm KOMMOHEHTOB BUPTYyasribHOW MHMPACTPYKTYpbI
BO BpeMs MX 3anycka, (OyHKLMOHMPOBAHNA 1 annapaTHOro OTKITHOYEHUS;

M3MEHEHNA nNpaBuSl  pasrpaHNyeHuUss JocTyna K  KOMMOHEeHTaM  BUPTyarbHOM
MHAPACTPYKTYPbI.

Mpn pernctpauumn 3anycka (3aBepluieHns)) paboTbl KOMMOHEHTOB BUPTyanbHOW
NMHPPaCTPYKTYypbl COCTaB U coaepXaHne nHdopMaumm, noanexailen perucTpaunm, OOSmMKHbI
BKMNtOYaTb JaTy W Bpemsa 3anycka (3aBeplueHund) paboTbl runepsusopa U BUPTYasbHbIX
MaLUWH, XOCTOBOW OMepaLMoOHHOW CUCTEMbI, MporpaMM W MNpoOLEecCoB B BUPTYyasbHbIX
MalLMHax, pesynbTaT 3anycka (3aBeplueHusi) paboTbl Yka3daHHbIX KOMMNOHEHTOB BUPTYyaribHON
WHPPaCcTPyKTypbl  (ycnewHass wnn  HeycnewHasd), uaeHTudukaTop nonb3oBaTens,
npeabsBfeHHbIM MPU NOMbITKe 3anycka (3aBeplueHnd) paboTbl yKa3aHHbIX KOMMOHEHTOB
BUPTYarbHON MHAPACTPYKTYPbI.

Mpn pernctpaummn Bxoda (Bbixogda) CyObeKTOB AOCTyna B KOMMOHEHTbI BUPTYyasribHOW
NMHPPaCTPYKTYypbl COCTaB U coaepXaHne nHdopMaumm, noanexailen perucTpaunm, OOSmMKHbI
BKNtOYaTh faTy M BpeMsa [OCTyrna cybbekToB AoCTyna K rMnepBu3opy W BUPTyarbHOM
MalUMHe, K XOCTOBOW OMNepaumoHHOM cucteme, pesynbTaT MOoMbITKM J0oCTyrna CyObLekToB
AOoCTyna K yKa3aHHbIM KOMMOHEHTaM BUPTyanbHOW WHQPACTPYKTYypbl (ycnewHas unm
HeycnewHasl), naeHTuukaTop nonb3oBaTend, npeabsABMeHHbIN MNPy MNOMbITKE AOCTyna
cybBbEeKTOB JOCTYNa K Yka3daHHbIM KOMMNOHEHTaM BUPTyanbHOM MHPPACTPYKTYpbI.

Mpn wn3MeHeHMM B CcOCTaBe W KOH(purypaumm KOMMOHEHTOB BUPTyaslbHOW
WHPACTPYKTYpbl BO BpeMsda 3anycka, (PYHKUMOHMPOBaHMS M B Nepuos €€ annapaTHoro
OTKNIOYEHUSI COCTaB M coAepxaHue WHdopMauum, nognexawien perucTpavnm, LOSMKHbI
BKNtOYaTh [aTy M BpeMsS U3MEHEHUST B COCTaBe W KOHUrypaumm BUPTyasibHbIX MaLUWH,
BUPTyanbHOro  annapatHoro  obecrnedyeHusi,  BUPTYyanu3MpoOBaHHOIO  NPOrpPaMMHOro
obecnevyeHuns, BUpTyanbHOro anmnapaTHoro obecnevyeHus B rmnepeu3ope U B BUPTyarnbHbIX
MallMHaX, B XOCTOBOW OMNEpPauUoOHHOW CUCTEME, BUPTyaribHOM CEeTEBOM OOOpyAOBaHUMU,
pesynbTaT MOMbITKM WU3MEHEHUST B COCTaBe W KOHMUrypaumm ykasaHHbIX KOMMOHEHTOB
BUPTYyanbHOW  MHAPACTPYKTypbl  (ycnewHas wnu  HeycnewHasl), wnaeHTudukatop
nosib3oBaTens, NpeabsBEHHbIM NPU MOMbITKE W3MEHEHWA B CcOCTaBe W KOHurypauum
YKa3aHHbIX KOMNOHEHTOB BUPTyaribHOW MHOPaACTPYKTYpbI.

Mpn un3MEHeHUW npaBun pasrpaHMyYeHns A0CTyna K KOMMOHEHTaM BUPTyaribHOM
MHPaCTPYKTYpbl COCTaB U codepXaHne MHopmMauuu, noanexaiien permctpaunm, SJOmKHbI
BKMNtOYaTh AaTy U BpeMS U3MEHEHWUSA MpaBun pasrpaHUYeHns OocTyna K BUPTyanbHOMY U
duamyeckomy annapatHomy obecnedyeHuto, K dannam-obpaszam BMPTyanmM3aMpoBaHHOIO
nporpaMmmHoro obecneyeHnss N BUPTYyasnbHbIX MalUWH, K ¢annam-obpasam, UCMNonb3yemMbiM
ana obecneyeHnsa paboTbl BUPTyasbHbIX annioBbiX CUCTEM, K BUPTyarlbHOMY CETEBOMY
obopyaoBaHuIo, K 3alumaeMon MHdopMaunmn, XxpaHnMon n obpabateiBaemMon B runepeusope
N BUPTyamnbHbIX MallMHaX, B XOCTOBOW OMepauuoHHOM cucTeme, pesynbTaTt MomMbITKU
N3MEHEHNA NpaBuUSl pasrpaHNyYyeHnss OocTyna K yKa3aHHbIM KOMMOHEHTaM BUpTyanbHOM
WHPPaCcTpyKTypbl  (ycnewHass WNu  HeycnewHas), wuaeHTudukaTtop nonb3oBaTens,
npegbsBfEHHbIM NPU NOMNbITKE U3MEHEHUS NpPaBun pasrpaHUYeHna OocTyrna K yKasaHHbIM
KOMMOHEHTaM BUPTyarbHOW MHPPACTPYKTYpPbI.



Tpeb6oBaHus Kk ycunenuro 3CB.3:

1) B MHPOPMALMOHHON cUCTEME [OrmKeH obecneymBaTbCsa LeHTpann3oBaHHbIN cbop,
XpaHeHMe U1 aHanuM3 WHgopMaLMM O 3aperncTpupoBaHHbIX CcobbITMAX ©Ge3onacHoOCTH
BUPTYyaribHON MHAPACTPYKTYPbI;

2) B MHOPMAaLMOHHON CUCTEME MNpWU perncTpauumn 3anycka (3aBeplueHus) paboThbl
KOMMOHEHTOB BUPTyanbHOW MHMPACTPYKTypbl COCTaB W coAepXaHue WHgopmaumu,
noanexawen permctpaumu, AOOSDKHbl BKAOYaTb [aTy M Bpemsa 3anycka (3aBeplieHns)
nporpamMm 1 NpPoLeccoB B rMNepBM3ope U XOCTOBOW ONepaunoHHON CUCTEME;

3) B MHOPMAaLMOHHON cUCTEME [OoImkHa obecneuymBaTbCs permctpaumsi cobbiTui
6e30nacHOCTU, CBA3aHHbIX C NepeMeLleHneM U pasmMeLleHneM BUPTyanbHbIX MaLUVH.

CopepxaHue 6aszoBon mepbl 3CB.3:

Mepa 3awuTbl MHOPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3CB.3 + + +

Ycunenune 3CB.3

3CB.4 YnpaBneHue (hunbTpaums, MapLpyTn3saums, KOHTPOSlb COeANHEHUS,
ofHOHanpaBJfieHHas nepeagaya) noTokaMmu MHpopMaLmMn Mexay KOMMNOHEHTaMu
BMpPTYyanbHOW MHPPACTPYKTYPbI, a TaKXKe NO NepumeTpy BUpPTyaribHOW

MH(PaACTPYKTYpPbI

Tpe6boBaHusa Kk peanusauumm 3CB.4: B wuHpOpMAUMOHHOMW CUCTEME [OOSMKHO
OCYLLEeCTBNATbCA ynpasfieHMe NoTokaMn MHpopMaunn mMexay KOMMOHEeHTamMu BUPTyarbHOM
MHGPACTPYKTYPbI U NO NEPUMETPY BUPTYyanbHOW MHMpaCTPyKTypbl B cooTBeTCcTBUM € YT1[.3,
3NC.3.

Mpu peanusauum mep No ynpasneHnio NoTokamu MHopmaumnm mexagy KOMNOHEHTaMm
BUPTYanbHOM MHPPACTPYKTYPbI OMKHbI 06ecnevmBaThCs:

dunbTpaumna ceTeBoro Tpadmka Mexay KOMMOHEHTaMu BUPTYyaribHOM
MHPACTPYKTYpPbl, B TOM YUCHE MEXAY BHELLHMMU MO OTHOLLEHUIO K CepBeEpPY BUpTyanusauum
CETSAMU U BHYTPEHHUMM MO OTHOLLEHUIO K CEpBEpPY BUpPTyanusauum ceTsiMn, B TOM YuCrie npu
opraHusaummn ceTeBoro obmeHa c ceTsiMmn cBs3n obLLero NoNbL30BaHNS;

obecneyeHne [0BepPEeHHbIX KaHana, Maplpyta BHYTPU BUPTYyanbHON MHAPACTPYKTYpbI
Mexgy agMUHUCTPaTopoM, Mofb3oBateneM W cpeactBaMy  3awWuTbl  MHGOpPMauuUK
(dbyHKLMAMYK Be3onacHOCTN);

KOHTPOMb nepefayn crnyxebHbiXx WHPOPMALMOHHBIX COOOLIEHWNA, nepefaBaembiX B
BUPTYarbHbIX CETAX rMNepBM3opa, XOCTOBOW OnepaumoHHON CUCTEMBI, MO COCTaBy, OOBLEMY U
WHBbIM XapakTepucTukawm;

OTKITIOYEHME HEMUCMNOSIb3YyEMbIX CETEBbIX MPOTOKOSIOB KOMMOHEHTaMXU BUPTYanbHOW
MHPACTPYKTYPbl  TMNepBM3opa, XOCTOBOW  OMepauyMOHHOM  CUCTEMbI, BUPTYyaribHOM
BbIYMCNUTENBHON CEeTH;

obecneyeHne NOANNHHOCTN CETEBbLIX COEANHEHUI (CeaHCOB B3aUMOAEWNCTBUS) BHYTPU
BUPTYanbHOM MHPPACTPYKTYpPbI, B TOM Yncne Ans 3awmuTbl OT NOAMEHbI CETEBLIX YCTPOMUCTB U
CEpPBUCOB;

obecnevyeHne m30MALMM MNOTOKOB [AaHHbIX, nNepefaBaeMblx W obpabaTbiBaeMbIX
KOMMOHEHTaMN BUPTYyanbHOM MHAPACTPYKTYpbl (MMNEepBM30OPOM, XOCTOBOW OMepaLyOHHON
CUCTEMOWN) N CETEBbLIX NOTOKOB BUPTYaribHOM BblYUCINTESTBHON CETY;

CEMaHTMYEeCKUA W CTaTUCTMYECKUM aHanui3 CceTeBOro Tpaduka BUPTyanbHOW
BbIYMCNUTENBHOM CETH.



Tpeb6oBaHus k ycunenuto 3CB.4:

1) B MHGMOPMALMOHHOM CUCTEME, TMOCTPOEHHON C MNPUMEHEHMEM TEXHOMOMMMN
BUpTyanuaauun, OorkHa ObiTb obecneveHa eanHas Touyka MNOOKMIOYEHUS K BUPTYyarbHON
WHpacTpykType (Npy  HEOOXOAMMOCTM  pe3epBUMPOBAHUS  KaHanoB  CBA3W, Touka
NOAKNIOYEHMA O0SMPKHA paccMaTpMBaTbCA Kak KOMMIEKCHOE pelleHue, BKtovatowee B cebs
cpeAcTBa B3aUMOAENCTBUS C OCHOBHbLIM U pe3epPBHbIMU KaHanamu cBA3u);

2) B WH(OpMaUNOHHOW cucteMe AofkHa obecneumBaTbCa unbTpauus ceTeBOro
Tpacdmka oOT (K) Kaxgow roCTeBOW OnepalyMoHHOM CUCTEMbI, B BUPTYanbHbIX CETSX
rmnepsusopa 1 Ansa Kaxagon BUpTyaribHOW MalUvHbI;

3) B uHOpMaLMOHHON cucTeme p[ormkeH obecnedmBaTbCA 3anpeT npsiMoro (c
NCronb30BaHMEM MeXaHM3MOB, BCTPOEHHbIX B CpeacTBa BUpTyanusauuu) B3auMoOencTBus
BUPTYanbHbIX MaliMH Mexay cobown; ana cnyxebHblx OaHHbIX JOrmkeH obecneynBaTbCs
KOHTPOSb NPAMOro B3aMMoAeNnCcTBUSA BUPTYarbHbIX MalnH Mexay cobowu;

4) B MH(POPMALIMOHHON CUCTEME B COOTBETCTBUM C 3akoHodaTernscTBoM Poccumnckon
degepaumm  NpUMEHSOTCA  KpunTorpaduyeckme  MeTodbl  3awuTbl  MHGOpMauum
KOH(bMAEeHUManbHOro xapakrepa, nepegaBaeMon no BUPTyasibHbIM U (PU3NYECKMM KaHanam
CBS3M rMnepBM3opa, XoCTOBOM OMnepaunoHHON CUCTEMBI;

5) B MHGOpPMALMOHHOM CUCTEME MpU peanu3aumm Mep No YNpaBfieHUO MOTOKaMM
WHOpMaUUM  MeXay  KOMMOHEeHTaMW  BUPTyalribHOWM  MHAPAaCTPYKTYpbl  AOSDKHbI
obecneunBaTbCA CEMaAHTUYECKUIN U CTAaTUCTUYECKMIA aHanNn3 ceTeBOro Tpaduka;

6) B WMHOPMAUNOHHOM cUCTEME AOSMKHO obecnedmBaTbCa onpeferieHne nepeyHs
NMPOTOKONOB M MOPTOB (BKMOYas OMHAMWYECKU BblaensieMble MNopThbl), HEOBXoAMMbIX ONS
paboTbl NPUMOXEHUN U CEPBUCOB B paMKax BUPTYyanbHOM NH(PPACTPYKTYpPbI;

7) B WHOPMALNOHHOM CUCTEME AOSMKHO obecnedmBaTbCA OnNpederieHne MnepeydHs
NPOTOKOSIOB M MNOPTOB (BKMNOYAA AOMHAMUYECKUM BblaernsieMble nopTbl), HeobXxoanmbiX Ons
paboTbl NPUNOXEHUN W CEPBMCOB MeEXAYy BUPTYanbHOW WHMPACTPYKTYpOM U CETSAMM,
ABMSOLWMMUCS BHELLHMMW MO OTHOLUEHUIO K BUPTYanbHOM NH(PaCTPYKType.

CopepxaHue 6aszoBon mepbl 3CB.4:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3CB.4 + +

Ycunexne 3CB.4 1,2

3CB.5 [loBepeHHas 3arpy3ka cepBepoB BUpTyanusauum, BAPTyanbHOW MalUUHbI
(koHTenHepa), cepBepoOB yrpaBneHusa BUpTyanusaumen

TpeboBaHua k peanusaumm 3CB.5: B wuH(popmaunmoHHOW cucteme AOSMKHA
obecnevnBaTbCA [OBepeHHasi 3arpys3ka CcepBepoOB BupTyanu3aunm, BUPTYasnbHbIX MalUuH
(koHTENHEPOB) N CepBEPOB yNpaBneHnsa BupTyanusauyuen B coorsetctemm ¢ YI14.17.

[doBepeHHas  3arpy3ka  gomkHa  obecneuvBaTb  BnokupoBaHuMe  MOMbITOK
HeCaHKUMOHUPOBAHHOW 3arpy3Kku runepBmM3opa, XOCTOBOM N rOCTEBbIX OMNepaunoHHbIX CUCTEM.

[oBepeHHasa 3arpyska runepsu3opoB obecneymBaeTcs C UCMNOMb30OBaHUWEM CpPecTB
AOBEPEHHOM 3arpy3kn (PyHKUMOHMPYIOLWKNX Ha cepBepax BUpTyanusauuu.

[loBepeHHasn 3arpyska BUpPTyanbHbIX MalWH (KOHTEMHepoOB) obecnevmBaeTcs C
NCronb30BaHMEM  MHOTOKOMIMOHEHTHbIX CPeACTB  [JOBEPEHHOW  3arpysku, oThenbHble
KOMMOHEHTbI KOTOPbIX (PYHKLNOHUPYIOT B rMNepBmn3opax.

Tpe6oBaHus Kk ycunenuro 3CB.5:

1) pormkHa obecneuymBaTbCa OOBEPEHHas 3arpy3ka aBTOMaTU3MPOBAHHbLIX paboumx
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MEeCT aAMUHUCTPATOPOB yNpaBfeHns cpeacTBamMmn BUpTyanusauuu.
CopepxaHue 6azoBoun mepbl 3CB.5:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTy nHpopMaLMOHHOM CUCTEMBI
4 3 2 1
3CB.5
Ycunenne 3CB.5

3CB.6 YnpaBrneHue nepemelieHneM BUPTyanbHbIX MallUH (KOHTEUHEPOB) U
o6pabaTbiBaeMbIX Ha HUX JaHHbIX

TpeboBaHua k peanusaumm 3CB.6: OnepaTtopom fomkHO obecneymBaTbCA
ynpaBneHne nepemMeLlieHneM BUPTyarbHbIX MalWH (KOHTEMHepoB) M obpabaTbiBaeMbiXx Ha
HUX OAHHbIX.

Mpn ynpaBneHun nepemMelieHneM BUPTyaribHbIX MaWWH  (KOHTEMHEPOB) M
o6pabaTbiBaeMbIX Ha HUX AaHHbIX JOSMKHbI 06ecneynBaThbCs:

pernaMmeHTMpoBaHue rnopsgka nepemelleHnss (onpegeneHne OTBETCTBEHHbIX 3a
opraHusauuio  npouecca, OOBLEKTOB  MNEpeMELLEHNs, PEeCypcoB  MHAPACTPYKTYpbl,
3a[e/CTBOBaHHbIX B NepeMeLLEeHMI, a Takke CNocob0B NepemeLLeHns);

yrnpaBrneHne pasmeLLeHMEM 1N NepemMeLLeHeM annoB-o6pa3oB BUPTYarbHbIX MaLUWH
(KOHTEMNHEPOB) MeXay HOCUTENAMM (CUCTEMAMM XPaHEHUS OaHHbIX);

yrnpaBneHne pasMelieHMeM U nepeMeLLeHMeM WCMONHAEMbIX BUPTyasibHbIX MaLluWH
(kOHTENHEPOB) MeXay cepBepamu BUpPTyanuaaumm;

yrnpaBneHne pasmelleHnemMm un nepemMelieHnemM [faHHblX, obpabaTbiBaeMbix C
NCNosib30BaHMEM BUPTYarbHbIX MAaLlUWH, MEXAY HOCUTENAMU (CUCTEMaMU XPaHEHUST AaHHbIX).

YnpaBneHne nepemelleHneMm BUpPTyanbHbIX MaWWH  (KOHTEMHEPOB)  OOMKHO
npegycmaTpuBath:

MOSHbIV 3anpeT NepemeLLeHNss BUPTYyanbHbIX MalnH (KOHTEMHEPOB);

OorpaHuYeHne nepemMeLleHna BUpTyalnbHbIX MaluH (KOHTEMHepoB) B npegenax
MHPOPMALNOHHOM CUCTEMBI (CErMeHTa MH(POPMaLIMOHHON CUCTEMBI);

OorpaHu4eHne nepemeLLeHnst BUpTyasrbHbIX MalMH (KOHTEMHEPOB) MeXAY CEerMmeHTamm
MHOPMALNOHHOM CUCTEMBI.

Tpe6oBaHus kK ycunenuro 3CB.6:

1) onepatopom [JOMMKHO obecnevymBaTbCA MNepemMeLlleHne BUpPTyasibHbIX MaluuH
(koHTenHepoB) U obpabaTbiBaeMbIX HA HUX AAHHbIX B Npegenax MHPoOpMauuoHHOM CUCTEMBI
TONbKO Ha KOHTpoOnupyemble UM (MNU YNOSIHOMOYEHHBIM FMLIOM) TEeXHUYEeCcKne cpeacTtsa
(cepBepa BupTyanusawmm, HOCUTENN, CUCTEMbI XPaHEHUS OAHHbIX);

2) onepatopoM [JOSbKHa oOcywecTBnATbCa o06paboTka OTKa3oB MNepeMeLLeHus
BUPTYyanbHbIX MalnH (KOHTEHEPOB) M 0OpabaTbiBaeMbIX HA HUX OAHHbIX;

3) B  MHPOPMALMOHHOW  CUCTEME  [OOSDKHbI  UCNOMb30BaTbCA  MEXaHWU3Mbl
LEeHTPann3oBaHHOIro ynpaBfeHusi NepemMeLLleHMeM BUPTyarbHbIX MallMH (KOHTENHEPOB) U
obpabaTbiBaeMbIX Ha HUX OaHHbIX;

4) B unHPOPMAUMOHHOM cuCTeMe [omkHa ObiTb obecnedeHa HenpepbiBHOCTb
pernctpauumn cobbiTin 6e30nacHOCTM B BUPTYyasibHbIX MallMHaX (KOHTEMHepax) B npouecce
nepemeLLeHns;

5) B MH(POpMaAUMOHHON CUCTEME O0SHPKHA OCYLLECTBATLCA OYMCTKA OCBOOOXOAEMbIX
obnactenn namaT Ha cepBepax BUPTyanu3auuun, HOCUTENSAX, CUCTEMAaxX XpPaHEeHUs AaHHbIX
npy NnepemMeLLeHm BUpTyarbHbIX MaLNH (KOHTENHEPOB) N obpabaTbiBaeMbIX HA HUX AaHHbIX.

CopepxaHue 6aszoBon mepbl 3CB.6:



Mepa 3awuTbl MHOpMaLmn Knacc saumieHHoCTV MHpOopMaLMOHHON CUCTEMBI
4 3 2 1
3CB.6 + +

Ycunenune 3CB.6 1 1,2

3CB.7 KoHTposb LenoCcTHOCTU BUPTYanbHOU MHPPACTPYKTYPbI U ee KoHdUrypauum

Tpe6oBaHusa k peanusauum 3CB.7: B wuHdOpMaAUMOHHOMW CUCTEME OOSMKEH
obecneunBaTbCsi KOHTPOSb LIENIOCTHOCTM KOMMOHEHTOB BUPTyanbHOW WH(PaCcTpyKTypbl B
cooTtBeTcTBUM ¢ OLIJT.1.

Mpn peanusaumm Mep MO KOHTPOSO LENOCTHOCTU KOMMOHEHTOB BUPTyasibHOWN
NMHPPaCTPYKTYpbl AOSMKHBLI 0becnevYnBaThbCs:

KOHTPOSIb LIENTOCTHOCTU KOMMOHEHTOB, KPUTUYECKM BaXKHbIX OS5 (PYHKUMOHMPOBAHUSA
XOCTOBOW OMepaumoOHHON CUCTEMBbI, TMNepBU3opa, rocTEBLIX OMepaLnoHHbIX CUCTEM U (MNn)
obecneyvyeHna 6esonacHoCcTn obpabaTbiBaeMon B HUX MHpopMauun (3arpys3vmka, CUCTEMHbIX
dannos, 6GubNMoOTEK ONEpaLNOHHON CUCTEMbI N UHBIX KOMMOHEHTOB);

KOHTPOJSIb LLeNOCTHOCTN CoCTaBa 1 KOHurypaumm supTyansHoro obopyaoBaHus;

KOHTPONb LLeNOCTHOCTHN dannos, coaepxamx napameTpbl HaCTPOWKM
BUPTYanmn3npoBaHHOIo NPorpaMmMHoOro obecneyeHuns n BUpTyasnbHbIX MaLUVH;

KOHTPOSb LIEeNOCTHOCTM  (bannoB-ob6pa3oB BUPTYann3npoBaHHOIO MNPOrpamMmMHOro
obecnevyeHna 1 BUPTyarnbHbIX MaWWH, dannoB-obpasoB, NCNOMb3yeMbiX ANns obecnevyeHns
paboTbl BUPTYyarnbHbIX hannoBbiX cMCTEM (KOHTPOSb (hannoB-o6pa3oB AOMKEH NPOBOANTLCS
BO BpeMms, Korga annbl-obpasbl He 3a4eCTBOBaHbI).

B wuHdopmaunoHHOM cucteme [ormkeH obecnevmBaTbCA KOHTPOSMb LENTOCTHOCTM
pe3epBHbIX KONUA BUPTYarbHbIX MalWH (KOHTENHEPOB).

Tpe6oBaHus kK ycunenuro 3CB.7:

1) B MHGOpMaAUMOHHOM cuUCTeMe AOfmKkeH obecneymBaTbCsl KOHTPOSb LIENOCTHOCTU
6a30BOM CUCTEMbl BBOAA-BbIBOAA BbIYUCIIUTENbHBIX CEPBEPOB W KOHCOMEW YynpaBrneHus
BUPTYarnbHOM NHPPACTPYKTYpPHI;

2) B MH(OPMALMOHHON cucTemMe [OOMmkeH obecneumBaTbCs KOHTPOSb LEMNOCTHOCTU
MUKpPOMpPOrpaMM U CnyXebHbIX [OaHHbIX 3fIEMEHTOB annapaTtHOM 4YacTu BUPTyasibHOW
NHAPACTPYKTYpPbI (B TOM YMCE 3arpy304HbIX 3anN1cen MallMHHbBIX HOCUTenen nHopmaumm);

3) B WVH(OpMaUMOHHON cucTemMe p[ofmkeH obecneynBaTbCs KOHTPOSlb COCTaBa
annapaTHOM YaCT! KOMMNOHEHTOB BUPTYanbHOW UHAPACTPYKTYPbI;

4) B WHOPMALMNOHHOM CUCTEME [LOSKeH obecneymBaTbCs KOHTPOSMb LENOCTHOCTU
nporpaMmmHoro obecneveHns obrayYHbIX KIMEHTOB.

CopepxaHue 6azoBon mepbl 3CB.7:

Mepa 3awuTtbl Hpopmauunm Knacc 3awmuweHHOCTU MHGHOPMaLNOHHOW CUCTEMDbI
4 3 2 1
3CB.7 + +

Ycunenue 3CB.7 3 1,3

3CB.8 Pe3epBHOe KonnpoBaHue AaHHbIX, pe3epBUPOBaHME TEXHUYECKUX CPeacTB,
nporpamMmMHoOro o6ecnevyeHuss BUpTyanbHOW MHPPACTPYKTYpPbI, @ TaKXkKe KaHarnoB CBA3U

BHYTPU BUPTYyaribHOW MH(PACTPYKTYpbI




TpeboBaHua k peanusaumm 3CB.8: B uvHGpOpPMaUMOHHOM cCUCTEME [OSKHbI
obecneunBaTbCs pe3epBHOE KONMMPOBaHWE AaHHbIX, pe3epBMpOBaHNE TEXHUYECKUX CPEACTB,
nporpamMmmMHoro obecneyeHns BUPTYyanbHOW WHAPACTPYKTYPbl WM KaHanoB CBS3M BHYTPU
BUPTYarnbHOW MHpACTpPyKTypbl B cooTBeTcTBMM ¢ OT.2, OAT.4, OAT.5.

[Mpn peanusaumm Mep Mo pe3epBHOMY KOMUPOBAHWUIO [OaHHbLIX, Pe3epBUPOBAHUIO
TEXHUYECKUX CPeACTB, NPOorpaMMHOro obecneyeHnsa BUpTyanbHON MHPPaACTPYKTYpbl AOSMKHbI
obecneuymBaTbCs:

onpegerneHne MecT XpaHeHUs1 pe3epBHbIX KONUI BUPTYyanbHbIX MaliMH (KOHTEMHEPOB)
N OaHHbIX, obpabaTbiBaeMbIX B BUPTYyanbHOW MHPPaCTPYKTypeE;

pe3epBHOE KONMpoBaHUe BUPTYyasbHbIX MalVH (KOHTEMHEPOB);

pe3epBHOE KOMMpoBaHUe AaHHbIX, 0bpabaTbiBaeMbiX B BUPTyanbHON NHPACTPYKTYpPE;

pes3epBupoOBaHne NporpaMMHoro obecnevyeHns BUpTyanbHOM MHAPPaCTPYKTYpPbI;

pe3epBUpOBaHUE KaHarnoB CBSA3W, UCMOMb3yeMbIX B BUPTYanbHON UHAPACTPYKTYPE;

nepuognyveckas npoBepka pe3epBHbIX KOMUA UM BO3MOXHOCTM BOCCTAHOBIIEHUS
BUPTYyanbHbIX MalwuH (KOHTEMHEpPOB) W [AaHHbIX, obpabaTtbiBaemMblX B BUPTyarbHOW
MHGPACTPYKTYpE C UCMONb30BaHNEM Pe3EPBHbIX KOMUMN.

Tpe6oBaHus kK ycunenuro 3CB.8:

1) B WMHPOPMALMOHHOM CUCTEME [OSMKHO BbIMOMHATLCA pPEe3epBHOE KOMMPOBAHUE
KOH(pUrypaumm BupTyanbHOM MHPPACTPYKTYpbI;

2) B WH(OPMALMOHHON CUCTEME [OSMKHO BbINOMHATLCSA Pe3epBHOE KOMMpoBaHME

nporpamMmmHOro obecneyeHus cepBepoB ynpasneHus BMpPTYyanusauuen,
aBTOMaTM3NpOBaHHOrO paboyero MecTa agMuMHUCTpaTopa YynpaBfeHus cpeacTBamu
BMPTyanusauuu;

3) B WHPOPMALMOHHOM CUCTEME [OOSMPKHO  BbIMOMHATLCA  pe3epBUpOBaHME
ANCTpMBYTMBOB CPeacTB MOCTPOEHUST BUPTYanbHON MHAPaCTPYKTYpbl (B TOM YUCHe CpeacTs
ynpaBneHus BUpTyanbHOW NMHAPPACTPYKTYpPOn);

4) B WHGOPMAUMOHHOM cuUcTeMe [OIMKHO obecneunBaTbCa pes3epBUpoBaHUE
TEXHUYECKUX CpeactB  AnNd  CepBepoB  BupTyanusauum, CeEpBepoB  ynpaBreHus
BUpTyanusauuen, aBTOMaTU3NPOBAHHOIO pabovero Mecta agMUHUCTpaTopa ynpasBfieHus
cpeAacTBaMun BUpTyanusauum;

5) B WHOPMaAUMOHHOW cUCTEMe [OMMKHO obecnevmBaTbCsl pesepBupoBaHME
TEXHUYECKUX CPEACTB CUCTEM XpaHEHUS OaHHbIX M WX KOMMOHEHT, WUCNOSib3yeMblX B
BUPTYyanbHOM MH(PPACTPYKTYpE;

6) B WHPOPMAUMOHHOM CUCTEME [OMMKHO obecneumBaTbCa pe3epBUpoOBaHNE
TEXHUYECKUX CPEACTB aKTUBHOMO (KOMMYTALMOHHOIO) M NacCUMBHOrO obopyaoBaHUS KaHarnos
CBSA3K, NCNOSIb3yeMbIX B BUPTyasribHOW MHPPACTPYKTYpE;

7) B MHOPMALMOHHOM cuUcTeMe AO0SMKHO obecneymBaTbCsl MPUMEHEHME TEXHOMOMNM
pacnpefeneHHoro XpaHeHus WHdopmauum M BOCCTaHOBEHMS MHGOopMaumn nocne cboes
Ans obecnevyeHns 0TKasoyCTOMYNBOCTU BUPTYanbHOW MHAPPACTPYKTYPbI.

CopepxaHue 6aszoBon mepbl 3CB.8:

Mepa 3awuTbl MHOpPMaLmn Knacc 3aumieHHoCTV MHhopMaLMOHHOW CUCTEMBI

4 3 2 1

3CB.8 + +
Ycunenue 3CB.8 1,23

3CB.9 Peanusauusa v ynpasrneHue aHTUBUPYCHOM 3aLLMTON B BUPTYanbHOW
UH(pacTpyKType



TpeboBaHua k peanusaumm 3CB.9: B uvHGpOpMauUMOHHOM cCUCTEME [OSKHbI
obecneunBaTtbCa peanu3aumss U ynpasfieHWE aHTUBUPYCHOW 3alUMTON B BUPTyarbHOM
NMHpacTpykType B cooTBeTcTBUM ¢ AB3.1, AB3.2.

Mpu peanusaumm COOTBETCTBYIOLLMX MeP OOIMKHbI obecneynBaTbCs:

npoBepKka HanuMuus BPEeOOHOCHbIX MnporpaMmm (BUPYCOB) B XOCTOBOM OnepauyoHHOM
cucteme, BKMOYAA KOHTPOSb (PansioBOM CUCTEMbI, MaMSATU, 3anyLeHHbIX MPUNOXEHUNn w
npoLeccos;

npoBepka HanuMunsa BPeAOHOCHbIX NPOrpaMm B rOCTEBOM OrnepalyoHHOW cucTeme, B
npouecce ee QYHKUMOHUPOBAHUA, BKITOYAS KOHTPOSb (PannoBOW CUCTEMbI, NaMSTH,
3anyLweHHbIX NPUNOXEeHUN 1 NPOLLECCOB.

Tpe6oBaHus k ycunenuro 3CB.9:

1) B MHPOPMALIMOHHON CUCTEME AO0SMKHO obecnevmBaTbCAa pasrpaHMyeHne goctyna K
yrnpaBneHuo cpeacTBamMmm aHTUBMPYCHOM 3aLUNTHI;

2) B  uvHOpPMALMOHHOM  cucTeMe  JofmkeH  obecneumBaTbCA  KOHTPOISb
PYHKUMOHNPOBAHUSA CPeaCTB aHTUBUPYCHOW 3aLLmThl B BUPTYyanbHOM UHAPACTPYKTYype, B TOM
yucne MapLlipyTmMsaumsi NoTOKOB WMHAQOpMauMn B BUPTyaribHOM WHAPACTPYKType 4yepes
CpencTBO aHTUBMPYCHOM 3alUnThI;

3) B MH(POPMALMOHHON cucTeme OofmkHa obecnedmBaTbCA peanusauusi TEXHONOrmn
0oOHOBMEHNA nporpammMHoOro obecneveHnsa n 6a3 gJaHHbIX NPU3HAKOB KOMMbIOTEPHbLIX BUPYCOB
CPeACTB aHTUBMPYCHOW 3aluThbl, NpegycMmaTpmBatollas ogHOKpaTHy0 nepegady obHOBRNeHWM
Ha cepBep BUPTyanbHOW WHAPACTPYKTYpbl A8 MX Mocneaywwero npuMeEHeHna B
BUPTYanbHbIX MalUMHaX;

4) B WHMOPMAUMOHHOW cucTemMe [JorkHa obecneynBaTbCs MpPOBEpPKa Hanuyus
BPEAOHOCHbIX NporpamMmm (BUPYCOB) B rMNepPBU30PE;

5) B WH(popMauMOHHON cucTeme [JormkHa obecneynBaTbCa MpPOBEpPKa Hanuyus
BPEOOHOCHbIX NporpaMmm B dparnax KoHdurypauumn supTyansHoro obopyaoBaHus;

6) B WH(pOpMaUMOHHON cucTeme [JofmkHa obecneunBaTbCa MNpPOBEpPKa Hanuyus
BPEAOHOCHbIX nporpamm B cbarnax-obpasax BUPTYyanu3nMpoBaHHOIO MPOrpaMMHOro
obecneveHnsa n BUpTyarnbHbIX MaLUUH.

CopepxaHue 6aszoBon mepbl 3CB.9:

Mepa 3awuTbl MHOpPMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOM CUCTEMBI
4 3 2 1

3CB.9 + + +

Ycunenne 3CB.9 1 1

3CB.10 Pa36bueHue BupTyanbsHom MHPPACTPYKTYPbl HA CEerMeHTbl (CermeHTMpoBaHue
BUPTYanbHON UH(PaACTPYKTYpbl) AnA o6paboTku nHdopmaumm otaenbHbIM
nonb3oBaTtenem u (Mnu) rpynnoun nonb3oBaTenen

Tpe6boBaHua k peanusauum 3CB.10: B unHMpoOpMaUMOHHON cuUCTEME [OSMKHO
obecneunBaTbCcsa pasbueHne BUpTyanbHON MHAPPACTPYKTYPbl HA CErMEHTbI (CErMeHTUpoBaHmne
BMPTYanbHOM MHAPACTPYKTYpPbI) ANns 06paboTkn MHopMaumm OTAeNbHbIM NOMb30BaTENEM U
(vnn) rpynnown nonb3oBaTenein B cooteeTcTBumn ¢ 3MC.17.

Tpe6oBaHus k ycunenuto 3CB.10:

1) B  WH(opmauumoHHOW cucTeme [OMKHO  obecneuvMBaTbCA  NOrM4eckoe
CerMeHTUpoBaHne BUPTyanbHOW WHGPACTPYKTypbl, nNpedycMaTpuBarolee BbloerneHne
rpynnbl  BUPTYyanbHbIX MalIWH, XpaHWnuw, WHpopMauun u UHGOPMALNOHHBIX MNOTOKOB,
npeaHa3HayYeHHbIX AN peleHns BbiaeneHHbIX (060cobneHHbIX) 3agay;



2) B MHOPMALMOHHON CUCTEME AO0IMKHO obecneumBaTbCA BblAeNeHne B OTAESbHbIN
CermMeHT (oToenbHbIE CEerMeHThbl) cepBepoB yrnpasrieHus BUpTYyanusaumemn
(aBTOMaTtManmpoBaHHoro pabodero Mecta agMuvHUCTpaTopa YnpaBneHus cpeactsamm
BUpTyanusauun);

3) B WHGMOPMAUMOHHOM  CUCTEMEe  AO/MKHO  obecneumBaTbCa  pU3NYeckoe
CerMeHTMpOBaHWe  BUPTyanbHOW  MHAPACTPYKTYpbl AN peleHus  BblOeNeHHbIX
(oBbocobrneHHbIX) 3agay.

CopepxaHue 6azoBon mepbl 3CB.10:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHoCT MHPOPMaLMOHHON CUCTEMBI
4 3 2 1

3CB.10 + +
Ycunenune 3CB.10 2

3.12. 3awmTa TexHnyeckux cpeacts (3TC)

3TC.1 3awuTta nHcpopmaumm, opadbatsiBaeMon TeXHUHECKUMU CpeacTBaMu, OT ee
YTEYKU NO TEXHUYECKUM KaHanam

Tpeb6oBaHua k peanusauum 3TC.1: OnepaTtopomM OofmkHa obecnevnmBaTbCs 3awmTa
nHpopmauun, obpabaTbiBaeMON TeXHUYECKUMU CpencTBaMW, OT ee YTeYknm 3a cueT
NO6OYHbIX NEKTPOMArHUTHbLIX U3My4YEHUI U HABOOOK.

3awmTa nHopMaLmm OT YTEYKN N0 TEXHNUYECKMM KaHanam JOSKHa OCYLLEeCTBNATLCH B
cootBeTcTBUM CcO CneumanbHbiMM TpeboBaHUAMWU N PEKOMEHAAUMAMN MO TEXHUYECKOM
3awmte  KoHdwmaeHumanbHom  mHdopmaumm  (CTP-K), yTBEpXAEHHbIMM  MpPUKa3oMm
Noctexkomuccum Poccmm oT 30 asrycta 2002 r. N 282, a Takke WHbIMA METOANYECKUMMU
pokymeHtamm OCTOK Poccum no 3awmute uHGOPMaUUKM OrpaHUYEHHOro JocTyna, He
coaepkallen CBeAeHUN, COCTaBMNAOLNX rOCyJapCTBEHHYIO TalHY, OT YTEYKMN MO TEXHUYECKUM
KaHanam.

Tpe6oBaHus Kk ycunenuro 3TC.1:

He ycTaHOBNEHDI.

CopepxaHue 6aszoBon mepbl 3TC.1:

Mepa 3awuTbl MHOpPMaLUMn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI
4 3 2 1
3TC.1
Ycunenue 3TC.1

3TC.2 OpraHM3auma KOHTPOSIMPYEMOM 30HbI, B Npeaeriax KoTopom NOCTOSAHHO
pa3mMeLLaloTCA CTauuoHapHble TeEXHUYEeCKMe cpeacTBa, obpabarbiBalowme
MHcopmauuio, U cpeacTBa 3awmTbl MHPOPMaLUK, a TaKKe cpeacTBa obecneyeHus
¢pyHKLUMOHNpPOBaAHUA

Tpe6oBaHusa k peanusaumm 3TC.2: OnepaTopoM pfommkHa obecnevmBaTbCs
KOHTpOnMpyemasi 30Ha, B npefenax KOTOPOW MOCTOSIHHO pasMeLLalTCca CTaumoHapHble
TexHn4yeckue cpeacrsa, obpabarbiBatoLume nHdpopMaumo, 1 cpeacTea 3almTbl MHGPOPMaLMK,
a Takke cpefncta obecnedyeHns PyHKLMOHNPOBAHNS.
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KoHTponunpyemaa 30Ha BKMOYaeT MPOCTPAHCTBO (Tepputopuio, 34aHue, 4acTb
34aHnNS), B KOTOPOM UCKIKOYEHO HEKOHTpONMpyeMoe npebbiBaHMe paboTHMKOB (COTPYAHMKOB)
onepatopa W Nnuu, HEe MMEKLWMX MNOCTOSAHHOrO Aonycka Ha O06bekTbl MHEOPMAaLMOHHOM
CUCTEMBI (HE ABNALWNXCA paboOTHUKaMKU onepaTopa), a Takke TPaHCMOPTHbIX, TEXHUYECKUX U
WHbIX MaTepuarnbHbIX CPeacCTB.

[paHMuaMn  KOHTPOSIMPYEMOM 30HbI  MOryT SBMAATLCA MNEPUMETP  OXpaHAEeMOW
TeppuUTOpUN, orpaxgarome KOHCTPYKLUMM OXPaHSEMOro 34aHWA WM OXpaHSEeMOW 4YacTu
3[0aH1s, ecnu OHO pasMeELLEHO Ha HeoxpaHSemMon TeppuTopuun. [paHuLbl KOHTPONUPYEMOW
30Hbl YCTaHaBNUBAKOTCA B OpraHM3auuoHHO-pacnopaauTenbHbIX LOKYMEHTax no 3awuTe
MHdopMaLuu.

[na ogHon MHPOPMALMOHHON CUCTEMbI (€€ CErMEHTOB) MOXET OblTb OpraHM3oBaHO
HECKOJIbKO KOHTPONMPYEMbIX 30H.

TpeboBaHus k ycunenuro 3TC.2:

He ycTaHOBNEHDI.

CopepxaHue 6aszoBon mepbl 3TC.2:

Mepa 3awuTbl MHOpPMaLMn Knacc 3awmieHHOCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
3TC.2 + + + +

Ycunenune 3TC.2

3TC.3 KoHTponb u ynpaBneHune ouan4eckum AOCTYNOM K TEXHUYECKUM CpeacTBam,
cpeacTBam 3awWmThbl MHopMaLumu, cpeacTBamM obecnevyeHus PyHKLMOHMPOBaHUS, a
TaKXXe B MOMeLEeHUS U COOPYKEHUS, B KOTOPbIX OHU YCTaHOBMNEHbI, UCKITHOYaloLue
HeCaHKLUMOHUPOBaHHbIN (hM3MYEeCKUN AOCTYN K cpeacTBamM o6paboTku nHdopmauum,
cpeacTBam 3awWwmTbl MHcpopMaLmm U cpeacTBam obecneyvyeHusi hyHKLIMOHMPOBaHUSA
MH(OPMaLMOHHON CUCTEMbI U MOMELLEHNUSA U COOPYXKEHUS!, B KOTOPbIX OHU
yCTaHOBJEHbI

TpeboBaHusa k peanusauumn 3TC.3: OnepaTopom A0MKHbI 06ecneymBaTbCs KOHTPOIb
N ynpasrneHne (uU3MYeckumMm JOCTYNOM K TeXHUYECKMM cpenctBam, CpencTBaM 3aluuThbl
WHopMauuKn, cpeacteam obecnevyeHns YHKLMOHMPOBAHUA, a Takke B MNOMELLEHUs W
COOPYXEHWUHA, B KOTOPbIX OHW YCTAHOBMEHbI, WCKMYaloWwme HeCaHKLUMOHMPOBAHHbIN
duamyeckmn [OCTyn K cpeactBam  06paboTkm  MHpopmMaumn, cpenctBam  3allnTbl
MHopMauumn n cpeacteam obecrneyeHmss PYHKLMOHNPOBAHUA NHPOPMALIMOHHON CUCTEMbBI U
NMOMELLIEHNS U COOPY>KEHUSA, B KOTOPbIX OHW YCTAHOBIEHbI.

KoHTponb 1 ynpasneHue omsndecknm 4oCTyNnOM OOSMKHbI NpegycMmaTpuBaTh:

onpegeneHve nuy, AOOMNYLWEHHbIX K TEeXHUWYEeCKUM cpeactBaMm, cpeactsaMm 3aliuTbl
WHopMauuKn, cpeacteam obecnevyeHns YHKLMOHMPOBAHUA, a Takke B MNOMELLEHUS W
COOPYXEHNS, B KOTOPbIX OHWN YCTAaHOBIEHbI;

CaHKUMOHUPOBaHME (U3MYECKOro JOoCTyna K TeXHUYEeCKUM cpencrtBam, cpencream
3aWwnTbl HOpMauuK, cpeacteam obecneveHms OYHKLMOHMPOBAHNSA, a TaKkkKe B NOMELLEHUN
N COOPYXXEHWUS, B KOTOPbIX OHN YCTAHOBIEHbI;

yyeT (Pu3MYecKoro pJoctyna K TexHUMYecKkuM cpeacTsam, cpeacrtsBam  3aluThbl
MHopMauuKn, cpeacteam obecnevyeHns YHKLMOHMPOBAHUA, a Takke B MNOMELLEHUS W
COOPYXXEHWS, B KOTOPbIX OHN YCTAHOBIEHbI.

MpaBnna w npoueaypbl KOHTPOAS W ynpaBneHusi U3NYEeCKUM  OOCTYMNOM
perrnamMeHTUpyTCa B OpraHM3auMOHHO-pacnopaauTenbHbiX [OOKyMeHTax orepartopa no
3almTe nHpopmaumu.



Tpe6oBaHus k ycunenuro 3TC.3:

1) onepaTopoM LOMKHbI NPUMEHATLCA aBTOMAaTU3UPOBAHHbLIE CUCTEMblI KOHTPONSA U
ynpaenenusa goctynom (CKY[]), obecneuvmBatoime KOHTPOb U ydeT hm3myeckoro gocTtyna K
TEXHUYECKUM CcpeacTBaMm, cpeactsam 3alimTtbl MHopmauuu, cpenctsaMm obecrneyeHns
PYHKUMOHNPOBAHUSA, a Takke B NOMELLEHUA U COOPYXXEHUS, B KOTOPbIX OHU YCTaHOBMEHbI C
yyetom [OCT P 51241-2008;

2) onepaTtopom OOJTKHbI NPUMEHSATLCS cpeacrtea BMAaeoHabnogeHus,
obecneunBaroLLe permctpaumio OOCTyna K TEXHUYECKMM cpencTBaM, CpeacTBam 3aluuThbl
nHpopmauun, cpeactesam obecneveHmss QYHKUMOHUMPOBAHUS, a Takke B MOMELLEHUA U
COOpPYXEHUS, B KOTOPbIX OHU YCTAHOBIEHbI;

3) onepaTtopoMm ob6ecneynmBaeTCa WHTErpauusi CUCTEMbl KOHTPONSA W ynpaBreHus
poctynom (CKY[]) co cpeactBamu unaeHtudumkaumm n ayteHTudukaumm nonb3oBaTenien B
MHOpMaUNoHHOM cucteme B cooTBeTcTBuM ¢ VAD.1, NAD.6 n cpegcreamu ynpasreHUs
poctynom B cootsetcteum ¢ YI14.2, YI1.10.

CopepxaHue 6azoBon mepbl 3TC.3:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI
4 3 2 1
3TC.3 + + + +

Ycunenune 3TC.3

3TC.4 PasmellueHue yCTPOMUCTB BbiBoAa (0ToOpaxeHusl) MHpopmMaLmmn, UCKnroYarwlLlee
€e HeCaHKLUMOHUPOBaHHbLIN MPOCMOTP

Tpe6oBaHua k peanusaumm 3TC.4: OnepatopoM [OOIMKHO OCYLLECTBIATLCS
pasMelleHne YCTPOMUCTB BbiBoga (OToBpaxeHus) WHGopMauun, UCKYawwee ee
HEeCaHKLNOHNPOBAHHbIN NPOCMOTP.

B kauyectBe ycTpoWCTB BbiBOAa (OTOOpakeHusl) vHpopmaumm B WHGPOPMALNOHHOM
cucTeme crnefyeTt paccMaTpmBaTb 3KpaHbl MOHUTOPOB aBTOMATU3MPOBaHHbLIX paboynx mect
nonb3oBaTenien, MOHUTOPbl KOHCOMNEn ynpaBneHWs TEeXHUYEeCKMX Ccpeacts (CepBepos,
TENEeKOMMYHUKALMOHHOrO 000pYyAOBaHMA WM MHbIX TEXHUYECKMX CPEACTB), BMAEOMNAHENM,
BUOEOCTEHbl U Opyrne CpeacTBa BU3yanbHOro oTtobpakeHus 3awumwaemMon nHdopMaumu,
nevarawowne yctpomuctea (NPUHTEPLI, MMOTTEPbI U WMHblE YCTPOMWCTBA), ayaMOYCTPOWCTBA,
MHOroyHKLUMOHanNbHbIEe YCTPOMCTBA.

PasmelleHne ycTponcTB BbiBoga (OTOOpaxeHusi, nevatn) uHdopmauum LOOSMKHO
NCKIIoYaTb BO3MOXHOCTb HECAHKLMOHMPOBAHHOIO NPOCMOTPa BbIBOAMMOW MHGOPMaLMK, Kak
n3-3a NpeaenoB KOHTPONMPYEMOW 30HbI, TaKk U B Mpedenax KOHTPONMPYyeMoWn 30Hbl. He
crnegyeT pasMellatb YCTPOWCTBa BbiBOAa (OTOOpaxeHus, neyatun) nHdopMaumm HanpoTuB
OKOHHbIX MPOEMOB, BXOAHbIX ABEPEN, TEXHONOMMYECKNX OTBEPCTUN, B KOpuaopax, xonnax u
WHbIX MeCTax, AOCTYMHbIX AN HECAHKLMOHMPOBAHHOIO NpocMoTpa.

Tpe6oBaHus Kk ycunenuro 3TC.4:

1) onepatopom obecneymBaeTcs yCTaHOBKA Ha OKHA MOMELLEHUA MHGOPMaLMOHHON
CUCTEMbI CPEACTB, OrpaHMYMBAIOLLMX BO3MOXHOCTb BU3yaribHOrO  O3HAKOMIEHUA C
3awuaemMon MHgopmaumMen Mn3BHE MOMeELLeHUA (Kamn3u, MMAOTHble LWTOPbl U UHbIE
cpeacTBa), ecnv B 3TUX MOMELLEHMSIX pa3MeLLeHbl YCTPOMCTBa BbiBOAa MHOpMaumm Ha
neyaTb U (MNK) ocyLLecTBAsEeTCS OTobpaxeHne nHopMaL MM Ha BUOEOyCTPOMCTBA.

CopepxaHue 6aszoBon mepbl 3TC.4:

\ Mepa 3awuTbl tHPOpMauuUm \ Knacc 3awmieHHoCT MHPOPMaLMOHHOW CUCTEMDI
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3TC.4 + + + +

Ycunenne 3TC.4

3TC.5 3awumTta OT BHELLHUX BO3AENCTBUN (BO3AEUCTBUMN OKpYXatoLen cpeabl,
HecTabuNbHOCTU 3NIEKTPOCHAa6XeHNA, KOHOAULMOHUPOBAHUA U UHbIX BHELLUHUX
cdakTopoB)

Tpe6oBaHusa k peanusaumm 3TC.5: OnepaTtopom JOMKHA OCYLLECTBNATLCA 3awuTa
OT BHELIHMX BO3O4EWCTBMMA  (BO3OEWCTBUN  OKpyXawwen cpedbl, HectabunbHOCTM
3NeKTpocHabXXeHUs, KOHAMLUMOHUPOBAHUSA N NHbIX BHELLUHUX (PaKTopOB).

3awmta OT BHEWHMX BO3Q4EWCTBMM B  COOTBETCTBMM C  TpeboBaHMAMMK
3akoHogaTtenbctBa Poccuinckon Pegepaumm (HaumoHanbHbIX CTaHO4APTOB, TEXHUYECKMX
pernamMeHToB) AOSMKHA NpeaycMmaTpuBaTh:

BbINOJSTHEHNE HOPM 1 NpaBui NoXapHon 6e30nacHoCTY;

BbIMOSTHEHWE HOPM M  nNpaBuil  YCTPOMCTBA W TEXHUYECKOW  3KChnyaTauuu
9NEKTPOYCTaHOBOK, a Takke cobnogeHne napaMeTpoB IMEeKTPONUTaHUS W 3as3eMSieHUus
TEXHUYECKUX CPeacTB;

obecnevyeHne  HeobxoouMMbIX — ONS 3KChyaTauuMm  TEXHUYECKMX  CPeacTB
TemnepaTypHO-BNAXXHOCTHOMO peXxuma 1 yCnoBuii N0 CTEMNEHMU 3anbIfIEHHOCTN BO3ayXa.

Tpe6oBaHus k ycunenuro 3TC.5:

He ycTaHOBNEHDI.

CopepxaHue 6aszoBon mepbl 3TC.5:

Mepa 3awuTbl MHOpMaLmn Knacc sawmieHHOCT MHPOpPMaLMOHHOM CUCTEMBI
4 3 2 1
3TC.5 +

Ycunenne 3TC.5

3.13. 3awmTta nHOpMaLUOHHON CUCTEMDI, €€ CPeACTB U CUCTEM CBA3U U Nepenavun
AaHHbIX (3UC)

3UC.1 PazpeneHue B HOpMaLNOHHON cucTteMe (hbyHKLMIA MO yripaBrieHuo
(aaMuHUCTPUpPOBaHUIO) MHPOPMALMOHHON CUCTEMOWN, YNPaBIIEHUIO
(aAMUHUCTPUPOBaAHUIO) CUCTEMOM 3awWnTbl UHPOopMaumumn, pyHKLMKM No obpabdoTke
MHcpopMaUum N UHbIX PYHKUMN MHPOPMALMOHHON CUCTEMBI

Tpe6boBaHua k peanusauum 3UC.1: B mMHMpOpMaLMOHHON cUCTEME [LOSMKHO ObITb
obecneyeHo pasgeneHue PYHKUNOHANBbHbIX BO3MOXHOCTEN no yrnpaBreHno
(aAMUHUCTPUPOBAHNIO) UH(POPMALMOHHON CUCTEMOW, ynpaBneHuo (agMUHUCTPUPOBAHMIO)
cuctemMon  3awmuTbl  MHopmaumu(pyHKuMn  GesonacHocTM) M (PYHKUMOHANbHbIX
BO3MOXHOCTEN Nnonb3oBartenen no obpadotke nHdopmauuu.

®PyHKUMOHaNbHbIE BO3MOXHOCTM no yrnpaBreHuo (a@AMMHUCTPMPOBaHUIO)
WH(POPMALMOHHON CUCTEMON W YynpaBreHuio (agMUHUCTPUPOBAHUIO) CUCTEMOWN 3aluUThbl
WHpopMauumn  BKNKOYAKT  (PYyHKUMM N0 ynpaBneHuto 6Gasamu OaHHbIX, NPUKNAgHbIM
nporpamMmmMHbiM  obecnevyeHnemMm, TenekoOMMYHUKaUMOHHbIM  0bopyaoBaHMeEM, pabounmu
CTaHuMsMu, cepBepamMu, CpeacTBaMn 3awmnTbl MHGOPMaUMM 1 nHble yHKUMK, Tpebytowwme



BbICOKMX MPUBUIIETUN.

PasgeneHune yHKUMOHanNbHbIX BO3MOXHOCTEN obecnedmBaeTcss Ha PU3MYECKOM U
(vnn) nornyeckoMm ypoBHE MNyTEM BblAENEHUS 4YacTu MNPOrpaMMHO-TEXHUYECKMX CpeacTB
MH(OPMALNOHHOWN CUCTEMBI, peanuayowmnx PyHKLUNOHaNbHbIE BO3MOXHOCTHM MO YNpaBneHnto
(aaMHNCTPUMPOBAHMIO) UHAOPMALMOHHOM CUCTEMOW U YyrpaBreHuio (agMUHUCTPUPOBAHMIO)
cucTemMon 3awmtbl MHGOpPMauunM, B OTAENbHbIN  [OOMEH, WCMNONb30BaHUSA pPasfUYHbIX
aBTOMATU3NPOBAHHbLIX paboymx MECT U CEPBEPOB, Pa3fNYHbIX TUMOB OMEPALMOHHBIX CUCTEM,
pasHbIX cnocoboB ayTeHTUdMKauuKn, pasrMyHbIX CeTEBbIX aApecoB, BblAeNeHHbIX KaHanoB
ynpasneHus n (mnun) KombruHaumi gaHHbIX CNOCOBOB, a Takke MHbIMKU MeTodamu.

Tpe6oBaHus Kk ycunenuro 3UC.1:

1) B MIHPOPMALIMOHHON CUCTEME OOIMKHO 0becneynBaTbCsl UCKITOYEHNEe 0ToBpaXxeHns
PYHKUMOHAsbHbIX BO3MOXHOCTEN MO ynpaBneHuo (agMUHUCTPUPOBaHUIO) MHGOPMaLMOHHOM
CUCTEMOW, ynpasreHno (agMUHUCTPUPOBAHUIKD) CUCTEMOW  3alinTbl  WHOpMauum B
WHTepdence nonb3oBaTens;

2) B  VH(bopMaUMOHHOW cucTemMe [OSMKHO  obecnevmBaTbCHa  BblaerieHue
aBTOMaTU3NPOBAHHbIX pabounx MecT AN agMUHUCTPATOPOB UHAPOPMALMOHHON CUCTEMBI;

3) B VH(popMauUMOHHOW cucTemMe [OOMKHO  obecnevmBaTbCHd  BblaerieHue
aBTOMaTU3NPOBAHHbIX pabounx MecT A4S agMUHUCTPaTOPOB Ge3onacHoCTH;

4) onepaTopoM [OMMKHO obecneynmBaTbCs MUCKNIOYEHUE BO3MOXHOCTU ynpaBfieHu s
(agMuHUCTPMpPOBaHMS) MHMOPMAaAUMOHHON CUCTEMOWM, YynpasneHnsa (agMUHUCTPUPOBAHNSA)
CUCTEMOW 3aLUTbl HOPMaLUUKN 1U3-3a NpPeaenoB KOHTPOIMPYEMOM 30HbI.

CopepxaHue 6aszoBon mepbl 3UC.1:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHON CUCTEMBI
4 3 2 1

31nC.1 + +
Ycunenne 3UC.1 3 3

3UC.2 MpenoTBpallueHne 3agepXXKu unu npepbiBaHUs BbIMOMHEHUS NPOLLECCOB C
BbICOKMM NPUOPUTETOM CO CTOPOHbI NPOLLECCOB C HU3KMM NPUOPUTETOM

Tpe6oBaHusa k peanusauumm 3UC.2: B wuHPOpMAUNOHHOM CUCTEME [LOSMPKHO
obecneunBaTbCs NpeaoTBpaLLEeHNe 3a4epXKKM UNU NpepbiBaHUS BbINOMHEHUST MPOLIECCOB C
BbICOKMM NPUOPUTETOM CO CTOPOHbI MpoLeccoB (Cryx6, CepBMCOB) C HU3KUM MPUOPUTETOM,
npegycmaTpuBatoLLee:

onpeaeneHne npuopuTeToB npoueccoB (cnyx0, cepBUCOB) Ans nonb3oBaTenen wu
(vnn) rpynn nons3osaTenen u (MnNun) ponen B UHPOPMaLMOHHON CUCTEME;

BbINOSTHEHWE NPOLECCOB (Crny06, CepBMCOB) B UH(POPMALMOHHOW CUCTEME C Y4ETOM UX
npuoputeta (B MNepBylD oOYepedb [OOIMKHbI BbIMOMHATLCA Mpoueccbl ¢ 6onee BbICOKUM
NpUOpUTETOM);

UCKNIOYEHNe 3aepXkn u (Mnn) BMellaTenbCTBa B BbINOMIHEHME NpPoOLECCcoB (Cryxo,
cepBucoB) ¢ 6onee BbICOKMM MPUOPUTETOM CO CTOPOHbI npoueccoB (cnyxb, cepsucoB) C
Gonee HU3KNUM NPUOPUTETOM.

Tpeb6oBaHus kK ycunenuro 3UC.2:

1) B UIH(POPMALMOHHON CUCTEME AOMKHO 0becneunmBaTbCs UCKMOYEHNE BO3MOXHOCTM
HeCaHKLMOHNPOBAHHOIO M3MEHEHUS MPUOPUTETOB BbIMOSTHEHNS NPOLIECCOB.

CopepxaHue 6aszoBon mepbl 3UC.2:

\ Mepa 3awmTbl MHGPOpPMaLmm \ Knacc 3awmieHHoCT MHPOPMaLMOHHOW CUCTEMDI




31C.2

Ycunernune 3UC.2

3UC.3 ObecneyeHune 3awmTbl UHPOPMaALIUK OT pacKpbITUA, MoaUcUKaunun n
HaBsi3biBaHUA (BBoAa NOXXHOM MH(popmaLum) npu ee nepepaye (NoaroToBke K
nepepa4e) Nno KaHanam cBsi3u, UMELWMM BbIXoA 3a npeaenibl KOHTPONMPYEMOW 30HbI

Tpe6oBaHus k peanusaumn 3UC.3: OnepaTopom gosmkHa 6bITb obecneveHa 3awmTa
MHOpPMaUUKN OT packpbITUS, MoandUKauunM U HaBa3biBaHUS (BBOAA NOXHOW MHGOPMaLMK)
npy ee nepegadve (NoAroToBke K nepefade) No KaHanam CBSA3M, MMEKLWMM BbIXo 3a
npeaesnbl KOHTPONMPYEMON 30HbI.

3awmta uHpopmMaumm obecneuvMBaeTcsa NyTeM 3aliMTbl KaHanoB CBA3W  OT
HeCaHKLUNOHNPOBAHHOIO (PM3MYeCcKoro Aoctyna (NogKNIYEHNs) K HUM U (M) NpUMEHEHNs B
COOTBETCTBUM C 3akoHoaaTenbcTBoM Poccuinckon depepauunm cpencrts Kpuntorpadomuyeckon
3aWnTbl MHPOPMaLUN NN NHBIMU MEeTOLAMMW.

Tpe6oBaHus kK ycunenuro 3UC.3:

1) onepaTop obecneumBaeT 3aWnTy OT MOoAMGMKALMN U HaBA3bIBaHMS (BBOAA FOXXHON
MHopMauumn) BugeonHpopmaumn (3BykKoBon uHGOpMaLMM) nyteM ee MapKuMpoBaHUA U
KOHTpONs (B TOM YMCrie C UCMNONb30BaHNEM LMGPOBbLIX BOASHbLIX 3HAKOB) B Pa3IIMYHbIX TOYKaX
TpakTa ee (OpMUPOBAHUA N PaCNpPOCTPaAHEHWS;

2) onepartop obecneunBaeT 3awmTy OT MOANUKALMM N HaBA3bIBaHUS (BBOAA JTIOXKHOWM
nHpopmauun) nepegasaemon BMaeonHOpMaumMm NyTeM BbISIBIIEHUS U yAANEHUsA CKPbITbIX
BCTaBOK.

CopepxaHue 6aszoBon mepbl 3UC.3:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHON CUCTEMBI

4 3 2 1

3nC.3 + + + +
Ycunenne 3UC.3

3UC.4 ObecneyeHue fOBEpPEHHbIX KaHana, MapwpyTa Mexay agMUHUCTPaToOpoOM,
nonb3oBaTesieM U cpeacTBamMm 3alWmnTbl MHopMauum (hpyHKLMAMM 6e30nacHOCTH
CpeAcTB 3awmnTbl MHOpMaLun)

Tpe6oBaHusa k peanusaumm 3UC.4: B unHMpOpMaUMOHHON cUCTEME OOSMKHbI
obecneunBaTbCs [LOBEPEHHbIE MapLIpyThl Nepedaynm LaHHbIX MeXay aaMUHUCTPaTopoM
(nonb3oBaTtenem) n cpeacTesamu 3awmnTbl MHPOpMaumn (pyHKumsaMM 6e30nacHOCTM CpeacTs
3aWwnTbl MHOpMaLmn), onpegensemMbiMy onepaTopom.

Onepatopom pommkeH 6bITb onpegenieH nepedeHb uenen (PyHKUMA) nepenayn
AaHHbIX, ANA KOTOpbIX TpebyeTca AOBEPEHHbIN KaHan (MapLupyT).

[loBepeHHbIN kaHan Mexay nonb3oBaTeneM M cpeacTBamu 3awmTbl MHOpMauum
pomkeH obecneuvBaTbCA NpU yganeHHOM W NOKanbHOM JOCTyrne B MHGOPMAaLUMOHHYIO
cuUCTEMY.

Tpe6oBaHus kK ycunenuro 3UC.4:

He ycTaHOBNEHLI.

CopepxaHue 6aszoBon mepbl 3UC.4:
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Mepa 3awuTbl MHpOPMaLMn Knacc 3awmieHHOCTU MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

3nC.4

Ycunernune 3UC.4

3UC.5 3anpeT HeCaHKLMOHMPOBAHHOW yaarieHHOW aKkTMBaLMM Bugeokamep,
MUKPOMOHOB 1 UHbIX NepucepUnHbIX YCTPONCTB, KOTOPbI€ MOTYT aKTUBUPOBATLCA
yAaneHHo, n onoBeLleHue nosib3oBaTesien 06 akTUBaLunM TakKMxX YCTPOUCTB

Tpe6oBaHua k peanusaumm 3UC.5: B unHMpoOpmMaUMOHHON cuUCTEMEe [OOSDKHbI
OCYLLIeCTBNATLCA 3anpeT HeCaHKUMOHWMPOBAHHOW yOareHHOW akTusBauuu BuAeoKaMmep,
MUKPOMOHOB U MHbIX NEPUPEPUNHBIX YCTPOUCTB, KOTOPbIE MOTYT aKTUBMPOBATbLCS YAaneHHo,
N onoselleHne rnonb3oBatenen 06 akTMBauMM Takux YCTPOWCTB, B TOM 4ucrne nyTem
CUrHanNu3aumm, UHOMKaumn.

3anpeT HeCaHKUMOHMPOBAHHOW yAaneHHOW akTuBauuuv LOMKEH OCYLLEeCTBASATbLCA B
OTHOLLEHUM BCeX nepuepumnHbIX YCTPONCTB BBOAA (BbIBOAA) UHGDOPMAaLUK, KOTOPbIE NMEKOT
BO3MOXHOCTb  YNpaBneHusa (3anycka, BKITOYEHWUS, BbIKITIOYEHNS) 4Yepe3 KOMMOHEHTHI
nporpaMmmHoro obecnevyeHne, YCTaHOBMEHHble Ha pabodem MecTe nosib3oBaTens,
KOMMYHUKALMOHHbIX CEepBMCOB CTOPOHHMX nuy (nposangepoB) (ICQ, Skype u uvHble
CepBUCHI).

3anpeT HecaHKUMOHUPOBAHHOM YAaNeHHOW akTUBauum [OSDKEH OCYLLEeCTBNATLCS
yepe3 PU3MYECKOE UCKINIYEeHNe TakoM BO3MOXHOCTM W (Mnn) nyTem ynpasreHus
nporpaMmHbIM obecrneyeHnem.

B ncknounTenbHbIX cnyyasax Ong pelleHusi YCTaHOBMEHHbIX onepaTopoM OTAESbHbIX
3ajad, pellaembiX MHMOPMaLMOHHOM CUCTEMOW, A0MNYyCKaeTCs BO3MOXHOCTb YyAarieHHOW
aKkTuBaumm nepudepurHbiX YCTPOUCTB. [pn aToM A0SMKHO ObiTh 06ecneyeHo onpeaeneHne mn
duKcupoBaHe B OpraHM3aLOHHO-PacNopaanTENbHbIX AOKYMEHTax no 3awmrte nHgopmaumm
(OOKyMeHTMpoBaHWE) nepeyHs nepupepunHbIX YCTPOUCTB, Af1 KOTOPbIX JOnycKaeTcs
BO3MOXHOCTb yOaneHHON akTtuBauum wun obecrneyeH KOHTPOMb 3a akTuBaumen Takux
YCTPOWCTB.

Tpe6oBaHus kK ycunenuro 3UC.5:

1) B UHPOPMALMOHHOM cUCTEME A0SMKHaA obecnevmBaTbCa BO3MOXHOCTb (P13N4eCKoro
OTKIMKOYEHUS nepudepuinHbIX YCTPONCTB (Hanmpumep, OTKMAYEHWE MpW OpraHusaumm u
npoBefeHMN COBELLAHNIN B NOMELLEHUSIX, rAe pasMeLleHbl Buageokamepbl U MUKPOMOHBI);

2) B VH(opMauUMOHHOW cucTeMe JofmkHa obecrneymBaTbCs  BO3MOXHOCTb
OnoKMpoBaHNSA  BXOAALWEro W  UCXoAdawero Tpaduka OT nonb3oBaTenen  CUCTEM,
NpefoCTaBNSAWMNX BHELWHWE cepBuUCbl (Hanpumep, CUCTEMbl BUOEOKOHMEPEHLICBA3N), B
KOTOpbIX  KOHUrypauum  (HACTPOWKM) CEpBMCOB  ANA  KOHEYHbIX  MNoSib3oBaTenem
yCTaHaBnMBalTCA NpoBanaepamMmm Unm cammmMmm NonNb3oBaTensaMu;

3) onepaTtopom obecneuvBaeTcs yganeHue (OTKMAOYEHUEe) u3 MHEMOOPMALMOHHOM
cucteMbl (OTAENbHLIX CErMEHTOB, HanNpUMeEp, pPacrofioKEHHbIX B  3aWMWaeMbiX U
BblAEMNEHHbIX MOMELLEHNSIX) nepudepuiHbIX YCTPONCTB, NepeveHb KOTOpbIX onpeaensercs
onepaTtopowm,;

4) onepaTtopom obecnevvMBaeTcs 3anMCb U XpaHeHWe B TeYeHWe YCTaHOBMEHHOro
BpeMEHN MHpopmMaumn, nepegaHHon (NonyvyeHHon) nepuepninHbiMm yCTporncTBamMm BBOAA
(BbIBOAA) MHGOPMaLMK NP pa3peLleHHON yaaneHHoN akTueaumm nepugepuiiHbiX yCTpPOMCTB
BBOAaA (BbIBOAA) MHGOPMALMN.

CopepxaHue 6aszoBon mepbl 3UC.5:



Mepa 3awuTbl MHpOPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3NC.5 + + + +
Ycunenne 3NC.5 1 1,2

3UC.6 MNMepenava n KOHTPONb LENOCTHOCTM aTpUbyTOB 6e3onacHoOCTH (MeToK
6e3onacHoOCTH), cBA3aHHbIX C MH(popMaLmen, npu oomeHe MHpopmauuen ¢ UHbIMU
MHPOPMALNOHHbLIMU CUCTEMAMU

Tpe6boBaHua k peanusauum 3UC.6: B wuHPOpMaunoOHHOM cuUCTeMe [OShKHa
OCYLLECTBMATbCA nepefada, conocraBneHne (CcpaBHeHue) aTpubytoB 6e3onacHoOCTU (METOK
6e3onacHOCTM) C WHoOpmauunen, KOTOpoM OHa OOMeHMBaeTCs C WHbIMU  (BHELUHUMMW)
NH(OPMALNOHHBIMU CUCTEMAMU.

ATpubyTbl 6€30MacHOCTN MOryT COMOCTaBASATbCA C MH(popMaunen, cogepkallencsa B
MHOPMaLNOHHOW cUCTEME, B SIBHOM USN CKPbLITOM BUAE.

Mepbl no nepegaye WM KOHTPOMNKO LENOCTHOCTM (COMOCTaBMNEHWIO, CPaBHEHMIO)
aTpmbyToB 6e3onacHocTM (MeTok 6e3onacHOCTK) peanuaytoTcs B cootBeTcTBumM ¢ YI11.12.

Tpe6oBaHus kK ycunenuro 3UC.6:

1) B MHGOpPMaALMOHHOM CUCTEME AOMMKEH obecneymBaTbCsl KOHTPOSb LIENOCTHOCTU
aTpubyToB 6esonacHocTn (MeTok 6e3onacHoCTn).

CopepxaHue 6aszoBon mepbl 3UC.6:

Mepa 3awuTbl MHOpMaLmn Knacc sawmieHHOCT MHpOpPMaLMOHHOM CUCTEMBI

4 3 2 1

31C.6

Ycunenne 31C.6

3UC.7 KOHTpONb CaHKUMOHUPOBAHHOIO U UCKITHOYEeHMEe HeCaHKLMOHMPOBAHHOIO
MCNOJIb30BaHUA TEXHOJIONMWU MOOUNBLHOIO Koga, B TOM YUcCsie perucTpaumsa coobiTun,
CBsi3aHHbIX C UICNONb30BaHMEM TEXHOSIOMMMU MOOUNBLHOroO Koaa, X aHanus u
pearupoBaHMe Ha HapyLlleHUs, CBA3aHHble C UCNOJIb30BaHUEM TEXHOJOIUN
MOOUnbLHOro Koga

Tpe6oBaHusa k peanusaumm 3UC.7: OnepatopoM [OSMKHbI  OCYLLECTBATLCA
KOHTPOSb CaHKUMOHMPOBAHHOIO W UCKMOYEHME HECAHKLUMOHMPOBAHHOIO WCMOb30BaHMUS
TEXHOSOrMM MOBOUIBLHOMO Koda (aKTMBHOMO KOHTEHTA) B MH(POPMAaLUMOHHOW cucteme, B TOM
yucne perncrpaumnsa cobbiTui, CBA3AHHBLIX C UCNOSIb30BaHMEM TEXHOMOrMM MOBUNBHOIO KOAa,
UX aHanuM3 W pearMpoBaHWe Ha HapyLUeHWsl, CBA3aHHble C WCMNOSIb30BAHMEM TEXHOMOru
MOOMMNbHOrO Koga. TexHonormss MoOMbHOrO KOAa BKMKOYAET, B TOM YMCIEe UCMONb3oBaHME
Java, JavaScript, ActiveX, PDF, Postscript, Flash-annmaunsa n VBScript 1 MHbIX TEXHOMNOMMA.

Mpy KOHTpPOME WCMOMb30BaHWUS TEXHOMOMMMN MOBUIMBHOrO Koga [AOSMKHO 6bIThb
obecne4veHo:

onpegeneHne nepeyHa MOOUNbHOrO Koga M TEXHOSMOMMM  MOOBUMBHOrO  Koda
paspeLleHHbIX U (Unn) 3anpeLyeHHbIX 451 UICNOoSb30BaHUS B UHAPOPMaLIMOHHOW CUCTEME;

onpegerneHne paspelleHHbIX MEeCT pacnpocTpaHeHus (cepsepbl MHEHOPMALMOHHOM
CUCTEMbI) U WCNOMb30BaHMS MOOUNBLHOrO Koda (aBTOMaTU3MPOBaHHblE paboune MecTa,
MOOUWMbHbIE  TeXHUMYeckue  cpeactBsa  MHAPOPMAUMOHHOM  CUCTEMbI) U (DYHKLMK
WHPOPMALMNOHHOM  CUCTEMBI, AN KOTOPbIX HEOobXoAMMO MNPUMEHEHUE  TeXHONOornu



MOOBMMIBHOrO KOAA;

permctpauus U aHanm3 coObITUI, CBSA3aHHbIX C pa3paboTkon, npuobpeTeHnem unm
BHEAPEHNEM TEXHONOMMN MOBUBHOrO KoAa;

UCKITIOYEHNE BO3MOXHOCTU MCMOMb30BaHUSA 3anpeLleHHoro MobunbHoro koga B
WH(POPMALUMOHHON cucTeMe, a Takke BHeapeHue MOoOUNbHOro Koga B MecTaX, He
paspeLLeHHbIX 115 ero YCTaHOBKW.

MpaBuna n npoueaypbl KOHTPOMSA WMCNOMb30BaHUS TEXHOMOrMmM MOOBUITbHOrO Koaa
pernaMmeHTUpyoTCsS B OpraHM3auMOHHO-pacnopaauTenbHblX JOKYMEHTax onepartopa no
3awmrte nHpopmaumn.

Tpe6oBaHus kK ycunenuro 3UC.7:

1) B WHGPOPMAUMOHHOM cuUCTemMe [OfKHbl OblTb peann3oBaHbl  MeEXaHWU3MbI
obHapyXeHus 1 aHanu3a MobunbHOro Koaa Ans BbiABNEHNA hakTOB HECAHKLMOHMPOBAHHOIO
NCNosb30BaHMA MOBUNBHOrO KoAa M BbINOSIHEHNA OENCTBMI NO pearnpoBaHuio (onoBeLleHne
aAMWUHUCTPATOPOB, N30NALMA MOBUNBHOMO Koda (NepemMeLLeHne B KapaHTuH), 6riokMpoBaHue
MOOMMbHOrO KoAa, YyAaneHne MOOMMbHOrO Koda) WM WHble AEWCTBUS, onpefensiemMble
onepaTtopom;

2) B WHOPMALMOHHON CUCTEME [AOSMKEH OCYLECTBNATLCA 3anpeT 3arpy3km u
BbINOJSTHEHUSA 3anpeLLeHHOro MoOBbuneHOro Koaa;

3) B VMH(OPMaLUMOHHON cUCTEME AN MPUNOXEHUN, onpeaensemMblix onepaTtopom,
AOJIMKEH OCYLLECTBNATbCS 3anpeT aBTOMaTUYECKOro BbINOMIHEHNSA pa3peLleHHOro MOBUIbHOro
Kogda (yBeaoMsieHne nonb3oBaTenst 0 NosyYeHnn MobmnbHOro Koga 1 3anpoc paspeLLeHns Ha
3anycK Unu vHble OEeNCTBUSA onpegensemMble onepaTopom);

4) B MH(OPMALMOHHOW CUCTEME AOSMKEH OCYLLECTBMATLCA KOHTPOMb MNOASMHHOCTM
NCTOYHMKa MOBUNBHOIO Koga U KOHTPOSb LIENOCTHOCTU MOBMIBHOMO Koaa.

CopepxaHue 6aszoBon mepbl 3UC.7:

Mepa 3awuTbl MHPOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3nNC.7 + +
Ycunenune 3UC.7 1 1,2

3UC.8 KoHTponb CaHKUMOHUPOBAHHOIO U UCKITHOYEHNE HECAaHKLIMOHMPOBAHHOIO
MCNOJNIb30BaHUA TEXHOSIOIMI Nepeaayvum pevu, B TOM YUCrie peructTpaums coobITum,
CBA3aHHbIX C UICNOSIb30OBaHMEM TEXHOSIOMMIN Nepenayvm peym, UX aHanums m
pearnpoBaHue Ha HapyLeHUsl, CBA3aHHbIe C UCMOSIb30BaHUEM TEXHONOIMMM nepeaaym
peuu

TpeboBaHua k peanusaumm 3UC.8: OnepaTopoM [OSMKHbI OCYLLECTBIATLCA
KOHTPOSIb  CaHKUMOHMPOBAHHOIO W WCKIOYEHME HECAHKLUMOHUPOBAHHOIMO WCMNOMb30BaHUS
TEXHOSOrMM nepegaym peyn B WHPOPMaALMOHHOW CUCTEME, B TOM 4uCne perncrpaums
COBObITUI, CBSI3AHHbLIX C WCMNOSIb30BAHMEM TEXHOMOMMA nepefadn peyn, UX aHanuvs u
pearMpoBaHue Ha HapylleHWUd, CBSA3aHHble C UCMOMb30BaHNEM TEXHOMOMMN nepefadn peydu.
Mpy KOHTPONE NCNONb30BaHNA TEXHOMNOMIN Nepeaaym peym AoMKHO 6biTb obecneyeHo:

onpegerneHne nepeyHs TEXHONOrMn (CepBUCOB) Nnepeaadn peydn paspeLLeHHbIX U (1nn)
3anpeLLeHHbIX 451 UICNOoSIb30BaHUS B UHAPOPMALIMOHHOW CUCTEME;

onpegeneHne cybbekToB AoCTyna (KaTeropumn nonb3oBaTenen), KOTOpbIM pa3peLUeHbl
paspaboTka, npuobpeTeHne unm BHeLPEHNE TEXHONOIMMM nepenayn pevm B COOTBETCTBUM C
YCTaHOBIIEHHBIMWU PONSAMY;

peanu3auus napameTpoB HACTPOWKW, UCKIOYaLWMX BO3MOXHOCTL yAaneHHoOW



KOH(pUrypaumm ycTponcTs nepegadn peyu;

permctpauus M aHanma cobbITUIN, CBSA3aHHbIX C pas3paboTkon, nNpuobpeTeHnem wu
BHEAPEHMEM TEXHONOMNIN Nepeaaymn peyu;

NCKITHOYEHNE BO3MOXXHOCTM UCMOSMb30BaHUSA 3anpeLLeHHON TEXHOMNOMMU nepeaaym peyu
B MH(pOPMaLMOHHOM cucTeme, a Takke pa3paboTkm, NpuobpeTeHnsa n BHEOPEHUSA TEXHOSOMMN
nepegjaym pednm cybbektam pgoctyna (nonb3oBaTensiM), KOTOPbIM He paspelleHo ee
ncnonb3oBaHue.

TexHomnornsa nepegayn peydn BkYaeT, B TOM Yncre, nepegady peyumn yepes NHTepHeT
(8 yactHocTu VoIP).

MpaBuna u npouenypbl KOHTPOMS WCMOMb30BaHUS TEXHONOMMW nepefadvn  peudn
pernaMmeHTUpyoTCsS B OpraHM3auMOHHO-pacnopsaauTenbHbiX OOKYMEHTax onepartopa no
3almTe nHopmaumn.

Tpe6oBaHus k ycunenuro 3UC.8:

He ycTaHOBNEHDI.

CopepxaHue 6aszoBon mepbl 3UC.8:

Mepa 3awuTbl MHpOpPMaLMn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

31C.8 + +
Ycunenune 31C.8

3UC.9 KoHTponb CaHKLUMOHUPOBAHHOW N UCKINOYEeHNe HeCaHKLUMOHUPOBaHHOMN
nepepavu BuaeomHdopmaumm, B TOM YUCHe perucrpaums cobbITUN, CBA3AHHbIX C
nepepayen BuaeoMHdopmaumm, UX aHanus u pearupoBaHue Ha HapyLleHus,
CBfi3aHHble C nepegavyen BuaeomHdopmauum

Tpe6oBaHua k peanusaumm 3UC.9: Onepatopom [OOMKHblI OCYLLECTBNATLCSA
KOHTPOSIb  CaHKUWMOHMPOBAHHOIO W  WCKIOYEHME HECAHKLUMOHUPOBAHHOIO WCMNOMb30BaHUS
TEeXHONorMm nepefayvm suageouHdopMauum B MHMOPMALMOHHOM cUCTemMe, B TOM 4uUcne
permctpauus  cobbITMin, CBA3a@HHbIX C  WCMNOSIb30BAHWMEM  TEXHOMOMMA  nepegayu
BUOEOMH(pOpMALUMKN, WX aHanu3 W pearMpoBaHMe Ha HapylleHus, CBA3aHHble C
NCMonb30BaHMEM TEXHOMOMMN nepegaym suaeonHgopmaumn. MNMpn KOHTpoNe Ucnonb3oBaHNA
TEeXHOMOorn nepegayun BuaeonHgopmaunmn JomKHO ObiTb 06ecneyveHo:

onpegeneHne nepevHs TexHOMNornnm (cepBUcoB) nepedadn BuageouHpopmaumm
paspeLleHHbIX U (Unn) 3anpeLLeHHbIX 4151 UCNOSb30BaHUSA B MUHPOPMaLIMOHHON CUCTEME;

onpeaeneHne cybbekToB 4OCTyna (KaTteropui nonb3oBaTenen), KOTOPbIM pa3peLleHbl
pa3paboTka, npuobpeTeHne unm BHeApeHue TexXHONorMrM nepefadn BuaeouHdopmauum B
COOTBETCTBUU C YCTAHOBIEHHbLIMU PONAMMU;

peanusauus napaMeTpoB HACTPOWKKW, WCKMOYAKWMX BO3MOXHOCTb YyAaneHHOM
KOH(purypaumm ycTponcTs nepegadv BuaeonHgopmaumm,;

permctpauus M aHanms cobbITUN, CBA3aHHbIX C paspaboTkon, npuobpeTeHnem u
BHeJpeHMeM TeXHONorum nepegadm sBugeonHopmaumny;

UCKMOYEHNE BO3MOXHOCTU WCMOMb30BaHMSA 3anpeweHHon TexHOonormm nepegayvmv
B1aeonHpopmauun B MHPOPMALMOHHOW CUCTEME, a Takke pa3paboTku, npuobpeTeHns u
BHeOpEeHWs1 TEXHONOMMN nepefayun BuaeonHgopmaumm cybbekToB ocTyna (Monb3oBaTensam),
KOTOPbIM He pa3speLLeHO ee UCMOorb30BaHue.

TexHonorns nepegayv BUAEOUHOPMAUUKM BKMKOYaeT, B TOM 4ucCne, MpUMEHeHue
TEXHOJSI0rM1N BUAEOKOH(EPEHLCBSA3MN.

MpaBuna v npoueaypbl KOHTPONA nepegayv BugeomHgopmaumm perfameHTUpyoTcs B



OpraHn3auUnoHHO-pacnopaanTeNbHbIX AOKYMEHTax onepaTtopa no 3awuTte nHopmaumn.
Tpe6oBaHus kK ycunenuro 3UC.9:
He ycTaHOBMNEH®bI.
CopepxaHue 6azoBoun mepbl 3UC.9:

Mepa 3awuTbl MHoOpMaLmn Knacc 3awmieHHoCTV MHpopMaLMOHHON CUCTEMBI

4 3 2 1

3nC.9 + +
Ycunenune 3UC.9

3NC.10 NMoaTBepxxaeHUe NPOUCXOXKAEHUA UCTOYHUKA UH(pOopMaLIMK, Nosly4aeMou B
npouecce onpeaenieHNs ceTeBbIX aApecoB Mo ceTeBbIM UMEeHaM Unu onpeaeneHns
ceTeBbIX UMEH MO ceTeBbLIM agpecam

Tpe6oBaHua k peanusaumm 3UC.10: B wnHpOpMaUMOHHOM CUCTEME OOSMKHA
obecneunBaTbCsi BO3MOXHOCTb NOATBEPXKAEHNSA NPOUCXOXOAEHUSA UCTOYHUKA U LLENOCTHOCTU
WHopmauuKn, nosyyaemMonm B MpoLecce onpeneneHus CeTeBbiX agpecoB MO CeTeBbIM
UMEeHaM WM onpeaeneHnss CceTeBblX MMEH MO CeTeBbIM agpecam, B TOM u4ucne c
ncnonb3oBaHmeM DNS-cepsepoB. [pn noaTBEPXXAEHUN MPOUCXOXKOEHNS UCTOYHWUKA LOSKHbI
obecrneunBaTbCs:

ayTeHTuukauua B cootsetctBum ¢ VIAD®.7 n (unn) NAD.2 cepsepa, sBnstouierocs
MCTOYHMKOM OTBETOB Ha 3anpocbl (cepBep AOMeHHbIX umeH wunn DNS-cepsep) no
onpeaeneHunto ceTesblx agpecos (IP-agpecoB) no ceTeBbIM UMEHAM (JOMEHHbIE MMEHA);

ayTeHTUuKauua B cootseTctBum ¢ VIAD®.7 n (unn) NAD.2 cepsepa, sBnstowierocs
NMCTOYHMKOM OTBETOB Ha 3anpochbl (kawwupyowmn DNS-cepBep) No onpeaeneHunto ceTeBblX
UMeH (JOMEHHbIX UMeH) No ceTeBbIM agpecam (IP-agpecam).

Tpeb6oBaHus k ycunenmto 3UC.10:

1) B MHOPMaALMOHHON CUCTEME [AO0SPKEH OCYLIECTBASATbCSA MNpouecc Bepudukaumnmn
LEeNOYKN OOBEPUS MEXOY OCHOBHbIM (KOPHEBBIM) U MOAYMHEHHBIMU (OOYEPHMMWN) JOMEHAMM
(Hanpumep, C MCMNONb3OBaHWEM 3anuCcen pecypcoB B CUCTEME [OOMEHHbIX WMEH,
COMOCTaBMALWNX CETEeBOE MMS U CEeTEeBOW afpec CPeACTB BbIYUCIUTENbHOM TEXHUKU U
TEXHUYECKUX CPeacTB).

CopepxaHue 6aszoBon mepbl 3UC.10:

Mepa 3awuTbl MHpoOpMaLmn Knacc 3aumieHHoCTV MHpopMaLMOHHOM CUCTEMBI
4 3 2 1
3nC.10
Yceunenne 3NC.10

3UC.11 O6ecneyeHne NOANMHHOCTU CETEBbIX COeANHEHUN (CeaHCOoB
B3aMMOAEeMNCTBMUA), B TOM YuCrie ANA 3alUTbl OT NOAMEHbI CeTeBbIX YCTPOUCTB U
cepBUCOB

Tpe6boBaHua k peanusauum 3UC.11: B unHMpOpMaAUMOHHON cCUCTEME [LOSMKHO
ocyuwlectBnatbcsa  obecnevyeHve  MNOASIMHHOCTM  CeTeBbIX  COeAMHEHUMMA  (CeaHCoB
B3aMMOAENCTBMS), B TOM YUChe ANS 3almTbl OT NOLAMEHbI CETEBbLIX YCTPOWCTB N CEPBUCOB
(3awmTa oT aTak Tuna "4yenoBek nocepeanHe").

Onsa noaTBepXaeHuss  MNOOSIMHHOCTM  CTOPOH  CEeTeBOro  coeauHeHust  (ceaHca



B3aMMOAENCTBMSA) U 3aWuTbl CeTeBbIX YCTPOWCTB W CEPBUCOB OT MNOAMEHbl [OOSMKHA
OCYLLECTBNATbCA UX ayTeHTUdukaumsa B coorsetctaum ¢ MIA®.2 n 31C.10.

KoHTponb UenocTHOCTM nepedaBaemMon WHGOPMaUUU OO0SDKEH BKNOYaTb NPOBEPKY
LeNOCTHOCTN NepefaBaeMblxX NakeToB (B YacTHOCTU B cooTBeTcTBUM ¢ 3V1C.3).

TpeboBaHus k ycunexnuro 3UC.11:

1) B  WH(OPMAUMOHHOM  CUCTEME  [OOMMKHO  obecneumBaTbCA  MpPU3HAHWE
naeHTumkaTopa ceaHca CBA3M  HeOeuCTBUTESIbHbIM  MOCMe  OKOHYaHUs  CeTeBOro
coeNHeHus;

2) B WHJOPMALMOHHOM CcUCTEME [OSDKHA  OCYLLECTBIATbCA  perncrpaums
YCTaAHOBMEHUS U paspblBa CeTeBblX COeOMHEHUN (CeaHCOB B3aMMOOEWCTBUA) B  LEnsXx
BbISIBNEHNSA BO3MOXHbIX MHUMAEHTOB (COObLITUI Ge3onacHoCTN);

3) B MHPOPMALIMOHHON CUCTEME [OSMKHA OCYLLECTBNATLCA reHepauust U NpucBOeHme
YHUKanNbHbIX NOEHTUPUKATOPOB (OAHOPA30BbIX) ANA KaX40oro ceTeBOoro coeAnHeHus (ceaHca
B3aMMOOENCTBUA) W  KOHTPOMb WX MOAMUHHOCTU  (BOCNPUHUMATLCA OOSDKHbI  TONbKO
naeHTumKaTopbl, CreHepupoBaHHbIE MHOPMALMOHHOW CUCTEMOW);

4) B MHGOPMALMOHHOMW CUCTEME AOIMKHO obecneudmBaTbCA OOHaApYXEHWE MOMbITOK
NOBTOPHOIO MCMNOMb30BaHUS UOEHTUUKATOPOB CETEBbLIX COeAMHEHUA U pearMpoBaHve Ha
3TW NONbITKY;

5) B WH(popMaUMOHHOW cuUCTeMe [OSHKHA OCYLLeCTBNATbLCA 3awuTta oT noabopa
noeHTUuUKaTopoB, npuceamBaemMblx OyaywMm  ceTeBbIM  COEAWHEHUSIM  (CeaHcam
B3aMMOOENCTBUSA).

CopepxaHue 6azoBon mepbl 3UC.11:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTU MHpopMaLMOHHOM CUCTEMBI
4 3 2 1

3ncC.11 + +
Ycunenne 3UC.11 1

3UC.12 UcknioueHne BO3MOXHOCTU OTPULIAHUSA NoSfib3oBaTeneM hakrta oTnpaBku
MHcpopMauum ApyromMmy nonb3oBaTesnto

Tpe6oBaHusa k peanusaumm 3UC.12: Onepatopom [OMKHO obecneymBaTbCs
UCKITIOYEHNE BO3MOXHOCTW OTpuUaHuMs nonb3oBaTeneM dakra OTnpaBkM MHGOPMAaLMK
Apyromy nonb3oBaTtento.

[Onsa  VCKNYeHUs BO3MOXHOCTM OTpULAHMA nonb3oBaTtenieM akrta OThnpaBKku
MHpopMauun gpyroMy nonb3oBaTeNO AOSMKHbI OCYLLECTBNATHCS:

onpegeneHMe o0OBLEKTOB WM TUMOB WHGOPMauuKW, Ansi KOTopbIX TpebyeTtcs
obecneyeHne HeOTKa3yeMOCT OTNPaBkn (Hanpumep, coobLLEHNS SNEKTPOHHON NOYTbI);

obecnevyeHne LENOCTHOCTU UWHGOPMaUUM Mpu ee MNoLroTOBKE K nepegade wu
HenocpeacTBEHHOW ee nepeaade no kaHanam cesasn B cootseTcTaum ¢ 3VC.3;

permctpauus cobbITUIN, CBA3aHHbBIX C OTNPAaBKOW MHOPMaL MM OpyromMy nosib3oBaTesto
B cooTBeTcTBUU C PCE.2.

Tpe6oBaHus k ycunexnuro 3UC.12:

1) B MIHPOPMALIMOHHON CUCTEME JOIKHa obecneynBaTbCs reHepaunsa CcBUAETENbCTBA
oTnpaBneHnsa NHpopmaumm (Hanpumep, ANEKTPOHHOM NOAMNUCK);

2) B WH(OpPMaAUMOHHOMW cucTemMe [ofpkHa obecnevmBaTbCa CBA3b aTpubyTOB
oTnpasuTensa uHgopmaumm B cooTtBeTcTBUM C ydeTom VIAD.1T n VAD.6 ¢ nonamu
oTnpaBnsgemon nHopmaunmn (TEKCTOM CoobLLEeHNS);

3) B VH(pOpMaUMOHHOM cuUCTeMe [oikHa ObiTb obecrnevyeHa BO3MOXHOCTb



Bepudukaumm (NpoBepkn) cBnaeTenbCcTea oTnpasneHns nHdpopmawmm;

4) B MHGOPMALMOHHOM cucteme AofmkHa bbiTb obecneyeHa BO3MOXHOCTL 3anucu m
3aLUULLEHHOrO XpaHEHNs B TeYeHWe YCTaHOBMEHHOro OonepaTopoM BpeMeHu MHOopMaumu,
OTNpaBfeHHOM Nnosib3oBaTenem apyroMmy nosb3oBaTento.

CopepxaHue 6azoBou mepbl 3UC.12:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

3nC.12 + +
Ycunenune 31C.12

3UC.13 UcknioyeHne BO3MOXHOCTU OTPULIAHUA Nonb3oBaTtenem ¢akra nonyyeHus
MHcpopmauum oT Apyroro nosib3oBaTens

Tpe6oBaHua k peanusaumm 3UC.13: Onepatopom [oOMKHO obecneymBaTbCs
NCKITIOYEHNE BO3MOXHOCTW OTpMLaHMsS Nnorb3oBaTtenem hakta nonydeHuss mHgopmaumm ot
ApYyroro nonb3oBaTens.

Ona  uncknioveHMss BO3MOXHOCTM OTpuUaHMa nonb3oBaTenemM akrta nonyyYeHuns
NMHopMaLUKN SOMKHbI OCYLLLECTBNATLCS:

onpegeneHme OOBLEKTOB WNM  TUNOB WHOpMauun, Ana KoTopbix TpebyeTcs
obecneyveHne HeOTKa3zyeMOoCTH NONyyYeHUs (COOBLLEHNSA SNEKTPOHHON NOYThI);

obecneyveHune LenoCTHOCTU NosTy4eHHon nHpopmaunm B cootseTcTeumn ¢ 3/C.3;

permctpauus CcobbITU, CBsA3@HHbIX C MONyYeHMEM UWHGOpMauMM OT  Opyroro
nosnb3osaTtens B cootBeTcTBUMN ¢ PCE.2.

Tpeb6oBaHus k ycunenmtro 3UC.13:

1) B HP OpMAUNOHHOM CUCTEME [OMMKHA obecnevmBaTbCs reHepauns cBMaeTeNnbLCTBa
nonyyeHns nHgpopmMaumm (3anpoc NoATBEPXKOEHNSA NOMYyYEHUS UK ANEKTPOHHAs NOANUCH);

2) B WHGOPMaAUMOHHOM cucteme pAofmkHa ObITb obecneyeHa cBA3b aTpubyToB
nonydatena uHgopmaumn B cootBeTcTBUM C VIAD.1T n MAD.6 ¢ nonamm oTnpasBngemMon
MHopMauun (TeKCToM coodLLeHns);

3) B uvH(oOpmMaUMOHHOM cUCTEME [OOoimkHa ObiTb obecnevyeHa BO3MOXHOCTb
Bepudukaumm (NpoBepkn) cenaeTenscTaa nosyvyeHmst MHpopmaumm;

4) B MHOPMALMOHHOM cucteme AofmkHa ObiTb obecneyeHa BO3MOXHOCTL 3anucu u
3aLUULLEHHOrO XpaHEHNss B TeYEeHWe YCTaHOBMEHHOro onepaTopoM BpeMeHu MHopMauumu,
nony4YeHHOM nNonb3oBaTenem oT APYroro Nonb3oBaTens.

CopepxaHue 6aszoBon mepbl 3UC.13:

Mepa 3awwuTtbl HpopmaLum Knacc 3awmiueHHOCTU MHOpMaLMOHHOW CUCTEMBI

4 3 2 1

3nC.13 + +
Ycunenue 3UC.13

31C.14 Ucnonb3oBaHMe YCTPOUCTB TEPMUHANbLHOrO AoCcTyna Ana oopadboTku
MHcpopmauum

TpeboBaHusa k peanusaumm 3UC.14: OnepaTtopom ans obpaboTkm mHbpopmaumm B
MHPOPMALNOHHOM CUCTEME [OITKHbI MPUMEHATLCA YCTPOUCTBA TEpPMWUHAIIbHOro [OCTyna,
obnapawowme MUHUManNbHbIMU  (PYHKUWMOHANbHBIMU  BO3MOXHOCTSIMM N0 obpaboTke u



XpaHeHUo MHopmaLmu.

[MpUMeHeHe YCTPOWMCTB TepMMHANbHOro AO0CTyna [OOSMKHO ObiTb HanpasBrneHo Ha
cocpenoToveHme OCHOBHbIX (OYHKLMI No 06paboTke M XpaHeHuo nHopmaummn Ha cepepax
(B ueHTpax 006paboTkm [AaHHbIX), YMEHbLUEHME cocTaBa Mep 3awuTbl WHGOPMaLUK,
peanuayeMbix Ha Kakgon paboyen cTaHuuK, n NepeHoC Nx peanusaumm Ha cepBepbl.

K Takmm ycTponcTBam OTHOCATCHA, B TOM yucne, 6e3guckosBble paboune ctaHuuu, npu
NCNONb30BaHMM KOTOPbIX MHOpMaUNA TEKyLLEen CECCUM XPaHUTCHA B ONepaTUBHOM MaMsTy
MM Ha 3aWUWLEHHOM CbEMHOM MalMHHOM HocuTene UuHdopmalumu, YCTPOMCTBA,
noagepkmBaroLLme TEXHONOMI0 BUPTyanbHOro paboyero cTona, U UHble YCTPONCTBA.

Tpe6oBaHus k ycunenutro 3UC.14:

He ycTaHOBMNEH®bI.

CopepxaHue 6azoBon mepbl 3UC.14:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPpOPMaLMOHHOMN CUCTEMBI
4 3 2 1
3nC.14
Ycunenue 3VC.14

3UC.15 3awmTa apxmBHbIX (hannos, napamMeTpoB HACTPOUKU CPEACTB 3alUUThbI
uHdopmMauumM U NporpaMMHOro o6ecnevyeHusi U UHbIX AaHHbIX, HE NoAnexawmnx
M3MEeHeHUIo B npouecce ob6padboTku nHcpopmauum

Tpe6oBaHua k peanusaumm 3UC.15: B wnHpOpMaUMOHHON cuCTEME [OSMKHA
obecneunBaTbCs 3aliMTa apxXmMBHbIX pannoB, nNapameTpoB HACTPOMKN CPEeACTB 3aluuThbl
WMHopMaUun N NPOrpamMmMHOro obecneyeHns, UHbIX AaHHbIX, He MoAnexawmx U3MeHEHUIO B
npouecce 06paboTkn MHopmauuu.

3awmTa apxuBHbIX hannos, NapaMeTpoB HACTPOMKN CPEACTB 3aLmTbl MHGOPMALUK U
nporpamMmMHoOro obecneyeHnss U MHbIX AaHHbIX, He nognexalimMx W3MEHEeHU B npouecce
obpaboTkn umHpopmaumm, obecneunBaeTcs NPUHATMEM Mep 3almTbl  MHGOPMaLMK,
onpeneneHHbIX OnepaTtopoM B COOTBETCTBUM C HACTOALMM METOAMYECKMM [OOKYMEHTOM,
HanpaBneHHbIX Ha obecneyeHne Nx KOHPUAEHUMANbEHOCTU U LLENOCTHOCTH.

3awmTa aaHHbIX, He noanexawnx M3MeHeHuo B npouecce 06paboTkn nHdopmaumu,
obecneynBaeTca B OTHOLIEHUM UHOPMALUKN, XPAHALLENCH Ha XXECTKUX MarHUTHbIX OUCKaX,
ANCKOBbIX HAKONMUTENSAX U UHBIX HAKOMUTENSX B MHPOPMALMOHHON CUCTEME.

Tpeb6oBaHus k ycunenuro 3UC.15:

1) onepaTtopom Ansa obecneyeHnsa KOHMUMAEHUMANbHOCTU U LIENOCTHOCTU apXMBHbIX
dannoB, napameTpoB HACTPOMKM CpPeacTB 3awuTbl MHGOPMauMM W NpPoOrpaMmMHOro
obecneyeHna W MHbIX AaHHbIX, He nognexawmx Mu3MeHeHulo B npouecce 06paboTkm
MHpopmauum, B COOTBETCTBUKN C 3akoHoAaTenbcTBoM Poccuiickon ®enepaumm npuMeHsItoTCS
Kpuntorpaduyeckme (LumdposBanbHble) CpeacTBa 3alnTbl MHOPMaLMK (OaHHbIX);

2) ucnonb3oBaHMe HenepesanucbiBaeMblX HOCUTENEN UM HOCUTENEN C 3aLUMLLEHHON
obnacTblo NamMaTn NS pasMeLleHus (XpaHeHus!) napamMeTpoB HACTPOMKU CPEenCTB 3aluuThl
MHpopMaLuKn 1 NPorpaMMHOro obecneyeHnst N UHbIX AaHHbIX, HE NoANEeXalX NU3MEHEHNIO B
npouecce 06paboTkn MHpopmaumu.

CopepxaHue 6azoBoun mepbl 3UC.15:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

31C.15 + +




Yeunenue 31C.15 | | | |

3UC.16 BbisiBneHue, aHanus3 n 6nokuposaHue B UH(hOPMaLMOHHON CUCTEME CKPbITbIX
KaHanoB nepegayn nHcpopmauum B 06xoa peanmsoBaHHbIX Mep 3awmTbl MHOpMaLumn
N1 BHYTPU pa3peLleHHbIX ceTeBbIiX NPOTOKONOB

Tpe6oBaHua «k peanusauumm 3UC.16: OnepaTopomM [JOMKHbI  BbINOSTHATLCA
MEPONPUATUS MO BbISBIIEHUIO U aHanu3y CKPbITbIX KaHanoB nepefayn wnHdopmauum ans
onpegeneHvss napaMmeTpoB nepefadn MHopMauun, KOTopble MOryT MCMNofib3oBaTbCA Ans
CKpPbITOrO XpaHeHus uHOpMauuM W CKPbITOW nepefaynm WHgopmaumn 3a npegensl
MHOPMALNOHHON CUCTEMBI.

BbisiBrnieHne, aHanu3 u OGnNokMpoBaHWE CKPbITbIX KaHanoB nepefadn WHgopmaumnm
BbINOSTHAETCA C y4€TOM HauMOHarbHbIX CTaHAApPTOB:

IOCT P 53113-2008 WHdopmaumoHHaa TexHonorusa. 3awmta MHGPOPMaLMOHHbIX
TEXHOSIOrMA U aBTOMATU3UPOBAHHbLIX CUCTEM OT Yrpo3 WHGOPMauUoHHOM ©Ge30macHoOCTH,
peanuayeMblx C UICNOSIb30BaHMEM CKpbITbIX KaHanos. YacTb 1. ObLime nonoxeHus;

FOCT P 53113.2-2009 WHdopMaunoHHas TexHosorms. 3awmuTta UMH(OPMaLMOHHbIX
TEXHOSOrMA M aBTOMATU3NPOBAHHbLIX CUCTEM OT Yrpo3 WHGOPMauUMOHHOM ©e30macHoOCTH,
peanu3yemMbiX C WCMNOSIb30BAaHWEM CKpbITbIX KaHanoB. Yactb 2. PekomeHgaumn no
opraHusauun 3awnTbl HOPMaLMK, NHHPOPMALIMOHHBIX TEXHOSOMMIA N aBTOMaTU3NPOBAHHbIX
CUCTEM OT aTak C UCMONb30BaHNEM CKPbITbIX KaHAOoB.

BbisiBneHne n aHanmns CKpbITbIX KaHanoB nepegayvm UHopMauumn ocyLLecTBsSeTcs Ha
aTanax pa3paboTku n peanunsayumn cUCTeMbI 3aLLMTbl MHOpMaLnN.

Tpe6oBaHus k ycunenmto 3UC.16:

He ycTtaHoBNEH®bI.

CopepxaHue 6azoBon mepbl 3UC.16:

Mepa 3awuTbl MHOpMaLmn Knacc 3awmieHHOCT MHPOpMaLMOHHOM CUCTEMBI
4 3 2 1
3nC.16
Ycunenune 3NC.16

3UC.17 Pa3bueHne nHcpopmaLMOHHON CUCTEMbI HA CerMeHTbl (CerMeHTupoBaHue
MH(OPMaLMOHHOMN CUCTEMbI) U 0ObecneYeHue 3awmnTbl NepUMMEeTPOB CErMeHTOB
MHcpOpPMaLIMOHHON CUCTEMDI

TpeboBaHua k peanusaumm 3UC.17: OnepaTopomM [OSMKHO OCYLLECTBNATHCA
pa3bveHne MHPOPMALNOHHOM CUCTEMbI HA CErMeHTbl (CErMeHTMpPOBaHME UHGOPMAaLNOHHOM
cuUcTeMbl) M obecneynBaTbCs 3amuTa NEPUMETPOB CErMEHTOB MHAPOPMALMOHHON CUCTEMBI.

CermeHTMpoBaHne WHPOPMALNOHHOM CUCTEMbI NPOBOAMTCHA C LENb MOCTPOEHUSA
MHOrOYPOBHEBOW (SLUENOHUPOBAHHOM) CUCTEMbI 3aLMTbl MHOPMaUUN NyTEM MOCTPOEHUS
CErMEHTOB Ha PasfnyHbIX PU3NYECKUX OOMEHaX unu cpegax. MNpuHUUNBLI cermeHTUMpoBaHus
MHOPMALNOHHOM CUCTEMbI OnpeaendrTcsa onepaTtopoM C YY4ETOM (PYHKLMOHAmbHbLIX W
TexHomnornyeckux ocobeHHocTen npouecca obpaboTkn uHOpMauMM W aHanus3a Yrpos
6e3onacHOCTM MHAOPMALMM U OOIDKHbI 3aKM0YaTbCA B CHUXXEHUM BEPOSITHOCTM peanvaaumm
Yyrpo3 u (Mnu) nx nokanuaaumm B pamkax OgHOro CermeHTa.

CermeHTMpoBaHMe WUHMOPMALNOHHON CUCTEMbI TakKe MOXET MPOBOAUTLCA C LEfbH
pasgeneHns MHMOPMAaLMOHHOM CUCTEMbl Ha CErMeHTbl, MMelWMre pasfinyHble Kraccbl



3aMLLEHHOCTU MHOPMALMOHHOWN CUCTEMbI.

Mpn cermeHTMpoBaHUN WHMPOPMALMOHHON CUCTEMbI AofmkHa OblTb obecnevyeHa
3almTa NepuUMETPOB CErMeHTOB WMHAOPMAaUMOHHOM cucTtembl B cootBeTcTBun ¢ YI10.3 un
31C.23.

Tpeb6oBaHus k ycunenuro 3UC.17:

1) onepaTopoM OCYLLECTBASETCA BblAENIEHNE CErMEHTOB UH(OPMALMOHHOW CUCTEMDI
Ansa pasmeLlleHns obwenoctynHom (nyennyHomn) nHpopmaumnm:

a) nyTeM BblaeneHuss  OTAENbHbIX  (PU3NYECKMX  CeTeBbIX  UHTepdencos
KOMMYHMKaLMOHHOIro 060pynoBaHNa 1 (Mnn) CPeAcTB 3awmnTbl NEPUMETPA;

0) nytem u3nyeckon u30NALUMM CErMEHTOB MHMOPMALMOHHON CUCTEMbI Ans
pa3mMeLleHns obeaoctynHomn (nybnnyHom) nHpopmMaumm.

CopepxaHue 6azoBon mepbl 3UC.17:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOPMaLMOHHOM CUCTEMBI

4 3 2 1

3nC.17 + +
Ycunenue 3NC.17

3NC.18 ObecneyeHune 3arpy3km 1 UICNOSTHEHUA NPOrpaMMHOro obecne4yeHus ¢
MaLUMHHbIX HOCUTenen MHPopMaLmm, AOCTYNHbIX TONLKO ANSA YTEeHUS, U KOHTPOJb
LeNOCTHOCTU AAaHHOIro NporpaMMHOro o6ecneveHus

Tpe6boBaHusa k peanusaumm 3UC.18: B unHMpOpMaAUMOHHON CUCTEME [LOSMKHO
obecnevnBaTbCA:

BbldeneHne B COCTaBe OnepauMoOHHOW CUCTEMbl W MPUKNAAHOro MNpPOrpamMMHOro
obecnevyeHna 4acten, HemoaUMUUMPYEMbIX B Mpouecce 3arpy3ku W BbIMNOSHEHUS, U
pasmeLleHne Nx Ha MaLNHHbBIX HOCUTENAX MHAPOPMALMK, LOCTYMNHbIX TOSBbKO ANS YTEHUS;

3arpyska W BbINOSIHEHWE Ha CpeAcTBaX BbIYUCIUTESNTIbHOW TEXHUKW, onpeaenisieMblX
onepaTtopoM, OnepaLmMoHHON CUCTEMbl C MALUMHHBIX HOCUTENen WHgOopMaLMK, OOCTYMHbIX
TONbKO ANS YTEHUS;

3arpy3ka W BbINOSIHEHME HA CPeACcTBax BbIMUCIAUTENBbHONW TEXHWUKM MPUKIagHOro
nporpaMmmHoro obecneveHuns, onpegensaemMoro onepatopoM, C MaLIWHHbLIX HOCUTeneun
NMHopMauUK, OCTYMNHbIX TOMNBKO A5 YTEHUS.

B kayecTBe MaWMHHBLIX HOCUTENen WHGOPMauUK, OOCTYMHbIX TOMBbKO AN YTEHWS,
paccmaTpumBalroTcd, B TOM yncne, ontudeckme Hocutenn CD-R/DVD-R nnu uHble annapartHble
MaLUMHHbIE HOCUTENW WH(OPMauUK, BO3MOXHOCTb Mepes3anncu Ha KOTopble WCKNoYeHa
TEXHOSTOrMYECKM.

Tpe6oBaHus k ycunenmtro 3UC.18:

1) B cermeHtax (KOMMNOHEHTax) WHGPOPMALMOHHON CUCTEMBI, OnpeaensieMblX
onepaTtopoM, MPUMEHSIIOTCA Hernepes3anucbiBaemble (3allulleHHble OT 3anvMcn) MallWHHbIEe
HOCUTENW  UMHOPMauuK, ycTonumMBble K cBOsSIM B nporpaMMHOM  obecneyeHuu
MHPOPMALNOHHON CUCTEMBI Y OTKITKOYEHUIO NMUTaHWUS;

2) onepatopoM [OOSMKEH OCYLLECTBNATLCA KOHTPOSb LIESIOCTHOCTU MPOrpamMMHOro
obecneyeHnsd, 3anMcaHHOro Ha MalUMHHbIE HOCUTENWN UMHopMauun, SOCTYMNHbIE TOMBKO AN
yTeHus, B cootseTcTBum ¢ OLIJT.1.

CopepxaHue 6aszoBou mepbl 3UC.18:

Mepa 3awuTtbl HpopmaLuunm Knacc 3awmueHHOCTU MHGHOPMaLNOHHOWN CUCTEMDbI

4 \ 3 \ 2 \ 1




31C.18

Ycunenne 31C.18

3UC.19 N3onsauma npoueccoB (BbINONHEHWE NporpamMM) B BbiaeneHHOU obnacTtu
namsaTu

Tpe6boBaHusa k peanusauum 3UC.19: B wnHpopmMauUMOHHON cucTemMe [OSMKHA
OCYLLIEeCTBMNATLCA U30MAUMA MPOLLECCOB (BbINOMIHEHWE MporpaMMm) B BblaeneHHon obnactu
namsaTu.

N3onauma npoueccoB (BbINOSIHEHME MpoOrpamMm) B BblAENEHHONW obnactu namstu
AomkHa obecneymBaTb HEAOCTYNHOCTb O6GMacTen namaTW, MCMNONb3yeMbiX MpoLeccamm
(nporpammamm) BbINONHAEMbIMW OT UMEHW OOHOro norib3oBaTenst (y4eTHOW 3anucu), Ans
npoueccoB (MporpaMmm), UCMOMNHSAEMbIX OT UMEHWN APYroro nonb3oBaTens (y4eTHOM 3anucK).

N3onauma npoueccoB (BbINOSIHEHME MporpamMm) B BblAENEHHONW obnactu namsTu
peanuayeTcsi B CpeacTBax BblYUCIIMTENbHON TEXHWKM, ONpeaerieHHbIX OnepaTtopoM, M Kak
MUHUMYM [OOJSDKHa BKMHOYATh U30MNALMI0O NPOLECCOB, CBA3AHHbLIX C BbIMNOSIHEHNEM (OYHKLMN
6Ge3onacHOCTM CpeacTB 3almThl MHOPMaALMK.

Tpeb6oBaHus k ycunenmtro 3UC.19:

He ycTaHoOBNEH®bI.

CopepxaHue 6azoBon mepbl 3UC.19:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOpMaLMOHHOM CUCTEMBI
4 3 2 1
31C.19
Ycunenune 3MC.19

3NC.20 3awmTa 6ecnpoBoAHbLIX COeANHEHUN, NPUMEHSAeMbIX B UH(POpMaLMOHHOMN
cucteme

TpeboBaHua k peanusauum 3UC.20: Onepatopom pormkHa ObiTb obecneveHa
3awmra 6ecnpoBOAHbIX COEANHEHUN, NPUMEHSEMbBIX B MHPOPMALMOHHOM cucTeme. 3awmTta
06ecnpoBOAHbIX COeAMHEHUI BKIOYAET:

OrpaHMyYeHMe Ha WucCnonb3oBaHMe B WHGPOPMALMOHHOM cucteme 6ecrnpoBOAHbBIX
coeguHeHun (B yactHoctn 802.11xWi-Fi, 802.15.1 Bluetooth, 802.22WRAN, IrDA n uHbIX
6ecnpoBoOgHbIX COEAMHEHUIN) B COOTBETCTBUM C 3agadvamu (PyHKUMAMM) MHGOPMALMOHHOMN
CUCTEMbI, AN PELLEHMSI KOTOPbIX Takne coeanHeHNsa HeobXoanMbI;

npegocTaBneHne JocTyna K napameTpam(M3MEHEHW0 MapaMeTpoB) HACTPOMKK
©ecnpoBOAHbIX COeANHEHNIA TONMLKO agMUHUCTPaTopamM MHPOPMALIMOHHON CUCTEMBI;

obecneyeHne BO3MOXHOCTM peanusaumm GecrnpoBOOHbIX COEOUHEHWUA TOMbKO 4vepe3
KOHTpOnuMpyemble WHTepdencbl (B TOM 4ucrne, nNyTeM MNpUMEHEHUs CPeacCTB  3aluuThbl
NMHpopmauun);

permctpauuss M aHanu3 cobbITUI, CBSAI3AHHbLIX C WCMONb30BaHMEM 6ecrnpoBOAHbLIX
COEOVHEHMI, B TOM YMCNe ONs BbISIBIIEHUSA NOMbITOK HECAHKLMOHMPOBAHHOIO MOAKITHYEHMS K
MHdOpMaLMOHHON cnucteme Yyepes becnpoBodHbIE COEANHEHNS.

Mpn obecneyeHun 3awmTbl 6ECNPOBOAHLIX COEOVUHEHMI B 3aBUCUMOCTU OT UX TUMOB
AOIMKHbI peann3oBbiBaTbCA Mepbl N0 MAEHTUUKALUN U ayTeHTUMMKALMM B COOTBETCTBUM C
NAD.1, NAD.2 n NAD.6.

Mpn HEBO3MOXXHOCTU WUCKIOYEHUS YCTaHOBNEHMst 6ecnpoBOAHbIX COeAMHEHUI U3-3a



npegenoB KOHTPONMPYEMOW 30HbI AOSMKHbI MPUHMMATBCSA Mepbl 3alULLEHHOrO yaaneHHoro
poctyna B cootBetctBum ¢ YI10.13 n 3UC.3.

MpaBuna u npouenypbl NPUMEHEHNA GeCnpPOBOAHbIX COEAMHEHUI PErfaMeHTUpyoTCA
B OpraHM3aLMOHHO-pacnopsanTenbHbIX JOKYMEHTax onepartopa no 3awimte nHdopmMaumu.

TpeboBaHus k ycunenuro 3UC.20:

1) onepatopom ansa 3awmtbl 6GecrnpoBOAHbIX COEAMHEHUMW B COOTBETCTBUM C
3akoHogatensctBom  Poccuinckon — depepaumm  OOMKHbI - MPUMEHSATLCA  CpeacTBa
Kpuntorpaduyeckon 3amtbl MHPOPMaLnu;

2) B WH(OPMALMOHHON CUCTEME AOSMKHbI MPUMEHSATLCA MNPOrpaMMHO-TEXHUYECKNE
cpeacTBa obHapyxeHusa, aHanusa n 6y10KMpPoBaHUS HECAHKLMOHMPOBAHHOIO MCMNOMNb30BaHNSA
6ecnpoBOAHbIX TEXHOOIrMI U NOAKITHYEHNA K MHPOPMAaLMOHHON CUCTEME;

3) onepaTtopoMm [OMmKHO obecnevnmBaTtbCa 6GMOKMPOBAHME HECAHKLMOHMPOBAHHbIX
6ecnpoBOAHbIX NOAKNIOYEHUI K MIHDOPMALMOHHOW CUCTEME;

4) onepaTtopom AOomKHaA ObITb UCKIOYEHA BO3MOXHOCTb YCTaHOBNEHUS 6ecrnpoBOAHbIX
COeANHEHWI U3-3a NPeAEnoB KOHTPONIMPYEMOW 30HbI.

CopepxaHue 6azoBon mepbl 3UC.20:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCT MHPOpMaLMOHHOM CUCTEMBI

4 3 2 1

31C.20 + + +
Yceunenne 3NC.20

3UC.21 UcknioyeHue aocTtyna nonb3oBartens K MHpopmaumm, BO3HUKLIEN B
pe3ynbTaTe AeNCTBUIM NpeabiayLero nonb3oBaTesns Yepes3 peecTpbl, onepaTuBHYO
namsaTb, BHELWWHWE 3anoMMHaKLWme YCTPOMCTBA U UHbIe obLwmMe Ans nonb3oBaTenien

pecypcbl MHPOPMaLVUOHHON CUCTEMbI

Tpe6oBaHusa k peanusaumu 3UC.21: B MHPOPMAUNOHHOM CUCTEME JOMMKEH ObITb
WCKNIYEH [JOCTYyN Mofb3oBaTtesis K MH@opMauun, BO3HUKLLEN B pesynbTaTte LeNCTBUM
npegblaywero  nosfb3oBaTenst 4Yepe3  peecTpbl, ONepaTUBHYK MNaMATb, BHELIHUE
3anoMuHaloLMe YCTPOWCTBA, pPecypcbl annoBoM CUCTEMbI W WUHble obwme Onsa
nosib3aoBaTesnien pecypcbl UHPOPMALNOHHON CUCTEMBI.

McknioueHne pgoctyna K mMHgopmaumm 4depes obuime ans nonb3oBaTernien pecypchbl
AOIMKHO obecrneymnBaTtb 3anpeT AoCTyna TeKylemy Mnorb3oBaTento (y4eTHOW 3anucu) unu
TeKyLleMy npoueccy K CUCTEMHbIM pecypcam (peecTpam, onepaTUBHOW MamATh, BHELUHUM
3anoMuHalWUM yCTPONCTBaAM) NPU UX MOBTOPHOM MCMNOMb30BaHUW, B KOTOPbIX XPaHUTCHA
MHdopMauusa gpyroro (NpeabigyLuero) nonb3osBaTteng.

Tpeb6oBaHus k ycunenmtro 3UC.21:

1) B wuWHGOPMAUMOHHOM cuUCTEME [OoSPKHA ObiTb  UCKMKOYEHA BO3MOXHOCTb
MCNonb3oBaHMs B KadecTBe OOWMX ANna nonb3oBaTenen pecypcoB MHAPOPMAaLMOHHON
CUCTEMbI, KOTOpPble WUCMOMb3YTCA Kak WHTepdenc (namaTb, OOHOHaNpPaBrieHHbIE
NHTepdencol (yCTpOWCTBa) M ceTeBble KapTbl) B3aMmoaencTBus (CBA3UM) C CUCTEMaMW,
UMeEIoLLNMM apYrme Knacchl 3alUMLLEHHOCTMW.

CopepxaHue 6aszoBou mepbl 3UC.21:

Mepa 3awwuTtbl Hpopmauum Knacc 3awmieHHOCTU MHopMaLMOHHON CUCTEMBI

4 3 2 1

31C.21 +
Ycunenune 3NC.21
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31C.22 3awmTa MHpOopMaLIMOHHON CUCTEMbBI OT Yrpo3 6e3onacHoOCTU MH(popmMaLuu,
HanpaBrieHHbIX Ha OTKa3 B 06Cny>XuBaHUU 3TON MH(POPMALIMOHHON CUCTEMbI

Tpe6boBaHua k peanusaumm 3UC.22: B wnHpOpMaUMOHHOW cuUCTEMe [OOSMKHA
obecneunBaTbCs 3alimMTa OT yrpo3 6e3onacHoCTU MHgopMauuKn, HanpasneHHbIX Ha OTKas B
obCnyXnBaHnn 3TON CUCTEMBI.

OnepaTtopoM JormkeH ObITb onpeaeneH nepeyeHb yrpo3 (Tunoe yrpo3s) 6e3onacHocTn
NMHpopMauUK, HaNpaBEeHHbIX HA OTKa3 B 0GCNY>XMBaHWUN.

3awmrta OoT yrpo3 6Ge3onacHOCTM WHAOPMaLMKM, HanpaeBfeHHbIX Ha OTka3 B
oGcnyXmMBaHUN, OCYLLIECTBNAETCA NOCPEACTBOM peanusauun B MHGOPMALMOHHON cucteme
Mep 3awuTbl MHpOPMaLMOHHOM cucTteMbl B cootBeTcTBuM ¢ 3/C.23 M NOBbIWEHHLIMU
XapakTepucTMkamm  npou3BOAUTESNTIbHOCTU  TEeNIEKOMMYHUKALUWMOHHOMO  obopyaoBaHus W
KaHanoB nepefadn COBMECTHO C pe3epBMpOBaHMEM MHAOPMALMM N TEXHUYECKUX CPeacTB,
nporpaMmMHoro obecnevyeHusi, kaHanoB nepegayvn mHcopmauum B cootesetcTBun ¢ OT.2,
OAT.4 v OAT.5.

Tpeb6oBaHus k ycunexnuro 3UC.22:

1) B WHdOPMAUNOHHOM cuUCTEME o0b6ecneymBaeTCca OrpaHMyYeHne BO3MOXHOCTEN
nosib3oBaTesier No peanusaumm yrpos 6e3onacHoCT1 MHpopmMaumm, HanpasneHHbIX Ha OTKa3
B 06CNy>XMBaHUN, B OTHOLLUEHUU OTAESIbHbIX CErMEHTOB MH(POPMALIMOHHOW CUCTEMBI U APYrnX
NHPOPMALMOHHBIX CUCTEM;

2) B MHGMOPMaALMOHHON cucteme obecneymBaeTCsa ynpaBlieHWE XapaKTepPUCTUKaMM
NPOU3BOAUTENBHOCTN  TENEeKOMMYHUKALMOHHOIO 00opyaoBaHMS W KaHanoB nepefaydu
WHpopMauun B 3aBUCUMOCTM OT WHTEHCUBHOCTM peanusaumm yrpo3 6He3onacHocTu
NMHpopMaLUK, HaNpaBEeHHbIX HA 0TKa3 B 0GCNY>XMBaHWN;

3) onepaTopomM B YCTaHOBMEHHOM nopsiake obecnevmBaeTcsi UCMONb30BaHWE YCnyr
CTOPOHHUX OpraHu3auun (nposangepoB) No "oudncTtke" Bxoasdulero Tpaduka (ans cbpoca
NMoTOKa MNakeToB, MCMNOMb3yEMbIX Hapywmtenem Ansg peanusaumm yrpo3 6es3onacHocTw,
HanpaBfieHHbIX Ha 0TKa3 B 06Cy>XMBaHMM 3TON MHPOPMALMOHHON CUCTEMDI);

4) onepatopoMm obecneynBaeTca MpPUMEHEHME CpPeacTB 3awuTbl MHGOpPMaUmK,
npefHasHa4yeHHbIX AN HenTpanusauuu yrpo3 6e30MacHOCTW, HanpaBfieHHbIX Ha OTKa3 B
obcnyxuneanuu;

5) B UHPOpMAUMOHHOM CUCTEME MePbI 3alLnTbl OT Yrpo3 6e3onacHoCTn nHgopmaumn,
HanpaBfeHHbIX HA OTKa3 B OOCNY>XMBaHWW, OOIMKHbI 06ecneyYnTb BO3MOXHOCTb 3alUnTbl OT
COOTBETCTBYHOLLMX aTak Ha MHMOPMALMOHHYO cucTeMy ©e3 BO3OeNCTBUS Ha Tpaduk ceTu
(noaceTn), B KOTOPON OYHKUMOHNPYET MH(POPMALIMOHHAsA CUCTEMA;

6) onepaTtopoM obecneynBaeTcss BO3MOXHOCTb B3auMMOAENCTBMS MO BOMpocam
3aWnTbl  UHOpMauUM OT Yrpo3, HampaBfEeHHbIX Ha OTka3d B OOCnyXuMBaHUKW, CO
cneumanbHbIMKM CUCTEMAMMU YMNOSTHOMOYEHHbBIX OPraHoB C y4eToM TpeboBaHuK Mo 3awuTe
MHdOpMauuK.

CopepxaHue 6azoBou mepbl 3UC.22:

Mepa 3awwuTtbl Hpopmauum Knacc 3awmieHHOCTU MHOpMaLMOHHOW CUCTEMBI
4 3 2 1
31nC.22 + +
Ycunenune 3NC.22

3UC.23 3awumTta nepumeTpa (hbrusnmyeckmx u (MnNn) NOrM4YECKMUX rpaHunLy)
MHOpMaLMOHHOU CUCTEMbI MPU ee B3auMoAenCcTBUU C UHbIMU MHPOPMALMOHHbIMU



cucremMmamMmm m I/IHd)OpMaUMOHHO-TeneKOMMYHVIKaLII/IOHHbIMVI ceTAMU

Tpe6oBaHusa k peanusaumm 3UC.23: B wnHpOpMaUMOHHOM cCUCTEME [OOSMKHA
OCYLLECTBMNATLCA 3awmta nepumeTtpa (Puandecknx wn  (UnNu) rorvyeckux rpaHuu)
WHOPMALMOHHON CUCTEMbI MNpU  ee B3auMOLENCTBUN C  WUHbIMW  MHPOPMALMOHHBbIMU
cucTteMamm 1 MHPOPMaLMOHHO-TENEKOMMYHUKALMOHHBIMU CETAMU, NpeaycMaTpuBatoLLas:

yrnpasrieHne (KOHTPOSib) BXOAALWUMM B MHPOPMALNOHHYIO CUCTEMY N UCXOAALWMMU U3
WHPOPMALNOHHOM CUCTEMbI  UHAOPMAUUOHHBLIMKM MOTOKaMM Ha usandeckon u (unu)
NOrnM4YeCcKon rpaHumLe MHPOPMaLUMOHHON CUCTEMBI (CEFMEHTOB MHAPOPMALMOHHOW CUCTEMBI);

obecneyeHne B3aMMOAENCTBUA MH(POPMALIMOHHOW CUCTEMBI U (UNKN) €e CerMeHTOB C
WHBIMW MHAOPMALIMOHHLIMM CUCTEMaMKU U CETAMU TONMbKO 4Yepe3 ceTeBble UHTEPdENCHI,
KoTopble obecneuymBaloT ynpaBneHne (KOHTPOSb) WH(OPMAUMOHHBIMA  MNOTOKaMKU C
NCcnosib3oBaHMEM CpeacTB 3alnTbl MHGopMaLmMK (ynpaBnsemble (KOHTPONUpyeMble) ceTeBble
UHTEepPdENCbl), YCTAHOBMEHHbIX Ha du3ndyeckom U (UnM) NOrMyeckoMm nepumeTpe
MHPOPMALNOHHON CUCTEMBI UIKN €€ OTAESbHbIX CErMEHTOB (MapLUPYyTU3aTOPOB, MEXCETEBbIX
9KpaHOB, KOMMYTaTOpPOB, MPOKCU-CEPBEPOB, LWMNHO30B 0e30MacHOCTU, CPeacTB MOCTPOEHUS
BMPTYarnbHbIX YACTHbIX CETEN U UHbIX CPEACTB 3aLlLMTbl UHpOpMaLUn).

MpaBnna wn npouenypbl  3awmTbl  nepumeTpa  UHPOPMALUMOHHOM  CUCTEMBI
pernaMmeHTUpyoTCS B OpraHM3auMOHHO-pacnopaauTenbHbiX OOKYMEHTax onepartopa no
3awmrTe nHpopmaumn.

Tpe6oBaHus kK ycunenuro 3UC.23:

1) B WH(pOpMaUMOHHOW cucTeMe [ofmkHa ObiTb obecnevyeHa BO3MOXHOCTb
pasMeLleHna nybnmnyHbiX O06OLWEeOOoCTYNHbIX pecypcoB (B 4acTHOCTM 06LWEenoCTYMHbIN
Beb-cepBep), B3aMMOLENCTBYHOLMX C WMHPOPMALNOHHOM CUCTEMOWN 4Yepe3 oThernbHble
duamnyeckme ynpasnsemble (KOHTPONMPyEMbIE) CETEBbIE NHTEPENCHI;

2) B UHpOPMALMOHHOW cUCTEME AOSMKHO ObiTb 06ecnedyeHo npeaocTasneHne goctyna
BO BHYTPEHHME CEerMeHTbl WH(OPMALMOHHON CUCTEMbI (OEMUNUTAPU3OBAHHYIO 30HY) W3
BHELLHNX MHGOPMALMOHHBIX CUCTEM N CETEN TOSMbKO Yepes cpeacTBa 3almThl nepumeTpa (3a
UCKITIOYEHNEM BHYTPEHHMX CErMeHTOB, KOTOpble ChneumanbHO BblAeneHbl Ans  Takoro
B3anMOAENCTBUSA);

3) onepaTop OOIMKEH OrpaHUYUTb KONMMYECTBO TOYEK OOCTyna B WUH(OPMAaLMOHHYIO
CUCTEMY M3 BHELHUX WHAOPMALUMNOHHBLIX CUCTEM U cCeTern OO0 MUHMMAsibHO HeobXxoammoro
yucna Ans pelleHns NoCTaHOBMEHHbIX 3adad, a Takke obecrnedmBalowero MOCTOSIHHbIA U
BCECTOPOHHUIN KOHTPOSb BXOAALLNX U UCXOAALLNX MHEOPMALMOHHBIX MOTOKOB;

4) onepaTtopom B MUHPOPMALMOHHON CUCTEME:

a) OOMMKEeH NPUMEHATLCA OTAEeNbHbI (PU3NYECKNn yrnpaBnseMblin (KOHTPONMPYEMbIN)
ceTeBOM NHTepdenc Ans Kaxaoro BHELWHEro TefIeKOMMYHMKaLUWOHHOIO CEPBUCA;

0) OOMKHbI ObiTb YCTAHOBMEHbI MpaBuna ynpasreHnss HPOPMaLNOHHLIMU MOTOKaMM
ANSA Kaxgoro omsmyeckoro ynpasnsemoro (KOHTpoNmMpyemMoro) ceTeBoro nHTepdenca;

B) OofmkHa obecnevmBaTbCA 3awuTta MHMOpMaumm npu ee nepefaye no KaHanam
CBSI3WN, MMEIOLLMM BbIXOA 3a Npeaenbl KOHTPONMPYEMOWN 30HbI (NPU HEOBX0AMMOCTM), NyTEM
NPUMEHEHNSA OpraHM3auMOHHO-TEXHUYECKMX Mep WunuM  Kpuntorpaduyecknx MeTod0B B
COOTBETCTBUM C 3aKoHOAaTernbCcTBOM Poccurckon ®enepaunu;

r) AOSMKHO obecneymBaTbCsl 060CHOBaHME U AOKYMEHTUPOBAHUE BCEX UCKITHOYEHUI U3
npasus ynpasneHus UHPOPMaLMOHHBIMU MOTOKaMU, CBA3AHHbLIX C peLleHneM onpeneneHHbIX
3ag0ay B MHOPMAUMOHHOM CUCTEME, U onpeneneHne NpoAOIMKUTENbHOCTM NOTPEBHOCTU
TaKUX UCKITIOYEHUI;

A) [OomkHO obecneymBaTbCa  yaaneHne BBEAEHHbIX MWCKMIYEHUW W3  npasun
ynpasneHns HPOPMaLUMOHHbLIMW NOTOKaMM Mocre UCTEYEHNSA YCTaHOBNEHHOIO BPEMEHN;

5) B WHMOPMaAUMOHHOW cUCTEME [OMKEeH OblTb WUCKMAYEH BbIXOA (BXon) 4epes



ynpaBnsemMble (KOHTPONMpyemble) ceTeBble WHTepdencbl MHEPOPMAaLMOHHBIX MOTOKOB MO
yMOM4YaHuio (peanuaaumsi npmHumMna "3anpeLleHo Bce, YTo He paspeLleHo”);

6) onepatopoMm obecnevnBaeTcs 3anpeT nepefadn WHGopmauun 3a npegensi
nepumeTpa MHMOPMAaLMOHHON CUCTEMbI Mpu OTKase (cboe) (byHKUMOHMPOBaHUS CpPeacTB
3aWnTbl NEPUMETPA;

7) B WHPOPMAUMOHHOM CUCTEME [OO/MKHA ObiTb UCKNOYEHA BO3MOXHOCTb
NHPOPMALMOHHOIO B3aMMOAENCTBUS MOBUITbHBIX N MHBIX TEXHUYECKUX CPeacTB (YCTPOWUCTB)
C BHELWHUMU WUHPOPMALMOHHBIMU CUCTEMaAMU U MHEOPMALMOHHO-TENEKOMMYHUKALMOHHBLIM
ceTsaM B npouecce UX yaaneHHoro noaknioyYeHns K sawuwaemon MHdpopmaLMOHHON cucteme
C UCMNOSb30BaHNEM CPEeACTB MOCTPOEHUS BUPTYaribHbIX YaCTHbIX CeTen;

8) B MH(popmaunoHHON cucteme obecneymBaeTca CeTEBOE COeAMHEHME BHYTPEHHUX
CErMeHToB MH(MOPMALMOHHON CUCTEMbl (OTAEMbHbIX CPEACTB BbIMUCIUTENBHBIX TEXHUKK),
onpegerieHHbIX OonepaTtopoM, C YCTAHOBIIEHHbIMW WM  BHELHUMW MHGPOPMaLMOHHBIMU
cUcCTEMaMM U CeTAMM 4Yepes3 MNPOKCU-CepBepbl, pa3MeLleHHble COBMECTHO CO cpeacTBamMu
3awmTbl nepumeTpa, obecneuyuBatowme rnormposaHue (otcnexmBaHne) TCP-ceccun,
O6noknpoBaHne koHKpeTHbIX URL, gomeHHbIX umeH, |IP-agpecoB n gpyrum napameTpam
3anpocoB K BHELUHNM WH(POPMaALMOHHbIM pecypcam;

9) B WHPOPMALMOHHOM CUCTEME UCKMNIOYAETCA BO3MOXHOCTb BblXOda 4epes
ynpaensemble (KOHTpONMpyemble) ceTeBble WHTepdencbl WMHPOPMALMOHHBIX MOTOKOB,
cogepxalimx BpeOoHOCHOe nporpamMmHoe obecneveHve  (BUPYCbl) WM MPU3HaKK
KOMMbIOTEPHbIX aTak NPeacTaBsOWMX Yrpo3y BHELWHUM MHEAOPMAUMOHHBIM CUCTEMaM U
ceTam;

10) B MHGOPMALMOHHON CUCTEME WUCKITOYAETCH BO3MOXHOCTb YTEYKM WMHopmMaumnm
Yyepes ynpasnsiemble (KOHTpPONupyemble) ceTeBble NHTEPdENChl MyTeM TOYHOro cobroaeHus
dopmMaToB MPOTOKOSOB, KOHTPOSIS MCMOMb30BaHUA CTeraHorpadum, OTKMIOYEHUS BHELLUHUX
ceTeBbIX UHTephericoB, pasbopkn n cOOPKU NAKETOB OAHHbLIX, KOHTPOMS OTKIIOHEHUSA TuMna u
obbema MHPOPMALMOHHOIO NOTOKA OT YCTAHOBMAEHHOrO Npoduss;

11) B WHOPMaUMOHHOM cUCTEME [OoMmkHa ObiTb obecrneyeHa npoBepka agpeca
NCTOYHMKA MH(OPMALMOHHOIO NoToka M agpeca nosiydatend UHGOPMaUWMOHHOrO MOTOKa C
uenbi noaTBEPXOEHUA TOro, 4YTO WMH(OPMAUMOHHOE B3aMMOAENCTBME MexXdy ITUMMU
agpecamu paspeLleHo;

12) B WH(opmMaumoHHOM cucteme obecnevmBaeTcs 3awmTa nepumeTpa C
NCcrnonb3oBaHMEM LWM3a 6e30MacHOCTM Ha ypoBHE y3roB (XOCTOB) ANs1 cepBepoB, paboumx
CTaHUMN U MOBUNBbHbIX TEXHUYECKUX CPEACTB;

13) B uvH(opmMauMoHHON cucTeme obecrneynBaeTcsl COKpbITUE CeTeBbIX aapecoB
ncnonb3yemMblX AN yrnpaBneHns cpeacTBamMmn 3awmtbl nepumeTpa, MHPopMauns O KOTOPbIX
MOXEeT ObITb NONydyeHa 4yepes TEXHONOormM onpepeneHus YCTPOWUCTB B CeTU (B YaCTHOCTU
CUCTEMY AOMEHHbIX UMEH);

14) onepaTopoM obecneunmBaeTcs OTAENEHNe 4epe3 OTAeNbHbIN  (PU3n4ecKnin
yrnpaBnsemMbll  (KOHTPONUPYeEMbI) ceTeBOM UHTepdhenic  dyHkuMM  6GesonacHocTM wn
ynpaeneHus  (agMUHUCTPUPOBAHUS)  MHOPMALMOHHOM  CUCTEMbI,  OnpeaeneHHbIX
onepaTtopomMm, OT ApYrnx (BHYTPEHHMX) KOMMOHEHTOB MH(POPMALIMOHHOW CUCTEMBI;

15) onepaTopom obecneunBaeTcsi UCKNIOYEHNE BO3MOXHOCTU HECAHKLMOHUPOBAHHOMO
U3N4EeCKOro CeTeBOro MNOAKIKYEHNS K ynpaBnsemMbiM (KOHTPONMMPYEMbIM) CETEBbIM
UHTepdgencam (ceTeBbiM MHTEPdENCAM CPEACTB 3alLmThl NepumeTpa);

16) B MH(OPMALMOHHOW CUCTEME ANA KOHTponsa (aHanusa) 3aliMweHHOCTU OO0CTYyn
agMMHUCTpaTopoB  obecneunmBaeTcs 4depe3  BblAENIEHHbIN  OTAENbHbIA  (PU3nMYecKnin
ynpasnsemMbln (KOHTPONMPYEMBbI) CETEBON UHTEPDENC;

17) onepaTopoM MNPUMEHSAIOTCS aBTOMAaTU3NPOBaHHbIE CpeacTBa, obecnedvnBaroLine
cTporoe cobnogeHne dopmarta ceTeBbIX MPOTOKOMOB Ha YPOBHE MPUNOXEHUN (NpoBepka



NnakeToB Ha NpeameT cobnoaeHns cneundmrkalmi NPOToKoNa Ha YPOBHE NPUITOXEHWI);

18) B uWHGoOpmauMoHHOM cucteme obecnedumBaeTCsl KOPPEKTHOEe 3aBeplleHue ee
PYHKUMOHUPOBaHNSA B Cryvae HapylleHus QyHKUMOHMpoBaHUS (cbosi, OTKa3oB) CpeacTB
3alWnTbl NepumeTpa;

19) B WH(pOpMaAUMOHHOM cucTeMe nNpu HeobXoaMMOCTM NpPeaoCTaBnATb LOCTYN K
pecypcam MHMOPMaLMOHHOM CUCTEMbl OOSMKHA OblTb OpraHn3oBaHa AemMunvTapu3oBaHHas
30Ha, cofepXalluasi 4OCTYMHble pecypchl.

20) B WHQOPMaAUMOHHOM cucTemMe [ormkHa ObiTb obecneyeHa BO3MOXHOCTb
pasMelleHns nybnuuHbiXx  0BLeaoCTynHbIX  pecypcoB  (Hanpumep, 06wenoCTynHbIN
BebG-cepBep), B3aMMOLEUCTBYHOLMX C WMHAPOPMALNOHHOM CUCTEMOWN 4Yepe3 OTAenNbHble
duanyeckme ynpasnsemble (KOHTPONMpPYeEMbIe) ceTeBble MHTEPdENCHI.

CopepxaHue 6azoBon mepbl 3UC.23:

Mepa 3awuTbl MHpOpMaLmn Knacc sawmieHHOCT MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
3nC.23 + +
Yceunexnne 3NC.23 1, 2, 3, 4a, 1, 2, 3, 4a,
40, 48, 5 40, 48, 41, 41,
56,7

3UC.24 MNpekpalieHne ceTeBbIX COeAUHEHUN NO UX 3aBepPLUEHUUN UMKN NO UCTeYEeHUU
3alaHHOro onepaTopomM BPEMEHHOro MHTepBana HeakKTMUBHOCTU CETeBOro coeauHEeHUA

Tpe6boBaHusa k peanusaumm 3UC.24: B unHMpOpMaALNOHHON cCUCTEME [LOSMKHO
OCYLLIECTBMNATLCA 3aBeplUeHMe CeTeBbIX CoeAuMHEeHMn (Hanpumep, OTKpensieHne napbl
nopt/agpec (TCP/IP)) no ux 3aBepwweHun un (UnmM) N0 UCTEYEHUU 3afaHHOro onepaTtopom
BPEMEHHOI0 MHTEpBasia HeaKTUBHOCTM CETEBOIO COeAMHEHMS.

Tpeb6oBaHus k ycunenuro 3UC.24:

He ycTaHOBNEHDI.

CopepxxaHue 6azoBou Mepbl 3UC.24:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHoCTU MHopMaLMOHHOW CUCTEMbI
4 3 2 1
31C.24 + +
Ycunenue 3UC.24

3UC.25 Ucnonb3oBaHne B MHPOPMALMOHHON CUCTEME UIN ee CerMeHTax pasnnyHbIX
TUNOB OOLEeCNCTEMHOro, NPUKIIagHOro U cneuuranbHOro NporpamMmMHoOro obecneyeHus
(cozpaHue reteporeHHOU cpeabl)

TpeboBaHua k peanusaumm 3UC.25: [IpOekTUPOBLUMKOM Mpu  CO34aHUU
NHPOPMALNOHHOM OOIMKHBI MPUMEHATLCSA PasnnyHble TUMbl 06LLECUCTEMHOrO, NPUKIAAHOMO U
cneymnansHOro NporpaMmmHoro obecneveHus (cosgaHne reTeporeHHon cpebl).

leTeporeHHas cpega co3gaeTcsa  NyTeM  MPUMEHEHWUs  PasfuuyHbIX  TUNOB
NH(OPMALMOHHBIX TEXHOMOMMMN C Uemnbio OrpaHNYeHnss BO3MOXHOCTEW MOTEeHUManbHbIX
HapyLuTenemn no peanusaumm yrpos 6esonacHoCTK NHdopmMaLun (no
HeCaHKLMOHNPOBAHHOMY AOCTYNY K UH(OpMaLuKn, BHeOPEHUIO BPEAOHOCHOMO NPOrpaMmMHOro
obecneyeHnss (KOMNbIOTEPHbIX BUPYCOB) WM MO OpraHu3aummM BTOPXEHUA (NpoBedeHUIo



KOMMbIOTEPHbIX aTak)).

CospaHne reTeporeHHon cpeabl MOXET OOCTUraTbCA B YaCTHOCTU NMPUMEHEHWEM Ha
cepBepax nHbopmaumoHHonm cucteMbl UNIX-nogo6HbIX onepaumoHHbIX CUCTEM, OTIIMYHbIX OT
OnepaumoHHbIX CUCTEM, MPUMEHSIEMbIX Ha aBTOMATU3UPOBAHHLIX pabounmx mectax Tuna
Windows v (unn) npuMeHeHneM B CMEXHbIX CETEBbIX CerMeHTax MH(POPMaLNOHHON CUCTEMBI
pasHbIX TWUMOB CETEBOro O6LIECUCTEMHOro, MpuknagHoro u (unuM) cneumnanbHoro
nporpamMmmMHoro obecneveHus.

Mpn co3gaHun reTeporeHHon cpenbl HEO6XOAMMO YYMTbIBaTb MOBbILLEHWME CITOXHOCTU
B YynpaBneHun KOHurypaumen MHGOPMAaLMOHHON CUCTEMbI U BO3MOXHOCTb YBENU4eHUs
OLUMBOK KOHGUIypaLumn 1 BO3MOXHbIX YA3BMMOCTEN.

TpeboBaHus k ycunenuro 3UC.25:

He ycTaHOBNEHDI.

CopepxaHue 6azoBoun mepbl 3UC.25:

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCTU MHPOPMaLMOHHOM CUCTEMBI
4 3 2 1
31C.25
Ycunenune 3UC.25

3UC.26 Ucnonb3oBaHMe NPUKNAAHOIo U cneuuanbHOro NPorpaMMHoOro obecne4vyeHums,
MMeroLwero BO3MOXHOCTb (hYHKLIMOHMPOBAHUSA Ha PasfiMyHbIX TUNAX onepauuoHHbIX
cuctem

Tpe6boBaHusa k peanusaumm 3UC.26: B unHMpOpMaUMOHHON cUCTEME [OSMKHO
NPUMEHATBCHA  NPUKNagHoOe W cheumanbHoe nporpammHoe obecneveHve, wumerowee
BO3MOXHOCTb  (QYHKLMOHMPOBAHMA Ha PasfMYHbIX TUNax OMNepauuoHHbIX CcUcTeMax
(He3aBucMMoe OT BMAa onepauMOHHON CUCTEMbI NPUKNAAHOE U crieunanbHOe NporpaMmmMHoe
obecreyeHue).

Llenblo nNpuMeHeHUst He3aBMCMMOro OT nnatgopMbl  ONepaLMOHHOM CUCTEMDI
NPUKNagHOro U1 cneuuwarnbHOro nporpaMMHOro obecrnedyeHns sBnaeTcd obecneyeHue
B6ecnepeboriHoro (wtaTHOro)  pyHKUMOHMpPOBAHUSA npuKnagHoro (cneumanbHoro)
nporpamMmmMHoro obecneyeHus nytem nepesoja ero nof yrnpasreHne onepaumvoHHON CUCTEMBI
APpYroro Tuna B crydyae peanu3auun KOMMbIOTEPHOW aTakm (BO3HUKHOBEHUS MHUMOEHTA) Ha
OCHOBHYIO OMepaumoOHHY0 CUCTEMY [0 BOCCTaHOBreHUs 6e3onacHoro gyHKUWOHUPOBAHUS
MHOPMALNOHHOM CUCTEMBI.

[MpMeHeHe He3aBMCMMOro OT Tuna (Buaa) onepaumoHHONM CUCTEMbI NMPUKNAAHOMo M
crneumanbHOro nporpaMMHoOro obecneyeHns OOCTUraeTcs B YACTHOCTM NPUMEHEHUEM
nporpammHoro obecneveHnsi, PYHKUNOHUPOBAHME KOTOPOrO BO3MOXHO Kak nog yrnpasneHnem
UNIX-nogo6HbIX onepaunoHHbIX CUCTEM, Tak MU NOA YnpaBfieHWeM OnepaumoOHHbIX CUCTEM
Tvna Windows nnu nHbix onepaunoHHbIX CUCTEM.

lMepeyeHb NpUKNagHOro M cneumanbHOro nporpaMMHOro obecnedyeHusi, UMerLero
BO3MOXHOCTb  (DYHKLMOHMPOBAHUA Ha pPasfnMyHbIX TUMax OnepaumoHHbIX CUCTEMaX,
onpegenseTcs onepaTtopom.

Tpeb6oBaHus k ycunenmto 3UC.26:

He ycTaHOBNEHDI.

CopepxaHue 6aszoBou mepbl 3UC.26:

Mepa 3awuTtbl HpopmaLuunm Knacc 3awmueHHOCTU MHGHOPMaLNOHHOWN CUCTEMDbI

4 \ 3 \ 2 \ 1




3nNC.26

Ycunenne 31C.26

3UC.27 Co3aaHue (amynsaumsi) NOXHbIX UHPOPMaLIMOHHBIX CUCTEM UITU UX
KOMMOHEHTOB, NpeAHa3Ha4YeHHbIX Ans o6HapyXXeHUA, perucTtpauum u aHanusa
AOEeUCTBUM HapyLiuTesien B npouecce peanusauum yrpos 6esonacHocTu nHgopmaumm

Tpe6oBaHua k peanusaumm 3UC.27: B unHDPOPMALMOHHON CUCTEME [AOSDKHbI
NPUMEHATBCS  CheuuanbHO  CO34aHHble  (3MyNUPOBAHHbLIE)  FIOXKHbIE  KOMMOHEHThI
WHOPMALUMOHHON CUCTEMbI UM CO3[AKTCHA  JIOXKHblIE  MH(POPMALMOHHbLIE  CUCTEMDI,
npegHasHa4yeHHble Ans oBHapyXeHusi, peructpaumm n aHanusa LEeNCTBUW HapyluTenem B
npouecce peanusaumm yrpos 6esonacHocT1 nHopmaumm.

JlToXXHble MHOPMALMOHHbIE CUCTEMbI MMM MX KOMMOHEHTbl LOMKHblI BbICTynaTb B
KayecTBe Uenen [Ans Hapywuitena npu peanu3auum UM KOMMNbIOTEPHOM aTakn U
obecneunBatb MMUTaLMIO (PYHKUMOHMPOBAHUS peasibHOn MHGPOPMAaLMOHHON CUCTEMbI C
uenbo obHapyXeHus, permcTpauumn 1 aHanusa 4ernCcTBUIA 3TUX HapyLuMTenen no peanusaumm
KOMMbIOTEPHON aTakW, a Takke NPUHATUS Mep No NPeaoTBPALLEHMIO YKa3aHHbIX Yrpoa3.

MpaBuna v npoueaypbl NPUMEHEHUS FOXHBIX WH(OPMAUNOHHBIX CUCTEM UMK UX
KOMMOHEHTOB pErnameHTUpyrTCas B OpraHn3aumoOHHO-pacnopsaauTEeNbHbIX  AOKYMEeHTaX
oneparopa no 3awute nHpopmaumn.

Tpeb6oBaHus k ycunenuro 3UC.27:

1) B  VH(MOPMAUMOHHOM  CUCTEME  MPUMEHSIOTCA  JIOXHbIE  KOMMOHEHThI
WH(POPMALMOHHON CUCTEMbI, BbICTyNawwme B KadecTBe LUenM fAns  BPeOoHOCHOro
nporpaMmmHoro obecneyeHuss (Bupyca) W npoBouupylomMe npexageBpemMeHHoe (Ao
BO3AENCTBUS Ha 3alumLLaeMbli O6bEKT [OCTYNa) NPOsiBlEHME ero NPU3HaKoB.

CopepxaHue 6aszoBoun mepbl 3UC.27:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV MHhopMaLMOHHOW CUCTEMBI
4 3 2 1
3nC.27
Ycunenune 3UC.27

3UC.28 BocnpousBeaeHue NOXHbIX U (UNTA) CKPbITUE UCTUHHBIX OTAENbHbIX
MH(POPMaALIMOHHbIX TEXHONOIUK U (UNKN) CTPYKTYPHO-(PYHKLMOHANbHbIX XapaKTepPUCTUK
WH(OPMaLMOHHOM CUCTEMbI UITU ee CerMeHTOB, o6ecneymBarLlee HaBA3bIBaHUe Y
HapyLIUTens JIOXKHOro NpeacTaBneHnsi 06 UCTUHHLIX MHPOPMALMOHHBLIX TEXHONOIMNAX
N (MUNK) CTPYKTYPHO-(PYHKLMOHANBbHbIX XapakTepucTukax MHpopMaLMOHHOW CUCTEMbI

TpeboBaHua k peanusaumm 3UC.28: OnepaTtopom [OMmKHO obecnevmBaTbCA
BOCMPOU3BEAEHNE JOXHbIX W (MNM) CKPbITUE WUCTUHHBIX OTAEMNbHbIX WHAOPMALNOHHBLIX
TEXHOMOrMA W (MNN)  CTPYKTYPHO-GPYHKLMOHAMNBHBIX  XapakTePUCTUK  MHAOPMaLMOHHON
CUCTEMbl MMM ee cerMeHToB, obecrneymBalollee HaBsA3bIBAHWE Y HapyLIUTENsa JOXHOro
npeacTaBneHns 06 NCTUHHBIX NHPOPMaLIMOHHBIX TEXHOMOrmsx n (Mnn)
CTPYKTYPHO-(PYHKLIMOHANBbHbIX XapakTepUCTUKax MHPOPMaLIMOHHON CUCTEMBI.

BocnpoussegeHne (Bu3dyanusauusi) foOXHbIX W (Mnn) CKpbITME (MacKkMpoBaHue)
NUCTUHHBIX OTAENbHbIX MHAOPMALMOHHBIX TEXHOMNOIMN MU (MNKN) CTPYKTYPHO-(PYHKLUNOHAMbHbIX
XapakTepucTuk MHAPOPMALIMOHHOW CUCTEMbl UMW €€ CEerMeHTOB AOMKHbl ObiTb HanpasreHbl
Ha CHWXeHMe BO3MOXHOCTW YCMEeLWHOW peanu3auun HapylimTenem yrposbl 6e30macHOCTM



nHopmMauumn (KOMNbIOTEPHOW aTaku) nyTeM BBedeHUs B 3abnyxaeHve Hapywutens
OTHOCUTENbHO BO3MOXHbIX CNOCOBOB M CPEACTB KOMMbIOTEPHBLIX aTtak Ha MHAOPMAaLMNOHHYIO
cuUcTemy.

Mpn 3TOM BM3yanusauusa JOXHbIX W (UNW) MaCKMPOBaAHWE WUCTUHHBLIX OTAESbHbIX
NHPOPMALMOHHBIX TEXHOMOrMN WU (UNKN)  CTPYKTYPHO-CPYHKUMOHANBHBIX  XapaKTepucTuk
NHOPMAaLMOHHOM CUCTEMbI MO3BOMST CHU3UTb WU UCKIIOYUTL 3aTpaTbl HA BHeapeHue
CMOXHbIX CPeacTB 3aWwunTbl MHpopMaLmK.

Tpe6oBaHus k ycunenmro 3UC.28:

1) BU3yanusauus NOXHbIX NHOPMAaLNOHHbIX TEeXHOMNOorum " (Mnn)
CTPYKTYPHO-(PYHKLMOHANbHbLIX XapakTepUCTUK OCYLLEeCTBNAETCS B MPOU3BOSIbHOM MOPsSiike C
nepuoanYHOCTbIO, onpeaensaemMon onepaTopom.

CopepxaHue 6azoBon mepbl 3UC.28:

Mepa 3awuTbl MHOpMaLmn Knacc 3aumieHHoCTV nHhopMaLMOHHOW CUCTEMBI
4 3 2 1
31nC.28
Ycunenune 31C.28

3UC.29 lNepeBoa MHpOpMaLMOHHOU CUCTEMbI UITU €e YCTPOMUCTB (KOMNOHEHTOB) B
3apaHee onpenenieHHy KOHdUrypauuro, obecneymBaroLLyio 3awmTy MHopmauum, B
cny4yae BO3HMKHOBEHUA OTKa30B (c60eB) B cucteme 3awmTtbl MH(popmaumm
MH(pOPMaLMOHHON CUCTEMDI

Tpe6oBaHua k peanusaumm 3UC.29: B wnHMpOpMaALMOHHON cuUCTEME [LOSMKEH
OCYLLECTBNATLCA NepeBos UH(POPMAaLNOHHOW CUCTEMbI UMW €€ YCTPOWCTB (KOMMOHEHTOB) B
3apaHee onpegesieHHy KoHdurypaumto, obecnedmsaroLLyro 3awmuTy nHgopmaumm, B criydae
BO3HWKHOBEHUN OTKa3oB (cboeB) B cucteme 3awuTtbl WHGOpMauMM MHEPOPMaLMOHHOM
CUCTEMbI.

lMepeBog MHM(OPMALMOHHON CUCTEMBI UMM €€ YCTPONCTB (KOMMOHEHTOB) B 3apaHee
onpeneneHHyl  KoHdurypaumio gormkeH obecnevvmBaTb  3awWwmuTy  MHoOpmauun  npu
HacTynneHum (BO3HMKHOBEHMM) OTKas3oB (c60eB) B (PpyHKLUMOHMPOBAHUN WHAOPMALNOHHOM
CUCTEMbI UNN €€ CerMeHTOB, KOTOPbIE MOTYT NPUBECTUN K HAPYLLUEHMIO KOH(OMAEHUMANBHOCTMN,
LEeNOCTHOCTU U (MNKn) OOCTYNHOCTM 3TOW MHOPMaLMN.

OnepaTopoM A0SMKHbI ObITb onpefeneHbl TUMbl 0TKa3oB (COoeB) B cucteme 3aliuTbl
WHpopMauun  MHPOPMALIMOHHON CUCTEMbI, KOTOPble MOFYT MPMBECTM K HapyLUEHWUIO
KOH(PMAEHUMANbHOCTU, UENOCTHOCTM WU (MNKn) [OCTYMHOCTU 3TOW WMHopmauun, u npu
HaCTynneHum (BO3HMKHOBEHMM) KOTOPbIX  OOJDKEH obecneunBaTbCs nepesoq
MH(POPMALMNOHHON CUCTEMbI UNN €e YCTPOUCTB (KOMMOHEHTOB) B 3apaHee onpeaeneHHyto
KOHoUrypaumio.

3apaHee onpegeneHHas KoHdurypauusi WMHGPOPMAUMOHHON CUCTEMbI  OOJIKHA
copgepXaTtb UHOPMaLNIO O COCTOAHUN MHAOPMALIMOHHOM CUCTEMbI U €€ CUCTEME 3aLUMUThI
MHpopmauun (cnctemHasa MHopMaums, NapaMmeTpbl HACTPOEK NporpamMHOro obecneveHus,
BKMOYasa CpeacTB 3amTbl MHGoOpMaumm), 4OCTaTOUHOM A4S nepe3anycka MHGOOPMaLMOHHON
cucTeMbl 1 obecneyeHnsa ee OyHKLUMOHMPOBAHMSA B LUTATHOM peXunme, Npyv KOTOPOM Takke
obecneunBaeTcsa 3awmTa MHopmaLuun.

PesepBupoBaHne TEXHUYECKMX CPeacTB, MNPOrpamMHOro obecnedyeHusi, KaHarnos
nepegaym uHdopmauumm, cpeacts obecneyeHns OYHKLMOHMPOBAHUSA MHEOPMALMOHHON
cucTeMbl ocyulecTBnsaeTcs B cootseTcTBum ¢ O[1T.2, pe3sepBHOe KonMpoBaHue uHpopmaumm
- B cootBeTcTBUM ¢ OT 4.



KoHTponb 6e30TKa3HOro pyHKUMOHMPOBAHUA TEXHUYECKUX CPEACTB UH(POPMaLNOHHON
cuUCcTeMbI ocyllecTensieTca B cootseTcTBum ¢ O T.3.

Ob6ecneyeHne BO3MOXHOCTM BOCCTAHOBNEHNSA MHOPMaLUN C pe3epBHbIX MalLUMHHbIX
HocuTenen wHgopmaumm (pe3epBHbIX KOMUKA) B TEYEHME YCTAHOBIEHHONO BPEMEHHOro
WHTepBarna ocyuecTenseTcs B coorsetcTaumn ¢ OT.5.

Tpeb6oBaHus k ycunenmro 3UC.29:

He ycTaHOBNEH®bI.

CopepxaHue 6azoBon mepbl 3UC.29:

Mepa 3awuTbl MHoOpMaLmn Knacc 3aumieHHoCTV nHhopMaLMOHHOM CUCTEMBI
4 3 2 1
31C.29
Ycunenune 31C.29

3NC.30 3awmTta MOOUSBbHbIX TEXHUYECKUX CPeACcTB, NPUMEHSeMbIX B
MH(OPMaLIMOHHON CUCTEME

TpeboBaHus k peanunsaumm 3UC.30: OnepaTopomM JOMKHA OCYLLECTBNATLCA 3almTa
NpUMeHsAeMbIX B MH(POPMaLMOHHOM cucTeMe MOBUNBbHBIX TEXHUYECKMX CPeacTB.

K MOBUMbHBIM TEXHUYECKUM CPEeACTBaM OTHOCATCS CbEMHble MalUMHHbIE HOCUTENN
MHpopmauun (pnaLl-HaAKONUTENW, BHELUHWE HAaKOMUTENW Ha XEeCTKMX AUCKaxX W WHble
HOCUTENM), a Takke NopTaTUBHbIE BbIYUCIIUTENbHbIE YCTPOWCTBA U YCTPOMCTBA CBSA3M C
BO3MOXHOCTbIO 00paboTkm wHpopmMaumm (Hanpumep, HOyTOykM, HeTOyku, nnaHweThl,
coTOBble TenegoHbl, LUNPPOBbIE KaMepbl, 3ByKO3anucbiBawLMe YCTPOMUCTBA WU WHble
cpencTtea).

3awmta MOBUSTbHBIX TEXHUYECKNX CPEeOCTB BKITHOYaET:

Peanusauuio B 3aBMCUMOCTM OT MOOMMBHOMO TEXHUYECKOro cpeactea (Tuna
MOOMMABHOrO TEXHWYEeCKOro cpeacTtea) Mep No uaeHTuduKauum u  ayTeHTudukaumm B
cootBeTCcTBUM ¢ MAD.1 n NAD.5, ynpaBneHuto goctynom B cootsetctBumn ¢ YI10.2, YI/4.5,
YI4.13 n YI4.15, orpaHnyeHuntio nporpammHon cpegbl B cootBetctBum ¢ OlC.3, 3awuTe
MaLUWHHBLIX HOocuTenenm wHgopmaumm B cootBeTctBuM ¢ 3HW.1, 3HW.2, 3HWN.4, 3HW.S,
permctpauum cobbitnn 6esonacHoctn B cootBetctBun ¢ PCHB.1, PCBE.2, PCE.3 n PCE.5,
aHTMBMpPYCHOM 3awmte B cootBetctBUM ¢ AB3.1 un AB3.2, KoHTponio (aHanuay)
3awmueHHocTn B cootBetctBum ¢ AH3.1, AH3.2 n AH3.3, obecne4vyeHnto LENOCTHOCTU B
cootBetcTBUM ¢ OLIJT.1.

ounCTKY (yoaneHue) wuHdopmaumm B MOOUITIBHOM TEXHUYECKOM CpeacTBe nocne
3aBepLUeHns ceaHca yaaneHHoro JOCTyna K 3awuwaemMon nHdopmauum nnm NpuHATNE UHbIX
Mep, UCKITIYaLWMX HECaHKLUNOHUPOBAHHbLIN JOCTYN K XpaHUMOW 3aLimiiaemMon nHopmaumu;

YHUUYTOXEHNE CbEMHbIX MaLLMHHbIX HOCUTENnen nHdopmMaumm, KoTopble He noanexar
OYUCTKE;

BbIOOPOYHbIE MPOBEPKN MOBUIMBbHBIX TEXHUYECKUX CPeacTB (Ha NpeameT Ux Hanmums) n
XpaHALWENCcs Ha HUX WHopmauuun (Hanpumep, Ha NpeameT OTCYTCTBUA WHOpMaLMK, He
COOTBETCTBYHOLLEN MAPKUPOBKE HOCUTENSA MHpOPMaLNN);

3anpeT BO3MOXHOCTM aBToMaTuMyeckoro 3anycka (6e3 komaHabl nonb3oBaTterns) B
WHOPMALMNOHHOM CcUCTEME nporpamMMHOro obecrneyeHnss Ha MOOUNBHBIX TEXHUYECKNX
cpencrtBax.

MpaBuna u npoueaypbl 3aWmTbl MOBUMABHBLIX TEXHUYECKUX CPEACTB perfnameHTUpyTCs
B OpraHu3aLMoHHO-pacnopaguTenbHbIX JOKYMEHTax orneparopa no 3awmute nHgopmMauuu.

Tpe6oBaHus k ycunenutro 3UC.30:



1) onepaTtopom OOIMKHbI NPUMEHATLCA CpeaCcTBa OrpaHNUYeHnsa OCTyna K nHdopmMaumm
Ha CbEMHbIX MaLUMHHbBIX HOCUTENAX MHOpMaUUn C UCNOSIb30BaHMEM CNeLnannu3npoBaHHbIX
CbEMHbIX MaLUMHHBIX HOCUTenen MHpopMaumMm U CpeacTB KOHTPOSISi CbEeMHbIX MalUMHHbIX
HocuTenen nHgopmaumm ¢ yyetom 3HN 4,

2) onepatopoM fomkHa obecneunBaTbCa oOyuCTKa (ydaneHue) uHgopmauum B
MOOMNBHOM TEXHUYECKOM CpeacTBe:

a) npu npeBblleHMM [OO0MNYCTUMOrO 4YUcna HeycrnewHblX MOoMnbITOK BXxoAa
NHAPOPMALMOHHYIO CUCTEMY MO KOHKPETHOW YY4ETHOM 3annchbio (4OCTyna K MHAPOPMaLMOHHO
CUCTEME), OCYLLECTBISEMbIX C MOBUITLHOIO YCTPONCTBA;

0) Npu npeBbIlLEHUN OOMNYCTUMOrO MHTEpBana BPEMEHW C Hayana OCyLLeCTBNEeHUs
nonbITOK BXxoAa B WHMOPMAUMOHHYHO CUCTEMY MO KOHKPETHOW YYEeTHOW 3arucbio,
OCYLLIEeCTBNSAEMbIX C MOBUNBHOIO YCTPOWNCTBA;

3) onepatopom JOmKHO obecneunBaTbCs NPUMEHEHME TEXHUYECKUX CPEACTB 3alluThbl
nepumeTpa ypoBHS y3na, ycTaHaBfMBaeMbIX Ha NOPTATUBHbIE BblYUCIIUTENbHbIE YCTPONCTBA;

4) onepatopoM JO0ImKHO obecneunBaTbes ucnonb3oBaHne pagunomeTok (RFID- meTok)
ANA KOHTPONS BHOCA WAW BbIHOCA MOOMUIBbHBIX TEXHUYECKUX YCTPOMCTB U3 MOMELLEHUS U
(M) KOHTPONUPYEMOW 30HbI B LIENOM;

5) onepaTtopom obecneunBaeTcs WNGPOBAHNE XPAHUMOW Ha HOCUTene MOOMMBHOro
TEXHUYECKOro cpeacrtsa WHQopmauunm C MNpUMEHEeHWeM KpunTorpaduyeckmx MeToaoB
3aWnTbl MHhopMaLmm B COOTBETCTBUU C 3akoHoaaTenscTBoM Poccumnckon denepauum.

CopepxaHue 6azoBoun mepbl 3UC.30:

B
7

Mepa 3awuTbl MHpOpMaLmn Knacc 3awmieHHOCTU MHhopMaLMOHHOW CUCTEMbI

4 3 2 1

31C.30 + + +
Ycunenune 31C.30

MpunoxeHne N 1

K Mepam 3awmTtbl HOpMaLUmn

B rocyaapcTBeHHbIX NHPOPMaLMOHHbIX
cucremax

TepMuHbI 1 onpeaeneHus, NpUMeHsieMble ONs Lenen HacTosWwero MeTogu4eckoro
AOKYMeHTa

AgmuHucTpatop [cucTeMHbIW, Ge3onacHocTU]: nonb3oBaTenb, YNONHOMOYEHHbIV
BbINOJSIHATL HEKOoTOopble AeNCTBUSA (MMEeLWnin  NOSTHOMOYUSA) MO aAMWHUCTPUPOBAHMUIO
(ynpaBneHuto) MHOPMaLMOHHON CUCTEMbI (AOMUHUCTPATOP CUCTEMHbIN) U (MNK) ee CUCTEMB
3aWuTbl MHOpMauMK (agMuHUcTpaTop 6e3omacHOCTU) B COOTBETCTBUM C YCTAHOBMEHHOM
POnbIO.

AHanus ysa3BUMOCTEW: MeponpusaTUS MO BbISBNEHUIO, WAEHTUMMUKALMM N OLEHKe
YyA3BMMOCTEN WH(POPMaALMOHHOW CUCTEMbI B UMHTEpecax ornpeerieHuss BO3MOXHOCTU
peanuaauuun yrpo3 6esonacHocTn nHopmaLmm n cnocoboB npeoTepalleHus yuiepba.

AyTteHTUpMKaLunMoHHanA UHcpopmaums [mHdopmauumn ayTeHTucukaumml:
MHpopmauusa, ucrnonbdyemas ans yCTaHOBMNEeHUs MNOANIMHHOCTU (Bepudumkauumn) cybbekTa
AocTyna B UH(POPMaLMOHHON cUcTeMe.

AyTeHTUMKaLmsA: npoBepka NpPUHAONEXHOCTN CcyObekTy AocTyna npeabsiBlIEHHOro
UM naeHtTudukaTopa (nogTBepXXAeHne NoarMHHOCTU cybbekTa goctyna B MHPOPMaLNOHHON
cucteme).
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Ba3oBbi Habop Mep 3awWmUTbl MH(pOPMaALMU: MUHMMASbHBIM HAabop Mep 3almThbl
WHpopMauuK,  YCTaHOBMEHHbIM AN COOTBETCTBYHOLIEro  Kracca  3aliMLeHHOCTU
MHOPMALNOHHON CUCTEMBI.

BupTtyanusauua: TexHonormsa npeobpasoBaHne dopmata WM napaMmeTpoB
NPOrpaMMHbIX UMM CETEBbLIX 3anNpPOCOB K KOMMbIOTEPHbIM pecypcam C uenbio obecneveHus
He3aBUCMMOCTM npoueccoB 00paboTkm uHGOopMauMM OT NPOrpaMMHOM WKW annapaTHOM
nnaTgopMbl NHPOPMALIMOHHON CUCTEMBI.

BuptyanbHasa MmawwuHa: BblMUCHUTENbHAA CcUCTeMa, aMynvpyemas C MOMOLLbIO
TEXHOSOrMM BUpTyanusauuu, B KOTOPOW YCTaHOBIIeHa rocteBasi ornepauuoHHasi cuctema u
obecneunBaeTcs BbINOSIHEHWE MPUKITaAHOro NPOrpamMmMHOro obecneyeHus.

BHewHsan MHcpopmaLMOHHanA cucrtema: MHOpPMaLMOHHaA cuctema,
B3aMMoZencTByloLlas ¢ MHGPOPMaUNOHHON CUCTEMOW ornepaTopa Wu3-3a npeaesioB rpaHuL
MHOPMaLNOHHOM CUCTEMBI OnepaTopa.

BHewHsanA MHMOPMaLNOHHO-TeNeKOMMYHMUKaLMOHHasA ceTb:
MHPOPMALNOHHO-TENEKOMMYHUKALUNOHHAA CeTb, B3anMOAeNCTByoWaa ¢ MHPOPMaLNOHHON
CUCTEMOWN onepartopa 13-3a NpeaesioB rpaHnL, MHPOPMaLIMOHHOM CUCTEMbI oneparTopa.

BpemeHHbIn dhaun: dann, cosgaBaembii OnepauuoHHOW CUCTEMOW UMW UHBbIM
nporpaMMHbIM obecneyeHnemM Ana COXpaHeHUs NMPOMEXYTOYHbIX pe3ynbTaToB B npouecce
PYHKLUMOHNPOBAHUA UIK nepefadn gaHHbIX ApYroMy nporpaMmMmHomMy obecrneyeHuio.

MMnepBu3op: nporpamma (NporpammHoe obecnedeHue), cosgatwowasl cpeay
PYHKUMOHNPOBAHUA OpYyrMx nporpamMm (B TOM 4ucne JApyrux ruvnepBu3opoB) 3a CHET
UMUTaLMM  annapaTHbIX CPEeACTB  BbIMUCAUTENBHOW TEeXHUKW, ynpaBfneHus LOaHHbIMU
cpeacTBaMu U rocTeBbIMU  OMEPaUMOHHBIMU cUcTeMamMu, (PYHKLUNOHUPYIOWNMUA B LaHHOM
cpege.

FlocteBas onepauuMoHHasAs cucTtema: onepauuoHHasi cucTema, YCTaHOBMEHHad Ha
BUPTYyarbHON MalUWHe.

OemMunutapusoBaHHasa 30Ha: 3KPAHUPOBAHHbLIV CErMEHT NH(POPMAaLIMOHHON CUCTEMBI,
pasMeLleHHbI Ha ee BHELUHEWN rpaHuue W BbINOSHAWWIA QYHKUMN "HenTparibHOMW 30HbI"
(bydpepHOM 30HBI Be3onacHoCTM) Mexay 3awuuaeMon  UHGPOPMALMOHHOW CUCTEMOM

onepartopa n BHeLUHeN MHGOpMaLVOHHON cucTemom nnm
MHPOPMALNOHHO-TENEKOMMYHUKALNOHHOMW CETbIO.
HoBepeHHasn 3arpys3ka: 3arpyska onepaunoHHON CUCTEMbI cpeacTsa

BbIYMCNUTENBHOM TEXHUKU C 3apaHee onpeaeneHHbIX NOCTOAHHbIX MaLUMHHBIX HOCUTENEen npu
06a3aTeNbHOM YCMNELWHOM NPOXOXAEHUN MpoLeayp NPOBEPKM LENOCTHOCTM NMPOrpaMMHON U
annapaTHoOM cpefbl U MAEHTUMUKaAUUKM U ayTEHTUDUKaLUN.

[oBepeHHbIN KaHan: MexaHu3M B3aMMOOENCTBUA Mexay CpeacTBamMu 3aluThbl
MHPOPMALNOHHOM CUCTEMbI UM MEeXOY CPeACTBOM 3aluTbl MHOpMaUMn U NporpaMMHbIM
obecnevyeHnem MHPOPMaLIMOHHON CUCTEMBI.

[oBepeHHbIN MapLIPYT: MEXAHU3M B3aMMOLEWNCTBUS Mexay cyObekTom goctyna u
CpeacTBOM 3alWuTbl UHOpMaUUn MHPOPMAaLMOHHOM CUCTEMBI.

HdocTtynHocTb MHdOpMaLUnU: CBONCTBO Ge30nMacHOCTM MHGOopMauuu, nNpu KOTOpPoM
cybbekTbl JOCTYyNa, MMetoLme npaea JocTtyna, MoryT 6ecnpenaTCTBEHHO UX peanv3oBaTb.

3awmeHHbIe FIMHUU CBA3U: NMMHUK (KaHarnbl) CBA3UW, Npy nepegadye nHgpopmMaumm no
KOTOpbIM obGecneunBaeTcsl Tpebyembli YpOBEHb €€ 3alMLEeHHOCTU (KOH(MAEHUNanbHOCTb,
LEeNOCTHOCTb M (M) AOCTYNHOCTb MHApOPMaLUN).

UpeHTncpukarop: npeacraBneHve (cTpoka CYMBOJIOB), OAHO3Ha4HO
naeHtTumumnpyowlee cybbekT n (Mnn) obbekT gocTyna B UHPOPMaLMOHHOW CUCTEME.

UpeHntudmkauma: npuceoeHne cybbektam  gocTtyna, obbektam  goctyna
noeHTumkaTopoB  (YHUKanbHbIX  WUMEH) U (UnM)  cpaBHEHWE  NpenbsBIEHHOro
naeHTudurkaTopa ¢ nepeyHeM NPUCBOEHHbIX MOAEHTUUKATOPOB.



MHdopmaunmoHHaa cuctema: COBOKYNHOCTb cogepxawencs B 6aszax [gaHHbIX
UHopmMmauum un obecneumBarownx ee 06paboTKy MHMPOPMALMOHHBIX TEXHOMNOMUN U
TEXHUYECKNX CPeaCTB.

MHUnpeHT: HenpeaoBmaeHHOE wunM HexenaTernbHoe cobbiTue (rpynna cobbiTuin)
GesonacHoCTW, KOTOpoe npuBeno (MOryT NPMBECTU) K HapyleHuo (YHKLMOHMPOBAHUSA
WHPOPMALMOHHOM CUCTEMbI UMM BO3HUKHOBEHWUIO yrpo3 6GesonacHOCTM UHGOopMauuu
(HapyweHuno KoHUAEHUNANbHOCTN, LENOCTHOCTU, JOCTYNHOCTH).

KoMnoHeHT nporpamMmmHOro obGecneyeHusi: CoOCTaBHad 4acTb (NPOrpamMMHbIN
MOAYIb) NPOrpamMmMHOro obecneyeHns, BbINONHALLAs onpeaeneHHyo QYyHKLMIO.

KoMnoHeHT wWHMOpMaLMOHHON CUCTEMbI: YacTb WH(POPMALMOHHON CUCTEMBI,
BKMOYaKLasa HEKOTOPYK COBOKYMHOCTb MHGopmMauum n obecneuymBarowmx ee obpaboTky
OTAEeNbHbIX NH(POPMALNOHHBIX TEXHONOMMIN N TEXHUYECKNX CPEACTB.

KoHTponupyemasa 30Ha: NpOCTPAHCTBO (TeppuTopus, 34aHWe, YacTb 34aHus), B
KOTOPOM MCKIIOYEHO HEKOHTponuMpyemoe npebbiBaHWe nul, a Takke TPaHCMNOPTHbIX,
TEXHUYECKNX UM UHBIX CPEACTB.

KoHdmaeHumanbHoCcTbL MHMOpMaumn: CBOMCTBO H6e3onacHOCTU MHGOpMaLuumu, npu
KOTOPOM A0CTYN K HEWN OCYLLECTBIIAOT TOMBbKO CyObeKThbl 4OCTYNa, MMeloLMe Ha Hero npaeo.

JlokanbHbIM pgocTyn: [OocTyn CcyObekToB AdocTyna K obbektam  [OCTyna,
OCYLEeCTBMSEMbIN  HEeNnocpeacTBEHHO 4Yepe3 NoAKNYeHue (OOCTyn) K  KOMMOHEHTY
WH(POPMALNOHHON CUCTEMbI WKW Yepe3 JOoKanbHYK  BblMUCAUTENBHYKO ceTb (6e3
NCrnonb30BaHUs MH(POPMAaLMOHHO-TENEKOMMYHUKALMOHHOW CEeTH).

MHorodaktopHass ayTteHTUdPUKaAUMA: ayTeHTUPUKaUMa C UCMNOSNb30BaHUEM [BYX
(aByxdbakTopHas) unm bonee pasnUYHbIX PaKkTOPOB ayTeHTUMUKaLUN.

MobunbHbIN KOA: HECAMOCTOATENbHOE MporpaMmMHoe obecrneyeHne UM KOMMOHEHT
nporpaMmmHoro obecnedyeHuns (CKpUNTbl, MaKpOChl, MHblE€ KOMMOHEHTLI) Nofy4yaemMble U3 MecT
pacnpocTpaHeHuss MobunbHOro Koga, nepedaBaeMble MO CETU W BbINOSIHAEMbIE Ha
KOMMOHEHTax MH(POPMaLMOHHON cucTeMbl (B MecTax UCMonb3oBaHUs MoObunbHOro koga) 6es
npegBapuTenbHONW  YCTAHOBKM  (MHCTannauuu)  nonb3oBaTeneM  And  pacluMpeHus
BO3MOXXHOCTEN CUCTEMHOIO U (UNIM) NPUKIaAHOro NporpaMMHOro obecneveHums.

HenpuBunernpoBaHHass y4yeTHas 3anucb: Yy4eTHas 3anuMCb MoONb3oBaTeNs
(Mpouecca, BbINOMHAEMOro OT €ro UMeHU) MHPOPMAaLMOHHOMN CUCTEMBI.

O6beKT gocTtyna: eamHnua MHAOPMaLMOHHOIo pecypca MHGOOPMaLMOHHOM CUCTEMBbI
(cbann, TexHn4yeckoe cpeacTBoO, y3esl ceTu, NMHUS (KaHan) cBA3n, MOBUbHOE YCTPOWCTBO,
nporpamMmma, TOM, KaTtanor, 3anucb, Mone 3anucem U UHble OO0BLEKTbI), OOCTYN K KOTOPOM
pernamMeHTUpyeTcs npasBunaMmyv pasrpaHMyeHus JOoCTyna WM Mo OTHOLWIEHUH K KOTOPOMU
cybbeKkTbl JOCTYNa BbINOMHAT Onepaumu.

OnepaTtop WH(GpOPMALMOHHOMN CUCTEMbI: IpPaXxgaHWH WU  pugmuyeckoe nmuo,
OCyLLeCTBNSALWME [eATENbHOCTb MO 3JKChnyaTaumm MHPOPMaUMOHHON CUCTEMbI, B TOM
yucne no obpaboTke MHpopmaumn, cogepxalwlencs B ee 6asax gaHHbIX.

OTKka3 B obcnyxmBaHUU: NPENSTCTBME CAHKLMOHMPOBAHHOMY AOCTYMNY K pecypcam
WHOPMAaLNOHHON CUCTEMbI UMW 3afepxka onepauunm u  QYHKUMA  NHAPOPMALIMOHHOMN
CUCTEMBI.

MepumeTp MH(pOpMaLUMOHHOM cUCTEMbI: m3myeckas n (Unu) nornyeckasa rpaHuua
MH(POPMALNOHHON CUCTEMBbI (CerMeHTa MHAOPMAaUMOHHOM CUCTEMBI), B Npeaeniax KoTopou
onepatopom obecrneynBaeTcs 3awmuTa MHOpMaLnmn B COOTBETCTBMM C eAMHBbIMU NpaBuiamMm
n npoueaypamu, a Takke KOHTPOrb 3a peani3oBaHHbIMU MepaMin 3almnTbl HopMaunu.

NMonb3oBaTtenb: nMUO, KOTOPOMY pa3peLleHO BbINOSHATL HEKoTopble OenCTBUSA
(onepaummn) no obpaboTke MHOPMaLMM B MHAPOPMALMOHHON CUCTEME UMM UCMONb3yloLlee
pesynbTaTtbl €e (PYHKLNOHMPOBAHMSI.

MoTeHumMan HapywwuTensa: wMepa YCUNURN, 3aTpadMBaeMbiX HapywuTenem npwu



peanuaauumn yrpo3 6e3onacHoOCT MHopMaLmMm B UHPOPMaLMOHHON CUCTEME.

MpuBunernpoBaHHass Yy4yeTHasa 3anucb: Y4yeTHas 3anucb agMuHUCTpaTopa
MHOPMALNOHHON CUCTEMBI.

MporpamMmHasa cpepa: COBOKYMHOCTb NPOrpamMHOro obecnedeHusi, UCNonb3yemMoro B
MHOPMALNOHHOM CUCTEME NS PEeLLUEHNS OOHOW UM HECKOSbKUX 3a4au.

Ponb: npeponpegeneHHas COBOKYNHOCTb MpaBwi, YCTaHaBAMBalOLWUX [OMNYCTUMOE
B3anMOeNCcTBME Mexay nosibaoBaTesieM u MHPOPMaLMOHHOM CUCTEMOMN.

CermeHT WMHMpOPMALUOHHOM CUCTEMbI: COBOKYMHOCTb HECKOSIbKUX KOMMOHEHTOB
WH(POPMALMOHHON CUCTEMBI, MCMONb3YOLWMX oblwyto (B TOM 4yucne pasgensemyo) cpeay
nepegayv u o6begMHEeHHbIX 4518 e4MHCTBa peLleHns YHKUMOHarbHbIX 3a4avy.

CobbiTue 6e3onacHocTn (vHdopmaLnOHHOMN): naeHTununpoBaHHoe
BO3HVMKHOBEHME  COCTOSIHUS  MH(OPMAaUMOHHOM  CUCTEeMbl  (CerMeHTa, KOMMOHeHTa
MHOPMALNOHHOM CUCTEMbI), CEPBUCA UNU CETU, yKasbliBaloLLee Ha BO3MOXHOE HapyLleHue
B6esonacHocTM uHdoOpmaumMm, unnm cbon cpeacTtB 3awuTbl UHOPMaUUKW, UM paHee
HEeN3BECTHYIO CUTYyaLMIo, KOTopas MOXeT BbITb 3Ha4YMMon anga 6esonacHOCTU MHGOPMaLUK.

Cy6bekT pgocTtyna: nonb3oBaTenb, NPOLECC, BbIMNOMHAKOLWME onepaumm (OencTeus)
Hag oObekTamMy [ocTyna UM OeACTBUA  KOTOPbIX — perfnaMeHTUpPYrTCa  npasuiamu
pasrpaHuyeHnsa gocryna.

TexHu4yeckoe cpeAcTBO: annapaTtHoOe WM nporpamMmMHo-annapaTtHoe YCTPOWCTBO,
ocyulecTensgwlee gopmupoBaHme, obpaboTky, nepegayy wunu npuvem uHopmMauMm B
MHOPMALNOHHOM CUCTEME.

TexHonorum mobunbHOro Kopa: peanu3oBaHHble B MporpaMMHOM obecnedeHun
npoLecchbl Co3gaHuUs U UCMNOSIb30BaHUA MOBUMBHOrO Koda (B YaCTHOCTM TexHonoruu Java,
JavaScript, ActiveX, VBScript).

YaaneHHbIW [OCTYyN: MNpouecc nosiydeHust goctyna (4Yepe3 BHELLHIOW CeTb) K
obbekTam gocrtyna MHGPOpPMaLMOHHON CUCTEMbI U3 APYron MHPOPMaLMOHHON CUCTEMBI (CETN)
UM CO  CpeacTBa  BbIMUCIUTESNbHOM  TEXHWKW, He  SBASOWErocss  NoCTOSIHHO
(HenocpeaCTBEHHO) COEAMHEHHBbIM  (PU3NYECKM UMM FIOTUYECKM C  MHGOPMAaLMOHHOMN
CUCTEMOWN, K KOTOPOW OH Nosly4yaeT AoCTyn.

YnpaBneHue [OCTYNOM: OrpaHuMyeHWe M KOHTPOSb LOCTyna CyOBbEeKTOB JocTyna K
obbektaM fgoctyna B WH(OPMaAUMOHHOW CUCTEME B COOTBETCTBMM C YCTAHOBMEHHbIMMU
npaBunammn pasrpaHuyeHnsa gocTyna.

YCTPOUCTBO: KOHCTPYKTMBHO 3aKOHYEHHbIN TEeXHUYECKUA 3JfEMEHT, UMELNI
onpeneneHHoe PyHKUMOHanNbHoe Ha3Ha4YeHne B MHPOPMaLMOHHOM CUCTEME.

Ya3BuMocTb "HyrneBoro AHA": yA3BUMOCTb, KOTOpasi CTaHOBUTCSA W3BECTHOW [0
MOMEHTa Bblfycka pa3paboTyMkoM nporpammMHoro obecneveHnss UHOPMaLUNOHHOW CUCTEMDI
Mep 3aWuTbl MHopMaL MK No ee YCTPaHEHUIO, UCNPaBieHU OLWNBOK UM COOTBETCTBYHOLLMX
OBGHOBNEHUN.

YA3BMMOCTb MHdOopMaLNOHHOMN CUCTEMbI: HeJocTaToK (cnabocTb)
MH(POPMALMNOHHON CUCTEMBI, KOTOpbIN (KOTOpas) co3gaeT MoTeHuuanbHble WM pearnbHO
CyllecTByOLMNE YCNOBUA AONs peanu3auum  uUnn  nNposBrneHns yrpo3 ©GesonacHocTu
MHdOpMauuK.

XocTtoBasi onepauuMoHHass cucTema: onepauuMoHHas cucTemMa, B cpede KoTopowu
PYHKUMOHUPYET runepBu3sop.

LlenoctHoCTb MHopmaummu: cBoMCTBO Be3onacHoCcTM MHdopmaumu, nNpu KOTOPOM
oTCcyTCTBYET noboe ee M3MeHeHue NMbO nmamMeHeHue cybbekTamum OOCTyna, MMEKLWMMN Ha
Hero npaeo.

MpunoxeHune N 2
K Mepam 3awmTtbl HoOpMaLmmn



B rocygapCTtBeHHbIX U H(bopma UMOHHbIX

cuncremax

CopepxaHue 6a30BbIX Mep 3aWMTbl MHOPMaLUKN ANSi COOTBETCTBYHOLLEro Krnacca
3aWMLLEeHHOCTU MHOPMALIMOHHOM CUCTEMbI

YcnoBHoe
ob6o3HayeH
e un
HOoMep
Mepbl

Mepsbl 3aWmnTbl UHOPMaLUK B
NMH(OPMALMNOHHBIX cUcTEMax

Knacchbl 3awmieHHoCTH
NHGOPMaLMOHHOW CUCTEMbI

4

3

2

1

I. UpeHTUpukaumua u ayteHTUdUKaLMA CyOHEKTOB AOCTYyNa U 06LEKTOB AOCTY

na (MA®D)

NAD.1

VaoeHTudukaums n ayteHTudukaums
nonb3oBaTenemn, ABMSLLNXCS
paboTHMKaMu onepartopa

+

+

+
1a, 2a,
3

NAD.2

VoeHTudukaums n ayteHTudukaums
YCTPOWCTB, B TOM YucCrie
CTaunoHapHbIX, MOBUNBbHbIX K
NopTaTUBHbIX

+

NAD.3

YnpasneHue ngeHtngunkatopamu, B
TOM 4ucrne co3gaHue, NpuCBOeHME,
YHUYTOXEHNE AEHTUPUNKATOPOB

NAD .4

YnpasrneHue cpeacrtesamu
ayTeHTUdUKaumm, B TOM Yncrne
XpaHeHue Bblga4va, nHuumManmsaums,
BGrnokupoBaHue cpeacTs
ayTeHTUdUKaumm n NpuHATUE Mep B
cnydae ytpatbl U (Unu)
KOMMnpomeTauun cpeacTs
ayTeHTudukaumm

NAD.5

3awmTa obpaTHO CBA3M Npu BBOAE
ayTeHTUUKALNOHHOM MHOpMaL K

NAD.6

NoeHTndukauma n ayteHTuunkaums
nonb3oBaTenen, He SABNAKLLINXCS
paboTHMKaMn onepaTopa (BHELLHMX
nonb3oBaTesnien)

NAD.7

WpoeHTndpukauma n ayteHTuunkaums
06beKkTOB hannoBom CUCTEMBI,
3anyckaeMbiX U UCMONHAEMbIX
MoAayrnen, 06bEKTOB CUCTEM
ynpaBneHus 6asamun gaHHbIX,
06BbeKTOB, CO3JaBaeMbIX
NpUKNagHbIM U cneumnanbHbIM
nporpaMmHbIM 0becneyYeHnem, NHbIX
0ObeKToB gocTyna

Il. YnpaBneHune poctynom cy6bLeKkToB goctyna Kk oobekram gocryna (YNAQ)

yra.1

| YnpaeneHve (3aBeaeHrve, aktusaums,

+

| +

| +

| +




GrNoKMpOBaHNE N YHNUTOXEHME)
YYETHLIMW 3anUCsiMKN Nosib3oBaTeNewn,
B TOM YuMCNEe BHELLUHUX
nonb3oBartenen

1,2

1,2, 3a

1,2, 36

ynpa.2

Peanunsauus HeobxoaMmMbIx METOOOB
(ANCKPELIMOHHbBIN, MaHAATHbIN,
poSiIeBOM UNN MHOW MeTo[), TUNOB
(4TeHune, 3anncb, BbIMOSIHEHNE UK
WHOW TUM) 1 NpaBu pasrpaHuyeHuns
aoctyna

1,2,3,4

yna.3

Ynpasnenue (punbtpauus,
MapLIpyTU3auns, KOHTPOIb
coeaVHEeHu, O gHOHanpaBeHHas
nepegaya v nHble cnocoobl
ynpaBneHuns) MHpopMaLMOHHbIMU
NOTOKaMu Mexay YyCTponcTBamu,
cerMmeHTaMm MHPOPMaLMOHHON
CUCTEMbI, a TaKKe Mexay
MHPOPMALMOHHBIMU CUCTEMaMU

yna.4

Pasnenenne obsizaHHOCTEN
NonHomo4nin (ponemn),
aAMWHNCTPaTOPOB 1 NuL,
obecneymBaroLLINX
YHKLMOHNPOBaHNE
MHPOPMALIMOHHOW CUCTEMbI

YIa.5

Ha3HauyeHne MmHuManbHo
Heob6XxoauMbIX NpaB U NPUBUIEri
nonb3oBaTensaM, agMMHUCTpaTopam
1 nuam, obecnevymBaroLLM
YHKUNOHNPOBaAHME
MHGOPMAaLMOHHOW CUCTEMBDI

YIha.6

OrpaHuyeHne HeycneLHbIX NOMbITOK
BXOAa B MHPOPMAaLMOHHYIO CUCTEMY
(moctyna K MHopMauMOHHOM
cucTeme)

yrn.7

MpeaynpexaeHne nonb3oBaTens npu
ero Bxoge B MHOpMaLMOHHY0
CMUCTEMY O TOM, YTO B
MHOPMaLNOHHON CUCTEME
peann3oBaHbl Mepbl 3aLLnThbI
nHpopmauun, n o0 HeobxogMMocCTn
coOnaeHNa UM YCTaHOBIIEHHbIX
oneparopom npasun o6paboTku
nHdopmMayunm

yna.8

OnoBelleHve nonb3oBaTtens nocne
yCneLwlHoro Bxoga B
MHPOPMALNOHHYIO CUCTEMY O €ero
npegblayLiemM Bxoae B
MHPOPMALNOHHYIO CUCTEMY

YNA.9

OrpaqueHl/le Yyncna napanneribHbiX




CeaHCOoB [OCTyrna Ans Kaxaown
y4eTHOW 3anmcu nonb3oBaTens
MHPOPMALMOHHOW CUCTEMbI

1a, 3

YAO.10

BnokupoBaHune ceaHca goctyna B
NHPOPMALMNOHHYIO CUCTEMY Nocre
yCTaHOBMNEHHOIO BpeMeHH
6e3nencTBus (HeaKTMBHOCTK)
nonb3oBaTeNs Unu no ero 3anpocy

1a, 2

16, 2

yra.11

PaspelueHue (3anpeT) oencTenm
nonb3oBaTenewn, pa3peLleHHbIX 40
naeHTNnrKaLmm n ayteHTukaumnm

yna.12

Mopaepkka n coxpaHeHne aTpnbyToB
6esonacHocTM (METOK
Be3onacHoCTH), CBA3AHHbLIX C

MHd OpMaLmnen B npoLecce ee
XpaHeHus 1 06paboTku

yna.13

Peanusauusa sawmiieHHoro
yAaneHHoro Joctyna cybbekToB
AocTyna Kk obbektam gocTyna yepes
BHELUHME
NHPOPMALMOHHO-TENEKOMMYHMKALINO
HHble ceTu

2,3

1,2,3,5

yna.14

PernameHTaums n KOHTPOnb
MCMONb30BaHUA B MHPOPMaLIMOHHOM
cucTemMe TexHomnormin 6ecnpoBogHOro
gocTyna

1,3

1,3,4,5

yra.1s

PernameHTaums n KOHTPOnb
MCMNONb30BaHUA B MHPOPMaLIMOHHOM
cucTeMe MOBUITbHBIX TEXHUYECKUX
cpeacTB

1,2

1,2

ynpa.16

YnpasrneHne B3aMMogencTBneEM C
MHPOPMALMOHHBIMU CUCTEMaMK
CTOPOHHUX OpraHn3auun (BHeLHne
MHPOPMALIMOHHbIE CUCTEMDI)

1a 1a, 16

1a, 16

1a, 10

ynp.17

Ob6ecneyeHne oOBEPEHHOW 3arpy3Kku
CpPeACTB BblYNCIIUTENbHOW TEXHUKM

H

lll. OrpaHnyeHmne nporpamm

Hou cpeabl (OlC)

orcaA

YnpaBneHue 3anyckom
(obpalLeHnAMN) KOMNOHEHTOB
nporpamMHoro obecneveHusi, B TOM
yucne onpenereHne 3anyckaembix
KOMMOHEHTOB, HaCTpoka
napamMeTpoB 3anycka KOMMOHEHTOB,
KOHTPOIb 3a 3arnyCKOM KOMMOHEHTOB
nporpaMmmHoro obecnevyeHuns

oric.2

YnpaBneHne ycTaHOBKOW
(MHCTAannAunen) KOMMNOHEHTOB
nporpaMmmHoro obecneveHns, B TOM
yucre onpegeneHme KOMNOHEHTOB,

-+




nognexatiux yctaHoBKke, HacTpouka
napameTpoB YCTaHOBKM
KOMMOHEHTOB, KOHTPOSIb 3a
YCTaHOBKOW KOMMOHEHTOB
nporpaMmHoro obecnevyeHms

orc.3

YcTaHoBKa (MHCTannaumns) Tonbko
paspeLUeHHOro K UCNOMNb30BaHUIO
nporpaMmmMHoro obecnevyeHns n (Mnm)
€ro KOMNOHEHTOB

orc.4

YnpasneHue BpemeHHbIMU hannamu,
B TOM YuCre 3anpeT, pa3peLueHue,
nepeHanpasneHne 3anucu, yaaneHme
BPEMEHHbIX (pannos

IV. 3awmTa MaWmMHHbIX HOCcUTenen nHegop

mauumn (3HN)

3HW.1

YyeT MaWnHHBLIX HOCUTENen
MHopMaLmnn

+

+

1a

1a, 10

3HW.2

YnpaBneHne 40CTYNOM K MalUUHHbIM
HoCMTENsIM MHcbopmaLIK

+

+

3HW.3

KoHTponb nepemMeLLeHms MallnHHbIX
HocuTenen nHgopmauuun 3a npegensl
KOHTPONUPYEMOW 30HbI

3HW.4

VckntovyeHne BO3MOXKHOCTH
HeCaHKLUMOHNPOBAHHOIO
O3HaKOMIEHUS C CoAeEpPKaHNEM
MHG OpMaLNK, XpaHALLENCA Ha
MaLUMHHBIX HOCUTENSAX, U (Mnn)
NCMOJSIb30BaHUA HOCUTENEN
MHGOPMaLNKM B UHbIX
MHAPOPMALMOHHBIX CUCTEMAX

3HW.5

KoHTponb ncnonb3oBaHns
MHTepdencoB BBoAa (BbIBOAA)
NHpopMaLUKN Ha MaLUNHHBbIE
HocuTenn nHopmMaunm

o+

3HW.6

KoHTponb BBOAA (BbIBOAA)
MHpopMaLUKn Ha MaLUNHHbIE
HOCUTENN MHGOPMaLUK

3HW.7

KoHTponb NoaknioyYeHns MalluvHHbIX
HocuTenen nHpopmauum

3HW.8

YHUUTOXEHNE (CTUpaHue)
MHpopMaLMN Ha MaLLUMHHbIX
HOCUTENAX NPU UX Nepegade mexay
nons3oBaTensmMm, B CTOPOHHNE
opraHusauuu onsi peMoHTa unu
yTUNn3aummn, a TaKkke KOHTPOrb
YHUMTOXEHUA (CTUpaHUS)

5a

1, 56

1, 5B

1,2, 3,
5r

V. Peructpaumnsa cobbitum 6esonacHoctu (PChb)

PCB.1

OnpeaeneHne cobbiTui
©e3onacHoCcTK, nognexatimx

+

+




perucTpauumn, 1 CPOKOB UX XpaHEHS

46

PCB.2

OnpegeneHne coctaBa n
coaepxaHunsa nHpopmaumm o
coObITUAX 6e3onacHocTH,
nognexaiunx permcrpaumm

+ 1a

PCB.3

C6op, 3anucb n xpaHeHue
MHopMaLUUmn o cobbITUAX
©e3onacHocTn B Te4eHne
YyCTaHOBMEHHOIO BPEMEHWN XpPaHEeHUs

PCBb.4

PearnpoBaHue Ha cboum npu
pernctpauumn cobbiTni
6esonacHocTK, B TOM 4ucrne
annapaTHble U NporpamMmMHble
owmnbkn, cbom B MmexaHmamax cbopa
NHOPMaLUN N AOCTMKEHNE
npegena unu nepenonHeHns oobema
(emkocTn) namaTu

1a, 2

PCB.5

MoHUTOPUHr (NPOCMOTP, aHanun3)
pe3ynbTaToB perncrpaumm cobbiTuim
BGesonacHOCTM 1 pearmpoBaHue Ha
HUX

PCB.6

"eHeprpoBaHne BPEMEHHbIX METOK 1
(MnKn) CUHXPOHU3ALMS CUCTEMHOTO
BpeMeHU B MHGOPMaLMOHHOM
cucTeme

PCB.7

3awuTa nHdopmaunm o codbITNAX
6e3onacHoCTn

H

o+

PCB.8

Ob6ecneyeHne BO3MOXHOCTHU
NpoCMOTpa U aHanu3a nHgpopmauum
O AEWCTBUAX OTAENbHbIX
none3oBarerien B UHPOPMaLMOHHOMN
cucreme

VI. AHTUBMpPYCHas 3a

wuta (AB3)

AB3.1

Peanusauus aHTI/IBVIpyCHOIZ 3alunThbl

+

|

1,2

1,2

AB3.2

O6HoBneHne 6a3bl AaHHbIX
NPU3HaKoB BPeAOHOCHbIX
KOMMbIOTEPHbIX Nporpamm (BUpPYcoB)

+

H

VIl. O6bHapyxeHue BTOopXeHun (C

OB)

COB.1

O6HapyXeHne BTOPXEHWI

N

COB.2

O6HoBneHne 6asbl peLuaroLmx
npaBun

N+ [N+

VIil. KoHTponb (aHanu3) 3awuiieHH

ocTu uHcpopmauum

(AH3)

AH3.1

BbisiBneHue, aHanua ysi3BuMocTen
MHPOPMALNOHHON CUCTEMBI U
ornepartMBHOE yCTpaHeHNE BHOBb

+
1,4

1,2,4

1,2,4,7




BbIABJTIEHHbLIX yFI3BVIMOCTeIZ

AH3.2

KoHTponb ycTaHOBKM OOHOBMEHNN
nporpamMmmHoro obecneveHus,
BKItoYas 0bHOBMEHE NPorpaMmMHOro
obecneyeHuns cpeacTs 3aLnTbI
nHdopmMauunm

AH3.3

KoHTponb paboTtocnocobHocTu,
napameTpoB HAaCTPOWKU U
NpaBuUIbHOCTU OYHKLNOHNPOBAHUS
nporpaMmmHoro obecneveHuns un
CpPeAcCTB 3aWmTbl MHopmauum

|

4+

AH3.4

KoHTponb cocTtaBa TEXHUYECKNX
cpeacTs, NPorpaMMHOro
obecnedeHuns n cpeacTs 3aLWMThl
nHdopmMauunmn

|

1,2

AH3.5

KoHTponb npaBun reHepauunmn u
CMeHbl Naponen nonb3oBaTenen,
3aBefieHNd N yaaneHus y4eTHbIX
3anucen nonb3oBaTenen,
peanusaunn npasusn pasrpaHnyeHns
AOCTYNOM, MOSTHOMOYUNN
nonb3oBartesien B MIHPOPMaLMOHHOM
cucteme

H

4+

IX. O6ecneyeHne LENOCTHOCTU MH(pOPMALIMOHHON cucTeMbl U nHopmauum (OLT)

o1

KOHTpOrb LenocTHOCTH
nporpamMmmHoro obecneveHus,
BKIO4asa nporpaMmmHoe obecneveHme
CpeacTB 3almnTbl UHGOPMaLNK

+
1,3

+
1,3

oun.2

KOHTpOrb LenocTHOCTH
MHdOpMaLKnK, coaepallencs B
6asax gaHHbIX MH(POPMALMOHHOM
CUCTEMBI

oun.3

Ob6ecneyeHne BO3MOXKHOCTH
BOCCTaHOBMNEHUS NPOrPaMmMHOro
obecneyeHus, BKNo4vas
nporpaMmmHoe obecneveHne CpeacTs
3awmTbl MHOpMaLmK, Npn
BO3HUKHOBEHUM HELUTaTHbIX
cuUTyauum

oun.4

O6HapyxeHune n pearmpoBaHue Ha
nocTynfieHne B UHPOPMALMOHHYHO
CUCTEMY He3anpalumMBaeMblX
9NEKTPOHHbIX COObLLEHMI (NUCEM,
AOKYMEHTOB) 1 MHOW MHpopMaLnu,
He OTHOCSLUMXCS K
PYHKLUNOHUPOBaHUIO
NHOPMaLNOHHON cUCTEMBI (3alumTa
OT cnama)

ouns

KoHTponb cogepxaHna nHdopmauuu,




nepegasaemMon U3 MHPOPMaLNOHHOMN
cucTeMbl (KOHTENHEPHbIN,
OCHOBAaHHbIV Ha CBOMCTBax obbekTa
A0CTyna, N KOHTEHTHbIN, OCHOBaHHbIN
Ha Noucke 3arnpeLLeHHON K nepegade
NHpopMauun ¢ Cnonb3oBaHNEM
CUrHaTyp, MacoK 1 UHbIX METOAOB), U
NCKNIOYEHNE HenpaBoOMEpPHON
nepegayv nHgopmaumm 13
MHGOPMAaLMOHHOW CUCTEMBDI

oun.6

OrpaHnyeHne npas nonb3oBaTtenen
no seBoAy nHopmMmauum B
MHPOPMALNOHHYIO CUCTEMY

oun.7

KOHTpONb TOYHOCTK, NOSNHOTHI U
NpPaBUNbHOCTU AaHHbIX, BBOAMMBbIX B
MHGOPMAaLIMOHHYIO CUCTEMY

OLM.8

KoHTponb owmnboYHbIX 4ENCTBUIA
nons3oBaTenen no Beogy u (Unu)
nepegaye nHgopmaumm n
npegynpexaneHne nonb3osartenen ob
OLLUNBOYHBbIX OENCTBUAX

X. ObecnevyeHne JOCTYNHOCTU

nHcpopmauum (OAT)

oAT A

Mcnonb3oBaHme 0TKa3oyCTONYNBBIX
TEXHUYECKUX CPeaCTB

oAT.2

PesepBrpoBaHue TEXHUYECKNX
cpeacTs, NPOrpamMMHOro
obecneyeHuns, kaHanoB nepegayv
MHopMauun, cpeacTs obecnedeHns
OYHKLMOHNPOBAHNA
MHPOPMALIMOHHOW CUCTEMbI

oAT.3

KoHTponb 6e30Tka3Horo
PYHKUNOHNPOBAHUS TEXHNYECKNX
cpeacTs, obHapyxeHne n
nokanusaumsi 0TKasoB
PYHKLMOHNPOBAHUSA, MPUHSATUE MEP
MO BOCCTAHOBIIEHMIO OTKa3aBLLUMX
CpPeacTB N UX TECTUPOBaHMUE

oAT.4

lMepuoanyeckoe pesepBHOE
KonnpoBaHne nHdopMaunm Ha
pe3epBHble MalUMHHbIE HOCUTENN
MHopMauunn

1,2

1,3

oAT.5

ObecneyeHne BO3MOXHOCTH
BOCCTaHOBNEHWS UHpopMaLmmn ¢
pe3epBHbIX MaLUMHHbIX HOCUTENewn
nHdopmMauun (pe3epBHbIX KONWUA) B
TeyeHne yCTaHOBMEHHOTO
BPEMEHHOro MHTepBana

oAT.6

KnacTtepusauums nHpopMaLNOHHOM

CUCTEMbBI N (UNN) ee CerMeHTOoB




oaT.7

KOHTpOnb COCTOSAHWNA 1 KayecTBa
npegocTaBneHns ynorHOMOYEHHbIM
NNLIOM BbIMUCINTENBHBLIX PECYPCOB
(MoLWHOCTEN), B TOM Yncre no
nepegaye nHgopmauum

Xl. 3awumTa cpeabl BUpTyanusauum

(3CB)

3CB.1

VpoeHTudukaums n ayteHTudukaums
Ccyb6bEeKTOB JOCTYNa U 0OBHLEKTOB
A0CTyNa B BUPTYyasibHOW
NHPaCTPYKType, B TOM vncne
afiMUHUCTPATOPOB yNpaBrieHNs
cpeacTesaMun BupTyanusaumm

+

[EEN

4+

3CB.2

YnpasneHue JocTyrnomMm cybbekToB
AocTyna Kk obbektam goctyna B
BUPTYyaribHON MHAPACTPYKTYpPE, B
TOM 4mMcCne BHYTPU BUPTYarbHbIX
MaLUWH

1,2

1,2

1,2

3CB.3

Pernctpauus cobbiTnin 6e3onacHoCcTr
B BUPTYyasibHON MHAPACTPYKTYype

3CB.4

Ynpasnenue (punstpauus,
MapLIpyTU3auns, KOHTPOIb
coeauHeHus, OAHOHanpaBfeHHas
nepegaya) notokamu MHgopmMaumm
MeXay KOMMNOHeHTaMu BUPTYyasibHON
NHAPACTPYKTYpPbI, @ TakKe no
nepumMeTpy BUpTyanbHOM

NHAPACTPYKTYPbI

1,2

3CB.5

[loBepeHHas 3arpy3ka cepBepoB
BMpTYyanusauuun, BUpTyanbHOM
MaLUMHbIl (KOHTENHepa), cepBepoB
yrnpaBrieHUsa BUpTyanusaumnen

3CB.6

YnpaBneHne nepemMeLleHnem
BUPTyanbHbIX MaLWWH (KOHTENHEPOB)
n obpabarbiBaeMbIX Ha HUX AaHHbIX

H

3CB.7

KOHTpOrb LenioCTHOCTU BUPTYanbHOW
NHPaCTPYKTYpbI U ee
KOHoMrypaumm

w

3CB.8

Pe3epBHOEe KOoNMpoBaHUe AaHHbIX,
pe3epBNPOBaHNE TEXHNYECKNX
cpencTs, MPOrpamMmMHOro
obecneyeHuns BMpTyanbHON
NHAPACTPYKTYpPhI, @ TaKkkKe KaHanos
CBS13M BHYTPY BUPTYyaribHON

I/IHCbpaCprKTypbl

3CB.9

Peannsauusa v ynpaBneHue
aHTMBMPYCHOW 3aLLNTON B
BUPTYarbHOW MH(PPACTPYKType

[EEN

-+

3CB.10

PasbueHne BupTyansHOM
NHAPACTPYKTYPbl HA CETMEHTbI

N




(cermeHTMpOBaHMe BUPTyanbHOM
NHPaCTPYKTYpbl) Anst 06paboTku
NHpopmauumn oTaenbHbIM
nonb3oBaTesnieMm n (MnNu) rpynnown
nonb3oBartesien

Xll. 3awmTa TeXHU4YeCKMX cpeacTs

(3TC)

3TCA

3awwmta nHdopmauuu,
obpabaTbiBaEMO TEXHNYECKMMN
CpeacTBaMu, OT ee YTeUKN Mo
TEXHUYECKMM KaHanam

3TC.2

OpraHunsauus KOHTpPonMpyemMom
30HbI, B Npeaenax KoTopou
NOCTOSIHHO pa3meLlarTcs
CTauMoHapHbIe TEXHNYECKNe
cpencTtea, obpabaTbiBatoLne
MHopMaUNIo, U cpeacTBa 3alUnTbI
MHd opMaLnK, a Takke cpeacTasa
obecnevyeHnsa PyHKLMOHMPOBAHNS

3TC.3

KoHTpornb 1 ynpaBneHue
PU3n4ecKnm OOCTYNOM K
TEXHUYECKMM cpeacTBaM, cpeacTBam
3awnTbl MHoOpMaumm, cpeacTeam
obecneyeHnsa PyHKLMOHMPOBAHNS, a
Takke B MOMELLEHNSI U COOPYXKEHUS,
B KOTOPbIX OHWN YCTaHOBSIEHbI,
ncknyarLwme
HeCaHKLMOHNPOBAHHbIN (OU3NYECKUI
A0CTyn K cpeacTBamMm 06paboTku
MHpopmauun, cpeacTeam 3aLmThbI
MHpopmauun n cpeacTeam
obecneyeHnsa PyHKLMOHMPOBAHNSA
MHPOPMALMOHHON CUCTEMBI U
NMOMELLIEHNSI U COOPYXEHUS, B
KOTOPbIX OHW YCTAHOBJEHbI

3TC.4

PasmellueHne ycTponcTs BbiBOAA
(oToBpakeHust) HGopMmauuu,
NCKNoYvatwlLee ee
HeCaHKLUMOHNPOBAHHbLIV MPOCMOTP

3TC.5

3awmTa OT BHELLUHMUX BO3OENCTBUN
(BO3OENCTBUM OKpYXatoLen cpeqbl,
HeCcTabunbHOCTM 3NEKTPOCHABXEHUS,
KOHANLMOHNPOBAHUS N NHbIX
BHELUHNX haKTOPOB)

Xlll. 3awuTa nHpopMaLMOHHON CUCTEMDI, €e CPeACcTB, CUCTEM CBSA3M U Nnepenayn
AaHHbIX (3UC)

31C.1

PaspeneHue B MHpopMaLMOHHOMN
cucTeMe (PyHKUUKW No ynpaBrneHuo
(aAMMHUCTPUPOBAHUIO)

w




MHGOPMAaLMOHHOWN CUCTEMOMN,
ynpaBneHuio (agMMHUCTPUPOBAHNIO)
CUCTEMOW 3alMTbl MHpOpMaLnK,
dyHKUMn No o6paboTke nHopmaumm
N UHBIX PYHKLMN MHGOPMALMOHHOM
CUCTEMbI

3nC.2

MpenoTBpalleHne 3a0epKkn Unu
npepbiBaHUS BbIMNOMHEHNSI NPOLIECCOB
C BbICOKMM NPUOPUTETOM CO CTOPOHBbI
NPOLLeCCOB C HU3KMM NMPUOPUTETOM

3nC.3

O6ecneyeHune 3awmTbl MHOOPMaLMK
OT packpbITUd, Moanukaumnmn m
HaBA3bIBaHWs (BBOAA FTOXXHON
MHpopMauun) Npu ee nepegaye
(noagroToBke K nepeaave) no
KaHanam cBsi3un, UMEIOLLMM BbIXO[, 3a
npeaenbl KOHTPONMPYEMOWN 30HbI, B
TOM 4uncne 6ecnpoBOAHbIM KaHanam
CBSA3N

3nC.4

Ob6ecneyeHne oOBEPEHHbIX KaHana,
MapLipyTa Mexay
afMWHUCTPaTOPOM, Nofb3oBaTenemM
N cpefcTBaMu 3amTbl MHCopmauun
(dbyHKUMAMM B6e3onacHOCTU CpeacTB
3awmTbl MHOpMaL M)

3nC.5

3anpeT HeCaHKLMOHNPOBAHHOW
yAaneHHoW akTMBauumn Buageokamep,
MUKPOCMOHOB 1 MHbIX NepUdEPUNHbIX
YCTPOWCTB, KOTOpPble MOryT
aKTMBUPOBATbLCS yaaneHHo, n
onoBeLlleHne nonb3oBaTenen od
aKTUBaLMN TakMx YCTPONCTB

H

1,2

3NC.6

lMepepaya 1 KOHTPOSb LENOCTHOCTH
aTpmbyTtoB 6GesonacHocTh (MeToK
6e30nacHOCTK), CBSA3aHHbIX C
nHpopmauuen, npu odbmeHe

NHG OpPMaLMNEN C UHBbIMU
NHOPMALMOHHBIMIN CUCTEMaMM

3nNC.7

KOHTpOnb CaHKUMOHMPOBAHHOIO U
NCKNIYEeHNE HeCaHKLIMOHNPOBAHHOIO
NCMOJSIb30BaHNA TEXHOMNOINI
MOOUNBLHOro Koaa, B TOM Yucne
pernctpaumnsa cobbiTuin, CBA3AHHbIX C
NCMOJSIb30BaAHMEM TEXHOMNOIrNM
MOOUIBHOrO KoJa, UX aHanu3 u
pearmpoBaHue Ha HapyLUeHus,
CBSI3aHHbIE C UCMNOMb30BaHNEM
TexHosiormm mobunbHoro Kkoga

1,2

3nC.8

KoHTpOsb CaHKLUMOHMPOBAHHOIO U
NCKIMOYEHNE HECAHKLIMOHMPOBAHHOIO




NCMNONb30BaHUS TEXHOSOMMI
nepegayv peyn, B TOM yucne
perncTpaumns cobbITUn, CBA3aHHbIX C
MCNoNb30BaHMEM TEXHOMOMMM
nepenayu peyu, ux aHanus u
pearnpoBaHue Ha HapyLUeHWs,
CBSI3aHHbIE C UCMOb30BaHMEM
TEXHONOIMN Nepegayun peym

3nC.9

KOHTpOnb CaHKUMOHMPOBAHHOW 1
NCKIMOYEHME HECAHKLMOHMPOBAHHOM
nepegayun sugeonHdopmMmauum, B TOM
yucne pernctpauuns cobbiTun,
CBsI3aHHbIX C nNepegaven
BMaeomHdopmaLmm, Nx aHanms un
pearmpoBaHue Ha HapyLleHus,
CBsi3aHHble C nepegayen Buaeo
MHopMaLmnn

3nC.10

MoaTBepXaeHne NpomcxoXxaeHus
MCTOYHMKA MHGOpMaLmH,
nosiydaemMomn B npouecce
onpeaeneHnsi ceTeBbIX agpecos no
ceTeBbIM UMEeHaM Unn onpeaeneHns
CeTeBbIX UMEH MO ceTeBbIM agpecam

3nNC.11

ObecnevyeHne NOASIMHHOCTU CEeTEBbIX
coeauHeHun (ceaHcoB
B3aMMOAENCTBUS), B TOM Ynucne ons
3aluUThbl OT NOAMEHbI CeTEBbIX
YCTPOWCTB N CEPBUCOB

3NC.12

NckntoyeHmne BO3MOXKHOCTU
oTpuuaHuna nonb3oBarteniem dakta
OTnpaBkn MHGOPMaLUn Apyromy
nonb3oBaTento

3nC.13

NckntoyeHmne BO3MOXKHOCTU
oTpuuaHuna nonb3oBarteniem dakta
nonyyeHnst MtHgpopmaumm oT gpyroro
nonb3oBartens

3nC.14

Mcnonb3oBaHne yCTPOUCTB
TepMMUHaNbHOro JOCTyna aAns
06paboTkn nHpopmauun

3nC.15

3awuTa apxmBHbIX banos,
napamMeTpoB HAaCTPOWKN CPeacTB
3awmTbl MHOPMaL MK U
nporpaMmHoro obecnevyeHms N NHbIX
AAHHbIX, HE noanexalymx
N3MEeHeHnto B npoLecce obpaboTkm
nHdopmMayunm

3NnC.16

BbisBneHue, aHanus n 6nokmposaHune
B MHOPMAaLMOHHOWN cUCTeEME
CKPbITbIX KaHanoB nepegayn
MHpopmMaummn B 06xoz




peanu3oBaHHbIX Mep 3aLlnThbl
NMHOPMaLUN UK BHYTPU
paspeLleHHbIX CETEBbIX MPOTOKOSIOB

3nNC.17

Pas3bveHne nHpopmMmaLmnoHHON
CUCTEMbI Ha CErMeHTbI
(cermeHTMpOBaHUe
MHPOPMALMOHHOW CUCTEMbI) U
obecneyeHune 3alnTbl NEPUMETPOB
CerMeHToB MHGOPMaLNOHHOM
CUCTEMbI

3nC.18

O6ecneveHune 3arpysku u
NCMNOMHEHNS NPOrPaMmMHOro
obecneyeHunst ¢ MalLNHHbIX
HocuTenen nHpopmauum, OCTYMHbIX
TONbKO AN1A YTEHUS, U KOHTPOIb
LeNIOCTHOCTM JAaHHOro NPOrpaMMHOro
obecneyeHus

3nC.19

M3onsaums npoueccos (BbINONHEHNE
nporpamMm) B BblaeneHHon obnactu
namsTm

31nC.20

3awwmTa 6ecnpoBOAHbIX COEOUHEHWN,
NpUMeHsieMbIX B MHGOPMaLMOHHOM
cucTeme

3nC.21

MckntoyeHne goctyna nonb3oBaTtens
K MHGbOpMaLnK, BOSHUKLLEN B
pesynbTate AeNCTBUM NpeabiayLero
nonb3oBaTens Yepes peectpbl,
onepaTtuBHY NaMsTb, BHELUHNE
3anomMuHalroLmne yCTpoMCTBa U UHbIE
obLwme ons nonb3oBaTenen pecypchbl
MHGOPMAaLMOHHOW CUCTEMBbI

3nC.22

3awuTta NHPOPMaLMOHHOM CUCTEMBI
OT yrpo3 6e3onacHoCTu
MHOpMaUUK, HanpaBsieHHbIX Ha
0TKa3 B 00CnyXnBaHun
MHPOPMALIMOHHOW CUCTEMbI

3nC.23

3awmta nepumeTpa (Pr3nYEeCKnxX n
(Mnn) nornyecknx rpaHnL)
MHOPMALNOHHON CUCTEMBI NPU ee
B3aUMOLENCTBUM C NHbIMU
NHOPMAaLNOHHBIMU CUCTEMAaMU U
NHOPMaLNOHHO-TENEKOMMYHMKALNO
HHbIMW CETAMM

1, 2, 3,
4a, 40,
4B, 5

1,2, 3,
4a, 40,
4B, 4r,
4n, 5, 6,

3nC.24

MpekpalleHne ceTeBbIX COeaANHEHWUN
Mo MX 3aBEPLUEHUM UMK MO
NCTEYEHUN 3a0aHHOIO ONepaTopoM
BPEMEHHOro MHTepBarna
HeaKTUBHOCTU CETEBOro COeANHEHUS

3nC.25

VMcnonb3oBaHue B MHOPMaLMOHHOM
CUCTEME UNN ee CerMeHTax




pasnU4YHbIX TUNOB OBLLIECUCTEMHOTO,
NPMKNagHoro n cneynansHoro
nporpamMmmHoro obecneveHus
(cosgaHue reteporeHHon cpeapbl)

3UnC.26 Mcnonb3oBaHne npuknagHoro u
crneumnanbHOro NPorpaMmmMHOro
obecnevyeHuns, UMeLLNX
BO3MOXHOCTb (PYHKLMOHMPOBAHNSA B
cpenax pasnuyHbIX onepaumoHHbIX
cUCTeEM

3NC.27 | Co3gaHne (amynsiumst) NOXHbIX
NHPOPMALMNOHHBIX CUCTEM UNKN NX
KOMMOHEHTOB, NpeAHa3Ha4YeHHbIX
Ana obHapyXXeHus, perucTpaunm un
aHanusa OeCTBUN HapyLuMTenen B
npoLecce peanusaumm yrpos
6Ge3onacHOCTU nHpopmaLumn

31NC.28 | BocnpousBegeHue NoXxHbIX U (Mnn)
CKPbITUE UCTUHHBIX OTAENbHbIX
NHAOPMAaLMOHHBIX TEXHOMOMI U
(Mnn) CTPYKTYPHO-PYHKLUNOHANBLHBIX
XapakTepucTnk tHdpopMaLnoHHON
CUCTEMbI NN ee CErMeHTOB,
obecneynBatoLLiee HaBA3bIBaHNE
HapyLUUTEno NOXHOro
npeacTtaBneHns 06 NCTUHHBIX
NHEOPMALMOHHBIX TEXHOMOMMSAX U
(Mnn) CTPYKTYPHO-(PYHKLMOHANbHbIX
XapakTepucTmkax MHPOPMaLMOHHOM
CUCTEMbI

3NC.29 | MNepeBog MHPOPMALMOHHOW CUCTEMBI
NN ee yCTPOMUCTB (KOMMOHEHTOB) B
3apaHee onpegeneHHyro
KOHdUrypaumio, obecneymsaroLLyto
3aWnTy HopmaLmm, B criyyae
BO3HWKHOBEHMN 0TKa30B (cboeB) B
cucTeMe 3almTbl MHopMauum
MHGOPMAaLMOHHOW CUCTEMBDI

31C.30 3awmTta MoObUNbHBLIX TEXHUYECKNX + + +
cpeacTs, NPMMEHSIEMbIX B
MHOPMALNOHHON CUCTEME

"+" - Mepa 3awuTbl MHPOPMauuMM BKMoYeHa B 6Gas3oBblM Habop Mep AOns
COOTBETCTBYIOLLErO Knacca 3aliMEHHOCTM MHGOPMALMOHHOM CUCTEMbI WU OOJTKHbI
BbINOSTHATLCA TPebOoBaHNA K peanusauun AaHHOW Mepbl 3almTbl MHPOPMaLNN, YKasaHHble B
pasgerne 3 HacTosLwero AoKyMeHTa nog pybpukon "TpeboBaHus Kk peanusauyumn”.

"undppa" unu "undppa"dykBa" - AOMKHbI BbINOMAHATLCA TPebOBaHUA K YCUNEHUIO
AaHHON Mepbl 3aWuTbl MHOPMaUMKN, yKa3aHHble B pasfjerie 3 HacTosiwero AOKyMeHTa B
nogpasgene "TpeboBaHua K ycuneHuto Mepbl 3awuTbl MHGopmaumn". Ludpbl 1 BykBbl, He
BKMIOYEHHble B Tabnvuy W yKasaHHble nog pybpukamn "TpeboBaHus K ycuneHuo"



npUMeHATCA nNpu agantauum 6GasoBoro Habopa Mep M YTOYHEHUM afanTUPOBAHHOIO
GasoBoro Habopa mMep, a Takke npu paspaboTke KOMMEHCUPYIOLWNX Mep 3alunTbl
MHopMauun B MHPOPMALNOHHOM CUCTEME COOTBETCTBYHOLLErO Kracca 3allMLLEHHOCTMW.

Mepbl 3awmTbl MHGOPMaLMKM, He O0BO3HaYeHHble 3HakoMm "+", MpUMEeHSATCA npu
apgantaumm 6a3oBoro Habopa Mep M yTouHeHUW agantupoBaHHoro 6asoBoro Habopa mep, a
Takke npu paspaboTke KOMMEHCUPYHOLLMX Mep 3alumTbl MHOopMaunn B MHGOPMaLMOHHOMN
CUCTEeMe COOTBETCTBYIOLLErO Krnacca 3aLuLLEeHHOCTH.



