TunoBble TpeboBaHUA
no opraHusaumm n obecnevyeHmo PyHKLMOHMPOBaAHUSA WNPPOBaNbHbIX
(kpunTorpacuyeckunx) cpeacTs, NnpeaHa3Ha4YeHHbIX ANA 3aWmTbl MH(opMaUuu, He
coaepikallien cBeeHUn, COCTaBNAKOLWMNX rocyfapCTBEHHYIO TallHY B crlyyae uUx
MCNoNb30BaHUA AnNA obecnevyeHusi 6€30NacHOCTU NepPCOHanbHbIX AAHHbLIX NPU UX
obpaboTke B MH(POPMaLIMOHHbIX CUCTEMAX NepCOHaNbHbIX AaHHbIX
(yTB. ®CB PP 21 cheBpansa 2008 r. N 149/6/6-622)

. O6wme nonoxeHus

1.1. Hactosiwume TpeboBaHua onpenenaioT nopsaok opraHu3aumm m obecneyeHus
PYHKUMOHNPOBAHUS WG poBanbHbIX (KpunTtorpaduyeckmx) CpeacTs, NpegHasHavYeHHbIX 1S
3aWwnTbl MHOPMaLUMN, He codepXKallen CBeQeHUN, COCTaBNSOWMX rOCy4apCTBEHHYHO TalHy
(nanee - KpunNTOCPEACTBO) B Crlydae MX MCNonb3oBaHuA Ans obecneyvyeHuss 6e3onacHoOCTU
nepcoHanbHbIX AaHHbIX NpyU UX 0b6paboTke B MHOPMALMOHHBLIX CUCTEMAX MEePCOHarbHbIX
AaHHbIX (Qanee - HpopMaLMOHHasA cuctema).

1.2. Hactoawue TpeboBaHus paspaboTaHbl BO UCNOSTHEHUE:

- ®egepanbHoro 3akoHa "O nepcoHanbHbIX AaHHbIX" oT 27 wona 2006 r. N 152-03
(CtaTbs 19);

- MonoxeHna o6 obecneyeHnn 6e30NaCHOCTU MNEPCOHAanbHbIX AaHHbIX MNpPU KX
o6paboTke B WHMOPMAUMOHHBIX CUCTEMAX MNEepPCOHanbHbIX [aHHbIX, YTBEPXAEHHOro
noctaHosnennem MNMpasutenbctea PP ot 17 HoA6psa 2007 r. N 781 (nanee - MNonoxeHwue);

- MonoxeHna o ®degepansHon cnyxbe 6e3onacHocTn Poccuinckon ®Pepepauun,
yTBepxaeHHoro Ykasom [lpesngeHta Poccuinckon depepaumm ot 11 aBrycta 2003 ropa
N 960.

1.3. Hactosauwue TpeboBaHus:

- ABNAKOTCA obs3aTenbHbiMM NS onepatopa, ocyulecTensowiero  obpaboTky
nepcoHanbHbiX AaHHbIX, @ Takke nuvua, KOTOPOMY Ha OCHOBaHWM [OroBopa ornepaTop
nopy4aet 006paboTKy nepcoHanbHbIX AaHHbIX W (MAM) nuua, KOTOPOMY Ha OCHOBaHMK
JOroBopa ornepaTop nopy4aeT oOKasaHuMe Yycrnyr no opraHmsaumm wn  obecneyeHuto
©es3onacHOCTM 3alnTbl NEepcoHarnbHbIX AaHHbIX Npu MX obpaboTke B WHAOPMALVNOHHOM
CUCTEME C UCMOSb30BaHMEM KpunTocpencTB. [pn 3TOM CyLLeCTBEHHbIM YCNOBMEM OOroBOpa
aBnseTca  00s3aHHOCTb  YMOMTHOMOYEHHOro fmua  obecneyuntb  KOHPUAEHLMAaNbHOCTb
nepcoHanbHbiX AaHHbIX M 6e30MacHOCTb MNepCoHasnbHbIX AaHHbIX Npy KX obpaboTke B
NHOPMaLNOHHOWN cucteme B cny4yasx, npeaycMOTPEHHbIX AENCTBYIOLLNM
3aKoHOOaTenNnbCTBOM;

- pacnpocTpaHAlTCA Ha KpUNTOCpeacTBa, MpeaHasHadeHHble Ans  obecneveHus
6e30nacHOCTM NepcoHanbHbIX AaHHbIX NpyU UX 0bpaboTke B MHPOPMALMOHHBIX CUCTEMAX
nepcoHanbHbiX [OaHHbIX, BCE TEeXHMYECKMEe CpeAcTBa KOTOPbIX HaXOAATCs B npegenax
Poccunckon ®depepauunn, a takke B cuUCTeMax, TEXHUYECKME CpedcTBa KOTOPbIX YaCTUYHO
UNKn LenMkoM Haxoaatcsa 3a npegenamu Poccuinckon ®epepaumn.

- He OTMeHslT TpeboBaHMUS WHbIX [OOKYMEHTOB, perfameHTUpYLWnX nopsaok
obpaweHnsas co cnyxkebHonm umHMOPMAUMEN  OrpaHMYEHHOrO0  pPacnpocTpaHeHus B
deneparnbHbIX OpraHax UCNOSTHUTENbHOW BNacTu.

OnepaTtop C y4eToM OCOOEHHOCTEN CBOEN OeATeNbHOCTU MOXEeT paspabaTbiBaTb He
npoTMBopeYvalime Hactoawmm TpeboBaHuAM MeToAMYECKME peKkoMeHdauum Mo Ux
NPUMEHEHNIO.

Wcnonb3yemble ana uenen HacTtodwmx TpeboBaHU TepMWHbI M onpegeneHus
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npuBeAeHbl B Npunoxennn 1.

2. OpraHmsauusa n obecrneyeHne 6e30nNacHOCTU 06pPabdOTKM C UCNOSNIb30OBaHUEM
wudcpoBanbHbIX (KpunTorpacdunyeckmx) cpeacTB NepcoHanbHbIX AaHHbIX

2.1. besonacHocTb  06paboTkM  MepcoHanbHbIX AaHHbIX C  MCMOMb30BaHWEM
KPMNTOCPEACTB OpraHuM3ytoT u obecneymBaloT onepaTtopbl, a Takke nuua, KOTOpbIM Ha
OCHOBaHWWM [OroBopa onepaTop nopy4vyaet ob6paboTKy nepcoHanbHbIX AaHHbIX U (UnK) nNuua,
KOTOpPbIM Ha OCHOBaHWW OOroBopa ornepaTop MopyvaeT oKasaHwe yCryr No opraHu3auumn u
obecneveHnto ©GesonacHocTM 06paboTkM B MHGOPMALMOHHOW CUCTEME MEPCOHAaNbHbIX
AaHHbIX C NCNOSTb30BaHMEM KPUNTOCPEACTB.

Ob6ecneyeHne  6e30MacHOCTM  MNepcoHamnbHbIX  AaHHbIX C  UCNOSb30BaHMEM
KPMNTOCPEACTB A0JIPKHO OCYLLIECTBMASATLCA B COOTBETCTBUM C:

1) MNpukasom ®CB Poccum ot 9 heBpansa 2005 r. N 66 "O6 ytBepxxaeHun MNMonoxeHns
o paspaboTke, nNpou3BOACTBE, peanu3auMmM W 3KcnnyaTauum  WndpoBanbHbIX
(kpunTorpadunyecknx) cpeacTts 3awmnTbl Hopmauum (MonoxeHne MNMK3-2005)";

2) [loctaHosneHnnem [lpaButensctBa P® oT 29 pekabpss 2007 r. N 957 "O6
YTBEPXAEHUM MOMNOXEHUI O NULEH3NPOBaHMN OTAENbHbIX BUOOB AEeATENBHOCTU, CBA3AHHbIX C
WwnposanbHbIMKU (Kpuntorpadudeckumm) cpegcrsamm’;

3) Metoanyeckumu pekomengaumsamm no obecnevyeHmto ¢ NOMOLLBI0 KPUNTOCPEACTB
6e30nacHOCTM NepcoHanbHbIX AaHHbIX NpyU UX 0bpaboTke B MHPOPMALMOHHBIX CUCTEMaX
nepcoHanbHbIX AaHHbIX C Ucnonb3oBaHnem cpencts astomatusdauum (N 149/54-144, 2008 r.
®CBb Poccun),

4) Hactoswmmun TpeboBaHuaAMN.

2.2. Onepatopbl HeCyT OTBETCTBEHHOCTb 3a COOTBETCTBME MPOBOAMMbIX UMM
MEpPONPUATUIA NO opraHmM3aunn n obecneyeHuto 6esonacHocT 06paboTkn C MCNONb30BaHNEM
KPMNTOCPEACTB MNEPCOHasbHbIX [aHHbIX JMUEH3NOHHBIM  TpeboBaHMsIM U YCIOBUSAM,
3KCNNyaTauMoOHHON U TEXHUYECKOW OOKYMEHTauun K KpUNToCcpeacTBaMm, a Takke HacTosAWwmuM
TpeboBaHuaM.

Mpu aTOM onepaTopbl AOMMKHbI 06ecnevmBaTb KOMMNIEKCHOCTb 3alUTbl NePCOHAaNbHbIX
AaHHbIX, B TOM YMCre NocCpeacTBOM NPUMEHEHUS HeKpMnTorpadmyecknx cpeacTs 3allmThbl.

2.3. NMpwn paspaboTke N peanusaunm MeponpusaTUA NO opraHnsaunm n obecnevyeHuro
©e30MacHOCTM MepcoHarbHbIX AaHHbIX NpPU uUx obpaboTke B WMH(OPMAaLMOHHOW cucTeme
onepaTop Unn ynosIHOMOYEHHOE OnepaTopoM fMLIO OCYLLECTBSET:

- pa3paboTky Ans  KaXaon WH(OPMALMOHHOW CUCTEMbl MEPCOHAnNbHbIX AaHHbIX
MoZAenu yrpo3 6e30nacHOCTM NepCcoHarnbHbIX AaHHbIX NPpU X 06paboTke;

- pa3paboTky Ha OCHOBE MOAEeNM Yrpo3 CUCTEMbl 6Ge30nacHOCTM MePCOHasbHbIX
AaHHbIX, 06ecneymBaloLLEN HENTPaNN3aLmio BCEX NEPEYNCIIEHHBIX B MOOENM Yrpo3;

- onpeaeneHne HeobXoOMMOCTM MCMNOMb30BaHUSA KPUNTOCPEACTB Ans obecneyeHuns
6e3o0nacHOCTM NepPCoHanbHbIX AaHHbIX U, B ClyYae NoSIOKUTENbHOMO peLleHns, onpeaeneHme
Ha OCHOBE MOAENM Yrpo3 Lenu MCNosfb30BaHNSA KPpUNTOCPEACTB ANs 3alnTbl NepPCOHarbHbIX
AAHHbBIX OT HEMPaBOMEPHOro WU CIyYanHOro AOCTyna K HUM, YHUYTOXEHUS!, U3MEHEHUS,
GnoKMpoBaHMs, KOMMPOBAHUS, PACNpPOCTPaAHEHUs MEePCOHanbHbIX AaHHbIX U (MNK) MHbIX
HenpaBOMepPHbIX AEUCTBUI Npu nx obpaboTke;

-YyCTAHOBKY M BBOA4 B 3KCnnyaTauui  KpUNTOoCpeacTB B COOTBETCTBUMM  C
3KCnriyaTauMoHHOM N TEXHUYECKOW AOKYMEeHTauuen K 3TuM cpeacream;

- NPOBEpKy TFOTOBHOCTM  KPUNTOCPEACTB K MCMNOMb30BaHWIO C  COCTaBIiEHMEM
3aKSIHOYEHN O BO3MOXHOCTM NX SKCMyaTauum;

- 0by4eHne nuu, NCNOoNb3YLLNX KPUNTOCpeacTea, paboTe C HUMMK;
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- MO3K3EMMNNSAPHbIA  y4eT UCNOMb3yeMblX KPUNTOCPEACTB, 3JKCMfyaTauUOHHON U
TEXHUYECKON AOKYMEHTALMN K HUM, HOCUTENEN NepcoHarnbHbIX AaHHbIX;

- yyeT nuu, gonyuwieHHblX K pabote C kpuntocpencTBamu, npegHasHadeHHbIMU Ang
obecnevyeHnsa 6e3o0nacHOCTU MNepcoHarnbHbIX AaHHbIX B MHMOPMALMOHHOW CUCTEME
(mnonb3oBaTenu KPUNTOCpPeacTB);

- KOHTpOSNib 3@  cobniogeHnem  ycrnosuin NCNonb30BaHUs KpUNTOCpPEACTB,
NpeayCcMOTPEHHbIX 3KCNTyaTauMOHHON U TEXHUYECKON JOKYMEHTaLMEN K HUM;

- pa3bmpaTenbCTBO U COCTaBfiEHME 3aKOYEHUA MO (pakTam HapyLleHUs YCroBUi
XpaHeHUs1 HOCUTEenen nepcoHanbHbIX AaHHbIX, MCMNOJIb30BaHUSA KPUMTOCPEACTB, KOTOpble
MOFyT NPUBECTU K HapyLUEHUIO KOHMUOEHUMANbHOCTM NEPCOHanbHbIX OAHHbLIX UMW APYruM
HapyLWEHNSIM, MPUBOLALUMM K CHUKEHUIO YPOBHSA 3aLMLLEHHOCTU MEpPCOHanbHbIX AaHHbIX,
pa3paboTKy U MNPUHATUME Mep MO MNPeaoTBPaLLEHMIO BO3MOXHbLIX OMACHbLIX MOCNeaCTBUN
NoA06HbIX HAPYLLUEHWI;

- ONUCaHME OpPraHM3auUMOHHBLIX U TEXHUYECKUX Mep, KOTopble onepaTop o06sa3yeTtca
ocyLecTBnATb Npu obecnevyeHnn 6e30NacHOCTU NepCcoHanbHbIX AAaHHbLIX C UCNOSIb30BaHUEM
KpuntocpeacTsB npu nx obpadoTtke B MIHGPOPMALMOHHBLIX CUCTEMAX, C YKa3aHNEM B YAaCTHOCTH:

a) HAeKca, YCrOBHOMO HaMMEHOBaHUSA M PErMcTpaumMoOHHbIX HOMEPOB MUCMNOMNb3yEMbIX
KpUNTOCPEACTB;

0) cooTBETCTBUA pa3MeLLeHNa N MOHTaXa annapaTypbl 1 000pya0oBaHUs, BXOOSALENO B
COCTaB KpunTocpeacTB, TpeboBaHMAM HOPMATUBHOW  AOKyMEHTauuu W  npasunam
Nofib30BaHUSA KPUNTOCPEACTBaAMU;

B) COOTBETCTBMS MOMELLEHMA, B KOTOPOM pasMelleHbl KpUNTOCPEeaAcTBa U XpaHUTCA
KntoveBas AOKYMEHTaUMA K HUM, HacTosAwmm TpeboBaHMsM C OnMcaHMeM OCHOBHbIX CPeaCTB
3aluThI;

r) BblnoniHeHna  TpeboBaHnin K  MaTepuanbHbIM  HOCUTENAM  BUMOMETPUYECKUX
NnepcoHanbHbIX AAHHbIX M TEXHOMNOIMMAM XPaHEHUS TakuUX OaHHbIX BHE WMHM(OPMAaLMOHHbLIX
CUCTEM MNepCOoHanbHbIX OAHHbIX.

OnuncaHmne NpuHATBIX MepP OOMKHO ObiTb BKMIOYEHO B YyBEAOMIIEHNE, NPELYCMOTPEHHOE
yacTbto 1 cTaTbmn 22 PegepanbHoro 3akoHa "O nepcoHanbHbIX JaHHbIX".

2.4. Nonb3oBaTenu KpUNTOCPEACTB AOMNyCKaTCcs K paboTe C HUMM MO PELUEHMUID,
yTBEpXXgaemoMy onepatopoM. Npu Hanuuumn aByx v BGonee nonb3oBaTenien KpUnTocpeacTs
00513aHHOCTN MexXay HUMKM O0SKHbl ObITb pacnpegeneHbl C y4eTOM MNepcoHarnbHOM
OTBETCTBEHHOCTU 3a COXPaHHOCTb KPUMNTOCPEACTB, KIHOYEBOW, 3KCnsyaTauyuoHHOW U
TEXHUYECKON OOKYMEHTaAUMN, a TakkKe 3a NOpPyYEHHbIE y4acTKn paboThbi.

2.5. MNMonb3oBartenu KpUNTocpeacTB 06sA3aHbI:

- He pasrnawartb MHhopmMaumo, K KOTOPOM OHM OOMNYyLLEHbI, B TOM YMCIEe CBEOEHMUS O
KpunTocpeacTBax, KNOYeBbIX JOKYMEHTAX K HAM U OPYrMX Mepax 3aluThbl;

- cobntogate TpeboBaHus k obecneyeHuto 6e30NacHOCTM MNEPCOHANbHbLIX OaHHbIX,
TpeboBaHua k obecrneyeHnto 6e30nacHOCTU KPUNTOCPEACTB U KMOYEBbLIX AOKYMEHTOB K HUM;

- coobwatb O CTaBWWUX WM W3BECTHbIMW MOMbITKAX MNOCTOPOHHUX 5L, MOMYyYnTb
cBefieHns 06 ncnonb3yeMbiX KpUNTOCPEACTBAX UMM KIOYEBbLIX JOKYMEHTaX K HUM;

- HeMeaneHHO yBeAOMNATbL onepatopa O (akTax yTpaTtbl WM HegocTayum
KPUNTOCPEACTB, KNHOYEBbLIX AOKYMEHTOB K HUM, KITHOYEN OT NMOMELLEHUA, XpaHUnuL, NNYHbIX
neyatem U O Opyrnx pakTax, KOTOpble MOryT MPMBECTU K pasrnalleHuio 3allmlaemblX
nepcoHanbHbIX AaHHbIX.

- cAaTb KpUNTOCPELCTBA, IKCMyaTaUMOHHYI0O U TEXHUYECKYIHD OOKYMEHTAUMI0 K HUM,
KntoveBble [OOKYMEHTbl B COOTBETCTBUM C MNOPSAKOM, YCTAHOBMIEHHbIM HACTOSALLMMMU
TpeboBaHusiMK, MpPU  YBOSNIbHEHUM WNU  OTCTPAHEHMM OT WUCMNONHEHMST 006s3aHHOCTEN,
CBSI3aHHbIX C MCNOSIb30BaHMEM KPMNTOCPEACTB;

2.6 ObecneyeHne (PyHKUMOHMPOBaHUA M BE30NacHOCTM KPUMNTOCPEACTB BO3naraeTcs
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Ha OTBETCTBEHHOrO MNONb30BaTENA KPUNTOCPEACTB, UMEKLWeEero HeobxoauMbl ypOBEHb
KBanudukaumm, HazHa4aemoro nprMkasom onepaTtopa (fanee - OTBETCTBEHHbIN NONb30BaTENb
KpunTocpeacTs).

[onyckaetcsa BO3foXeHne YHKUUM OTBETCTBEHHOrO MNoSib30BaTesii KPUNTOCPEeacCTB
Ha:

- OQIHOrO M3 NoJsib3oBaTesien KPUNTOCPEACTB;

-Ha CTPYKTypHOe nogpasgeneHve unvM  OOMMKHOCTHoe  nuuo  (paboTHuKa),
OTBETCTBEHHbIX 3a obecneyeHne 6E30MacHOCTM MNEepPCOHasnbHbIX AaHHbIX, Ha3Ha4YaeMblX
onepaTtopowm,;

- Ha cneumanbHoOe CTPYKTYPHOe noapasgersieHne no 3ailimTe rocyaapCTBEHHOW TaWHbI,
ncronb3ytoLlee ang aToro wudpoBasnbHble cpeacTsa.

2.7. OTBETCTBEHHbIE MONb30BATENN KPUNTOCPEACTB LOSMKHbI UMETb PYHKLMOHANbHbIE
006513aHHOCTK, pa3paboTaHHble B COOTBETCTBMM C HacTosawmMMmmn TpeboBaHUAMN.

2.8. Npu onpegeneHnn obsi3aHHOCTEN NONb30BaTENSA KPUNTOCPEACTB HEobBXoaumo
y4nTbIBaTb, YTO 6e3onacHOCTb 06paboTkM C NCNOMBb30BaHMEM KPUNTOCPEACTB NepCOHarnbHbIX
AaHHbIX obecneunBaeTcs:

- cobnogeHneMm  nonb3oBaTens MM KPUNTOCPEACTB  KOHMAEHUMAnbHOCTM  Mpwu
obpalleHnn co cBeaeHNAMU, KOTopble UM LOBEPEHbI U CTanu U3BECTHbI No paboTte, B TOM
yucrne co cBedeHUsIMU O (PYHKUMOHMpOBaHMM W nopsigke obecnedeHns GesonacHOCTU
NPUMeEHSIEMbIX KPUNTOCPEACTB U KINKYEBbLIX JOKYMEHTaX K HUM;

- TOYHbIM  BbINOSIHEHMEM  MONb30OBaTENAMW  KpMATOCpeacTB  TpeboBaHMM K
obecne4veHnto 6e30MnacHOCTM NePCOHanNbHbIX AAHHbIX;

- HAOEXHbIM  XpaHEeHWEeM 3JKCNyaTauMoHHOW W TeXHUYECKOW [OKYMeHTauumm K
KpuntocpeactBaM, KIOYEBbIX [OOKYMEHTOB, HocuTenem WHGOopMaunnM OrpaHUYeHHoro
pacnpocTpaHeHus;

- obecneyeHneM MPUHATBIX B COOTBETCTBUM C TpeboBaHMsMM K MaTepuanbHbIM
HoCUTENAM OMOMETPUYECKUX MEePCOHAsbHbIX AaHHbIX W TEXHOMOMMSM XPaHEHUsl TaKux
AaHHbIX BHE MH(POPMALMOHHbIX CUCTEM NEPCOHANbHbIX AAaHHbLIX Mep.

- CBOEBPEMEHHbBIM BbISIBIEHMEM MOMbLITOK MOCTOPOHHUX NUL, MOSTyYUTb CBEOEHMUS O
3amaemMbiX NePCOHanbHbIX AaHHbIX, 00 MCNOMb3yeEMbIX KPUNTOCPEACTBAX MM KMOYEBbIX
AOKYMEHTaxX K HUM;

- HeMeaneHHbIM NPUHATUEM Mep MO NpefynpexneHnio pasrnaweHnsa saluuaemMbix
nepcoHanbHbIX AaHHbIX, @ Takke BO3MOXHOM UX YTEYKN NPU BbISIBIIEHUM (DAKTOB yTpaTbl Un
HeJoCTauyn KPUNTOCPELCTB, KIOYEBbIX [OOKYMEHTOB K HWUM, YOOCTOBEPEHWUM, MPOMYCKOB,
KNYen oT noMeLLeHnn, XpaHunuuy, cendoB (MeTannnyecknx wkadgos), NNYHbIX nevaTen u
T.0.

2.9. Iluua, ogopmnsiemble Ha paboTy B kayecTBe Monb3oBaTenen (OTBETCTBEHHbIX
nosnib3oBaTenemn) KpUNTOCPEACTB, AOIMKHbI ObITb 03HAKOMINEHbI C HAacToAwmuMN TpeboBaHnAMM
N OPYrMMU JOKYMEHTaMN, perfnameHTUpyoLwmnMm opraHmsaumo n obecnedeHne 6e3onacHocTun
nepcoHanbHbIX AaHHbIX NpU MX 06paboTke B MHPOPMALMOHHBIX CUCTEMAaXx, NOA Pacrnucky u
HecyT OTBETCTBEHHOCTb 3a HecobntogeHve umm TpeboBaHWUM YKa3aHHbIX [LOKYMEHTOB B
COOTBETCTBUM C 3aKkoHogaTeNnLcTBOM Poccuinckon ®eaepaumn.

2.10. TekylWnMn KOHTPOSb 3a oOpraHusaumen u obecnevyeHnem QyHKLMOHUPOBAHNSA
KpUnNTOCpeAcCTB BO3naraeTcsa Ha ornepaTtopa U OTBETCTBEHHOIO Nosfib3oBaTensa KpMNTocpeacTs
B Npegenax ux cry>kebHbIX NOSTHOMOYNNA.

2.11. KoHTponb 3a  opraHusaumen, obecnevyeHnem  (OYHKUMOHMPOBAHUA U
©e30nacHOCTU KPMATOCPEACTB, NpeaHa3HauYeHHbIX ONs 3alnTbl NepPCOHanbHbIX AaHHbIX MpU
nx obpaboTtke B MH(OPMALMOHHBIX CUCTEMAX MEPCOHArbHbIX AAHHbIX, OCYLLECTBMSETCA B
COOTBETCTBUM C AENCTBYIOLLNM 3akoHoAaTenscTBom Poccuickon ®epepauuu.

2.12. B cnyyae Heob6xooMMOCTU B3aMMOLENCTBUS ONepaTtopoB MHAOPMALMOHHbBIX
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CUCTEM MNPU MCMNONMb30BAHUN KPUNTOCPEACTB Ans obecnedeHus 6esonacHocTn ob6paboTkm
nepcoHarnbHbIX AaHHbIX ONS OpraHM3auun B3aMMOAEWCTBUS KPUMNTOCPEACTB MO PELUEHUID
onepaTopoB MEPCOHasbHbIX AaHHbIX BblAENSAETCS KOOPOUHUPYIOLMI OpraH, OTBETCTBEHHbIV
3a obecneyeHne 6e30MacHOCTU MNepCoHalnbHbIX [AaHHbIX, YKasdaHUs KOTOPOro SBMSItOTCSH
obsi3aTenbHbIMK AN BCEX NONb30BaTenNen KpUnTocpeacTs.

3. Nopspok obpalleHus ¢ KpuntocpeacTBaMu U KpUNTOKNKOYamMu K HUM. MeponpuaTtusa
npu KOMNpomMeTaLuuu KpUnToKInoYen

3.1. Nonb3oBaTtenun KpUNToCcpeacTB 0683aHbI:

- He pasrnawaTtb MHOPMaUUIO O KIYEBbIX JOKYMEHTAX;

- He JornyckaTb CHATUE KOMUK C KINIYEBbIX JOKYMEHTOB;

- He JonyckaTb BbIBOJ KIMOYEBLIX AOKYMEHTOB Ha aucnnen (moHutop) MNMN3BM unu
NpUHTEP;

- He gonyckaTb 3anncu Ha Krnto4eBOon HOCUTENb NOCTOPOHHEN MHGOPMaLMK;

- He gonyckaTb YCTaHOBKM KOYEBLIX AOKYMEHTOB B Apyrue MN3OBM.

3.2. Npn HeobxogMMoCTM nepefaym No TEXHUYECKMM CpenCcTBaM CBSA3U CHY>KeOHbIX
CcOOOLLEHM  OrpaHMYEHHOro  O0CTyna, Kacawwmxcsa opraHu3aumm un  obecnedeHus
PYHKUMOHNPOBAHUSA KPUMTOCPEACTB, YKasaHHble coobweHnss Heobxoaumo nepefasaTtb
TONbKO C UCMonb3oBaHWeM KpuntocpedcTsB. [lepegaya no TexHUYecKUM cpeactsaMm CBSA3U
KPUNTOKNIOYEN He JOonycKaeTcs, 3a UCKMIYEHWEM cneumanbHO OpraHM30BaHHbIX CUCTEM C
AeLUeHTpann3oBaHHbIM CHabXXeHeM KpUnToKio4YaMu.

3.3. Kpuntocpeactsa, ncnonb3dyemole gns obecrneyeHmst 6e3o0nacHOCTN NepcoHarnbHbIX
AaHHbIX nNpu  uMx o0bpaboTke B WMHMOPMAUMOHHBIX CUCTeMax, noanexar ydety C
NCrnonb3oBaHMEM MHAEKCOB UITM YCMOBHbIX HAMMEHOBaHUN N perncTpaunoHHbIX HOMEPOB.

[MepevyeHb WHOEKCOB, YCMOBHbIX HaMMEHOBaHUM W PEerucTpauuoHHbIX HOMEpPOB
Kpuntocpeacts onpegensetrca  ®PepepanbHon  cniykbon  Bes3onacHoctn  Poccumnckon
depepaumn.

3.4. Aicnonb3yemMmble UM XpaHUMble  KPUNTOCPEOCTBA, 9KCnsyaTauuoHHass W
TEXHUYecKas [OOKYMEHTauus K HWUM, KIloueBble [OOKYMEHTbl Moanexart MOo3K3eMMasgpHOMY
yyeTy. PekomeHayemble opmbl npueeaeHbl B [Mpunioxenun N 2. Tlpyn 3TOM nporpaMmMHble
KpUnToCcpeacTBa AOIMKHbI Y4MUTbIBATLCA COBMECTHO C annapaTHbIMU CpeacTBaMu, C KOTOPbIMU
ocylwlecTBngeTcs WX wWwTaTHoe YyHKUMOHMpoBaHne. Ecnn annapaTHble wvnu annapaTHo-
nporpaMMHble KpUNTOCPeACTBa MOAKMNIYATCA K CUCTEMHOM LWMHE WM K OOHOMY U3
BHYTPEHHUX MHTEep(eNncoB annapaTHbIX CPeAcTB, TO TakMe KpUNTOoCpeAcTBa yYUTbIBAKOTCS
TaKKe COBMECTHO C COOTBETCTBYIOLLMMM arnnapaTHbIMU cpeacTBaMu.

EovHMUENn NO3K3EMMNAPHOro y4yeTa KIHYEBbIX OOKYMEHTOB CUYMTAETCs KIH4YeBOU
HOCUTENb MHOrOKpPaTHOrO WCNONb30BaHUs, KnideBon 6nokHoT. Ecnm oguH um TOT Xe
KNKYEBOW HOCUTENb MHOIOKPATHO MCMOMb3YIT AN 3annucu KPUNTOKITOYEN, TO ero Kaxabli
pas cnefyeT permcTpupoBaTb OTAESbHO.

3.5. Bce nony4yeHHble 3K3eMnnsipbl KPUNTOCPEACTB, SKCMNyaTaunoOHHON N TEXHUYECKOMN
AOKYMEHTaUUN K HWUM, KIHOYEBbIX AOKYMEHTOB AOMMKHbl ObiTb BblAaHbl NMO4 pPacnucKy B
COOTBETCTBYIOLLEM KypHane MoO3K3EMMNSAPHOrO yyeTa MoMb3oBaTeNsiM KpUNTOCPEACTB,
HeCyLLUM rnepcoHarnbHy0 OTBETCTBEHHOCTb 38 X COXPAHHOCTb.

OTBETCTBEHHbIN MNOSMb30BaTESNlb  KPUMNTOCPEACTB 3aBOAMT M BeAeT Ha KaXaoro
nosib3oBaTeris KpUNTOCPEACTB NMUMLEBON CHET, B KOTOPOM PETMCTPUPYET YNCASLLMECS 3a HAMU
KpUNTOCPEACTBa, 9KCMNyaTaUMOHHYKD M TEeXHUYECKYH [OOKYMEHTauumto K HUM, KNyeBble
OOKYMEHTBI.

3.6. Ecnu akcnnyaTauUMOHHOM M TEXHUYECKOM [OOKYMEeHTauMen K Kpuntocpencrsam



npesyCMOTPEHO MPUMEHEHME Pa3oBbIX KIOYEBbLIX HOCUTENEW UMM KPUNTOKIOYM BBOASAT U
XpaHAT (Ha BeCb CPOK WX OEWCTBUS) HEenocpenCTBEHHO B KPUNTOCPeACTBaX, TO TaKow
pas3oBbIN KIMHOYEBOM HOCUTESb UMW ANEKTPOHHAA 3anvcb COOTBETCTBYHOLLErO KPUNTOKIIHYa
OOIMKHbI  permcTpupoBaTtbCd B TEXHUMYECKOM  (anmapaTHOM) XypHane, BefyLlemcs
HenocpeacTBEHHO Nosib3oBaTeneM KpuntocpeacTB. B TexHudeckoM (annapaTHOM) XypHarne
oTpaxalT Takke [aHHble 06 aKkcnnyaTauum KpuUNTOCpeacTB W Opyrve CBedeHus,
npegyCMOTPEHHbIE 3KCnyaTauMOHHON U TeXHUYeCKOW AoKyMeHTauuen. B uHbIX cnydaax
TeXHUYECKUN (annapaTHbIA) XXyYpHan Ha KpuUnTocpeacTBa He 3aBOAMTCH (€Cnn HeT NpsiMbIX
yKasaHun O ero BedeHUW B JKCMMyaTauMOHHOW WSIM TEeXHUYECKOW [OKYMeHTauum K
Kpuntocpeacteam). Tunosas opma TexHMYeckoro (annapaTHOro) kKypHana npusegeHa B
npunoxexHnn N 3.

3.7 Tllepepaya KpunNTOCpeacTB, IKCMNIyaTaUMOHHON U TEXHUYECKON OOKYMEHTauuun K
HUM, KITHOYEBbIX JOKYMEHTOB JOMycKaeTCsl TONbKO Mexay nosib3oBaTensiMu KpUnTocpeacTs u
(M) OTBETCTBEHHbIM MOMb30BaTENEM KPUNTOCPEACTB NOA PacrnuncKy B COOTBETCTBYHLLNX
XypHanax Mo3k3eMnnapHOro ydveta. Takaa nepegada Mexgy  nosib3oBaTensmu
KpUNTOCpeACTB  [OMKHa ObiTb  CaHKUMOHMpOBAHa OTBETCTBEHHbIM  MOfb30OBaTeENeEM
KpuntocpeacTs.

3.8. Monb3oBaTenn KpUMNTOCPEACTB XPaHAT  MHCTannupylowue KpuntocpeacTsa
HOCUTENW, SKCMNyaTauUMOHHYKD W TEXHUMYECKY [OOKYMEHTauul K KpUNTOCpencTBaM,
KntoveBble JOKYMEHTbI B LKadax (AwmKax, XpaHunuiiax) MHAMBMayanbHOro rnorb3oBaHus B
YCOBUSIX, UCKITOYaOWmMX BECKOHTPONbHbBIM AOCTYN K HUM, a Takke WX HernpegHamepeHHoe
YHUUTOXEHUE.

[Monb3oBaTenu KpuMNTOCPEACTB npegycMaTpuBalroT Takke pasgernbHoe 6e3onacHoe
XpaHeHue [OENCTBYIOLMX UM pPe3epBHbIX KIOYEBbIX AOKYMEHTOB, MpefHa3HadYeHHbIX Ans
NPUMEHEHNA B Criydae KOMNpoMeTauun 4enCTBYOLWMX KIHYEeBbIX JOKYMEHTOB.

3.9. AnnapaTtHble cpeacTea, c KOTOPbIMU ocyLlecTBnaeTca LWTaTHOE
PYHKUMOHMPOBAHUE KPUMNTOCPEACTB, a Takke annapaTtHble M annapaTHO-NporpaMMHble
KpunTtocpeacTBa OOIMKHbI ObiTb 06OpyaoOBaHbl CpeacTBaMuM KOHTPOSS 3a WX BCKPbITUEM
(oneyataHbl, onnombupoBaHbl). MecTo onevaTbiBaHUS (OMNOMOMPOBaAHNA) KPUNTOCPEACTB,
annapaTtHblX CpPeAcTB AOMKHO ObiTb  TakuMm, 4TOObl €ro MOXHO Obiflo  BM3yanbHO
KOHTponupoBaTb. [lpM HanmMuum TEXHMYECKOM BO3MOXHOCTM Ha BpeMsi OTCYTCTBUS
nonb3oBaTernien KpUNTOCPEACTB YKa3aHHble cpeacTBa HeobxoauMO OTKMYaTe OT fUHUK
CBS3M 1 ybupaTb B onevatbiBaeMble XpaHunuuia.

3.10. KpunTtocpeacraa 1 KroyYeBble AOKYMEHTbI MOTyT LOCTaBNAATbLCA penbaberepckom
(B TOM uyucne BeOOMCTBEHHOM) CBS3bKO WKW CO creumarnbHO BblgeNEeHHbIMU OnepaTopoMm
OTBETCTBEHHbIMM MOSfb30BaTENAMM KPUNTOCPEACTB U COTPyAHUKaMK Npu cobnogeHnn mep,
NCKMoYaLWmMX B6eCKOHTPOMbHbLIM AOCTYN K KPUATOCPEACTBAM W KNHOYEBbIM AOKYMEHTaM BO
BpeMS JOCTaBKMW.

SKcnnyaTauMoHHYI0 M TEXHUYECKYID [OKYMEHTauumlo K KpunTocpeactBsaM MOXHO
nepecbinaTb 3akasHbIMWU UITU LLIEHHBIMUW MOYTOBLIMU OTMPaBIEHNAMM.

3.11. [ina nepecbifnikKn KPUNTOCPEACTB WU KIHOYEBLIX OOKYMEHTOB OHW LOSMKHbI OblTb
noMeLleHbl B TMPOYHYK  YMAKOBKY, MWCKMIOYaoLWy BO3MOXHOCTb WX  IU3NYECKOro
NOBPEXOAEHNA W BHELLHEro BO3AENCTBUS,, B OCOBEHHOCTM Ha 3annCaHHyl KIH4YeBYH
nHdopmauuio. Kpuntocpeacrsa nepechbiniaT OTAENbHO OT KIHOYEBbIX JOKYMEHTOB K HAM. Ha
ynakoBKax yKasblBaloT orepartopa Unu OTBETCTBEHHOrO NoSib3oBaTensl KpUNTocpeacTs, N4
KOTOpPbIX 3TU YMNakOBKM MpefHa3HayeHbl. Ha Takux ynakoBkax genarwT nomMeTtky "JIMyHo".
YnakoBKu onevaTtbiBalOT TakuMm ob6pasom, YTobbl UCKNoYanacb BO3MOXHOCTb U3BEYEHUs 13
HUX coaepXXnmoro 6e3 HapyLLleHWs1 YNakoBOK M OTTMCKOB NeyaTu.

[lo nepBoOHa4yanbHOM BbICBLIKK (MM BO3BpAaLLEHUS) agpecaTy coobLaoT OTAESbHbIM
NMMCbMOM OMMCaHWE BbICbINTAEMbIX €My YMaKoOBOK M MevyaTen, KOTOPbIMM OHU MOryT ObITb



oneyaTaHsbl.

3.12. nAa  nepecbifikN  KPUNTOCPEACTB,  3KCMNyaTauMOHHOM WU TEXHUYECKOM
AOKYMEHTaUUM K HWUM, KITOYeBbIX AOKYMEHTOB crnegyeT MnoAroToBUTb COMPOBOAUTENBHOE
NMMCbMO, B KOTOPOM HEOBXOAMMO yKasaTb: YTO MOCHINAETCHA U B KAKOM KONMYECTBE, yYeTHbIe
HOMepa U3genun unuM OOKYMEHTOB, a Takke, Npu HeobBXOAMMOCTM, Ha3HavyeHne 1 NOopsAoK
NCNosib30BaHMsA BbICbiNaemMoro otnpaeneHnsa. ConpoBoguTeribHOE MUCbMO BKMadblBalOT B
OZIHY U3 YNaKoBOK.

3.13. lNony4yeHHble YNakoBKM BCKPbIBA€T TOMbKO OMnepaTtop WM OTBETCTBEHHbIN
nosib3oBaTesib  KPUNTOCPEACTB, AN KOTOPbIX OHW npeaHasHadveHbl. Ecnu copepxumoe
NMofly4eHHOW YMNaKOBKM He COOTBETCTBYET yKa3aHHOMY B COMPOBOAUTENBHOM MUCbME WK
cama ynakoBKa W nedatb - UX ONMcaHUo (OTTUCKY), a Takke ecnu yrnakoBka noBpexaeHa, B
pesynbTate 4yero obpasoBancs cBOOOAHbLIN AOCTYN K ee CoOepXMMOMY, TO mnonydvaTtenb
COCTaBIISIET aKT, KOTOPbIM BbiCbiNaeT oTnpasutento. MNonyyeHHble C TakMmMu OoTnpaBneHnaMm
KpyntocpeactBa W KNOYeBble [OOKYMEHTbl [0 MOMyYeHUs yKasaHu OT OTnpaBuTens
NPUMEHSTb HE pa3peLuaeTcs.

3.14. Mpn obHapyxeHnn BpakoBaHHbLIX KITHOYEBbLIX AOKYMEHTOB MMAW KPUNTOKMOYEN
OOMH 9K3emnnisp OpakoBaHHOrO UM3genus cregyeT BO3BpPaTUTb  U3FOTOBUTENO  AfS
YCTaAHOBMEHUS MPUYNH MPOUCLLIEALEro U UX YCTpaHeHus B JarnbHenlem, a ocTaBluMecH
3K3eMNAspbl XpaHUTb 40 NOCTYNSIEHUS AONONHUTENBbHbLIX YKa3aHUW OT U3rOTOBUTENS.

3.15. MNMony4yeHne KpUNTOCPEACTB, AKCMyaTaLUNOHHON U TEXHUYECKON AOKYMEHTauun K
HUM, KITHOMEBbLIX JOKYMEHTOB AOSDKHO OblTb MOATBEPXKOAEHO OTNPaBUTENO B COOTBETCTBUM C
NopsiAKOM, yKasaHHbIM B CONPOBOANTENBHOM NcbMe. OTnpasutens 06513aH KOHTPONMPOBaTb
AO0CTaBKy CBOMX OTMpaBneHnn agpecatamMm. Ecnn oT agpecata cBOEBpPEMEHHO He MOCTYNUIO
COOTBETCTBYHOLLEro MNOATBEPXKAEHUSA, TO OTNpaBuUTENb OOIDKEH HanpaBuUTb emy 3anpoc U
NPUHATL MePbl K YTOYHEHMIO MECTOHAXOXAEHUS OTNpaBreHni.

3.16. 3aka3 Ha M3roToBNEHNE oYepenHbIX KNIYEBbIX JOKYMEHTOB, UX U3rOTOBMEHNE U
paccbifiky Ha MecTa UCMOoNb30BaHUS OS11 CBOEBPEMEHHOM 3aMeHbl ENCTBYIOLLMX KITHOYEBbIX
AOKYMEHTOB crefyeT npou3BoauTb 3abnaroBpeMeHHO. YKa3aHue O BBOAE B AeWCTBUE
oyepeaHbIX KIYEBbLIX [JOKYMEHTOB MOXET OblTb AaHO OTBETCTBEHHbIM MONb30BaTeNeM
KPUNTOCPEACTB TOMbKO MOCRe MOCTYNMEeHMs OT BCEX 3aumHTEpPeCOBaHHbIX MOfb3oBaTenen
KpUNTOCpeACTB NOATBEPXKAEHUS O NOMyYEHUN UMW OYePEHbIX KIHYEeBbIX JOKYMEHTOB.

3.17. Hencnonb3oBaHHble WNU BbIBEAEHHbIE W3 LEWCTBUSA KIHOYEBbIE [LOKYMEHTbI
nognexar BO3BpalLEeHU0 OTBETCTBEHHOMY MNOSb30BaTEN0 KPUMNTOCPEACTB MMM MO  ero
YKa3aHWIO JOMKHbl OblTb YHUYTOXEHbI HA MecTe.

3.18. YHNUYTOXEHNE KPUMNTOKMIOYEN (MCXOOHOW KIoveBoM MHGOpMauuMm) MoXeT
NPOU3BOANTLCA MYTEM (PU3NYECKOrO YHUYTOXEHUS KMOYEBOrO0 HOCUTENS, Ha KOTOPOM OHMU
pacnosioXeHbl, UNN nyTeM CTUpaHuUs (paspyLleHnUst) KpUNTOKNoYen (MCXOQHOW KNHYeBOU
nHdopmauumn) 6e3 NoBpexaeHUs KIo4eBoro Hocutens (ana obecneyeHns BO3MOXHOCTU ero
MHOIFOKPaTHOIro NCMNOb30BaHKs).

Kpuntoknoum (MCXOAHYK  KMOYEBYHD MHAOPMaUMIO) CTMpPaKT N0 TEXHONOoruu,
NPUHATON AN COOTBETCTBYIOLIMX KITHOYEBbLIX HOCUTENEN MHOrOKpPaTHOro WCMOfb30BaHMUS
(ancket, komnakT-guckoB (CD-ROM), Data Key, Smart Card, Touch Memory u T1.n.).
HenocpeacTBeHHble OENCTBUMSE MO CTUPAHUIO  KPUMNTOKMKOYEN  (MCXOQHOW  KNHYeBOW
WHpopmauumn), a Takke BO3MOXHble OrpaHUYeHUs Ha JanbHevee npUMeHeHne
COOTBETCTBYHLLMX KITHOYEBLIX HOCUTENEN MHOTOKPaTHOrO NCMOSb30BaHUS pernaMmeHTUpyrTCs
3KCnriyatauMoHHOM U TEXHUYECKOW OOKYMEeHTauMen K COOTBETCTBYIOLIUM KpUnNTocpeacTsam,
a TakKe yKasaHusIMM OpraHusauuu, MNpou3BOAMBLLEN 3anUCb KPUMTOKMAOYEN (MCXOLHOWN
Knto4eBon MHopmauun).

KrntoueBble HOCUTENN YHUYTOXAKOT NyTEM HAHECEHUS UM HEYCTPaHUMOro oM3n4ecKoro
NOBpEXAEHNHA, UCKNIYalLWero BO3MOXHOCTb MX UCMOMNb30BaHWSA, a Takke BOCCTaHOBIIEHMS



KNnoyYeBon UHopmMauun. HenocpeacTBeHHblIE AENCTBUSA NO YHUYTOXEHUKO KOHKPETHOro Tuna
KINOYEBOro HOCUTENS PernaMmeHTUpPYTCS SKCMyaTaunoHHON U TEXHUYECKOW JOKYMeHTaumen
K COOTBETCTBYIOLLUMM KPUNTOCPEACTBaM, a TaKkKe yKadaHUsIMU OopraHusauum, Npou3BoAMBLLEN
3anmcb KPUNTOKIOYEN (MCXOAHOW KINHoYeBOW MHGOpMaLmm).

BymakHble 1 npoyne cropaemble KIoYeBble HOCUTENU, a TaKkKe 3KCnsyaTaunoHHas U
TeXHM4Yeckasa [OOKyMeHTauusi K KpUNTOCpeaCTBaM YHUYTOXAKT MNYyTEM CXKUraHUs Wunm cC
nomoLLbto Nobbix GymaropesaTenbHbIX MaLUKH.

3.19. KpuntocpeactBa yHUUTOXAKOT (YTUAM3UPYIOT) MO  pPELLUEHMIO onepaTtopa,
BnaferLlero Kpuntocpeacrsamu, M C yBeJOMSIEHMEM OpraHv3aumn, OTBETCTBEHHOW B
cootBeTcTBUM C [K3-2005 3a opraHmnsauuio No3K3eMNAsSPHOro y4eTa KpuntocpeacTs.

HameyeHHble K YHUYTOXEHUIO (YTUnusaumm) Kpuntocpeactsa noanexar U3bATUIO U3
annapaTtHbIX CpeacTB, C KOTOPbIMUM OHM yHKUMOHUpoBanu. lMpu aTOM KpunTocpeacTsa
cuuTalTCa U3bATBIMM U3  annapaTHbIX CPeAcTB, €cnu  WUCMOMHeHa npefycMOTpeHHas
aKcnnyatauMoOHHOM W TEeXHUYECKOM [OOKyMeHTaumen K Kpuntocpeacrtsam npouenypa
yaaneHus nporpammMmHoro obecrneyeHus KpUnTocpeacTB U OHW MOMHOCTbI OTCOEAUHEHbI OT
annapaTtHbIX CpeacTBs.

3.20. MNMpurogHble Ons ganbHeWWero MCnosib30BaHUS Y3rnbl M AeTanu annapaTHbIX
cpeAcTB o6LWero HasHayeHus, He npefHas3HavyeHHble crneuuanbHO And  annapaTHOW
peanusauun Kpuntorpauyecknx anroputMoB UM MHbIX OYHKLUMIN KPUNTOCPEACTB, a Takke
COBMECTHO paboTatouiee ¢ kpuntocpencrsamm obopyaoBaHMe (MOHUTOPLI, MPUHTEPHI,
CKaHepbl, KnaBuatypa W T.n.), paspellaeTcs UCMNONb30BaTb MOCNe  YHUYTOXEHUS
Kpuntocpeacts 6e3 orpaHunyeHui. MNpu aToMm nMHGOpMaums, KoTopas MOXeT OCTaBaTbCs B
yCTpoucTBax namsatun obopyaoBaHus (Hanpumep, B MpUHTEpax, ckaHepax), A0SDKHa ObiTb
HageXHo yaaneHa (ctepra).

3.21. KntoyeBble [OKYMEHTbl [LOMMKHblI OblTb YHUYTOXEHbl B CPOKW, YKa3aHHble B
3KCMNNyaTauNoOHHON M TEXHUYECKOW OOKYMEHTaLMM K COOTBETCTBYIOLLMM KPUNTOCPELCTBAM.
Ecnn cpok yHUUTOXEHUS IKcnyaTauMOHHON U TEXHUYECKOW LOKYMEeHTauMen He YCTaHOBIEH,
TO KITHOYEBbIE AOKYMEHTbI JOIMKHbI OblTb YHUUTOXEHbI He no3aHee 10 cyTOK nocne BbiBOA4a UX
U3 [OencTBus (OKOHYaHUA cpoka genctsud). DakT YHUYTOXEHUs odpopMmnseTca B
COOTBETCTBYHOLUNX XKypHanax MO3K3eMnnspHoro ydeta. B atm xe cpokm C OTMETKoM B
TEXHUYECKOM (anmapaTHOM) >XypHarne nognexaT YHUYTOXEHU pasoBble KN4YeBble
HOCUTENM W paHee BBeEAEHHAss W XpaHsAWaaca B KPUMNTOCPEeACTBaX WU MHbIX
AONOJSTHUTENbHBIX YCTPONCTBAX KroveBasi MHGoOpMaLmsi, COOTBETCTBYOLLAs BblBE4EHHbIM U3
AENCTBUS KPUNTOKMOYaM; XpaHsLWMecs B KpunTtorpaduyeckn salimueHHOM Buae OaHHble
cnefyet nepewmngpoBaTb HA HOBbIX KPUNTOKIOYAX.

3.22. Pa3oBble KroYeBble HOCUTENW, a TakkKe O3NeKTPOHHble 3anncu KI4yeBomn
WHOpMaUUK,  COOTBETCTBYIOLLEN  BblBEOEHHbLIM n3  OencTeus KPUATOKIOYaMm,
HenocpeaCcTBEHHO B KPUMTOCPEACTBAX WM MHbIX  LOMOSIHUTENbHbIX  YCTPOWCTBaX
YHUYTOXAKTCA MNOSIb30BaTENSAMU 3TUX KPUNTOCPELCTB CaMOCTOATENbHO MOA4 pPacrnucKy B
TEXHMYECKOM (annapaTHOM) XXypHane.

KnioyeBble OOKYMEHTbI YHUYTOXAaKTCHA NMBO nonb3oBaTensaMu KpuntocpeacTs, nnbo
OTBETCTBEHHbIM MONIb30BaTENEM KPUMNTOCPEACTB MO pacrnvcky B COOTBETCTBYHOLLUX
XypHanax MnoaK3eMMnmsgpHOro y4veta, a YHUYTOXeHne Oonbworo obbema  KIYeBblX
AOKYMEHTOB MOXeT ObiTb odopmrieHo akTom. [lpu 3TOM nonb3oBaTensiM KpuUNTOCPEACTB
paspeluaeTcs YHUYTOXaTb TOMNBKO NCnonb30BaHHbIE HenocpeacTBEHHO nmu
(NnpegHasHaveHHble  ONs HUX)  KpUATOKMouKW.  [locne  yHUYTOXEHUs  nonb3oBaTenu
KpUNTOCPEACTB OOMKHbI yBEAOMUTL 06 3TOM (TernedoHOrpaMmmMon, YCTHbIM COOobLLEeHneM no
TenedoHy W T.N.) OTBETCTBEHHOr0 MOMb30BaTENA KPUNTOCPEACTB ANd  CnvMcaHus
YHUYTOXEHHbIX JOKYMEHTOB C UX NULEBbLIX CHETOB.

YHUYTOXEHWE MO akTy NpOu3BOOUT KOMUCCUS B COCTaBe He MeHee OBYX YerioBeK W3
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yucna nuuy, OONyLWEHHbIX K MOSIb30BaHUK KpuntocpeacTB. B akTte ykasbiBaeTca 4To
YHUYTOXaeTCsl U B KAKOM Konmn4yecTBe. B KOHUe akTa genaeTtcsa ntorosasi 3anuck (Umndppamm un
NPOMUCbID) O KONMUYEeCTBE HAMMEHOBAHUMA U 3K3EMMSISAPOB  YHUYTOXaEMbIX KITHOYEeBbIX
OOKYMEHTOB, WHCTanNNUpylLWmMX KpUNTOCPeacTBa HOCUTENeWn, SKCrryaTauuMoOHHOW U
TEXHMYECKON [OKyMeHTauuu. McnpaBneHus B TEKCTE akTa [[OMKHbl OblTb OrOBOPEHbl U
3aBepeHbl NOANUCSAMN BCEX YSIEHOB KOMUCCUM, MPUHUMABLUMX ydacTue B YHUYTOXeHun. O
NpPoBeOEHHOM  YHUYTOXEHUM JenarwTcs OTMEeTKM B COOTBETCTBYHOLUMX  XKypHanax
NO3K3eMNNAPHOro yyeTta.

3.23. KpnnToksno4vn, B OTHOLLEHUN KOTOPbLIX BO3HUKIO NOLO3PEHME B KOMMpPOMETaLNM,
a Takke OEeNCTBYIOLINME COBMECTHO C HUMWU Apyrne KpUNTOKMHYM HEOBXOANMO HEMeEHHO
BbIBECTU U3 JENCTBUS, €CIM NHOW MOPSIAOK HE OrOBOPEH B AKCMyaTaUMOHHOW U TEXHNUYECKON
AOKYMeHTauuMn K Kpuntocpeactsam. B 4ypesBblyavHbIX crnyyasix, Korga OTCYTCTBYHOT
KPUNTOKNKOYM  Onsi  3aMeHbl  CKOMNPOMETUPOBAHHbLIX,  [OryckaeTcsl, MO  peLueHuto
OTBETCTBEHHOIO  MoOnb30oBaTend  KPUNTOCPEACTB, COrNnacoBaHHOrO C  OnepatopoMm,
NCronb30BaHMEe  CKOMMPOMETUMPOBAHHbLIX  KpunTokoden. B atom  cnydyae nepwuopg
NCNONb30BaHUsA  CKOMMPOMETUPOBAHHBLIX KPUMTOKMOYEN [OOMMKEH OblTb  MakcMMmanbHO
KOPOTKMM, a 3aluuuiaemast UHopmaunsa Kak MOXKHO MeHee LLEeHHON.

3.24. O HapyLLUeHNAX, KOTOPbIE MOTYT NPUBECTU K KOMMpPOMETaLUMN KPUNTOKIHOYEN, UX
COCTaBHbIX YacTen wunM nepefaBaBLUMXCA  (XpaHAWMXCA) C  UX  UCMNONb30BaHUEM
nepcoHanbHbIX AaHHbIX, NOfb30BaTENM KPUNTOCPEACTB 00653aHbl coobLaTh OTBETCTBEHHOMY
nosib3oBaTesto KpUNTOCPEACTB U (MNKn) onepaTopy.

OCMOTp KNHYEBbLIX HOCUTENEN MHOTOKPATHOIO MCMNOSIb30BaHUSA NOCTOPOHHUMM NULaMn
He crnegyeT paccmaTpuBaTb Kak MOAO3pEHUEe B KOMMNPOMETauUUn KPUMTOKIYEn, ecnn npu
3TOM UCKIToYanacb BO3MOXHOCTb MX KOMUPOBaHUSA (YTEHUSA, pa3MHOXEHUS).

B cnyyasax Hepoctauu, HenpegobsBlEeHUs KMKOYEBbIX [JOKYMEHTOB, a TaKke
HeonpeneneHHOCTU NX MEeCTOHaXOXAEHUS MPUHUMAKOTCSA CPOYHbIE MEPbI K UX PO3bICKY.

3.25. MeponpuaTna no pos3bICKy M JoKanusauum nocneacTsMi  KoMnpomeTaumm
KIoYEBbIX JOKYMEHTOB OpraHM3yeT U OCYLLEeCTBIISIET onepartop.

3.26. KntoyeBble  OOKYMEHTbl ANs  KPUNTOCPEOCTB UMM UCXOAHasa  Knyesas
nHdopMauusa ona BbipaboTKM KNYeBbIX LOKYMeEHTOB uarotaBnmatotca OCB Poccumn Ha
AOroBOPHOW OCHOBE UNU nuuamu, nmerwmmmn nuueHsnio ®Cb Poccun Ha geaTtenbHOCTb No
N3rOoTOBMEHMUIO KITHOYEBBIX JOKYMEHTOB AS151 KPUNTOCPEACTB.

N3rotoBnATb KNOYEBblE [LOKYMEHTbl M3 UCXOL4HOW KIHOYEeBOW WHopMaunm MoryT
ornepaTopbl WM OTBETCTBEHHbIE MNOSIL30BATENM KPUMNTOCPEACTB, MPUMEHAA LUTATHble
KpUnTocpeacTBa, ecnu Takash BO3MOXHOCTb MpedyCMOTpeHa  JKCnslyaTauuoHHOM U
TEXHMYECKOW AOKYMEeHTaUuen K Kpuntocpeacraam.

4. PasmelueHue, cneumnanbHoe obopyaoBaHue, OXpaHa U opraHusauus pexuma B
NOMeLLEeHUNAX, rae YCTaHOBMEeHbl KPpUNTOCPeaACTBa UMK XPaHATCA KroveBble
AOKYMEHTbI K HUM

4.1 Pa3smelleHne, cneumanbHoe o0opyaoBaHMe, OxpaHa WM opraHusauusi pexuma B
NMOMELLIEHUSIX, Fe YCTaHOBMEHbl KPpUNTOCPEACTBA UMW XPAHSTCS KMoYEBble JOKYMEHTbI K HUM
(manee - pexvMHble NOMELLEHMs), OOIMKHbI obecneymBaTb COXPaAHHOCTb MEepCOHarbHbIX
AaHHbIX, KPUNTOCPEACTB U KMYeBbIX JOKYMEHTOB K HUM.

Mpn oGopyaoBaHMN PEXUMHBIX MOMELLEHWUIA OOMKHbI BbINOMHATECA TpeboBaHus K
pasMeLLeHno,  MOHTaXy  KpuUNTOCpeacTs, a  Takke  gpyroro  obGopyaoBaHus,
hbYHKUMOHUPYIOLLENO C KPUNTOCPEeACTBaAMM.

MepeuncrneHHble B HACTOSLLIEM OOKYMEHTe TpeboBaHUA K PEXMMHBIM MOMELLEHUSM



MOIryT He npeabsaBnATbCA, €ecnMm  3TO  NpPeaycMOTPeHO npaBufiaMy  Morb30BaHUS
Kpuntocpeacteamu, cornacosaHHbiMu ¢ CB Poccun.

4.2. PeXXVMHble NoMeLleHUst BbIOENST C Y4eTOM pasMepoB KOHTPONMPYEMBbIX 30H,
pernaMmeHTUPOBaHHbIX aKcnnyatauMoOHHON n TEXHUYECKOW AOKyMeHTaumen K
KpuntocpeactBam. [loMelleHns OOMKHbI UMETb MNPOYHble BXOAHbIE OBEPU C 3aMKaMu,
rapaHTUPYOLWNMM HaZeXHoe 3aKkpbITUe noMmelleHnn B Hepabovee Bpemda. OKHa NOMELLEHNNA,
pacnosfioXXeHHbIX Ha NEPBbIX UM NOCNeOHUX dTaxax 34aHuMN, a TakKe OKHa, Haxogswmecs
OKOJ10 MOXapPHbIX NECTHUL, U OAPYrMX MECT, OTKyAa BO3MOXHO NPOHUMKHOBEHUE B PEXUMHbIE
NMOMELLEHNSA MOCTOPOHHMX Nuu, HeobxoomMmo obopyaoBaTb METanfMYeCcKUMU peLleTKamu,
UM CTaBHAMM, WM OXPaHHOW  CUrHanusauuew, wnu  OpyrmMnm  cpencreamu,
NPenATCTBYOLLMMU HEKOHTPONMPYEMOMY NMPOHUKHOBEHUIO B PEXUMHbIE NOMELLIEHNS.

4.3. PaamelueHne, cneumanbHoe obopyaoBaHMe, OXpaHa W opraHusaums pexuma B
NoMeLLEeHNAX OOSMKHbI UCKMYUTE BO3MOXHOCTb HEKOHTPONMPYEMOro MPOHUKHOBEHUSA WK
npebbiBaHNUA B HMUX MNOCTOPOHHUX §WL, a Takke nNpPOoCMOTpa MOCTOPOHHUMU fiMUaMU
BeayLmxcs Tam pabor.

4.4. Pexxum oxpaHbl MOMELLEHUA, B TOM 4ucCne npaswuiia [OMycka COTPYAHMKOB W
nocetutenen B paboyvee n Hepaboyee BpemMsi, ycTaHaBNMBaEeT OTBETCTBEHHbLIN NMOMb30oBaTeNb
KpUNTOCPEACTB MO COrfacoBaHUio, Npu HeobxoguMmocTu, C onepaTopoM, B MOMELLEHUAX
KOTOPOro YCTaHOBIIEHbl KPUMNTOCPEACTBA WU XPaHATCA KNYeBble [OOKYMEHTbl K HUM.
YCTaHOBMNEHHbLIN PEXNM OXpaHbl AOSMKEH MNpegycMatpmBaTbh MNEPUOOUNYECKMIA KOHTPOSb 3a
COCTOSIHUEM TEXHUYECKUX CPeaCTB OXpaHbl, €CNU TaKOBble MMEKTCS, a Takke ydnTbiBaTb
NoNIoXeHnsa HacToswmx TpeboBaHUN.

4.5. [iBepn cneunoMmeLlleHnn OOMMKHbl ObITb MOCTOSIHHO 3aKpbITbl HA 3aMOK U MOTyT
OTKPbIBATbCA TONMbKO AN CaHKUMOHMPOBAHHOIO MNpoXoda COTPYAHUKOB W MOCETUTENEN.
Kritoun oT BXOOHbIX ABEpen HYMepykT, yYMTbiBalOT U BblOAKT COTPYLAHMKaM, UMELMM
npaBoO [OOMNycka B PEXMMHbIE MOMELLEHUSA, NOA PacnMCKy B XXypHane ydyeTa XpaHunuu,.
Aybnukatbl KroYern OT BXOOHbIX OBEpen Takux MOMeLLeHWn criegyeT XpaHuTb B cende
oneparopa Unu oTBETCTBEHHOIO NONb30BaTENA KPUNTOCPEACTBAMM.

4.6. [Ins npegoTBpaLLeHnsi NPOCMOTPA U3BHE PEXUMHBIX MOMELLEHNIN NX OKHA AOSTKHbI
ObITb 3aLUULLEHbI.

4.7. PeXUMHbIE MOMELLEHUS, KakK MpaBuSio, OOSMKHbl OblTb OCHaWeEHbl OXpaHHOWM
CUrHanu3aumemn, CBA3aHHOW CO CNyX60on oxXxpaHbl 30aHUS WU OEXYPHbIM MO OpraHu3auuu.
McnpaBHOCTb curHanmMsauuu nepuogmyeckm HeobxoguMo MpoBepsiTb OTBETCTBEHHOMY
nonb3oBaTeNto KPUMNTOCPEACTB COBMECTHO C MpeacTaBuTenemM Crnyxbbl OXpaHbl UNu
AEXYPHbIM NO OpraHM3aunmn ¢ OTMETKON B COOTBETCTBYHLLMX XKypHanax.

4.8. [na XpaHeHusa KIOYEBbIX [OOKYMEHTOB, 3KCMSlyaTauMOHHOM U TEeXHWUYECKOM
AOKyMeHTauuu, WHCTanNupywmx  KpuntocpeacTea HOCUTENem  OOMMKHO  ObITb
npeanycMOTPEHO HeoOxoaumoe  4ucno HaOEXHbIX  MeTannMYeCcKMX  XpaHWUnuLL,
000pyaOBaHHbIX BHYTPEHHUMM 3aMKamMuM C OBYMSI 93K3eMMAsipamu KIoyYenm u KoOOBbIMMU
3aMKaMu UM NpucnocobneHnamMn ans onevatbiBaHMsl 3aMOYHbIX CKBaXXMH. OanH aKk3emMnnsap
Kno4ya OT XpaHunuia OOSDKEH HaxoOouTbCs Yy COTPYAHUKA, OTBETCTBEHHOrO 3a XpaHunuuie.
Ay6nukaTtbl Kno4erh OT  XpaHWNUW, COTPYAHMKM XPaHAT B celpe OTBETCTBEHHOrO
nonb3oBaTenss KpuntocpeacTts. [ybnukaT knw4a OT  XpaHunuwa OTBETCTBEHHOIO
nosfib3oBaTensi KPMNTOCPEACTB B ONevYaTaHHOM ynakoBKe OOMMKEH ObiTb NepeaaH Ha XpaHeHue
onepaTtopy nog pacnucky B COOTBETCTBYIOLLIEM XypHare.

4.9. Mo okoH4YaHuM paboyero OHS PEXMMHOE MOMELLEHME U YCTaHOBIIEHHbIE B HEM
XpaHumnuuia AofmKHbl ObITb 3aKpbIThl, XpaHunvLLa onedyaTtaHbl. Haxogsawumecs B Nofib30BaHUN
KMKOYN OT XpaHWNUL, AOIMKHbI ObiTb CAAHbl MO PAacnMCKy B COOTBETCTBYHLLEM >XypHane
OTBETCTBEHHOMY MOSb30BaTEN0 KPUMNTOCPEACTB WU  YNOAHOMOYEHHOMY (OEXYPHOMY),
KOTOpbI€ XPaHAT 3TU KIKOYM B NIMMHOM UK cneumanbHO BblAESTEHHOM XpaHUIMLLE.



Krnounm OT pexmMmHbIX MOMELLEHUN, a TaKKe KoY OT XpaHunuwia, B KOTOPOM
HaxXo4ATCA KITOYM OT BCEX APYrMX XpaHUMULL, PEXMMHOro NoMeLLeHus, B ornevyataHHOM Buae
AOIMKHbI ObITb COaHbl MOA PacnMCKy B COOTBETCTBYHOLLEM >XypHane CnyxObl oXpaHbl Unn
OEeXypHOMY MO opraHusaumMm OLHOBPEMEHHO C nepefaden nog OxpaHy camMux PexMMHbIX
noMmeweHnn. [leyaTn, npegHasHa4YeHHble ONs  oneyaTbiBaHUS  XPaHUMWLL, OOSDKHbI
Haxo4uTbCA Y Nosib3oBaTesien KpUNTOCPeACTB, OTBETCTBEHHbIX 32 3TU XpaHUnumLLa.

4.10. Mpn yTpate knN4Ya OT XpaHunuWa wunv OT BXOAHOW ABEPU B PEXMMHOEe
nomMeLleHne 3aMok Heob6XxoaNMMO 3aMEHUTb UNK nepeaenaTtb ero CeKpeT C U3roTOBMEHNEM K
HEMYy HOBbIX KIOYen C [OKYMeHTarnbHbiIM odopmrieHeM. Ecnu 3amok OT XpaHunuuwia
nepegenaTb HEBO3MOXHO, TO Takoe XpaHunuwie HeobxoamMmo 3ameHuTb. Nopagok XxpaHeHns
KIOYeBbIX U OPYrMX OOKYMEHTOB B XpaHUmnuiie, OT KOTOPOro yTpadeH K4y, 40 U3MEHeHUs
CekpeTa 3aMKa YyCTaHaBnuMBaeT onepaTtop WM OTBETCTBEHHbIN  MONb3oBaTelb
KpMNTOCPEeacTB.

4.11. B 0O6bl4HbIX YCMOBUAX PEXMMHbIE TMMOMELLEHUS, HaxodslWmecss B HUX
onevyaTaHHble XpaHunuuia MoryT OblTb BCKPbITbl TOMBbKO MOJSIb30BATENSIMU KPUMNTOCPEACTB,
OTBETCTBEHHbIM MOSfb30BaTeNeM KpUNTOCPELCTB UM ornepaTopomM.

Mpn obHapyXeHUn NpuU3HaKoB, yKasblBaKOLLMX HA BO3MOXHOE HeCaHKUWOHMPOBaHHOE
NPOHMKHOBEHME B 3TW MOMELLEHUS UMW XPaHUNuUWa MNOCTOPOHHUX InL, O CRy4YMBLUEMCSA
AOJDKHO OblTb HEMEANEHHO COooOLEeHO OTBETCTBEHHOMY MONb30BATENO KPUNTOCPEACTB MUn
onepatopy. [NpnObIBLUMIA OTBETCTBEHHbLIA MNOSIb30BaTENb KPUMNTOCPEACTB OOMMKEH OLEHUTb
BO3MOXHOCTb KOMMpPOMEeTaLMN XPaHALLNXCA KNKYEBbLIX N APYrMX OOKYMEHTOB, COCTaBUTb akT
N NPUHATb, NpU HeobXoaAMMOCTW, Mepbl K JokanuMsauuu nocneacTsBMi KOMNpoMeTaumm
nepCcoHanbHbIX AAaHHbLIX U K 3aMEeHE CKOMMNPOMETUPOBAHHbLIX KPUNTOKITHOYEN.

4.12. PasamelleHne M MOHTaX KpUNTOCPEACTB, a Takke apyroro obopyaoBaHus,
PYHKUMOHUPYIOLLLErO C KPUMNTOCPEACTBaMU, B PEXUMHBLIX MOMELLEHUSX LOSMKHbI CBECTU K
MWUHUMYMY BO3MOXHOCTb HEKOHTPONMPYEMOro [AOCTyrna MNOCTOPOHHMX UL, K YyKa3aHHbIM
cpeactBaMm. TexHudeckoe oOCnyXmBaHwe Takoro obopyaoBaHUA M CMEHa KPUMTOKMYen
OCYLIECTBMATCA B OTCYTCTBME MU, He [OOMyLWeEHHbIX K paboTe € OaHHbIMK
KpunTocpeacTBamu.

Ha Bpems oTCyTCTBMS Nonb3oBaTENEen KPMNTOCPEACTB YkadaHHOe 0bopyaoBaHue, npu
HanNU4YMn TEXHUYECKON BO3MOXHOCTMU, AOIMKHO ObITb BbIKITIOYEHO, OTKITIOYEHO OT JIMHUK CBA3MU
n ybpaHo B onevyaTblBaemble XpaHunuuwa. B npoTMBHOM crydyae no cCornacoBaHUK C
OTBETCTBEHHbIM nonb3oBartenem KpunTocpeacTs HeobxoaMmo npegycMoTpeTb
OpPraHn3auMoOHHO-TEXHMYECKME  MEpbl,  UCKMYalLWmMe  BO3MOXHOCTb  MCMNOSb30BaHUS
KpMnToCcpeacTB NOCTOPOHHUMK NULLaMW.

Pykosoactso 8 LieHTpa
®Cb Poccun

MpunoxeHue 1
OCHOBHbIe TepMUHbI U onpeaeneHus

BnokMpoBaHue nepcoHanbHbLIX [aHHbIX - BpeMeHHoe npekpaweHue cbopa,
cucTemaTmsaumm, HaKonNeHNs, UCNorb30BaHWS, PacnpPoCTPaHEHUS NePCOHarbHbIX AaHHbIX, B
TOM yucrie Ux nepeaayn.

Ooctyn K wuHdopmaumMm - BO3MOXHOCTb MOMyYeHUs UHopMauum u ee
NCMNOMb30BaHUsI.

MHcopmaumoHHasas cuctemMa - COBOKYMHOCTb coAepkalleicsas B 6asax [OaHHbIX



nHpopmauunm n obecneumBawownx ee 06paboTKy MHEPOPMAUMOHHBLIX TEXHOMOrMA U
TEXHUYECKUX CPpeacTB.

MHdopmaunoHHaa cuctema nepcoHarnbHbIX AaHHbIX - MTHPOPMaLMOHHAA cucTema,
npegcrasnsaowas cobon COBOKYNHOCTb MEePCOHanbHbIX AaHHbIX, cogepxawuxca B 6ase
AaHHbIX, @ Takke MHPOPMAUMOHHBLIX TEXHOMOMMA N TEXHUYECKUX CPEencTB, MO3BONSAOLLMX
OCyLLeCTBNATb 06paboTKy TakMx MepCOoHarnbHbIX [aHHbIX C WCMOMb30BaHWEM CpencTB
aBTomMaTu3auumn nnu 6e3 Ncnonb3oBaHWs TakNMx CPEACTB.

KoHTponupyemasi 3oHa - NpoOCTpPaHCTBO, B npeeriax KoTOporo OcCyLlecTBnseTcs
KOHTPOIb 3a npebbiBaHNEM 1M AEACTBUSAMU AL U (MNK) TPAHCNOPTHBIX CPEACTB.

paHnLEN KOHTPONMPYEMOWN 30HbI MOXET ObITb: NEPUMETP OXPaHAEMOW TeppPUTOPUM
npeanpuaTns (ydpexaeHus), orpaxgatolime KOHCTPYKUMM OXPaHAEMOro 34aHus, OXpaHseMomn
YacTu 30aHuUS, BblAENEeHHOro NoMeLLeHNs.

KoHdmaeHumanbHOCTL NepcoHanbHbIX AaHHbIX - 0b6A3aTtensHoe Ans cobniogeHus
onepaTopoM Ui MHbIM MOMAYYMBLUMM OOCTYN K NEepCOHaribHbIM JaHHbIM NMuoM TpeboBaHue
He JonyckaTb MX pacnpocTpaHeHust 6e3 cornacusa cybGbekTa MepcoHarnbHbIX OAHHbIX WUIK
HaNU4nss MHOro 3aKOHHOrO OCHOBaHUS

Kpuntocpeacrtso - LWwncppoBansHoe (kpynTorpaduyeckoe) CpenacTBo,
npegHasHayeHHoe Ans 3awuTbl MHOPMaUUK, He codepkallen cBeLeHWW, COCTaBMSALLNX
rocyaapCTBeHHy0 TanHy. B yacTHOCTM, K KpunTtocpeacTBam OTHOCATCS CpeacTBa
Kpuntorpadudeckon 3awmtbl nHpopmaumm (CK3N) - wndposanbHble (Kpuntorpadudeckmne)
cpeAacTBa 3aWuTbl MHAOPMaUMM C OrpaHUYEHHbIM LOCTYMNOM, He coAeplKallen CBeAEHWUN,
COCTaBMSOLMX rOCYy4apCTBEHHYIO TalHy

Moaenb HapywuTens - NpeanosioXeHNsa 0 BO3MOXHOCTAX HapyLUMTENs, KOTOpble OH
MOXEeT UCMNONb30BaTh 4S8 pa3paboTkn U NPoOBeAEHNS aTak, a Takke 06 orpaHNYeHnaX Ha 3TK
BO3MOXHOCTH.

Mopaenb yrpos - nepeyeHb BO3MOXHbIX Yrpo3.

ObpaboTka nepcoHanbHbIX AaHHbIX - OEWCTBMS (onepauuu) C nepcoHarnbHbIMU
AaHHbIMW,  BKMo4Yas cbop, cuctematmsaumio, HaKoMfeHue, XpaHeHue, YTOYHEeHue
(obHOBNEHME, M3MEHEHME), MCMOMb30BaHWE, pacnpocTpaHeHne (B TOM 4ucre nepegady),
obeanuunBaHne, 6NoKMpoBaHNE, YHUUTOXEHME NEPCOHAanNbHbIX JaHHbIX.

O6wenocTynHble nepcoHanbHble AaHHble - MNepcoHarnbHble [aHHble, [OCTyn
HEeOorpaHMYeHHOro Kpyra nuL K KOTOpbIM NpeaoCcTaBneH C cornacus cydbekta nepcoHanbHbIX
AaHHbIX U Ha KOTOpPble B COOTBETCTBUMN C beaepanbHbIMM 3aKkOHaMK He pacnpocTpaHseTcs
TpeboBaHmne cobnioaeHns KoHOMAEHUMaNbHOCTH.

OnepaTtop - rocyaapCTBEHHbLIN OpraH, MyHUUMNanbHbIA OpraH, tpuanveckoe unm
dunamyeckoe nuuo, opraHusylwme n (unu) ocyulecTternsowme obpaboTky nepcoHanbHbIX
AaHHbIX, @ TaKkke onpegenswowme uenu n cogepxaHme o6paboTkm nepcoHanbHbIX AaHHbIX.

MNepcoHanbHble AaHHble - nobas MHOpMaLMs, OTHOCAWAACA K onpeneneHHoOMy
Unu onpegensieMoMy Ha OCHOBaHMM TakoW MHdopmaumm dusndeckomy nuuy (cybbekty
nepcoHasnbHbIX AaHHbIX), B TOM 4yucne ero dpamunus, MMs, OTY4ecTBO, rog, Mecsu, gaTta u
MECTO PpOXOEHWsl, agpec, CeMenHoe, couuanbHOe, MWMYLLECTBEHHOE MOSIOXEHne,
obpasoBaHue, npodeccusi, 4oXoabl, Apyras nHpopmauus.

Monb3oBaTenb - §nMUO, Yy4yacTByKWLWEe B 3KCNyaTauuMum KpUMNTOCPEACTBa WU
ncnonb3ytoLlee pesynbTaTbl ero OYHKLUMOHUPOBAHUSI.
PacnpocTpaHeHue nmnepcoHanbHbIX [OaHHbIX - [OENCTBUS, HanpaBreHHble Ha

nepegady nepcoHanbHbIX AaHHbIX OnpeaerneHHOMYy Kpyry nuu (nepegada nepcoHarbHbIX
[AaHHbIX) MU Ha O3HAKOMIIEHME C NEPCOHarnbHbIMK AaHHBIMU HEOTPaHUYEHHOrO Kpyra nuu, B
TOM yucne obHapodoBaHMEe MepCcOHarnbHbIX OAaHHbIX B CpeacTBax MacCOBOW MHdopmaumu,
pasMelleHne B UHPOPMAaLMOHHO-TENEKOMMYHUKALMOHHBIX CeTSX WNW  MpeaocTaBneHve
AOCTyna K nepcoHarnbHbIM AaHHbIM KakuM-NM60 MHBbIM CnocoboMm.



PexuMHble nomelweHust - MNOMELLUEHUdA, rae YCTaHOBMNEHbl KpunTocpeactsa wunuv
XPaHATCA KIoYeBble LJOKYMEHTbI K HUM.

CpeacTBo 3aWmThl MH(POPMaLUK - TEXHMYECKOE, MPOrpaMMHOE CPeaCTBO, BELLLECTBO
n (Mnun) matepuan, npegHasHavyeHHbIe UK UCNOofb3yeMble ANns 3awmTbl MHGPOPMaLMK.

WndpoBanbHble (kpuntorpaduyeckme) cpeacTBa - KpUntTocpeacTaa:

a) cpeacTBa WU poBaHUA - annapaTHble, NPorpamMMHbIE 1 annapaTHO-NPOrpaMMHbIe
cpenctBa, CUCTEMbl W KOMMJSIEKChl, peanuaylolue  anroputMbl  Kpuntorpadguyeckoro
npeobpasoBaHst UHOPMaUMM W NpefHasHayYeHHble Ans 3awuTbl MHpopMaunn npu
nepegaye rno KaHanam cBs3v 1 (Unv) Anga 3awmTbl UHPOPMaUUKN OT HECAHKLMOHUPOBAHHOIO
aocTtyna npu ee o6paboTke 1 XxpaHeHuu;

0) cpeacTBa MMMUTO3aWMUTBLI - annapaTHble, MporpaMMHble W annapaTHo-
nporpaMMmHble  CpeacTtBa, CUCTEMbI M KOMMJIEKCbl,  peanuaylolue  anroputMmbl
Kpuntorpadudeckoro npeobpasoBaHnsa MHoOpMaUun 1M NpegHa3HadeHHble AN 3aluTbl OT
HaBA3bIBaHNA JTOXXHOM MHOpMaLnW;

B) cpeAcTBa 3JIeKTPOHHOU LMPOBOM MOAMUCU - annapaTHble, MporpamMmMHbie U
annapaTHO-NporpaMMHblE CpeacTBa, obecneuyMBalolMe Ha OCHOBE KpuUnTorpaguyeckux
npeobpasoBaHu peanusauuio xotd Obl OAHOWM W3  criedylowmx (QyHKUUK: co3gaHue
3MEKTPOHHOM UMGPOBON MNOAMUCUA C WUCMNOSIb30BAHUEM 3aKPbITOro Krkoda 9NeKTPOHHOW
umMcpoBon MNoanucu, NOATBEPXKAEHUE C MCMNOSIb30BAHMEM OTKPbITOrO Krto4a 3fIEKTPOHHOM
LuMcpoBon NoanMcK NOLMMHHOCTU 3NEKTPOHHOW LMPOBOM NOAMNUCU, CO3[aHNE 3aKPbITbIX U
OTKPbITbIX KITHOYEN SNIEKTPOHHOM LM POBOMN NOAMNUCH;

r) cpeacTBa KOAUPOBaHUA - cpencTBa, peanusyloLme anropuTMbl
Kpuntorpadunyeckoro npeobpasoBaHnsA nHdopmauum c BbINOSNIHEHNEM yacTu
npeobpasoBaHMsl NYTEM PY4YHbIX Oonepauui UM C UCMNOSIb30BAaHMEM aBTOMaTU3UPOBAHHbIX
CpeacTB Ha OCHOBE Takux onepaunin,

A) CpeacTBa M3rOTOBMIEHUSA KMOYEBLIX LOKYMEHTOB (HE3aBMCUMMO OT BuAa HOCUTENns
KNYeBon Hopmauun);

€) KNn4yeBble JOKYMEHTbI (HE3aBMCUMO OT BMAA HOCUTENS KIHYEBOW MHGOpMaLuK).



TUMOBAA ®OPMA
XypHarna no3K3eMnnspHoro yyeta KpMnTocpeacTs, IKCNAyaTauMOHHON U TEXHNYECKOWN AOKYMEHTaLMUN K HUM, Knio4YeBbIX

MpunoxeHue 2

AOKYMEHTOB
N HanmeHoBaHue PernctpaunoHHble Homepa OTmeTKa 0 nonyvyeHun OTmeTKa 0 Bblgaye

n.n. | KpunNTocpeacTea, Homepa CK3W, 3K3eMnnspoB Ot koro [aTtaun ®.1N.0. [ata un

SKCNNyaTauuoHHO | 3KCnnyaTaumMoHHOW 1 | (KpunTorpaduyec- | nosnydeHbl HOoMmep nonb3oBaTen | pacnucka B

N N TEXHUYECKON TEXHUYECKOM Kne Homepa) conposoau- A nonyyvyeHnmn
AOKYMEHTaUUN K | LOKYMEHTaAUMU K HUM, KrntoYeBbIX TENbHOrO | KpUNTOCpeac
HUM, KNIOYEBbIX HOMepa cepun [OKYMEHTOB nMcbma TB
AOKYMEHTOB KrntoYeBbIX JOKYMEH-
TOB
1 2 3 4 5 6 7 8
OTtmeTka o nogkntoveHun (yctaHoske) CK3U OTtmeTka 06 n3batum CK3U n3 annapatHbix MpumevaHue
CPEACTB, YHNYTOXEHUWN KNHOYEBbIX JOKYMEHTOB
®.1.0. nonb3oBaTtens HaTta Homepa HaTta ®.N.0. nonb3oBatens | Homep akta
KpMnTOCpeacTs, NOAKMNOYEHMA | annapaTHbIX N3bATUSA CK3K, UNKn pacnucka
NPOn3BOAMBLLEIO (ycTtaHoBKM) 1 cpencTs, B (yHW4TO- Npon3BoAMBLLEIO 00
noakntoveHme noanucu nuu, KOTOpble XXEHUS) n3bsaTME YHUUTOXEHUN
(ycTaHoBKy) npousseilmnx | YCTaHOBIEHbI (yHM4YTOXEHME)
noakntoveHme UIK K KOTO-
(ycTaHoBKy) pbIM NOAKNHO-
YeHbl KpUNTO-
cpeacTea
9 10 11 12 13 14 15

MpunoxeHue 3



TUNOBAA ®OPMA
TeXHU4YecKoro (annapaTtHoro) xXxypHana

N [ata Tunn 3anucu no Mcnonb3ayemble KpUnTOKMoYN OTtmeTka 06 Mpume-
n.n. peructpa- | obcnyxu- YHUYTOXEHUN YaHue
LUMOHHbIE BaHUIO (cTupaHumn)

HOoMepa KpunTo- Twvn CepunHbin, Homep pasoBo-ro | [arta Mognuce
ncnonb3y- | cpeacTts KN4eBo- | Kpuntorpadpu- KNKYeBOro Nonb30-
€MbIX ro 4OKy- | YECKUN HOMEp n HOCUTENS UK BaTens
KpunTto- MeHTa HOMep 3K3eMn- 30Hbl Kpuntocpeact
cpeancts ngapa Kni4yeBo- | KpUNTOCPEACTs, B
ro JOKYMeHTa B KOTOPYIO BBe-
AEHbl KpUnTO-
KINo4mn
1 2 3 4 5 6 7 8 9 10







