MeToaunyeckne pekomeHgauum
no o6ecne4vyeHn0 C NOMOLLLIO KPUNTOCPEACTB 6€30MacHOCTU NepPCOoHarbHbIX AaHHbIX
npu nx obpabotke B MHPOPMALIMOHHbLIX CUCTEMAX NEePCOHarbHbIX AAaHHbIX C
ucnonb3oBaHWeM cpeAcTB aBTOMaTU3aLUK
(ytB. PCB P® 21 chbeBpans 2008 r. N 149/54-144)

BBegeHue

Hactoswme MeTogudeckne pekomeHgaumm no obecnevyeHMto € MOMOLLbHO
KpuntocpeactB  ©6e30MacHOCTM  MEepPCOHanbHbIX  AaHHbIX  Npu  Mx  obpaboTtke B
WH(POPMALMOHHBIX CUCTEMAxX MNEepCoHarbHbIX AaHHbIX C  WUCMNONb30BaHMEM CpPencTB
aBTOMatTmM3auumn (ganee - Metoguyeckne pekomeHgaumm) paspaboTaHbl B COOTBETCTBUU C
n. 2 noctaHoBneHus MNpasutenbctea Poccuickon ®eagepaumm ot 17 Hosi6psa 2007 roga N 781
"O6 ytBepxaeHumn lMNMonoxeHna o6 obecneyeHnn 6e30MNaCHOCTM NEPCOHanbHbIX AAHHbLIX Mpu
nx o6paboTke B MHPOPMALMOHHBIX CUCTEMAXxX NepPCoHasbHbIX AaHHbIX".

MeToanyeckme pekomeHOauMu npefHasHadeHbl AN OonepaTtopoB M pas3paboTymkoB
WHPOPMALMOHHBIX CUCTEM MEpPCOHarnbHbIX [aHHbIX W OXBaTbiBAlOT BOMPOCHI 3aALUUTHI
nepcoHasnbHbIX AaHHbIX C MOMOLLbIO KPUNTOCPEACTB.

MeToanyeckumn pekomMeHgaumsiMm HeobXoauMMO PYKOBOACTBOBATbCS B Criyyae
onpeaeneHns onepatopom Heobxogmmoctn obecneyeHusi 6e30MacHOCTM MNepPCOHanbHbIX
AaHHbBIX C MCNONb30BaHMEM KPUMNTOCPEACTB (3a UCKIKOYEHMEM Crny4das, Korga onepaTopom
aBnseTca usanyeckoe nuuo, UCNONb3yollee NepCcoHarnbHble OaHHble UCKIHYUTENBHO ANd
NNYHBIX U CEMEWNHbIX HYXA), a Takke npu obecrneyeHun 6Ge3onacHOCTM MNepCcoHanbHbIX
AaHHbIX pu 0bpaboTke B MHEPOPMALMOHHBLIX CUCTEMAaXx, OTHECEHHbIX K KomneTeHuun OCH
Poccun. B yactHocTn, MeTtognyeckummn pekoMmeHgaunsamm Heobxoanmo pykoBoACTBOBATLCS B
crnegyrowmnx cnyyasax:

- Npn obecneyeHnn ¢ UCnonb3oBaHMEM KpunTocpeacTB 6€30MacHOCTU NepCoHarnbHbIX
AaHHbBIX Npu nx obpaboTke B rocyaapCTBEHHbIX MHPOPMAaLUMOHHBLIX CUCTEMAX NEePCOHarbHbIX
AaHHbIX (YacTb 5 PepgeparnbHoro 3akoHa ot 27 uonga 2006 roga N 149-03 "O6 nHgopmauuu,
MHAOPMALMNOHHBIX TEXHOSOIMSX 1 0 3awuTe nHdopmaumn");

FTAPAHT:

Mo-BnanmomMy, B TeKCTe npeablgywlero ab3aua gonyulieHa onedyaTka. MimeeTtcs B Buay
"yacTb 5 ctaTtbu 16"

- NpU NCNONb30BaHUN KPUNTOCPEACTB AN obecneyeHusi NepcoHarnbHbIX AaHHbIX B
cny4vasix, NnpeaycMoTpeHHbIX M. 3 NonoxeHus o paspaboTke, NPON3BOACTBE, peanuM3aumm u
aKkcnnyatauum wndpoBanbHbiX  (Kkpuntorpadmyecknx) cpeacts  3awmtbl  MHopmaumm
(MonoxeHune MK3-2005).

Hacroawue MeToguueckume pekomMeHaauunm He pacrnpoCcTpaHATCA Ha
MHOPMAaLMOHHbLIE CUCTEMbI MEPCOHANbHbLIX AAaHHbIX, B KOTOPbIX:

- nepcoHanbHble [OaHHble obpabartbiBaloTcA 6€3  MUCNonb30oBaHUS  CPencTB
aBTOMaTU3aLMK;

- obpabaTbiBalOTCA NEpPCOHanbHbIE AAaHHbIE, OTHECEHHbIE B YCTAHOBMEHHOM MOpsaaKe K
CBeLEHMAM, COCTaBNAOLLMM roCyAapCTBEHHYIO TalHYy;

- TEeXHNYeCcKne cpeacTtBa 4YacTUYHO WNM  LENUKOM HaxoasaTca 3a npegenamm
Poccuinckon ®egepaunn.

1 OCHOBHbIe TepMUHbI U UX onpeaeneHns
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B HacTtoswmx MeToguyecknx pekoMeHgaumax U npy B3auMoOLencTtsum  C
nmueHsnatamm  ®CB  Poccun,  gasnswowmmucs  paspaboTymkamm  KpUNTOCPEACTB,
paspaboTymkamm  UHPOPMALMOHHBLIX CUCTEM  MEPCOHalnbHbIX [AaHHbIX, B  KOTOPbIX
NCronb3ylTCs KpuntocpeacTea, nnu crneunanmsaMpoBaHHbIMA opraHusaumnamu,
NpoBOAAWMMU TEMaTUYeCcKue WuccnegoBaHus KpUNTOCPeacTB, UCMOMb3YKTCH cnegyowime
OCHOBHbI€ TEPMUHbI.

ABTOomaTuampoBaHHaa cuctema (AC) - cuctema, cocTosdllad M3 nepcoHana u
KOMMrekca cpedcTB aBToMaTusauum ero OesTerbHOCTWU, peanuayowas MHGOOPMaLMOHHYH
TEXHOSOMMI0 BbINOSTHEHUSA YCTAHOBNEHHbIX QOYHKUMA*(1).

ABTOMaTU3MpoBaHHasA cuctema B 3awuuweHHoM wucnonHeHnn (AC3UN) -
aBTOMaTU3NPOBaHHasa cucTema, peanusyroLias MHPOPMALNOHHYIO TEXHOSOMMIO BbIMNOMHEHMS
YCTaAHOBMEHHbIX (OYHKUMN B COOTBETCTBUM C TpeboBaHMAMM CTaHAApTOB W (MNKN) WHbIX
HOPMaTMBHbIX JOKYMEHTOB MO 3awmte nHopmMauumn*(2).

ATaka - ueneHanpaBrieHHble AENCTBUS HapyLLUMTEeNa C UCMONb30BaHNEM TEXHUYECKNX
n (MnNn) NporpaMmMHbIX CPEACTB C LeNbio HapyLWeHWs 3aaHHbIX XapakTepucTmuk 6e3onacHocTu
3amaemMon KpunTocpeacTBOM UHGOPMaLMKM UK C LIENbIO CO34aHNSA YCNOBUIW ANS 3TOro.

Be3onacHOCTb - COCTOSAHME 3aALUMLLEHHOCTM XN3HEHHO BaXHbIX MHTEPECOB JINYHOCTH,
obuiecTBa 1 rocygapcrea OT BHYTPEHHUX N BHELLHUX Yrpo3*(3).

Be3onacHoCcTb 0OOBeKTa - COCTOSHME 3alUMLEHHOCTU O6bekTa OT BHELWHUX W
BHYTPEHHMX yrpo3.

MpumeyaHue

[laHHoe onpeaeneHne pacnpocTpaHaeTcs Ha nbon peanbHblii OOBEKT, B KayecTBe
KOTOPOro MOryT BbICTynaTb TEXHMYECKME CpeAcTBa, NporpaMMHble cpeacTBa, MHdopmauus,
MH(POPMaLNOHHbIE TEXHOMOormwu, MH(OPMaLNOHHbIE CUCTEMBI,
MHPOPMALNOHHO-TENEKOMMYHUKALMOHHbIE CETU, 30aHUS, COOPYXXEHUSA U T.4.

BrnoknpoBaHue nepcoHanbHbIX AaHHbIX - BPEMEHHOE npekpalwieHne cbopa,
cucTemMaTu3auumn, HakonmneHus, UCNOoNb30BaHNA, PpacnpPOCTPaHEHNSA NePCOHanbHbIX AAHHbIX, B
TOM Yucne nx nepegayvn*(4).

BcTtpaMBaHue KpuntocpencTBa - MpouUecc MNOAKMIOYEHMS  KpunTocpeactBa K
TEXHUYECKMM W MPOrpaMMHbIM CpeacTBaM, COBMECTHO C KOTOpPbIMM Mpeanofiaraetcsa ero
LWTaTHOE PYHKLUNOHNPOBAHME, 3a UCKITIOYEHNEM NpoLecca MHCTanNIauun.

[JoKkymMeHTUpOBaHHbLIE (meknapupoBaHHbIe) BO3MOXHOCTU no (TC) -
dyHKUMOHanbHble Bo3mMoxxHocTu 10O (TC), onncaHHble B gokymeHTaumm Ha MO (TC).

HOoctyn K uWH(poOpMaLUM - BOBMOXHOCTb  MOMyYeHUs  uMHopmMaumm ©n  ee
ncnosnb3oBaHna*(5).

XXU3HEeHHO BaXHble MWHTepechl - COBOKYNHOCTb MNOTPeBHOCTEN, YAOBNETBOPEHME
KOTOpPbIX HaAEeXHO obecnednBaeT CyLleCTBOBaHME N BO3MOXHOCTU NPOrPECCUBHOIO pa3BUTUSA
nn4HoCTK, obLecTBa n rocygapcrea*(6).

3awmiaemas MHcopmauuma - nHopmauus, ans KOoTOopomn obnapgatenem
MHpopMauumn onpeaeneHbl XxapakTepuCcTukM ee 6e30nacHOCTMW.

MHcTannaumsa - yctaHOBKa MpPOrpaMMHOro npogykta Ha KomnbtoTep. WHcTannauus
06bIYHO BLINOMHAETCA NOA YNpaBfeHMeM WHCTannsaTopa - nporpammbl, KOTopas NpuBOAUT
COCTaB W CTPYKTYpy YCTaHaBNMBaeMoOro nporpaMMHOro u3genvss B COOTBETCTBUE C
KOHdUrypaumen KomnbloTepa, a Takke HacTpamBaeT NporpammMHble napameTpbl COrfacHo
TUNY UMEIOLLENCS ONepaunoHHON CUCTEMbI, KnaccaM pellaemMbiX 3agad n pexmmam paboThbl.
Takum ob6pas3omMm, WHCTannsauMst Aenaet NpPOrpaMMHbIA - MPOAYKT  MPUrogHbIM — Ans
NCNONb30BaHMA B OAHHOW BbIYUCIIUTENbHOW CUCTEME M FOTOBbIM pellaTb OnpeaeneHHbIN



Knacc 3agad B onpeaeneHHoM pexume paboTbi*(7).

UHdopmauums - ceBegeHnst  (CoobLeHMsl, [OaHHble) He3aBUCUMO OT  dOpMbl  UX
npegcraBneHns*(8).

MHopmaumoHHasas cucTtema - COBOKYMHOCTb coaepxawenca B 6asax [AaHHbIX
nHpopmauumnm n obecneumBawwnx ee 06paboOTKy MHAPOPMAUMOHHBLIX TEXHOMOMMA U
TexHU4Yeckux cpencre*(9).

MHdopmaunoHHaa cuctema nepcoHanbHbIX AaHHbIX - MTHPOPMaLMOHHAA cUCTeMa,
npegcrasnsowas cobon COBOKYNHOCTb MEPCOHarnbHbIX AaHHbIX, coaepxawuxca B 6Hase
AaHHbIX, @ Takke MHPOPMAUMOHHBLIX TEXHOMOMMA N TEXHUYECKUX CPencTB, MO3BONSAOLLMX
OCyLLeCTBNATb 06paboTKy TakMx MepCOoHarnbHbIX [aHHbIX C WCMOMb30BaHWEM CpencTB
aBTomMaTu3auun nnu 6e3 ncnonb3oBaHus Taknx cpeacte*(10).

MHdopmMaLnOHHbIe TexXHOMOoruum - NpoLeccsl, MeTodbl Moucka, cbopa, XpaHeHus,
06paboTkn, NpeaocTaBneHnsa, pacnpocTpaHeHns nHdopMmaumm n cnocodbl OCyLLECTBEHNS
Taknx npoueccoB n metogos*(11).

MHdopMaLUMOHHO-TeNeKOMMYHMKALMOHHAA  CeTb - TEXHOMOorMyeckas  cuctema,
npegHasHayeHHaa Ons nepejadv nNo JIMHUAM CBA3W MHopMaumn, [OCTYn K KOTOPOM
OCYLLIECTBMSETCH C UCNOSb30BaHMEM CPEACTB BblYNCIIUTENBHON TEXHUKN*(12).

UHdopMaLUMOHHO-TeNEeKOMMYHMKaLUMOHHaA ceTb  obwero  nonb30BaHUA -
NHPOPMALNOHHO-TENEKOMMYHUKALMOHHAA CeTb, KOTOopasd OTKpbITa AN WUCMNONb30BaHMUS
BCEMU PUBNYECKUMN U HOPUANYECKUMM NMLAMWU N B yCryrax KOTOPOW 3TUM NULaM He MOXET
ObITb OTKa3aHo.

Mcnonb3oBaHue nepcoHarnbHbIX AaHHbIX - 4EACTBUSA (Onepaumm) ¢ nepcoHanbHbIMU
AaHHbIMW, COBEpLUAEMble OnepaTopoM B LENsIX NPUHATUS PELUEHUA UM COBEPLUEHUS MHbIX
OENCTBUA,  MNOpOXOAlwWnX  puavyeckue  nocneactBus B OTHOWeEHMM  cybbekTa
nepcoHanbHbIX AaHHbIX UK Apyrnx nuy NuMbo MHbIM 0Bpasom 3aTparnBaroMx npasa U
cB0OOAbl CybbeKTa NepcoHarbHbIX AaHHbIX UKW Apyrux nuy*(13).

Kanan ataku - cpega nepeHoca oT cybbekta K 0O6bekTy aTaku (a, BO3SMOXHO, U OT
o0bekTa K CyOBbEeKTy aTakum) OENCTBUN, OCYLLIECTBIISIEMbIX NPU NPOBEAEHUN aTakKu.

KoHTponupyemas 30Ha - NpOCTPaAHCTBO, B nNpegenax KoToporo ocyllecTBnsercs
KOHTPOIb 3a npebbiBaHNEM U AEUCTBUSMU NALL U (MNN) TPAHCMOPTHLIX CPEACTB.

paHnLEen KOHTPONMPYEMOWN 30HbI MOXET ObITb: MEepUMeTp OXpaHAeMOW TeppuTopumn
npeanpuaTtus (ydpexaeHus), orpaxgatoLime KOHCTPYKUMM OXPaHAEMOro 30aHus, oXpaHsaemMomn
YacTu 34aHus, BblOENEeHHOro nomeweHms*(14).

KoHdwmpaeHumanbHOoCTb MHbOpMauun - obs3atenbHoe AN BbINOMHEHUS  FULIOM,
nosly4yMBLUMM JOCTYN K onpefenieHHou uHdopmauuu, TpeboBaHue He nepefaBaTb TaKyk
MHdopMauuio TpeTbuUM Nuuam 6e3 cornacusa ee obnagatens*(15).

KoHdmaeHumanbHOCTL NepcoHanbHbIX AaHHbIX - 00s3aTensHoe Ang cobnogeHns
onepaTopoM WS MHbIM MOMYYMBLUMM LOCTYN K NepCoHasnbHbIM AaHHbIM NMuoM TpeboBaHue
He fgonyckaTb UX pacnpocTpaHeHus 6e3 cornacus cybbekTa nepcoHarnbHbIX AaHHbIX UK
HarMynsa MHOro 3aKOHHOro OCHOBaHUA*(16).

Kpuntorpacdumuyecku onacHasa wuHdopmauusa (KOMWU) - nHdopmaums o COCTOSHUSAX
KpMNTOCPEeACTBa, 3HaHWE KOTOPOM HapywuTenem Mo3BOMUT €My CTPOUTb anropuTMbl
onpeaeneHns KNyYeBon WHGopMauun (MNn ee 4vacTu) WU anropuTMbl BGeckn4eBoro
YTEHUS.

KpuntocpeacTBo - windpoBansHoe (kpunTorpacuyeckoe) CpeacTBo,
npegHasHayeHHoe Ans 3almTbl MHOpMauuKn, He coaepkalwen CBedeHUW, COCTaBMALLINX
rocygapCTBeHHyt0 TanHy. B 4acTHOCTM, K KpuMnTOCpeacTBaM OTHOCATCA cpeactea
Kpuntorpadguyeckon s3awmnTbl nHpopmauun (CK3U) - wndgposaneHble (kpuntorpaduyeckue)
cpenctBa 3awuMTbl MHGOPMAUUKM C OrpaHMYEeHHbIM OOCTYMNOM, He coepXXallen cBedeHun,
COCTaBISOLWMX rOCygapCTBEHHYI0 TanHy*(17).



Mopenb HapywuTens - NpeanosioXXeHNs O BO3MOXHOCTAX HapyLUMTens, KoTopble OH
MOXEeT UCMNOoNb30BaTb 4S8 pa3paboTkn U NPOBeAEHNS aTak, a Takke 06 orpaHNYeHnaX Ha 3TK
BO3MOXHOCTM".

Mopaenb yrpos - nepeyeHb BO3MOXHbIX Yrpo3.

HapywwuTtenb (cyb6bekT artaku)-nvuo (MM MHUUMUMPYEMBIA UM MNPOLECC),
nposogsee (NPOBOASALLNIN) aTaky.

HeraTtuBHbIe pyHKUNOHarNbHbIE BO3MOXHOCTHU - JOKYMEHTUPOBAHHbIE n
HEeJOKYMEHTUPOBAHHbBIX  BO3MOXHOCTW  MPOrpaMMHbIX W annapaTHbIX  KOMMOHEHTOB
KpunTocpeacTea v cpefpbl (PyHKUMOHMPOBAHUA KpUNTOCPEACTBa, NO3BONSAOLLME:

- MOANMUUMPOBATL UMM UCKaXaTb anroputM paboTbl KPUNTOCPEACTB B npouecce ux
NCMonb30BaHWUS;

- MoamncmumpoBaTb UM UCKaXaTb WHPOPMALNOHHbIE UK ynpaBnsowme NOTOKU U
npouecchl, CBA3aHHbIE C (PYHKLMOHMPOBAHNEM KPUNTOCPEACTBA;

- nonyyvyaTb [AOCTYN HapywuTensam K XpaHsAwewncs B OTKPbITOM BUAE KIHOYEBOW,
NOEHTUMPUKALMOHHON U (MNK) ayTeHTUUUMPYOLWENn nHpopMaumn, a Takke K 3alimiiaemMomn
MHdopMaLuun.

HepokymeHTupoBaHHble  (HeaeknapupoBaHHble) Bo3MmoxHoctn IO (TC) -
dyHKUMOHanbHble Bo3MoxHocTn [10 (TC), He onucaHHble WM He COOTBETCTBYHOLLME
ONUCaHHbIM B [AOKYMEHTauuwu, Mpu UCMONb30BAHUN KOTOPbIX BO3MOXHO HapylleHue
XapakTepuctuk 6e3onacHoCcTu 3awuwaemMmon nHpopmauyumn*(18).

Hocutenu cBegeHui, cocTaBnsAlOWMUX rocyaapCTBEHHYIO TauMHy - MaTepuarnbHble
00beKkTbl, B TOM u4ucne u3andeckme nMons, B KOTOPbIX CBEAEeHMus, CocTaBngawLlme
rocyapCTBEHHYIO TaHy, HAXo4AT cBOe OTobOpaxeHue B BUae cMMBOroB, 0b6pa3oB, CUrHamoB.,
TEXHUYECKUX peLleHnn n npoueccos*(19).

MpumeyaHue

Tak Kak no cBOen Npupoae CBeAeHUd, COCTaBnsALWME FOCYAAPCTBEHHYIO TanHy, He
OTNNYaTCA OT BCEX OCTalbHbIX CBEAEHUN, TO NPUBEAEHHOE ONpeaeneHNe MOXHO KOPPEKTHO
ncnonb3oBaTh AN NOObIX CBEAEHUN.

YuutbiBaa onpegeneHne noHATMs "mHdopmauunsa”, TepMuH "HocuTenb MHgopmauunn”
MOXHO UCMONb30BaTh B KAYECTBE CMHOHMMA TEPMUHY "HOCUTESNb CBEAEHNN".

Ob6e3nnumMBaHMe MnepcoHanbHbIX AaHHbIX - JENCTBUSA, B pe3ynbTaTe KoTOopbiX
HEBO3MOXHO OnpefenuTb NPUHAANEXHOCTb NepCOoHanbHbIX AAHHBIX KOHKPETHOMY CyObekTy
nepcoHanbHbIX AaHHbIX*(20).

O6napartenb MHgpopmaumm - NMLUO, CaMOCTOATENbHO co3fasllee nHdopmaumo nmbo
nofyymBlLLEE HA OCHOBAHWMM 3aKOHa WNKW OOroBopa MpaBO paspellaTtb UMM orpaHuYMBaThb
AO0CTyn K MHchopmMaumm, onpeaensemMon no Kakum-nnbo npmsHakam*(21).

Ob6paboTka mnepcoHanbHbIX AaHHbIX - AEACTBUS (onepauum) ¢ nepcoHanbHbIMU
AaHHbIMW,  BKNtovasi cbop, cucTeMatM3auuio, HaKoMmeHue, XpaHeHue, YTOYHEeHue
(obHOBNEHME, M3MEHEeHME), UCMOMb30BaHMe, pacrnpocTpaHeHne (B TOM 4ucne nepepady),
obeannunBaHne, 6NOKMpOBaHNE, YHUUTOXEHME NEPCOHANbHbIX OAaHHbIX*(22).

OOwenocTynHble MNepcoHaribHble AaHHbIe - NepCOHanbHble  [aHHble, AOCTYnN
HEeOrpaHMYeHHOro Kpyra nuL K KOTOpbIM NPeaoCTaBneH C cornacus cydbekta nepcoHanbHbIX
AaHHbIX UM Ha KOTOpPble B COOTBETCTBUN C heaepanbHbIMM 3akOHaMK HE pacnpocTpaHsieTcs
TpeboBaHne cobnoaeHns KoHpaeHUnanbHoOCTN*(23).

O6BbekT nHhopmaTM3aaumum - COBOKYNHOCTb MHPOPMALIMOHHBLIX PEeCcypcoB, CPeacTB U
cuctem  obpaboTkM  MHOPMaUMK,  UCMOMb3yEMbIX B  COOTBETCTBUM C  3adaHHOM
NHOPMALMOHHOM  TexHorormen, cpeacts  obecneveHnss obbekta UWHOpMaTU3aumm,
nMoMeLLEeHNn M ob6beKToB (34aHWUN, COOPYXEHWUN, TEXHUYECKUX CPEeACTB), B KOTOPbIX OHU



YyCTaQHOBMEHbI, WNNU MNOMelWeHns W  00bekTbl, npedHasHayeHHble [N BefeHus
KOHoMAeHUmMarbHbIX NeperoBopos*(24).

Oneparop - rocy4apCTBEHHbIA OpraH, MyHMUMNAnbHbIA OpraH, PUaNYecKkoe Wunm
duamyeckoe nuUo, opraHusylwme u (Mnm) ocyllecTtensawwme obpaboTKy nepcoHanbHbIX
AaHHbIX, a Takke onpegenswowme uUenn u coaepxaHne o06paboTkM nepcoHanbHbIX
AaHHbIX*(25).

Ony6nukoBaHHble BO3MOXHOCTU MO unu TC - BO3MOXHOCTU, CBEAEHUS O KOTOPbIX
cogepxatca B OOLLEAOCTYNHbIX OTKPbITbIX MCTOYHMKAX (TexHuyeckue u nwbble apyrve
maTepuanbl paspabotunka MO wmnn TC, moHorpacdumn, nybnukaumm B CMW, martepuansi
KOH(pepeHLM n apyrmx opymos, MHdopMauus ua cetu Internet n 1.4.).

MepcoHanbHble AaHHble - Ntobas MHpopmauusa, OTHOCALAsACA K onpeneneHHoMy
unu onpegenseMoMy Ha OCHOBaHUM TakoWM WHgopmauuun dusndeckomy nuuy (cybbekTy
nepcoHasnbHbIX AaHHbIX), B TOM 4ucne ero damunus, MMs, OTY4eCTBO, rog, Mecsu, garta u
MECTO pOXOeHusl, ajpec, CceMenHoe, couuanbHoe, WMYLLECTBEHHOE MOJSIOXEHUe,
obpasoBaHue, npogeccud, ooxoabl, opyraa nHpopmaumna*(26).

Monb3oBartenb - NMUO, Yy4acTByllWlee B 3KCnnyataumm Kpuntocpeactsa Wnu
ncnonb3ytollee pesynbTaTbl ero PyHKLMOHUPOBAHUA.

MO - nporpammHoe obecneveHune.

PacnpocTtpaHeHue nepcoHanbHbIX AaHHbIX - JENCTBUSA, HanpaBfeHHble Ha
nepegadvy nepcoHanbHbIX AaHHbIX ONpederieHHoOMY Kpyry nuy (nepegadya nepcoHasbHbIX
AAHHbIX) UM HA O3HAKOMIEHNE C NEePCOHarbHbIMU OAHHBIMW HEOrPaHMYEHHOrO Kpyra nuu, B
TOM 4ucne obHapogoBaHWE MepCoHarnbHbIX AAHHbIX B CpeacTBax MaccoBOW MHGOpMaLumu,
pasmelleHne B WHGPOPMALMOHHO-TENEKOMMYHUKAUMOHHBLIX CETSAX WK  npefocTaBneHne
AO0CTyna K NepcoHarnbHbIM JaHHbIM KakuM-nnbo MHbIM cnocobom*(27).

CneumanbHasa 3awmTa - KOMMMEKC OPraHM3aLMOHHbIX U TEXHUYECKUX MEPONPUSTUN,
obecneunBaroLLMX 3alimMTy UHOPMaUUM OT YTEYKM NO KaHanam MOOOYHbIX W3NYyYEeHUN |
HaBOLOK.

Cpena cdyHKumoHmpoBaHusa kpuntocpenctBa (CPK) - COBOKYNHOCTb TEXHUYECKMX U
NporpaMMHbIX  CPeAcTB, COBMECTHO C  KOTOpbIMM  npejnonaraeTcsa  WTaTHoe
PYHKUMOHUPOBAHME KPUNTOCPEACTBA M KOTOPble CMNOCOOHbI MOBAUATL Ha BbINOSIHEHME
npeabsBnseMbiX K KpuntocpeacTsy TpeboBaHu.

CpeacTBO 3aWmMThl MH(OPMaLIMK - TEXHUYECKOE, MPOrpaMMHOe CPeaCTBO, BELLECTBO
n (Mnun) matepman, npegHasHavyeHHbIe NN UCnofnb3yeMble AN 3awmnTbl MHGopMauumn*(28).

CpenctBo BbluucnutenbHon TexHUKUM (CBT) - COBOKyNnHOCTb MpOrpamMMHbIX W
TEXHUYECKMX ONEMEHTOB cCUCTEM 06paboTKM [OaHHbIX, CAOCOOHbLIX (YHKLUMOHUPOBATL
CaMOCTOSATESTbHO UK B COCTaBe ApYyrux cuctem*(29).

TpaHcrpaHuyHas nepegadya nepcoHanbHbIX AaHHLIX - Nepefaya nepcoHarbHbIX
AaHHbIX onepaTtopoMm 4epe3 [ocyaapCTBeHHyk rpaHuly Poccuinckon ®epepaummn opraHy
BNacTW MHOCTPAHHOIO rocygapcrea, (mMsandeckoMy Unu PUANYECKOMY NULY MHOCTPAHHOIO
rocygapctea*(30).

TC - TexHM4eckoe cpencTBo.

Yrpo3a 6e30nacHOCTU - COBOKYMHOCTb YCIOBUA N (PaKTOPOB, CO34a0LLMX ONACHOCTb
XW3HEHHO BaXXHbIM UHTepecam NMYHOCTU, obLlecTBa u rocygapctea*(31).

Yrpo3a 6e3omacHOCTM OOBbEKTa - BO3MOXHOE HapyLeHWe XapakTepuUCTUKK
B©esonacHocTn obbekTa.

YHUYTOXEeHMe nepcoHanbHbIX [OaHHbIX - EWCTBUS, B pesynbTate  KOTOpbIX
HEBO3MOXHO BOCCTAHOBUTb COAEPXaHWEe MNepCoHarbHbIX [AaHHbIX B WHGOPMaLVOHHOMN
CUCTEME NepPCOHasbHbIX AaHHbIX UKW B pe3yNnbTaTe KOTOPbIX YHUYTOXAOTCA MaTepuarbHble
HOCUTENM NepcoHarbHbIX JaHHbIX*(32).

YcnewHas ataka - ataka, JOCTUrLLIas CBOEeNn LEenu.



YpoBeHb Kpuntorpacgpuyeckon s3awmutbl MHOPMaLUmM - COBOKYNHOCTb TpeboBaHUN,
npeabsBrseMblX K KpUnTocpeacTsy.

Xapakrtepuctuka 6e3onacHocT obbekTa - TpeboBaHne K 06bEKTY, UMK K YCNOBUAM
ero co3flaHus 1 CyLeCTBOBaHUSA, UK K MHpopmaLumm o6 o6bekTe 1 yCnoBusiX ero co3gaHus un
CYLLIECTBOBAHUSA, BbIMNOMHEHME KOTOPOro Heobxoammo Ana obecnedeHus 3aliMLEeHHOCTU
XW3HEHHO BaXXHbIX UHTEPECOB NIMYHOCTU, ObLLEeCTBa UK rocygapcTea.

LUndpposanbHble (kpunTorpaduyeckne) cpencrea:

a) cpeacTBa wWudpoBaHUA - annapaTHble, MPorpaMMHbIe 1 annapaTHO-NPOrpaMMHble
cpenctBa, CUCTEMbl W KOMMJSIEKChI, peanuaylolue  anroputMbl  Kpuntorpadguyeckoro
npeobpasoBaHus uMHPOPMauUMM W npefHa3HadeHHble ANnA  3awWwuTbl UHOpMauun npu
nepegaye no KaHanam cBs3v 1 (Unv) Ang 3awmTbl MHPOPMaLUUN OT HECAHKLWOHMPOBAHHOIO
aocTtyna npu ee o6paboTke 1 XxpaHeHuu;

6) cpeacTBa MMUTO3ALUTbLI - annapaTHble, nporpaMmHble n
annapaTHO-NporpaMMHble CpeacTBa, CUCTEMbI U KOMMIIEKCHI, peanusyloline anropuTMbl
Kpuntorpadgudeckoro npeobpasoBaHna MHOpMauuM U nNpegHasHayYeHHble ANS 3awumTbl OT
HaBA3bIBaHNA JTOXXHOM MHOpMaLInK;

B) cpeAcTBa 3NMEKTPOHHOM LMUPpPOBOM nNoAnUCKU - annapaTHble, MporpaMmmMHbie U
annapaTHO-NporpaMMHble cpefcTBa, obecneuymBalolinMe Ha OCHOBE KpunTorpaduyecknx
npeobpasoBaHu peanusauuto XoTa Obl OgHOM U3  criegyrowmx (YHKUMIA: co3gaHue
3MEKTPOHHOMN UMAPOBON MNOAMUCUA C UCMNOSIb30BAHMEM 3aKpPbITOro Kro4a 9NeKTPOHHON
undpoBor noanucu, NOATBEPXKAEHWE C WUCMOSIb30BAHMEM OTKPLITOrO Knk4ya 3N1eKTPOHHOW
LuMcpoBon NoanNMCU NOANMHHOCTU 3MEKTPOHHOMN LMPOBOM NOANUCU, CO3LaHNE 3aKPbITbIX U
OTKPbITbIX KITHO4EN INIEKTPOHHOM LIMPOBON NOANUCH;

r) cpeacTsa KOAUPOBaHUA - CPeaCTBa, peanuayoLiune anropuTmbl
KpunTtorpaguyeckoro npeobpasoBaHus MHopMauun C  BbINOSIHEHNEM YacTtu
npeobpasoBaHusa MyTEM PYYHbIX Oonepaumi UM C UCNOSIb30BaHMEM aBTOMATU3NPOBAHHbIX
CpeacTB Ha OCHOBE Takux onepauui;

[) cpeacTBa M3roTOBMEHUS KIOYEBbLIX AOKYMEHTOB (He3aBUMCMMO OT BuAa HOCUTENS
KNYeBon Hdopmauun);

e) KfnoyeBble  OOKYMEHTbl  (Hes3aBMCMMO  OT  BuAa  HOCUTENHA  KITHOYEBOW
MHopMauunn)*(33).

2 OCHOBHbIe NONoOXeHus

2.1. Pabotbl no obecnedyeHnto C MNOMOLLBID KpunNTOoCcpeacTB 6GesonacHocTu
nepcoHanbHbIX AaHHbIX Npn UX 0bpaboTke B MHEAOPMALMOHHBIX CUCTEMAX NEepPCOHanbHbIX
AaHHbBIX C UCMOMb30BaHMEM CpPeACTB aBToOMaTu3auuun (ganee - MHPOpMaUMOHHas cuctema)
NpPoBOAATCS B COOTBETCTBUM CO CreAYHOLLMMN OCHOBHBIMU AOKYMEHTaMMU:

- GepepanbHbin 3akoH oT 27 wona 2006 roga N 149-03 "O6 wHdopmaumu,
MHGOPMALMOHHBIX TEXHOMOMAX N 0 3alumnTe nHpopmaymn”;

- ®epgepanbHbin 3akoH oT 27 nionga 2006 roga N 152-d3 "O nepcoHanbHbIX AaHHbIX";

- [MonoxeHne 06 obecneyeHun 6e30MaCHOCTU MNEPCOHaNbHbIX AaHHbIX MNPU  UX
o6paboTke B WHMOPMALMOHHbLIX CUCTEMAX MEepCoHasnbHbIX AaHHbIX, YTBEPXAEHHOEe
noctaHoBneHnem [lNpasutensctea Poccuiickon ®epepaunmn ot 17 Hosi6pa 2007 roga N 781
(oanee - MNonoxeHwue);

- Mopsgook npoBegeHunsa knaccudukaumm MHGOPMALMOHHBIX CUCTEM MNEPCOHAnbHbIX
AaHHbIX, yTBepxaeHHbIn npukazom OCTIK Poccun, ®CB Poccun n MuHuHGpOpMCBA3U
Poccun ot 13 dpeBpana 2008 roga N 55/86/20 (3apernctpmpoBaH MwuHioctom Poccun 3
anpens 2008 roga, pernctpaumoHHbii N 11462) (nanee - MNopsagok);
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- [lonoxenne o paspaboTke, NPOU3BOACTBE, peanu3aumm n 3Kcnayataumm
WwmnpoBanbHbIX  (KkpunTorpaduyecknx) cpeacrts  3awutbl  UHopmMauun  ([MonoxeHue
MK3-2005), yteBepxaeHHoe npukaszom SCB Poccum ot 9 despansa 2005 roga N 66
(3apeructpupoBaH MuHioctom Poccum 3 mapta 2005 roga, permctpaunoHHsin N 6382);

- Twnosble TpeboBaHWs MO opraHusaumm un obecneyvyeHnro QYHKLMOHMPOBAHNSA
WwndpoBanbHbliX  (KpunTorpaduyecknx) CcpeacTs, nNpefHasHayeHHbIX And  3aluThbl
MHOpMaUuK, He cofepxallen CBeOEHUW, COCTaBMSALWMX FOCYAApPCTBEHHYO TanHy, B
crny4ae unx ucnonb3oBaHus Ang obecnevyeHms 6€30NacHOCTM NepPCoHarnbHbIX JaHHbIX NPU UX
o6paboTke B MHMOPMALMOHHBLIX CUCTEMax nepcoHanbHblX AdaHHbiX (PCB  Poccuw,
N 149/6/6-622, 2008);

- HacToswme MeToguyeckme pekomeHaaunu.

2.2. B cootBeTcTBUM C . 2 NonoxeHna 6e30nacHOCTb NEPCOHarbHbIX AaHHbIX MPU UX
o6paboTke B MHGPOPMALMOHHBLIX CUCTEMaxX obecneynmBaeTca C MOMOLLBb CUCTEMbI 3alUUThI
nepcoHasnbHbIX [OaHHbIX, BKMOYaKOLWEN OpraHU3auuoHHble Mepbl M cpeacTsBa  3alUUThl
UHopMmauumn (B TOM uYucne wundposasnbHble (Kpuntorpaduyeckne) cpencrtea, cpeacTtsa
npegoTBpaLleHns HeCaHKUMOHUPOBAHHOIO A0CTyna, yTeuykn MHopMaumm no TeXHUYECKUM
KaHanam, nporpamMMHO-TEXHUYECKMX BO3AENCTBUMMA Ha TexHW4eckue cpencresa obpaboTku
nepcoHanbHblX AaHHbIX), a Takke UuCrnonb3yeMble B WHMOPMAUMOHHOW cucTteme
WH(POPMALMNOHHBbIE  TEXHOMOrMKU. TexHW4yeckme W nporpaMMHble CpeacTBa  [OMKHbI
yAOBMNeTBOPATbL YCTaHaBNMBaeMblM B COOTBETCTBMM C 3akoHogaTenbCTBOM Poccuiickomn
depnepaumm TpeboBaHnaM, obecrneynsaroLnM 3alnTy MHpopMaLnn.

2.3. B cootBeTtctBMM C n. 12 [lonoxeHna HeobxoammbiM ycrnoBmem paspaboTku
CUCTEMbI 3alinTbl NEPCOHasbHbIX AaHHbIX SABRseTcs ¢(OopMUpOBaHME MoAenu yrpos
©e30nacHOCTM NepcoHanbHbIX AaHHbIX (fanee - MoAesnb yrpos).

Kpome atoro, B cootBeTctBuM C 1. 16 [llopsagka mopenb yrpo3 Heobxoguma nns
onpegeneHus Knacca cneymasnbHOM NHRPOPMALMOHHON CUCTEMBI.

2.4. Mogenb yrpo3 opmMupyeTcss U yTBepXOaeTca onepatopoM B COOTBETCTBUU C
METOAMYECKUMM  OOKYMeHTamu, pas3paboTaHHbIMM B COOTBETCTBMM C  MYHKTOM 2
noctaHoBneHus MNpasutensctBa Poccuiickon degepaumm ot 17 Hosbps 2007 r. N 781 "O6
yTBepxaeHun onoxeHns o6 obecnedeHnn 6e30MacHOCTU NepPCOHaribHbIX OAHHbIX NPU KX
006paboTke B MH(POPMALIMOHHBIX CUCTEMAX NEePCOHasbHbIX AaHHbIX"*(34).

B cnyyae obecnedeHus 6e3onacHOCTM MepcoHarnbHbIX AaHHbIX 6€3 Ucnonb3oBaHus
KpunTocpeacTsB npu hopMmpoBaHn MOAeENN Yyrpo3 NUCNOMb3YTCA MeTOANYECKNE OOKYMEHTbI
®CTIK Poccum.

B cnyyae onpegeneHna onepatopoMm HeobxoguMmoctn obecnedveHuss 6esonacHoOCTU
nepcoHasnbHbIX [aHHbIX C MCMONb30BaHMEM KPUMNTOCPEACTB Npu (POPMUPOBAHUN MOAENM
Yyrpo3 ucnonb3yTcsa  Metoandeckne  gokymeHTbl OCTIOK Poccum 1 Hactodwme
MeTogunyeckne pekomeHgauumu. MNpu aTom 13 OByx copepxawmxca B gokymeHTax ®CTOK
Poccumn n Metoandecknx pekomeHgaumax ogHOTUMHBIX Yrpo3 BelbpaeTcs 6onee onacHas.

Mo cornacoBanuio ¢ PCTIK Poccun n ®CB Poccun gonyckaetca opmMupoBaHue
MOZJENM yrpo3 TOSbKO Ha OCHOBaHUM HacToswmx MeTogmyeckmx pekoMmeHgaumn.

Mpn obecnevyeHnn ©Ge30MaCHOCTU MNEpPCOHanbHbIX AdaHHbIX npu obpaboTke B
MH(POPMALMOHHBIX CUCTEMAax, OTHeCeHHbIX K komneteHumn PCB Poccum, mogenu yrpos
OPMUPYIOTCS TONBKO HA OCHOBaHUKU HacTosAWwmMx MeTogmyecknx pekomeHgaumm.

2.5. B crnyyae uncnonb3oBaHUs B WMH(POPMALMOHHOMW CUCTEME KPUMNTOCPEACTB MNpwu
HeobxooMMOCTN K hOPMUPOBAHMIO MOAENWN Yrpo3 MOryT npusnekatbcs nuueHanaTtel PCH
Poccuun, gaengawowmecs paspabotuMkamn  KpUMNTOCPEACTB UM cheunanmsanpoBaHHbIMU
opraHusaunamu, NPOBOAALLUMM TEMATUYECKNE UCCNefOoBaHNS KPUNTOCPEOCTB.

2.6. Mogenb yrpo3 MmoxeT 6bITb NnepecMoTpeHa:

- MO peLleHuo onepaTopa Ha OCHOBE MepuoauyeckM MpoBOAUMBIX UM aHanmsa u
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OUEeHKM yrpo3 6e30nMacHOCTM MepcoHanbHbIX AaHHbIX C y4eToM ocobeHHocTenm u (Mnwn)
N3MEHEHNN KOHKPETHON MH(POPMaLVOHHOW CUCTEMDI;

- NO pesynbTaTaM MepOrnpUATUI MO KOHTPOMK 3a BbINOfMHEHMeM TpeboBaHun K
obecneyveHnto 6e3onacHOCTN NepcoHanbHbIX AaHHbIX Npy X 0bpaboTke B MHGOPMALMOHHOM
cucTeme.

3 MeTtogonorus cdopmmpoBaHus moaenum yrpos

3.1 O6bwwme npMHUMNbI

PaspaboTka mogenu yrpo3 gormkHa 6asnpoBaTbCs Ha Crie4yoLwmx NnpuHUMnax:

1) Be3onacHOCTb MepCoHanbHbIX AaHHbIX Mpyu UX 0bpaboTke B WMH(OPMALMOHHbIX
cuctemax obecneymBaeTca C MOMOLLBK CUCTEMbI 3aLMTbl MEPCOHanbHbIX AaHHbIX (M. 2.2
MeToamyecknx pekomeHgauunn).

2) MNpn dopmupoBaHUM MoOAenNn yrpo3 HeobXOAMMO YYUTbiBaTb Kak  Yrpos3bl,
OCYLLIeCTBIEHME KOTOPbIX HapyLwaeT 6e30nacHOCTb NepcoHasnbHbIX AaHHbIX (danee - npamas
yrposa), Tak W Yyrposbl, cosjawlouwume ycrnosusa Ond MNoABNEeHUs npsMblXx yrpos (ganee -
KOCBEHHbIE Yrpo3bl) UM KOCBEHHbIX Yrpo3.

3) MepcoHanbHble AaHHble obpabaTbiBalOTCA W XpaHATCA B MHGOPMaLMOHHOMN
CUCTEME C UCMNONb30BaHNEM onpeaeneHHbIX MHPOPMALUMOHHBLIX TEXHOMOMMN N TEXHUYECKUX
CcpeacTB, NOPOXAaloLWmMX 00beKTbl 3alUTbl Ppa3fMYHOro YPOBHSA, aTakm Ha KOTopble co3fatoT
NpsiMble U KOCBEHHbIE Yrpo3bl 3aliuLiaeMon nHopmauuu.

4) KpuntocpeacTtBo  WTATHO  (PYHKUMOHMPYET COBMECTHO C  TEXHUYECKUMU U
NporpaMMHbIMM ~ CpPeACTBaMW,  KOTOpble  CMOCOBGHbI  MOBMMATL  Ha  BbIMOMHEHME
npegbsBnseMblx K  Kpuntocpeactsy TpeboBaHMM U KOoTopble  obpasylT  cpeny
dyHKUMOHMpoBaHus kpuntocpeacTtea (COK).

5) Cuctema 3aWmTbl MEPCOHamnbHbIX [OaHHbIX He MoXeT obecneynTb 3awuTy
MHdOpMaUUK OT AENCTBUM, BbINMOMHAEMbIX B paMKax NpeaoCTaBneHHbIX CyObeKkTy AeNCTBUN
NOSTHOMOYMIA (HaNpuUMep, KPUNTOCPEenCTBO He MOXeT obecnevntb 3awmTy UHopMauumn ot
pacKkpbITUS NMLaMKn, KOTOPbIM NPeOCTaBeHo NpPaBo Ha AOCTYN K 3TON nHopmauun).

6) HapywuTteno MoOXeT AEeWCTBOBaTb Ha pasfnMuHbIX 3dTanax >XWU3HEHHOro LuMKna
Kpuntocpeactea n COK (nog aTMMm 3dTanamm B HACTOAWEM [OKYMEHTE MNOHUMAaKTCS
pa3paboTka, nNPOM3BOACTBO, XpaHeHue, TPaHCNOPTUPOBKA, BBOL B 3KCMyaTauuto,
aKcnnyaTauusa NnporpaMmMHbIX U TEXHUYECKUX CpeacTB kpuntocpeacTea u COK).

7) Ons obecnedyeHus 6e3onacHOCTU NepcOoHanbHbIX AaHHbIX Npy nx obpaboTke B
MH(POPMAUMNOHHBIX CUCTEMaX LOSKHbI MCMNOMb30BaTbCA CEPTUMPUUMPOBAHHbBIE B CUCTEME
ceptupukauun SCHE Poccumn  (UmMetowme NOMOXUTESNbHOE — 3aKIloYeHME  AKCMEPTHOM
opraHusauum O COOTBETCTBUM TpeboBaHMAM HOPMAaTMBHbIX AOKYMEHTOB MO 6Ge3onacHoCTU
NMHpopmauun) KpMNToCpeaCcTBa.

B cnyyae oTcyTCTBUS rOTOBbIX CEPTUARULMPOBAHHBIX KPUNTOCPEACTB, PYHKLNOHANBHO
npurogHblx Ansa obecnevyeHna 6e30MacHOCTM NepCoHanbHbIX AaHHbIX Npu Ux obpaboTke B
KOHKPETHOW WH(OPMALUMOHHOM CUCTEMEe, Ha JTane aBaHMpoeKkTa WM  3CKU3HOro
(3CKM3HO-TEXHNYECKOrO) MpoekTa pa3paboTynkomM MHEPOPMALMOHHOM CUCTEMBbI C y4acTuem
onepatopa v npegnonaraemMoro paspaboTumka KpunTocpeacTBa rotoButca ob6ocHoBaHWE
uenecoobpasHocTM pa3paboTkM HOBOro TUNa KpUNTocpeacTBa U onpenensaTcs TpeboBaHus
K ero (oyHKLMOHaNbHbIM CBONCTBAM.

PaspaboTka HOBOro Tuna KpUNTOCPEACTBA OCYLIECTBASIETCA B COOTBETCTBUU C
MonoxeHnem MK3-2005.
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PasnuuyaloT Mogernb yrpo3 BEPXHEro YpoBHS 1 AeTannsmpoBaHHY0 MoAerb Yrpoa.

Mopenb yrpo3 BEpPXHEro YpoBHSI MpefHasHavyeHa AN OnpefeneHnst XxapakTepucTuk
6e3onacHOCTM 3alWMWAeMbliX MNEpPCOHanbHbIX AaHHbIX W OPYrMX OOBLEKTOB  3alUUThI
(npyHuMnbI 2 1 3). 3OTa Mogenb Takke oOnpedensieT WCXOAHble [OaHHble Ans
AeTann3vpoBaHHON MOAENu yrpos.

[eTtanusvpoBaHHas MoAenb Yrpo3 npegHasHadeHa Anst onpegenexHvs Tpebyemoro
YPOBHS1 KpUNTOrpadUyecKkon 3allmnThI.

3.2 MeTtopgonorua coopmMupoBaHUAa Moaenun yrpo3 BepxXHero ypoBHA

dopmMmpoBaHMe Moaenun yrpo3 BEPXHErO YPOBHA OCYLLECTBASIETCS Ha aTane cbopa u
aHanu3a WUCXOAHbIX AdaHHbIX MO  WH(OPMAUMOHHOM CcUCTeMe B COOTBETCTBUM C
yCTaHOBMEHHbIM [lopsagkom.

[na npaBunbHOro onpegeneHust KpUNTocpeacTB, HeobxoauMmblix Ans obecneyeHus
6e30nacHOCTM MepCOoHarnbHbIX AaHHbIX, AOMOMHUTENBHO K AAHHOMY 3Tany NpeabsBhsTCS
cnegyouwmne TpeboBaHus.

OnpeneneHMe ycn03m7| co3gaHnA N ncnosnb3oBaHUA NepCoHalNIbHbIX AAaHHbIX

[omKHbl ObITb ONMUCaHbl YCIOBUS CO34aHNSA U UCMONb30BaHNS NEPCOHAnNbHbIX AAHHbIX.
[ns aToro onpeaensaTCs:

- cyObeKTbl, co3gatoLme nepcoHarnbHble AaHHbIe (B KAYECTBE TAKOro CyObekTa MOXeT
BbICTyNaTb NWLO WNM ero npeacTaBuTeflb B BUAE NPOrPaMMHOINO0 WU TEXHUYECKOro
cpencrtea);

- CyOBbeKTbl, KOTOPbIM NEPCOHarnbHbIE AaHHble NPpeAHa3HaueHbl;

- NpaBuna gocTtyna K 3almwaemon nHdpopmaumu,

- WH(pOPMAaUMOHHbIE TexHomnormn, 6a3bl  AaHHbIX, TexXHU4Yeckne CpeacTBa,
ncnonb3yemble Ans co3gaHusa n 06paboTkn NepcoHanbHbIX 4aHHbIX;

- ucnonb3dyemble B Mpouecce COo3daHust U UCMOSb30BaHMA MEepPCOHanbHbIX AaHHbIX
00beKTbl, KOTOpPble MOryT ObiTb OObeKkTamu yrpos, co3garolMMn yCroBuUs AN NOSIBIIEHUS
Yyrpo3 nepcoHanbHbIM OaHHbIM. Takoro poga obbektamum MoOryT ObiTb, Hanpumep,
TEXHUYECKNE M NporpaMmMHbIE CpeacTBa.

CteneHb [peTtanu3auuMm oOnNucaHWA [OOMMKHA OblTb AOCTATOYHOM ANS BbIMNOSIHEHUSA
ocTanbHbIX TpeboBaHun K aTany cbopa M aHanmMsa UCXOOHbIX AAHHbLIX MO UHAOPMALMOHHOMN
cucteme.

OnucaHue ¢hopm NpeacTaBneHusi NepcoHanbHbIX AAHHbIX

[MepcoHanbHble [aHHble WMEKT pasnuyHble opmbl  npeacTaBneHns (popmbl
dukcauumn) ¢ y4eToMm UCMNONb3yeMbiX B WH(POPMALMOHHON cucTemMe WHEHPOPMALMOHHbIX
TEXHOSIOMMM N TEXHUYECKUX CPEeaCTB.

Heobxogumo paTtb onucaHve 9Tux opm npeacrasneHms (popm  dumkcaumm)
nepcoHanbHbIX AaHHbIX. K Takum popmam oTHoOCATCA ob6nacTu onepaTtMBHOM NamMaTh, dhannel,
3anucu 6a3 gaHHbIX, NOYTOBbLIE OTNPABMAEHUS U T.4.

OnucaHue nHcpopmaumm, conyTCTBYHLEN NpoLeccam co3faHUAa U UCNONb30BaHUA
nepcoHanbHbIX JaHHbIX



Ha ocHoBe aHanusa ycnoBui cO3gaHUS M UCNOSIb30BaHUSA MNEPCOHAsbHbIX OaHHbIX
AomkHa ObITb onpegeneHa uMHdOpMauMs, CONyTCTBYKOLWAA MpoueccaMm Cco3fgaHus w
NCNONb30BaHMA NepcoHasnbHbliX AaHHbIX. [1pyu 9TOM npeacTaBnsieT WHTepec TOMbKO Ta
NMHpopmauus, KoTopas MOXET OblTb 06BbEKTOM Yrpo3 u NnoTpebyeT 3alumThbl.

K ykazaHHOM nHdOpMaLnKn, B YaCTHOCTU, OTHOCUTCH:

- KNtoYeBad, ayTeHTMMLMpyoLwas 1 naposibHaa nHopMauusa KpunTocpeacTsa;

- Kpuntorpaduyeckn onacHas nHpopmauma (KOW);

- KOH(pUrypaumoHHasa nHpopmaums;

- ynpaenswowas nHpopmauus;

- MHbopMaUnA B INEKTPOHHbLIX XXypHanax pernctpaumu;

- noboYHble curHanbl, KOTOpble BO3HMKAT B npouecce YHKLMOHMPOBAHNSA
TEXHUYECKUX CPenCTB U B KOTOPbIX MOMTHOCTBID UMM YaCTUYHO OTpaXKakTCs nepcoHarnbHble
AaHHble NNy apyrasa 3almwaemMas MHopmaums;

- pesepBHble KonNuM annoB C 3awmwiaemMon uHGoOpmMauuen, KoTopble MOoryT
co3gaBaTbCs B npouecce 06paboTku aTnx annos;

- ocTaTto4yHas MHdopmaums Ha HoCUTenNsIX MHopMauuu.

B Tex cnyyasx, korga mogernb yrpo3 paspabaTbiBaetca nuuamu, He ABRSOWUMUCA
cneunanuctamm B obnactu  3aWwuTbl  MHOPMauUuKW, pPeKoMeHOyeTCA  OrpaHuYnUTbCH
npuBe4eHHbIMU Bbille npumepamMu MHGOpMaumm, CONyTCTBYIOLLEN MNpoueccaM Cco3faHus U
NCNONb30BaHMS NEePCOHarbHbIX AAaHHbIX.

Paspabotumkun mogenu yrpos - cneumnanuctsl B obnactu s3awuTsl MHPoOpMaumm mMoryT
YTOYHUTb YKa3aHHbIN BbllLe nepeyvyeHb MHopMauum, CoOnyTCTBYOLWEN npoLeccam co3fgaHus u
NCNONb30BaHMSA NepcoHarbHbIX OaHHbIX, C NPUBEAEHNEM COOTBETCTBYHOLUMX OBOCHOBaHUMN.
PekomeHayeTca ykazaHHOE YTOYHEHUE AenaTbh TOMbKO B criydae HeobxoanmMocTu pas3paboTkm
HOBOrO TUNa KpMNTOCPEACTBA.

YTOYHEHME nepeyHs WHgopMauuKn, COMyTCTBYKOLLEN MpoueccaM Co3gaHus WU
NCNOSIb30BaHMSA NePCOHarnbHbIX AAaHHbIX, OSPKHO OCYLLECTBNATLCH NyTEM:

- UCKIOYEHMST TUMOB paccMaTpuBaeMon MHPOPMaLMN U3 YKa3aHHOrO Bbille NepeydHs,
KOoTopble SABNANOTCA M3ObITOYHBIMW B CUMy CNEUNUKAN KOHKPETHOW WHAOPMALNOHHON
CUCTEMBI;

- KOHKpeTu3auum u [peTtanu3aumm He UCKMYEHHbIX TUMOB paccMaTpyvBaemMoun
NMHOPMaUUKM C y4eTOM KOHKPETHbIX YCIOBUI SKCNNyaTaumm MHPOPMaLUOHHOM CUCTEMBI;

- ONMCaHUA TUMNOB paccMaTpmBaeMon WH(OpMauUKN, He yKasaHHbIX B NpUBESEHHOM
BblLle NepeyHe.

OnpepgeneHue xapakTepucTuk 6e3onacHocTun

Heobxoanmo onpenenutb XapakTepuctvkm 6e30nacHOCTU He TOMbKO NepCOHarbHbIX
AaHHbIX, HO N XapakTepuUCTUKM BGe3onacHOCTU BCeX OOBbEKTOB, KOTOpble ObinM onpeneneHbl
KakK BO3MOXHbl€ OObEeKTbI Yyrpos.

OCHOBHbIMM  (KNaccuMyeckumu)  xapaktepuctmkamm  6e30MmacHOCTU  SABMSHOTCS
KOH(pMOEeHUMANbLHOCTb, LENOCTHOCTb U AOCTYMNHOCTb.

B pononHeHve K nepeyncrneHHbIM Bbllle OCHOBHbIM XapakTepuctukam 6e3onacHoCcTm
MOryT paccMmaTpuBaTbCs TaKkKe W Opyrne xapakrtepuctukm 6esonacHocTtn. B yacTHocTu, K
TakuM XapakTepuUCTMKaM OTHOCATCA HeoTkadyemocTb*(35), y4yeTHocTb*(36) (MHorga B
KayecTBe CUMHOHMMA MWCNOoSb3yeTcd TepMUH "MOOKOHTPOSIbHOCTL"), ayTEeHTUYHOCTL*(37)
(vHOrga B KayecTBe CUHOHWMA MCMNOMb3YeTCA TEPMWUH "OAOCTOBEPHOCTb") M ageKkBaTHOCTb
*(38).



[MprBeOEHHbIN CNNCOK XapakTepucTuk 6e30nacHOCTM He SBMAETCA MCHEpPMbIBAOLLMM.
Bo3amoxxHOCTb 60nbLIOrO 4ucra XapakTepucTuk 6Ge3onacHOCTU KpoeTcs B onpeaeneHun
NOHATMA "XapakTepucTuka 6esonacHocTn obbekTa":

"xapaktepucTtuka 6esonacHocTn obbekTa - TpeboBaHne K OOBEKTY, UMK K YCNOBUSM
€ro co3fiaHus 1 CyLeCTBOBaHUSA, U K MHpopmauumn o6 o6beKTE 1 YCIOBUSAX ero CO34aHus U
CYLLIeCTBOBaHUSA, BbIMNOMHEHME KOTOPOro Heobxoammo aAna obecnedyeHus 3allmLLEeHHOCTU
XM3HEHHO BaXKHbIX NUHTEPECOB NMNYHOCTU, 0bLLEeCcTBa Unu rocygapcrea’.

Kak npaBuro, ycnosusa cosgaHusa n CyLecTBOBaHUA pearibHbIX 00beKTOB AOCTaTOYHO
CMNOXHbI U, KaK CneacTeme, K HAM MOXHO NpeabsiBUTb AOCTAaTOMHO MHOIO CaMbIX PasfinyHbIX
TpeboBaHWi.

Tak kak yrposa 6Ge3onacHOCTU ob6bekTa - BO3MOXHOE HapylueHUe XapaKTepUCTUKM
BGe3onacHocTM o0ObekTa, TO MNepedYeHb BCEX XapaKTepuctuk 6es3onacHOCTUM Ans  BCeX
BO3MOXHbIX 0OBEKTOB Yrpo3, Mo CyTu, onpegenseT MOAesnb Yrpo3 BEPXHErO YPOBHS.

Hanpumep, ecnn B IHOPMaLMOHHOM cucTeme TpebyeTca obecnevnTb TONbKO 3aluunTy
OT YHUYTOXEHUS, LIENOCTHOCTb M AOCTYNHOCTb 3alymuaemMon mHdgopmaumm (B KayecTse
BO3MOXHOI0  nNpumMepa  TakoM  MH(OPMALMOHHOM  CUCTEMbI  MOXHO  MPUBECTU
WHPOPMALUMNOHHYKDO  CUCTEMY  LUKOMBHOrO  yyuTend, cogepxailyio  obuwenocTyrnHble
nepcoHanbHble [daHHble Yy4yallmMxcs), TO MoAeflb Yrpo3 BEPXHEr0 YPOBHSA COOEPXUT
cnefylownn nepeyeHs yrpoas:

- Yrpo3a YHUYTOXEHUS 3alumLaemMomn nHdopmaumu,

- Yrpo3a HapyLleHUs LenoCTHOCTH 3awuaeMon nHdopmMmauuu;

- Yrpo3a HapyLleHna OCTYNHOCTM 3almiaeMon nHpopmaumm.

3.3 MeTtoponorusa ¢popmmpoBaHusi AeTanMaMpoBaHHOU MoAenu yrpos

CornacHo npuBegeHHomy B 3akoHe Poccuinckon Pepepaumm "O 6esonacHocTn"
onpegeneHuto noHaTus "yrposa 6GesonacHocTn", HeobxoguMmo onpenenuTb COBOKYNMHOCTb
YyCrnoBun 1M aKkTOpOB, CO34AKLINX OMACHOCTb HapyLUEeHWS XapakTepuctuk 6e3onacHocTu
BO3MOXHbIX OOBEKTOB yrpo3. 3TO WM eCcTb coaepxaHue paboT no co3gaHuio
AeTann3npoBaHHOW MOAENN yrpoa3.

MoOXHO npuBECTM MpuMepbl, Koraa LenecoobpasHo co3gaHue Moaenen yrpos
HECKONbKMX YPOBHEN AeTannsaunmn.

OueBnOHBIM MPUMEPOM MOXET CNYXWUTb OOBLEKT Yrpo3, NPeacTaBNSOWUA CIOXHYH
TeppuTopuanbHO pacnpeneneHHyl0 aBTOMaTU3NPOBAHHYKD CUCTEMY, AN KOTOPOW YCNoBUS
PYHKUMOHNUPOBAHMS  Pas3NUYHbIX COCTaBHbIX YacTeW CUCTEMbl MOFYT  CYyLIECTBEHHO
pasnuyatbcs. [lpn aHanmM3e TakoW CUCTEMbl, Kak NpaBWUMO, WCMONb3yeTcs MpPUHLMN
JEeKOMMo3nLUuM CrnoXxHoro obbekTa. Ecnm e cocTaBHble 4acTU CUCTEMbl Takke BecbMa
CNOXHbI, TO X aHann3 cHoBa NoTpebyeT MCNOoNb30BaHNE NPUHLMNA EKOMMO3NLINN CIIOXHOTO
obbekta. B paccmatpuBaemom cnydae uenecoobpasHo co3gaHue Mmogenen yrpos ans
Kaxkgoro obbekTa, nonyyarLwerocs B npouecce 4eKOMMNO3ULMMN.

Mpwn onpeneneHnmn yrpo3 6esonacHoCT o6bekTa cneayeT pasnuyathb:

- Yrpo3bl, HE SABMSOLMECS aTaKoMW;

- aTaku.

PekomeHayeTca uMCnonb3oBaTb CReAylLWyl CTPYKTYpY Yrpo3, He SBMSHOLWMXCS
aTtakamu:

- Yrpo3bl, He CBsi3aHHble C [OEATENbHOCTbIO 4YeroBeka: CTUXUKHbIe 6encTBus wn
NpUPOAHbIE SBNEHUS (3EeMNETPACEHNS, HABOOHEHUS!, yparaHbl 1 T.4.);

- Yrpo3bl couUManbHO-MONMMTUYECKOrO XapakTtepa: 3abacToBku, caboTax, NokalbHble
KOH(NUKTBI U T.4.;
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- OWMBOYHbIE OENCTBUS U (UNN) HapyLeHWs Tex UNu WHbIX TpeboBaHuin nuuamu,
CaHKLUMOHUPOBAHO B3aMMOAEWNCTBYOLMMM C BO3MOXHbIMM ObbekTammn yrpos. Ecnu,
Hanpumep, B KadecTBe oObekTa yrpo3 BbICTyNaeT aBTOMATU3MPOBAHHAA cuUCTeMa B
3awmieHHom mucnonHeHnn (AC3U), To K Takmm OEeNCTBUSIM U HapyLUEHUsIM, B 4aCTHOCTW,
OTHOCATCS:

O HenpeayMbILIEHHOE UCKaXKeHWe Unu yaaneHue nporpaMmHbix komnoHeHToB AC3U;

O BHeZpEHMe N UCMOSNb30BaHNE HEYYTEHHbIX NPOrpamm;

O WrHOPMPOBAHWE OpPraHU3auWOHHbIX OrpaHMyeHun (YyCTaHOBMEHHbIX MpaBurl) npu
paboTe ¢ pecypcamm AC3W, Bkntovasi cpeacTtsea 3almTbl Hpopmauun. B yacTtHocTu:

- HapyLUleHWe NpaBuI XxpaHeHNs NHoOpMaLUnn orpaHNYEHHOro A4OCTyNna, NCNOoSb3yeMoun
npu aKcnsyatauuu cpencts 3awuTbl MHGopMauum (B YaCTHOCTU, KITHOYEBOMW, MApPOSIbHON U
ayTeHTUUUMpYyoLen nHgopmaummn);

- NpegocTaBneHne NOCTOPOHHUM NLAaM BO3MOXHOCTU AOCTynNa K cpeacTBaM 3aliuThbl
MHopmauuK, a TaKke K TeXHUYECKUM U NPOrpaMMHbIM CpeacTBam, CNOCOBHbIM NOBANATL Ha
BbINOSTHEHNE NPEABbABNSAEMbIX K CPeACTBaM 3alLnTbl MHOPMaL MM TpeboBaHWiA;

- HacTpomka W KOHUrypupoBaHue cpeactB 3awmtbl MHoOpMauum, a TaKke
TEXHUYECKMX U  NPOrpamMMHbIX CPeACTB, CMOCOOHbLIX MNOBMUATL Ha  BbINOJSTHEHUE
npegbsBnsemMblX K CcpeactBaMm  3awuTbl  MHGoOpMaumm TpeboBaHUW, B HapylleHue
HOPMATUBHbIX N TEXHUYECKMUX AOKYMEHTOB;

- HecoobuweHne o akTtax yTpaTbl, KOMOPOMETAUUW KIHOYEBOMW, MNAPOSIbHOM W
ayTeHTUuuupyowen nHhopmaumm, a TaKke nbon gpyron MHGOpPMaLMM OrpaHUYEHHOro
poctyna.

- YrpO3bl TEXHOTEHHOMO XapakTepa, OCHOBHbIMU N3 KOTOPbIX ABMNAOTCS:

O aBapuu (OTKMOYEHME IJNEeKTPONUTaHUS, CUCTEMbl 3a3eMrleHus, paspylleHne
NHXEHEPHbIX COOPYXXEHUN U T.4.);

O HeucnpaBHOCTK, cbon annapaTHbIX CPEeACTB, HECTabULHOCTb NapamMeTpPOB CUCTEMbI
3NEKTPONUTaHWs, 3a3eMSieHns U T.4.;

O NOMEXM 1 HaBoOKW, NpuBoasLmne K cbosim B paboTe annapaTHbIX CPEACTB.

CnegyeT OTMeTUTb, YTO, Kak NpaBuso, 3awmTa OT Yrpo3, He ABNSALWUXCA aTakamu, B
OCHOBHOM  pernamMeHTUpyeTcss WHCTPYKUMAMU, pa3paboTaHHbIMW U YTBEPXAEHHbIMU
onepatopamMn C Yy4eToM OCOBEHHOCTeEN aKcnnyaTaumm WHAGOPMALMOHHBIX CUCTEM U
AENCTBYOLLLEN HOPMATUBHOW 6a3bl.

Kak nokasan M1MpoBOM M OTEYECTBEHHBIN OMbIT, aTakn ABASTCA Hanboree onacHbIMU
yrpo3ammn (470 OOYCNOBNEHO WX TWATENbHOW MOArOTOBKOW, CKPbITHOCTBIO NPOBEAEHUS,
ueneHanpaBneHHbIM BbIDOPOM 00BHEKTOB U Lenen aTak).

ATakun roToBATCA M NPOBOAATCA HapyluMTenem, npuyeM BO3MOXHOCTU MpOBeOeHUSN
aTak 0OycnoBfieHbl BO3MOXHOCTAMM  Hapywwutens. WHbiMu  cnoBamMu, KOHKpPETHbIe
BO3MOXHOCTU HapyLlMTensi onpedensitoT KOHKPETHble aTaku, KOTOpble MOXET MpoBecTu
HapyLmTenb.

Ho Torga c yyeTom onpegeneHusi noHATUS "Modenb Hapywutensa" Bce BO3MOXHbIe
aTaku onpeaensitoTca MOAENbI0 HapyLUMTENS.

Mogenb HapywwuTens TeCHO CBfA3aHa C MOAEenbk Yrpo3 WU, No CyTu, SBMSeTCH ee
YacTblo. CMbICNIOBbLIE OTHOLLEHUS MEXAy HUMW cregywowme. B mogenu yrpo3 cogepuTcs
MaKkCMManbHO MOfIHOEe onucaHuve yrpo3 6esonacHocTn ob6bekta. Mopgenb HapywuTens
COOEPXUT OnmncaHue NpeanosioKEeHUs O BO3MOXHOCTAX HapyLUUTENS, KOTOPble OH MOXEeT
nucnonb3oBatb ANA pas3paboTkm U NpoBedeHUs aTak, a Takke 00 OrpaHuMyeHusax Ha 3Tu
BO3MOXXHOCTM.

3.4 MeTtogonorusa coopmMmupoBaHua moaenun HapyLlmTens



CornacHo nocnegHemy u3 onpegeneHHbix B n. 3.1 MeTogudeckux pekoMeHgauumn
NpuHUMNY (NPUHLKUN 7) HapylwmnTenb MOXET OeNCTBOBATb Ha pasnUYHbIX 3Tanax XU3HEHHOro
unkna kpuntocpeactea u COK (nog atmmm aTanamy B HACTOSILLEM OOKYMEHTE MOHMMAOTCS
pa3paboTka, MNpPOM3BOACTBO, XpaHEHWe, TPaHCMOPTUPOBKA, BBOL B 3KCMAyaTauuio,
aKcnnyaTaums NporpaMMHbIX M TEXHUYECKMX cpeacTB kpuntocpencts n COK).

dTtanbl pa3paboTku, NPOU3BOACTBA, XPaHEeHUsl, TPaHCNOPTUPOBKU, BBOAa B
3KcnnyaTaumio TeEXHUYECKUX U NPorpaMMHbIX CpeAcTB Kpuntocpeactsa u COK

Ha aTtanax pa3paboTkM, npou3BOACTBA, XPaHEHWs, TPaHCMOPTMPOBKW, BBOOA B
3KcnnyaTaumio TEXHUYECKMX U MpOorpamMMHbIX cpeacTB kKpuntocpeactsa n COK obpaboTka
nepcoHanbHbIX AaHHbIX He npou3BoauTcs. NMoaTomy ob6bekTamm atak MoryT ObiTb TOSMbKO
caMu 3TK CpeacTBa U AOKYMEHTaUNA Ha HUX.

B cBA3M C N3NOXEHHbIM Ha yKa3aHHbIX 3Tanax BO3MOXHbI CrieAytoLLne aTtaku:

- BHeceHuWe HeraTuBHbIX (PYHKUMOHANbHbLIX BO3MOXHOCTEW B TEXHUYECKne U
nporpamMmHble KOMMOHEHTbI KpuntocpeactBa u COK, B TOM 4ucrne C MCNONb30BaHUEM
BPEOOHOCHbIX NporpaMmm (KOMMbITEPHbLIE BUPYCHI, "TPOSAHCKME KOHU" U T.A4.);

- BHECEHMNE HECAHKUMOHMPOBAHHbIX U3MEHEHUIN B OOKYMEHTaLMIO Ha KpMNTOCPEeLCTBO
N TEXHUYECKNE N NPOrpaMMHbIE KOMMNOHEHTLI CPK.

HeobxoaumMo OTMETUTb, YTO YKa3aHHble aTaku:

- Ha 93Tanax paspaboTkM, NPOM3BOACTBA W TPaAHCMOPTUMPOBKM TEXHUYECKUX U
nporpamMmMHbIX cpeacts kpuntocpeactea n COK moryT npoBoAMTbCA TONMbKO BHE 30HbI
OTBETCTBEHHOCTU ornepaTopa;

- Ha 3Tane XpaHeHWsa TEXHUYECKMX U MporpamMMHbIX cpeacTB Kpuntocpeactsa n COK
MOTYT NPOBOAUTBLCA KaK B 30HE, TaK M BHE 30HbI OTBETCTBEHHOCTU OnepaTopa;

- Ha 9Tane BBOAA B JKCMMyaTauml TEXHUYECKMX W NPOrpamMMHbIX CPencTB
KpuntocpeacTtea n COK moryT npoBOoANTLCS B 30HE OTBETCTBEHHOCTM OornepaTopa.

B cBA3M ¢ n3noxeHHbIM onepaTopbl 4OMKHbI NPeayCMOTPETb MePbl KOHTPONS:

- COOTBETCTBUA TEXHUYECKMX M MPOrpaMMmHbIX cpeacTts kpuntocpeactsa n COK u
AOKYMEHTauun Ha 3TM Ccpeactea, NOCTynawwmx B 30HY OTBETCTBEHHOCTM onepaTopa,
3TanoHHbIM obpasuam (Hanpumep, onepaTtop AOMMKeH TpeboBaTb OT NOCTABLUMKOB rapaHTui
COOTBETCTBUA TEXHMYECKMX W MporpaMMmHbIX cpeactB kpuntocpeactBa m COK  u
AOKYMEeHTauun Ha 3TM Ccpeactsa, MNOCTynawwmx B 30HY OTBETCTBEHHOCTM onepaTopa,
3TanoHHbIM obpasuamMm MM MexaHuM3Mbl KOHTPOSS, MO3BOMsSLWME onepaTopy YCTaHOBMUTb
CaMOCTOATENBHO Takoe COOTBETCTBME);

- LENOCTHOCTM TEXHUYECKMX W MNpOrpaMMHbIX cpenctB kpuntocpeactea n COK u
AOKYMEHTauun Ha 3TU CpeactBa B Mpouecce XpaHeHUMs M BBOAA B IKChnyaTtaumioo 3TUX
CpeAacTB (C UCMonb30BaHMEM KakK MEXaHU3MOB KOHTPOSS, OMUCaHHbIX B OOKYMEHTaLuu,
HanpyMmep, Ha KPWUNTOCPEACTBO, TaK W C  WCMONb30BaHWEM OpPraHM3auMOHHbIX U
OpraHn3auUnoOHHO-TEXHMYECKMX Mep, pas3paboTaHHbIX onepaTtopoM C y4vyeToM TpeboBaHuMi
COOTBETCTBYHOLUNX HOPMATUBHbBIX U METOOUYECKUX OOKYMEHTOB - CM. M. 2.1 MeTogudeckmx
pekomMeHaauumn).

JTan 3Kcnnyatauum TeXHMYeCKUX U NporpaMMHbIX cpeacTB Kpuntocpeactea u COK

ATtaka kak noboe ueneHanpaBfieHHOe [OeucTBue Xapaktepunsyetca pdanom
CyLleCTBEHHbIX MPU3HaKOB. K atum CyweCTBEHHbIM MpPU3HaAakKaM Ha J3Tane J3Kcrnyartauum



TEXHUYECKUX M NMporpamMHbIX cpeacTtB kpuntocpeactsa n COK BnonHe eCTeCTBEHHO MOXHO
OTHeCTHU:

- HapywuTens - cybbekTa aTaku;

- O6beKT aTaku;

- Lenb ataku;

- UMEIOLLYIOCS Y HapyLmMTensa nHgopmMauuio 06 obbekTe aTaku;

- UMeKoLLMECs Y HapyLUMTens cpeacTBa aTaku;

- KaHan aTaku.

Bo3amoxHble 06bekTbl atak M LenuM atak onpeaendalTcs Ha atane (opMUpOBaHUS
MOZENN yrpo3 BEPXHEro YPOBHS.

Mpn onpepeneHnn OOGBLEKTOB aTak, B YACTHOCTW, AOSMKHbI OblTb PACCMOTPEHbI Kak
BO3MOXHble OOBbEKTbl aTtak W npu HeobXoOUMOCTU  KOHKPETM3MPOBaHbl C  y4EeTOM
Ncnonb3yemMbiX B MHOPMALIMOHHON CUCTEME UH(POPMALMOHHBIX TEXHOMOMMN N TEXHNYECKNX
CpeacTB crieayowime o6bekTbl:

- OKYMEHTaumMsa Ha KpUNTOCPEACTBO M Ha TEXHUYECKME M NPOorpamMMHble KOMMOHEHTbI
CoK;

- 3almLLaeMble nepcoHaribHble JaHHbIE;

- KMoYeBas, ayTeHTUMUMpYoLLas 1 naponbHasa nHopmauus;

- Kpuntorpaduyeckn onacHas nHpopmauma (KOW);

- KPMNTOCPEACTBO (NPOrpaMMHbIe M annapaTHble KOMMOHEHTbI KpUNTOCPEACTBA);

- TEXHMYECKMe N NporpaMmmMHble KOMNOHEHTbl COK;

- AaHHble, NepefaBaeMble MO KaHanaMm CBS3M;

- MOMeLLEHNs:, B KOTOPbIX HaxoAaATCA 3aluuaeMblie pecypcbl WMH(OpPMaLMOHHOM
CUCTEMBI.

B Tex cnyyasx, korga mogenb yrpo3 paspabaTtbiBaetca nuuamu, He ABMSOWUMUCA
cneuvanuctamm B obrnactv  3awmtbl  MHOpMauuK, pPeKoMeHAYeTCA  OrpaHUYUTbCS
npvBeAEeHHbLIMM BbILLIE NPUMEpPaMmn BO3MOXHbIX OO bEKTOB aTak.

Paspabotumkun mogenu yrpos - cneumnanuctbl B obnactu 3awuTsl MHGoOpMaumm mMoryT
YTOYHUTb YKa3aHHbIA Bbllle MNepeyYeHb BO3MOXHbIX OOBLEKTOB aTak C npuBegeHuEM
cooTBeTCTBYHOLWNX 060CHOBaHWA. PekomeHnayeTcs ykasaHHOe yTOuHeHue AenaTb TONbKO B
cnyyae HeobxooMMocCTH pa3paboTkyM HOBOro TUMNa KpUNTocpeacTBa.

YTOYHEHME nepeyvHsi BO3MOXHbIX 00EKTOB aTak AOJIPKHO OCYLLLECTBASATLCSA NyTEM:

NCKITIOYEHNs OOBEKTOB aTak M3 YKa3aHHOrO BbIE MNEPEYHs, KOTopble SABNAKTCA
N30bLITOYHBbIMM B CUNY CNEUNdUKN KOHKPETHON MHGOPMALMOHHOW CUCTEMBI;

KOHKpeTU3auumn n getanmsaumm He UCKMOYEeHHbIX OOGBHEKTOB aTak C Y4eTOM KOHKPETHbIX
ycnosuu akcnnyataumm nHopMaunoHHOW CUCTEMDI;

onucaHust 06bEKTOB aTak, He YKa3aHHbIX B MPMBEAEHHOM BblIlLE NEepeYHe.

C y4eTOM U3NOXEHHOro MOAENb HapyLLMTensa Ang atana aKkcniyataumum TEXHUYECKNX U
nporpaMmMHbIX cpeacTB kpunTocpeacTea u COK gomkHa MMETb CreayoLLyio CTPYKTYpPY:

- onucaHune HapylwmTenen (CybbekToB aTak);

- NpegnonoXxeHus ob nMmerLwencs y Hapywmtens nHgpopmauum o6 obbekTax aTak;

- NpeanonoXeHnsa 06 NMEKLLNXCA Y HapyLLIMTens cpeacTBax aTak;

- OnNucaHne KaHanos aTak.

OnucaHue HapywuTtenen (CybbLeKToB aTak)

Hl,Hz,-- HG-

1) PasnuyaloT WwecTb OCHOBHbIX TUMOB HapyLUIUTENnen:

He

I'Ipep,nonaraeTc;l, YTO HapywuTennm Tuna H5 " MOryT CTaBUTb paGOTbI no



co3gaHuto  cnocoboB M CpedcTB  aTak B HayyHO-UCcrnegoBaTenbCKUX — LEeHTpax,
crneunanuanpyroLmxcsa B obnactu paspaboTkm n aHanmsa kpuntocpencts n COK.

H.
BO3MOXHOCTV HapywwmTens Tuna ' *1 BknioyatoT B cebsi BO3MOXKHOCTM HapyLUUTEss
tana i (1<i<5)
Ecnn BHeWHWA HapylwmTens obnagaeT BO3MOXHOCTAMU MO CO3[A@HWI0 CrocoGoB

NnoaroToBKW aTak, aHanormyHbiIMWU COOTBETCTBYIOLLMM BO3MOXHOCTSIM HapylwimTens tuna H;
(3a uMCKnYeHMeM BO3MOXHOCTEW, NpefocTaBnseMblX MpebbiBaHMEM B MOMEHT aTaku B
KOHTPONMPYEMOWN 30HE), TO 3TOT HapylwuTenb Takke byaeT ob6o3HavaTbCA Kak HapyLlmTernb
Tnna Hi (2§|§6)

2) JaHHbIn pa3gen mogeny HapyLumnTenst AOSKEH coaepXaTb:

- nepeyeHb LU, KOTOpble He paccMaTpuBalTCad B KavecTBe MNOTeHUManbHbIX
HapyLwmTenen, 1 o060CHOBaHWE 3TOro NepeyHs (nNpyu HeobxoanMoCTH);

- MpeanonoXeHne O HEBO3MOXHOCTU CroBopa HapywwuTenem (ana Bcex TUMnoB
HapyLmTenen) unn nNpeanonoXeHnsi 0 BO3MOXHOM CroBOpe HapyluMTenem m o xapakrepe
CroBopa, BKMOYad MepevncrieHe [OOMNOSIHUTENbHbIX BO3MOXHOCTEW, KOTOpble MOryT
NCronb30BaTh Haxo4sWMeca B CroBOpe HapywmTenu Ons noAroToBKM U NpoBefeHUs aTak

(ans HapywwuTenen Tuna Hy _ He ).

MpumeyaHue

[aHHbIN pa3gen Mogeny HapywmnTerns UMeeT crnefylollee TMNoBoe coaepXaHue.

CHavana Bce duamyeckme nvua, UMerolme AocTyn K TEXHUYECKMM MU NPOrpaMmMHbIM
cpencTBaM MHAOPMAaLNOHHOM CUCTEMBI, Ppa3fendaTcs Ha creaylowme KaTeropum:

- Kateropus | - nMua, He wuMelOWwMe npaBa [[OCTyna B KOHTPONMPYEMYKD 30HY
MHOPMALNOHHOM CUCTEMBI;

- Kateropu4a Il - nMya, uMMmelwmne npaBO MNOCTOSHHOMO WK pasoBOro [[OCTyna B
KOHTPOSNIMPYEMYIO 30HY MH(POPMALIMOHHON CUCTEMBI.

[lanee Bce noTeHUManbHble HApPyLWNTENN NOAPA3LAENATCS Ha:

- BHELLHMX HapyLuTenen, OCyLEeCTBISIOWMX aTakn n3-3a NpegenoB KOHTPoOnMpyemMomn
30Hbl NHOPMALIMOHHON CUCTEMBI,

- BHYTPEHHUX HapylwmTenen, OCYLECTBASWNX aTaku, Haxoascb B npegenax
KOHTPONUPYeMOWN 30HbI NHPOPMALIMOHHON CUCTEMBI.

KoHcTaTtunpyeTtcs, 4To:

- BHELWHMMM HapywuTensMmm MOryT ObiTb Kak nuvua kateropmda |, Tak 1M nuuya
kateropusa Il;

- BHYTPEHHUMW HapyLLUMTENAMM MOryT ObiTb TONBKO Nuua kateropum ll.

[aeTcsa onucaHve npuBuUIErMpoBaHHbIX Nonb3oBaTenen MHAPOPMALMOHHOW CUCTEMDI
(4neHoB rpynnbl agMUHUCTPATOPOB), KOTOPbIE Ha3Ha4alTCA U3 4ncra ocobo AOBEPEHHbIX
L, 1 OCYLLECTBASIIOT TEXHUYECKOE OOCNyXMBaHME TEXHUYECKMX U MPOrpamMMHbIX CPencTB
kpuntocpeactea n COK, Bknwovas Mx HACTPOWKY, KOHUIypupoBaHMe W pacnpepeneHue
KNYEBOW JOKYMEHTaUMN Mexay HenpuBuUnernpoBaHHbIMU NOMb30BaTENAMM.

Hanee cnepyet 060CHOBaHME UCKMIOYEHUS TEX UMK UHBIX TUNOB nuy, Kateropum Il n3
yucna noTeHumanbHbIX HapywuTenen. Kak npaBuno, npuBUIErMpoBaHHblE MOfb3oBaTeNn
MHOPMALNOHHOM CUCTEMBI UCKITHOYAKTCA U3 YUCHa NOTEeHUWanbHbIX HAapyLUUTENen.

W, HakoHeL, paccMmaTpmBaeTCcs BONPOC O BO3MOXHOM CrOBOpE HapyLUUTESEN.

MpeanonoxeHusi 06 MMeloLWencs y HapylwuTens nHopmaumm o6 o6bekTax aTtak



[aHHbIn pa3gen mogeny HapywmnTerns OOMKeH coaepXaTb:

- npegnorioxXeHue O TOM, YTO MOTeHuuanbHble Hapywmtenu obnagalT Bcew
WHpopmauuen, HeobxoaMMOW [Ns MOArOTOBKM W NPOBEAEHUS aTak, 3a WCKAYEeHUeM
MHopMauuKn, OOCTyn K KOTOPOM CO CTOPOHbI HapyLUMTENs UCKNYaeTCcss CUCTEMOWN 3alUnThbl
MHdopMauuK. K Takou MHdopMauuu, Hanpumep, OTHOCUTCA naponbHas,
ayTeHTUuumpyroLasa n kndesas nHpopmauus.

- 00OOCHOBaHHbIE OrpaHN4YeHMs Ha CTeneHb WHPOPMUPOBAHHOCTN HapylUTEns
(nepeyeHb cBedeHW, B OTHOLIEHUMM KOTOPbIX npejnonaraeTcs, YTO OHM HapyLuTernto
HEOOCTYIHBbI).

MpumeyaHue
OBOCHOBaHHblEe OrpaHU4YeHUs Ha CTeneHb MHPOPMUPOBAHHOCTU HapyLUUTENs MoryT
CYLLIECTBEHHO CHM3UTb TpeboBaHMSA K KpMNTOCPEACTBY Npu ero paspaboTke.

Mpn onpegeneHnn orpaHUYeHUn Ha cTeneHb MHOPMUPOBAHHOCTU HapyLuTens, B
YaCTHOCTW, OOMMKHbI OblITb PACCMOTPEHbDI CrieayoLmMe CBEAEHMS:

- cogepxaHue TexXHUYEeCKOW [OOKYMEeHTauuMm Ha TexHU4eckue u nporpaMmMmHble
KOMMOHeHTbl COK;

- JONroBpPEMEHHbIE KITH04YM KPUNTOCPEACTBa;

- BCE BO3MOXHble AaHHble, nepedaBaeMble B OTKPbITOM BMAE NO KaHanam CBSA3W, He
3allnLLEHHBIM oT HeCaHKLUMOHUPOBaAHHOINO  JOCTyna (HCO) K  uHdopmauumm
OpraHM3aunMoOHHO-TEXHUYECKMMN Mepamm (cpbazoBbie NyCKM, CUHXPOMOCHISKN,
He3alwndpoBaHHbIe agpeca, KoMaHabl ynpasfeHus 1 T.0.);

- CBEelEHNS O NUHUSAX CBA3N, NO KOTOPbIM NepegaeTcs 3awmuaemas tHdopmMmauus;

- BCe CeTu cBsA3n, paboTalwme Ha eaUHOM KIo4e;

- BCE MpPOSBMAOLIMECH B KaHanax CBsA3W, He 3awmueHHbix oT HCL k nHdopmaumm
OpraHn3aunoHHO-TEXHUYECKUMN Mepamu, HapyLLeHus npasun aKcnnyaTtauum
Kpuntocpeactea n COK;

- BCE NPOSBNAKOLWMECH B KaHanax CBs3W, He 3awmuieHHbiXx oT HC Kk mHdopmaumm
OpPraHM3aumoOHHO-TEXHUYECKMMN MepamK, HEUCNPaBHOCTM M COOM TEXHUYECKUX CpeacTtB
Kpuntocpeactea n COPK;

- CBeAEHus, noryvyaemble B pesynbTaTe aHanmsa nobbiX CUrHANOB OT TEXHUYECKUX
cpencTtB kpuntocpencTea n COK, koTopble MOXET nepexBaTtuTb HapyLWnTENb.

Tonbko HapywuTensam Tuna Hy | He MOryT OblTb M3BECTHbl BCE CETU CBA3W,
paboTatoLine Ha eauHOM Kritoue.
Tonbko HapywuTenu Tuna Hy | Hg pacnonaralT Hapsgy C OOCTYMHbIMUA B

cBobogHOM npopaxe [OKyMeHTaumen Ha kpuntocpenctBo n COK ucxogHbIMM TekcTamu
NPUKNagHoro NporpaMMHoOro obecneveHums.

Tonbko HapywmTenun Tuna H pacnonaratT BCe AOKYMEHTaunen Ha KpuntocpeacTso
n CoOK.

B Tex cnyyasx, Korga mogenb yrpo3 paspabartbiBaeTcd nvuamu, He SBMSHLWMMAUCS
cneunanuctamm B obnactu  3awuTbl  MHOPMaUUK, PEKOMEHAYETCA OrpaHnYUTbLCA
npuBegeHHbIM Bbille NPeanofioXXeHMEM O TOM, YTO NOTEHUMarbHbIe HapylwmMTenn obnagatoT
BCcen nHdopmaumen, Heobxoanmonm anst NOAroTOBKM N NPOBEAEHUS aTaKk.

PaspaboTtumkn mogenu yrpos - cneunanucTbl B 06nactu 3awmTtbl MHGOpMaumMmM MoryT
noarotToBUTb OOOCHOBAHHbIE OrpaHMYeHMs Ha CTeneHb MH(POPMMPOBAHHOCTU HaPYLUUTENS.
PekomeHayeTca ykasaHHOE OrpaHWYeHue pJenatb TOMbKO B Criydae HeobxoaumocTu
pa3paboTkyM HOBOro TMMNa KpMNTOCpeacTBa.



ﬂpe,qnonox(eﬂvm 06 umerownxcs Y HapyuwuTensa cpeacrteax aTtak

[aHHbIV pa3gen MoAenu HapyLIMTENs OOIMKEH codepXKaThb:

- NpearonoXeHne o TOM, YTO HapyLUMTENb UMEET BCce Heobxoammble AN NPOBEeAEeHUS
aTak no AOCTYNHbIM eMy kaHanaMm aTak cpeacTBa, BO3MOXHOCTM KOTOPbIX HE NMpeBOCXoAsT
BO3MOXHOCTU aHanorM4yHblX CpeacTB aTak Ha WMHGOpMauuioo, coAepallyl CBeaeHus,
COCTaBNSAOLME rOCyaapCTBEHHYIO TalHY;

- 060CHOBaHHbIE OFPaHNYEHMS Ha UMEOLLMECS Y HApPYLUUTENS CPeAcTBa aTak.

MpumeyaHue
OBOCHOBaHHblEe OrpaHUYeHUs Ha MMeEILWMECs Y HapylwumTensa cpeacrsa atak MoryT
CYLLECTBEHHO CHU3UTb TpeboBaHUS K KpUNTOCPEACTBY Mpu ero paspaboTke.

Mpn onpegeneHMn orpaHUYEeHUn Ha MMEKLIMECS Y HapylmuTens cpefcrtBa aTak, B
4YaCTHOCTU, AOMKHbI OblTb PACCMOTPEHbI:

- annapaTHble KOMMNOHEeHTbI kpunTtocpeacTtea u CPK;

- [OOCTynHble B CBOOOAHOW npodaXe TexHU4Yeckue cpeacrtsa WM nporpammHoe
obecnevyeHue;

- cneymnanbHo pa3paboTaHHble TEXHUYECKME CpeacTBa U NporpaMMHoe obecneyeHme;

- lWuTaTHbIE cpeacTea.

HaprJI/ITeJ'II/I T"MNna Hl 7 HZ pacnonarakoT TOJIbKO AOOCTYMNMHbIMU B cBoboagHOM
npofgaxe annapatHbiIMU KOMIMOHEHTAaMW KpUntocpeacTtea 1 CoK.

[ononHutenbHble BO3MOXHOCTUM HapywwumTenen Ttuna Hy _ Hs no nosnyyYeHuo
annapaTHbIX KOMMOHEHT Kpuntocpeactea M COK 3aBUCAT OT peanu3oBaHHbIX B
MHGOPMAaLMOHHOW CUCTEME OpraHM3auUNOHHbBIX Mep.

Hapywwutenn Ttuna H pacnonaraiT nbbiMM  annapaTHbIMM  KOMMOHEHTaMM
Kpuntocpeactea n COK.

Hapywwutenu tuna H MOFYT MCMOJb30BaTh LUTATHbIE CPeAcTBa TOMbLKO B TOM cly4ae,
€CINV OHM PacnosioKeHbl 3a NpeaenamMm KOHTPONMPYEMOW 30HbI.

BoamoxxHocTn HapyLUVITeJ'IeIZ T"Mna H2 - H6 no MCNOJiIb30OBaHMIO LWTATHbLIX CpeacTB
3aBUCAT OT pearin3oBaHHbIX B I/IH(*)OpMaLI,I/IOHHOIZ cnucrteme opraHm3aunoHHbIX Mep.

Hapywwutenn Tuna Hy | H MOryT MpPOBOAWTbL flabopaTopHble UccreaoBaHus
KPUNTOCPEACTB, UCMOMb3yeMbIX 3a Mnpeaenamy KOHTPONMPYEMON 30HbI MHAOPMALIMOHHOMN
CUCTEMbI.

B Tex cnyyasix, koraa Moaenb yrpo3 paspabaTbiBaeTcs nuuamn, He SBMSALWUMUCS
cneumanuctamm B obracT 3awmTbl MHopMaUMM, PEeKOMEHAYETCS OrpaHUYMTbCS TOSbKO
npuBeAeHHbIMU BbilLEe CpeacTBaMu aTak.

PaspaboTtumkn Mogenu yrpos - cneumanucTtbl B obnactu 3awmTbl MHopmMaumum MoryT
YTOUYHUTb MNPUBEOEHHbIA BbIlLe MNepedYeHb cpeacTs artak. PekomeHayeTcss ykasaHHoe
YyTOUYHEHVWe [JdenaTb TOfbKO B crydyae HeobxogumocTu paspaboTku HOBOro  Tuna
KpunTocpeacTsa.

OnucaHue KaHanoB aTak



C npakTn4ecKon TOYKN 3peHUs 3TOT pasfen ABNAeTCs OAHUM U3 BaXKHENLINX B Mogenn
Hapywutensa. Ero copepxaHue no cywecTtBy onpefensercs kadecTBOM (OpPMUPOBAHUS
MOJesNn yrpo3 BEPXHEro ypoBHS.

OCHOBHbIMM KaHanamMmu atak ABnAsOTCS:

- KaHarnbl CBA3W (Kak BHYTPW, Tak U BHE KOHTPOSIMPYEMOWN 30Hbl), HE 3alUULLEHHbIE OT
HC[ K nHpopmaumm opraHnM3aLmMOHHO-TEXHUYECKUMN MEPaMU;

- WTaTHbIE cpeacTBa.

Bo3MOXHbIMM KaHanamu aTtak, B YaCTHOCTU, MOTYT ObITb:

- KaHanbl HeNoCpPeaCTBEHHOrO A0CTyna K 0O6beKTy aTakm (aKyCTUYECKUI, BU3YyarnbHbIN,
dunanyeckumin);

- MalUWHHbIE HOCUTENU MHOPMaLMK;

- HOCUTENWU MHOpMaLUK, BbiBeAEHHbIE N3 yNoTpebneHus;

- TEXHUYECKME KaHanbl yTeYKN;

- CUrHanbHbIe uenu;

- Uenu aneKTponuTaHus;

- Llenu 3a3eMreHuns;

- KaHan yTeyku 3a CHET ANIEKTPOHHbIX YCTPONCTB HErnacHoro nony4eHnsa nHpopmauuu;

- MHpOPMAaLMOHHbIE U yripasnsowme nutepdgencol CBT.

B Tex cnyyasx, korga mogens yrpo3 paspabaTtbiBaeTcd nvuamu, He SBMSHLWMMAUCS
cneuvanuctamm B obnactu 3awuTbl MHGOPMaLUK, PEKOMEHOYETCS OrpaHUYUTbLCS TOJSIbKO
npuBegeHHbIMU Bbllle OCHOBHBIMW KaHanamu aTak.

Paspabotumkun mogenu yrpos - cneumnanuctsl B obnactu s3awuTsl MHPoOpMaumm mMoryT
YTOUHUTb MNpUBEAEHHbIM Bbille MepedYeHb KaHanoB artak. PekomeHayeTcs ykasaHHoOe
YTOMHEHWe [fenatb TOMbKO B Cfyyae HeobxoaMmocTu pas3paboTkm HOBOro Tuna
KpuntocpeacTsa.

OnpepaeneHne TMNa HapyLwuTens

Hapywuntenb oTHOCUTCA K TUMy H; , €CIN cpeau NpennosioXXEHN O ero BO3MOXHOCTSIX
eCTb NpPeanonoXeHne, OTHOCALLEEeCs K HapyluTensam Tuna Hy, HeT NpPeanonoXeHUn,
OTHOCSLLMXCS TONbKO K HAPYLUUTENAM TUNa H; (G>1).

HaprJI/ITeJ'Ib OTHOCUTCA K TuUNy H6 B I/IH(*)OpMaLI,I/IOHHbIX cnucrtemax, B KOTOPbIX
O6pa6aTblBaIOTCFI Hanbonee BaXHble nepcoHarlribHble AaHHble, HapylleHUe XapaKTepUucTuk
©e3onacHocTn KOTOPbIX MOXET NpuUBECTU K 0co00 TsKenbIM NOCNeaCcTBUSIM.

PekomeHayeTca npy OTHECEHUM ONEPaATOPOM HapyLUMTENs K TUny Hy cornacoBbiBaThb
mMoaenb HapywuTtena ¢ @CB Poccuu.

4 YpoBeHb KpunTtorpacgpmnyeckomn 3almTbl NepcoHarnbHbIX aHHbIX, YPOBHMU
cneuymanbHOM 3aWUTbl OT YTEYKM NO KaHasnamM NOoO6OYHbIX U3STy4YeHUn U HABOAOK U
YPOBHM 3aUTbl OT HECAHKLUOHUPOBAHHOIO AOCTyNna

4.1. Pasnuyatot wectb yposHen KC1, KC2, KC3, KB1, KB2, KA1 kpuntorpadunyeckon
3alWnTbl  NepcoHanbHbIX  [daHHbIX, He  cogepXawux  CBeOeHWN,  COCTaBnSALWMX
rocyJapCTBEHHYIO TaWlHy, onpeferieHHbIX B nopsigke BO3pacTaHUs KONMYeCcTBa M XKECTKOCTU
npeobsaBnseMblX K KpuntocpeactBam TpeboBaHUM, U, COOTBETCTBEHHO, LUECTb KaccoB
KpuntocpeacTs, Takke ob6o3Havyaembix Yeped KC1, KC2, KC3, KB1, KB2, KA1.



YpoBeHb KpunTorpadmMyeckon 3awuTbl MEPCOHanbHbLIX AaHHbIX, obecnevynBaemon
KpUNTOCPEACTBOM, OMNpeaensieTca onepaTtopoM MyTeM OTHECEHUS HapyLuMTens, OEeWCTBUSAM
KOTOPOro JOSMKHO NMPOTMBOCTOATb KPUMTOCPEACTBO, K KOHKPETHOMY TUMY.

H,

I'IpM OTHEeCEeHUN 3aKa34vMKOM HapywuTena K Tuny Kpuntocpeacrtso AOOJPKHO

obecneuntb Kpuntorpaduyeckyto 3awmty no yposHio KC1, k Tuny H, . KC2, k Tuny Hy _

KC3, k Tuny H, . KB1, k Tvny Hy KB2, k Tnny Hy KA1.

4.2. Pasnnyatot Tpu ypoBHsa KC, KB 1 KA cneuunanbHOM 3almTbl OT YTEYKM MO KaHanam
NoGOYHbIX U3NYyYEHUA U HABOLOK NPW 3almuTe NepcoHarnbHbIX AaHHbIX C UCMONIb30BaHUEM
KpUnToCcpeacTs.

H, _ H,

Mpn OTHeceHUW Hapywutens K Tuny AomkHa ObiTb  obecneveHa

Hy Hs no yposBHioo KB, k Tuny He no

crieumanbHasa 3awmta no yposHio KC, k Tuny
ypoBHio KA.

4.3. B cnyvyae npuHATMA onepaTtopoM peLUeHust O 3alumTe NnepcoHasnbHbIX OaHHbIX B
WHOPMALNOHHOM CUCTEME OT HECaHKUMOHMPOBAHHOIO [0CTyna B COOTBETCTBUM C
HopMaTnBHbIMK gokymeHTamu ®CB Poccun pasnnyatot wectb ypoBHen AK1, AK2, AK3, AK4,
AK5, AK6 3awmtbl OT HECaHKUMOHUPOBAHHOIO [[OCTyna K MepcoHarnbHbIM [AaHHbIM B
WH(POPMALUMNOHHBIX CUCTEMaX, OrnpedeneHHbIX B Mopsake BO3pacTaHWA Konuyectsa U
XXECTKOCTU NpeabsiBrseMblX K cuctemam 3awuTbl TpeboBaHWn, U, COOTBETCTBEHHO, LIECTb
KnaccoB MHOPMAaLMOHHBIX CUCTEM, Takke obo3Havaemblx Yepesd AK1, AK2, AK3, AK4, AKS5,

AKG.

I'Ip|/| OTHECEHUN 3aKa34YMKOM HapyLluunTerna K Tuny Hl B I/IH(bOpM&LI,I/IOHHOVI cucreme
AormkHa ObITb obecneveHa 3awmta OT HECaHKUMOHNPOBAHHOIO AOCTyMa K nepcoHallbHbIM

AaHHbIM Mo ypoBHIO AK1, Kk Tuny Hy no yposHio AK2, k Tuny Hy no yposHio AK3, k Tuny

H4 H5 H6

- no ypoBHto AK4, Kk Tuny - no ypoBHto AKS5, kK Tuny - no ypoBHto AKG.

5 Tpe6GoBaHUs K KOHTPOJIO BCTPpaMBaHUs KpUNTOCPEeACTBaA

5.1. BctpaumBaHue kpuntocpencts knacca KC1 n KC2 ocywectBnaetcs 6e3 KoHTpons
co ctopoHbl PCB Poccumn (ecnv 3TOT KOHTPOSb HE NPEeAYCMOTPEH TEXHUYECKUM 3a4aHMEM Ha
pa3paboTKy (MogepHM3aLUn0) MHPOPMALNOHHON CUCTEMBI).

BctpamnBanne kpuntocpeacts knacca KC3, KB1, KB2 n KA1 ocywecTBnaeTcs TONbKO
noa KOHTponem co ctopoHbl PCE Poccun.

5.2. BctpamnBanue kpuntocpencts knacca KC1, KC2 unm KC3 MoxeT ocyecTBnATLCA
nmbo camMum nonb3oBaTenemM KpUnToCcpeacTBa MpU HanuymMm COOTBETCTBYIOLLEN NULEH3UU
®Cb Poccun, nubo opraHnsaumen, MMeoLLen CooTBETCTBYOLWY0 nuueHanio PCB Poccun.

BctpamBanne kpuntocpeactsa krnacca KB1, KB2 wnm KA1 ocywecTtensiertca
opraHusaumnen, MMeroLLLen COOTBETCTBYOLLYI0 NuueHaunio PCb Poccun.

5.3. B xoge koHTponsa co ctopoHbl PCH Poccum BCcTpanBaHusa Kpuntocpeactsa MoryT
pewaTbCs, B YaCTHOCTU, criegyolime 3agaydu:

- nposepka TpeboBaHUN [OOKYMEHTALUMM Ha KPUMNTOCPELCTBO, OTHOCALIMXCA K
BCTpauBaHWIO KpUNTOCPEACTBA, B TOM YUChE:

O aHanun3 KOpPPEKTHOCTU BCTpanBaHUS;

0 aHanu3 NpPaBUITIbHOCTU (PYHKLMOHUPOBAHUS CUCTEMBI YNPaBIiEHUs KIoYamu;

- aKcnepuMmeHTanbHast  nposepka  pabotocnocobHoCcTM  KpunTocpeactBa W
NpPaBUbHOCTU BbIMNOMHEHWS BO3MOXEHHbIX HA HEro LeneBbiX (OYHKLMWIN;



- OUEHKa BNUSAHUA TEXHUYECKMX U MPOrpamMMHbIX CPEACTB, COBMECTHO C KOTOPbIMWU
npegnonaraetca  wTaTHoe  (PYHKUMOHMPOBAHME  KPUNTOCPEACTBA, Ha  BbIMOSIHEHUE
npeabsBnseMbiX K KpMntocpeacTsy TpeboBaHu.

MeToanka n nporpamma KOHTPONS BCTpanBaHMs KpUNTocpencTBa pa3pabartbiBatoTcs U
(vnn) obocHOoBbIBAKOTCA CheuManM3vpoOBaHHOW OpraHu3auven, NpoBOAALLEN TemaTuyeckme
nccnegoBaHnsa KpUnTocpeacTsa, u cornacosbiBatoTes ¢ PCB Pocecun.

Pykosogctso 8 LleHTpa
®Cb Poccun

*(1) TOCT 34.003-90.

*(2) TOCT P 51624-2000.

*(3) 3akoH Poccunckon degepaumm "O 6esonacHocTn".

*(4) ®epeparbHbIn 3akoH "O nepcoHarnbHbIX AaHHbIX".

*(5) ®epepanbHbin 3akoH "O6 MHGOpMauMM, MHGPOPMAUMOHHBIX TEXHOMOMMSAX U O
3awmrte nHgpopmaumn'.

*(6) 3akoH Poccunckon degepaunn "O 6esonacHocTn".

*(7) B. JopoT, @.HoBukoB "TOMKOBLIN CfoOBapb COBPEMEHHOM  KOMMbIOTEPHON
nekcukn", CI6., bXB-MNeTtepbypr, 2004.

*(8) ®epeparnbHbin 3akoH "O6 uHGoOpMauMK, MHMPOPMALMOHHBIX TEXHOSOMMSAX U O
3awmTe nHgopmaumn®.

*(9) ®epeparnbHbin 3akoH "O6 uHGoOpMauMK, MHMPOPMALMOHHBIX TEXHOSOMMSAX U O
3awmTe nHgopmaumn®.

*(10) ®epeparbHbIn 3akoH "O nepcoHarbHbIX AaHHbIX".

*(11) ®epgepanbHbin 3akoH "O6 MHMopmMaumn, MHEPOPMALMOHHBIX TEXHOMOIMMAX U O
3awmrte nHhpopmaumn'.

*(12) ®epgepanbHbin 3akoH "O6 mMHpopmaumn, MHPOPMALMOHHBLIX TEXHOMOMMAX U O
3awmrte nHhpopmaumn'.

*(13) depeparnbHbin 3akoH "O nepcoHarnbHbIX AaHHbIX".

*(14) TOCT P 51624-2000.

*(15) ®epgepanbHbin 3akoH "O6 MHMopmMaumn, MHEPOPMALMOHHBIX TEXHOMNOIMMAX U O
3awmrte nHgpopmaumn®.

*(16) depeparnbHbin 3akoH "O nepcoHarnbHbIX AaHHbIX".

*(17) "lNonoxeHne o paspaboTke, NPOU3BOACTBE, peanu3aumMm n WngpoBanbHbIX
(kpynTorpacpmnuecknx)  cpeactB  3awmtbl  MHGopmauum  (Monoxenne  K3-2005)",
3apernctpuposaHo MuHiocTtoMm Poccum (permctpauunonHsin N 6382 ot 3 mapta 2005 roga)

*(18) laHHOe onpefeneHne aBnsetca obobuieHnemM  onpedeneHus  MOHATUS
"HeJOKyMEHTMpPOBaHHble (HegeknapupoBaHHble) Bo3MoxHocTu [10", npuBedeHHOro B
PykoBoosuwem gokymeHte [octexkommccnn Poccun. "3awmta OT HeCaHKUMOHUPOBAHHOMO
goctyna K WHgopmauuun. Yactb 1. [lporpammHoe obecnevyeHne cpeacts  3aluThl
nHpopmauun. Kraccudpukaums no YPOBHIO KOHTPOMA OTCYTCTBUS HedeKrnapupyemblx
BO3MOXHocTen" (BBegeH B fgencteume [lpukasom [lMpencepatensa octexkomuccum Poccun
N 114 ot 04.06.1999).

*(19) 3akoH Poccunckon degepaumm "O BesonacHocTn".

*(20) ®epepanbHbin 3akoH "O nepcoHanbHbIX AaHHbIX".

*(21) ®epeparnbHbin 3akoH "O6 MHMopMaumn, MHPOPMALMNOHHBLIX TEXHOMOMMAX U O
3awmrte nHpopmaumn'.

*(22) ®epepanbHbin 3akoH "O nepcoHanbHbIX AaHHbIX".

*(23) ®epepanbHbin 3akoH "O nepcoHanbHbIX AaHHbIX".
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*(24) FOCT P 51275-99.
FAPAHT:

Mpukaszom PoctexperynupoBaHus ot 27 aekabps 2006 r. N 374-ct peunctene FOCT P
51275-99 Ha Tepputopumn PO otmeHeHo ¢ 1 doeBpansa 2008 r.

*(25) ®epeparnbHbIn 3akoH "O nepcoHarbHbIX AaHHbIX".

*(26) ®epeparnbHbin 3akoH "O nepcoHarnbHbIX AaHHbIX".

*(27) ®epeparnbHbIn 3akoH "O nepcoHarbHbIX AaHHbIX".

*(28) TOCT P 50922-96.
FTAPAHT:

[Mpukaszom PoctexperynupoBaHus ot 27 aekabpsa 2006 r. N 373-ct geuctene OCT P
50922-96 Ha Tepputopumn PO otmeHeHo ¢ 1 dpeBpans 2008 r.

*(29) TOCT P 50739-95.

*(30) ®epeparnbHbIn 3akoH "O nepcoHarbHbIX AaHHbIX".

*(31) 3akoH Poccunckon degepaumm "O 6esonacHocTn".

*(32) ®epepansHbin 3akoH "O nepcoHanbHbIX AaHHbIX".

*(33) lNoctaHoBnenne [MpaButenbctBa Poccunckon depepaumm ot 23 CeHTAGPS
2002 roga N 691 "O6 yTBepXOeHUM MONOXEHUA O NULEH3UPOBaHUN OTAENbHbIX BUAOB
AEeATENbHOCTN, CBS3aHHbIX C WuUdpoBanbHbiMKM  (KpunTorpaduyecknmmn) cpencrsamm”
(Cobpanue 3akoHogaTtenscTBa Poccurckon ®epgepauuun, 2002 r., N 39, cT. 3792).

*(34) CobpaHue 3akoHogaTtenbctBa Poccunckon ®egepaunmn 2007, N 48, vactb I, cT.
6001.

*(35) HeoTkadyemocCTb - CNOCOBHOCTL  AoKas3aTb, 4YTO AENCTBME WNU  COObITME
Npon3oLWLo Taknm obpasom, 4To hakT gencTBusa nnm cobbliTust He MoXeT ObITb ONPOBEPrHYT
(NCO 7498-2:99 n NCO 13888-1:2004).

*(36) Y4yeTHOCTb

- CBOMCTBO, obecnevmBarollee ogHO3HAYHOE OTCIeXmBaHUe cOOCTBEHHbIX OENCTBUN
nboro norndeckoro obvekTa (MCO 7498-2:99);

- obecneyeHne TOro, YTo OENCTBUA CyObekTa NO OTHOLLUEHWMIO K OOBbEKTY MOryT ObiTb
NpoCrneXeHbl YHMUKabHO MO OTHOLLUEHUIO K CYyOBbEKTY.

*(37) AYyTEHTUYHOCTb

- CBOWCTBO obecneyeHnss WOEHTUYHOCTM CcyObekTa unM pecypca 3asiBlIEHHOM
NOEHTUYHOCTU. AYTEHTUYHOCTb MNPUMEHSETCA K TakuM CyObekTam Kak nonb3oBaTenu,
npouecchl, cuctembl 1 Hpopmauma (ISO/IEC 13335-1:2004);

- WOEHTUYHOCTb OOBEKTA TOMY, YTO 3asBNEHO.

*(38) ApnekBaTHOCTb - CBOMCTBO COOTBETCTBUS NpegHaMEpPEeHHOMY MOBEAEHUIO U
pesynbtatam (ISO/IEC 13335-1:2004).
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